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Abstract: Smart sensor homes, also known as smart homes or connected homes, are residential properties equipped with advanced 

sensor technologies, connectivity, and automation systems that enable homeowners to control and monitor various aspects of their 

homes remotely. These homes offer a wide range of benefits, including convenience, energy efficiency, enhanced security, 

personalized comfort, and remote monitoring capabilities. By leveraging sensors, connectivity, and intelligent systems, smart sensor 

homes optimize energy consumption, provide real-time information, and enable seamless integration of devices and services within 

the home. This introductory abstract provides an overview of the concept of smart sensor homes and highlights the key advantages 

they offer to homeowners. The future prospects of smart sensor homes, including technological advancements and integration with 

smart city initiatives, are also discussed. However, it is crucial to address security and privacy concerns associated with these homes 

to ensure the protection of personal information. As smart sensor homes become increasingly prevalent, promoting user education 

and awareness of best security practices will be vital to maximize benefits and mitigate risks. Overall, smart sensor homes have the 

potential to transform residential living, providing a more connected, efficient, and sustainable living environment. 
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INTRODUCTION: 

In recent years, the concept of a "smart home" has gained 

immense popularity, revolutionizing the way we interact with 

our living spaces. At the forefront of this technological 

transformation are smart sensor systems, which have become 

integral components of modern homes. These smart sensors 

are designed to perceive and interpret environmental data, 

enabling homeowners to automate various functions and 

enhance their overall living experience. Smart sensor 

technology encompasses a diverse range of devices that can 

monitor and detect changes in the home environment.1 These 

sensors are capable of measuring variables such as 

temperature, humidity, light levels, motion, and even air 

quality. By collecting and analyzing this data, smart sensors 

provide valuable insights into the conditions within a home, 

allowing for proactive adjustments and efficient management 

of energy, security, and comfort. 

One of the primary advantages of smart sensor homes is their 

ability to optimize energy consumption. By intelligently 

monitoring factors like temperature and occupancy, these 

systems can dynamically adjust heating, cooling, and lighting 

to maximize energy efficiency. This not only reduces utility 

bills but also contributes to a more sustainable lifestyle, as 

unnecessary energy waste is minimized. Beyond energy 

management, smart sensor homes offer enhanced security and 

safety features.2 Motion sensors can detect unauthorized 

movement, triggering alerts or activating security measures 

like alarms or surveillance systems. Moreover, sensors 

integrated with smoke detectors and carbon monoxide 

detectors provide early warnings in case of fire or gas leaks, 

potentially saving lives and preventing extensive property 

damage. 

Furthermore, the data collected by smart sensors can provide 

valuable insights into daily routines and habits, enabling 

personalized experiences and recommendations. For 

example, by analyzing occupancy patterns, the system can 

optimize lighting and heating schedules to align with the 

occupants' typical routines. Additionally, these insights can be 

used to detect anomalies or identify potential maintenance 

issues, facilitating proactive maintenance and minimizing 

repair costs. 

However, it is crucial to address concerns regarding data 

privacy and security when implementing smart sensor homes. 

As these systems collect and process sensitive information 

about residents' activities and behaviors, robust security 

measures must be in place to protect against unauthorized 

access and data breaches. Safeguarding privacy should be a 

top priority when integrating smart sensor technology into 
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residential environments. In conclusion, smart sensor homes 

have emerged as a game-changer in modern living. With their 

ability to monitor, analyze, and automate various aspects of a 

home's environment, these systems offer energy efficiency, 

enhanced security, personalized comfort, and convenience to 

homeowners. As technology continues to advance, the 

potential for smart sensor homes to create even smarter, more 

sustainable, and interconnected living spaces is truly exciting. 

 

Fig. 1 a schematic representation of a sensor based smart home 

(Ref: AU 2021204774 B2 dt: 8th July 2021) 

BENEFITS OF SMART SENSOR HOMES: 

Smart sensor homes provide unparalleled convenience by 

automating various tasks and allowing remote control of 

devices. Homeowners can adjust lighting, temperature, and 

security settings with ease, whether they are at home or away. 

Voice commands or smartphone applications make it simple 

to control and monitor different aspects of the home, offering 

a seamless and convenient user experience. Smart sensors 

play a crucial role in optimizing energy consumption in 

homes. By monitoring variables like temperature, occupancy, 

and ambient light, the system can adjust heating, cooling, and 

lighting automatically to minimize energy waste. This leads 

to lower utility bills and a reduced environmental footprint. 

Smart sensor homes provide advanced security features, such 

as motion sensors, door/window sensors, and surveillance 

cameras, which help detect and deter intruders. Notifications 

and alerts can be sent to homeowners' devices in case of any 

suspicious activity or breaches.3 Additionally, integrated 

smoke detectors and carbon monoxide detectors can provide 

early warnings of potential dangers, ensuring the safety of 

occupants. Smart sensor homes enable personalized comfort 

by adapting to occupants' preferences. The system can learn 

individual habits and routines, automatically adjusting 

lighting, temperature, and other environmental factors to suit 

their needs. This personalized approach enhances comfort 

and creates a tailored living experience for each resident. 

With smart sensor homes, homeowners can remotely monitor 

and manage their homes. They can check security camera 

feeds, receive real-time updates, and control devices even 

when they are away. This feature is particularly valuable for 

vacation homes or when homeowners are traveling, as they 

can ensure everything is in order and address any issues 

remotely. 

http://www.ijritcc.org/


International Journal on Recent and Innovation Trends in Computing and Communication 

ISSN: 2321-8169 Volume: 11 Issue: 4  

Article Received:10 February 2023 Revised:20 March 2023 Accepted:30 March 2023 

____________________________________________________________________________________________________________________ 

 
    422 
IJRITCC | April 2023, Available @ http://www.ijritcc.org 
 
 

Smart sensors collect and analyze data about various aspects 

of the home environment. This data can provide valuable 

insights into energy usage patterns, occupancy trends, and 

overall lifestyle patterns. Homeowners can leverage these 

insights to make informed decisions about energy 

management, home maintenance, and resource optimization. 

Homes equipped with smart sensor technology are often 

considered more modern and desirable in the real estate 

market. The added convenience, energy efficiency, and 

security features can enhance the overall value and 

marketability of the property. By optimizing energy usage and 

reducing waste, smart sensor homes contribute to a more 

sustainable lifestyle. The efficient management of resources, 

such as electricity and water, helps reduce the carbon 

footprint and environmental impact associated with home 

operations. In summary, smart sensor homes offer 

convenience, energy efficiency, enhanced security, 

personalized comfort, and remote monitoring capabilities.4 

These benefits improve the overall quality of living, while 

also contributing to sustainability and increasing the value of 

the property. 

 

METHODS OF IMPLEMENTATION: 

The first step in implementing a smart sensor home is the 

installation of the required sensors throughout the house. 

These sensors can be placed strategically in different rooms 

and areas to monitor specific variables such as temperature, 

humidity, light levels, motion, and air quality. The number 

and type of sensors needed depend on the desired 

functionalities and the size of the home. To enable seamless 

communication between sensors and the central control 

system, a reliable network infrastructure is essential. This 

typically involves setting up a wireless network or using a 

combination of wired and wireless connections to ensure all 

sensors can transmit data effectively. Wi-Fi, Bluetooth, 

Zigbee, or Z-Wave protocols are commonly used for sensor 

connectivity in smart homes. A central control hub acts as the 

brain of the smart sensor home, receiving data from sensors 

and coordinating their operations. This hub can be a dedicated 

device or a software-based solution running on a home 

automation controller.5 The control hub should support 

interoperability with various sensor types and be compatible 

with different communication protocols to integrate 

seamlessly with the entire system. Once the sensor data is 

collected, it needs to be processed and analyzed to derive 

meaningful insights. This can be done locally on the control 

hub or through cloud-based services. Machine learning 

algorithms and data analytics techniques can be employed to 

identify patterns, detect anomalies, and make informed 

decisions based on the collected data. 

Smart sensor homes excel in automation and integration 

capabilities. Once the sensor data is analyzed, the system can 

automatically trigger actions or adjust settings based on 

predefined rules and user preferences. For example, if motion 

sensors detect no occupancy in a room, the system can turn 

off lights and adjust the temperature to save energy. 

Integration with other smart devices, such as thermostats, 

lighting systems, and security systems, allows for a 

comprehensive and synchronized smart home experience. 

Providing an intuitive and user-friendly interface is crucial for 

homeowners to interact with their smart sensor homes. This 

can be through dedicated control panels, smartphone 

applications, or voice assistants. These interfaces enable 

homeowners to monitor sensor data, control devices 

remotely, set preferences, and receive notifications or alerts 

regarding system status or events. As smart sensor homes deal 

with sensitive data, implementing robust security measures is 

essential. This includes ensuring secure communication 

protocols, encryption of data in transit and at rest, strong user 

authentication mechanisms, and regular software updates to 

patch vulnerabilities.6 Privacy concerns should also be 

addressed, with clear guidelines on data collection, usage, and 

sharing practices. Smart sensor homes should be designed 

with scalability and flexibility in mind. Homeowners may 

want to expand the system over time or integrate new sensors 

or devices. The infrastructure should be adaptable to 

accommodate such changes without requiring significant 

reconfiguration or disruption. 

 

By following these methods of implementation, homeowners 

can transform their living spaces into intelligent and 

responsive environments, where sensors seamlessly interact 

to enhance comfort, security, energy efficiency, and 

convenience. 

 

SECURITY CONCERNS SURROUNDING SMART 

SENSOR HOMES: 

Smart sensor homes offer numerous benefits, but they also 

come with security concerns that need to be addressed.  One 

of the primary concerns is unauthorized access to the smart 

home system. If not properly secured, hackers may exploit 

vulnerabilities in the network or devices to gain access to 

sensitive data or control over the home's automation features. 

This can lead to unauthorized surveillance, tampering with 
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security systems, or even physical harm. Weak or default 

passwords pose a significant security risk. Many smart 

devices come with default login credentials that are often left 

unchanged by users. Additionally, weak or easily guessable 

passwords make it easier for attackers to gain unauthorized 

access to the system. Implementing strong passwords and 

two-factor authentication can help mitigate this risk. Smart 

sensor homes rely on communication protocols such as Wi-

Fi, Bluetooth, or Zigbee to transmit data between devices and 

the central control hub. If these communication channels are 

not adequately secured, they can be susceptible to 

eavesdropping or data interception. Encryption and secure 

communication protocols should be implemented to protect 

the integrity and confidentiality of data. Smart devices may 

have vulnerabilities in their firmware or operating systems, 

which can be exploited by attackers. It is crucial to keep all 

devices and their firmware up to date with the latest security 

patches and firmware updates provided by manufacturers. 

Regularly checking for security updates and applying them 

promptly helps protect against known vulnerabilities. 

Security practices among smart home device manufacturers 

can vary significantly. Some may not prioritize security 

during the development and production of their devices, 

leaving them vulnerable to attacks. Homeowners should 

research and choose devices from reputable manufacturers 

who prioritize security and provide regular updates and 

support. Physical access to smart home devices can pose a 

risk. If an attacker gains physical access to a device, they may 

be able to extract sensitive data, modify configurations, or 

compromise the system. It is essential to secure devices 

physically, such as placing them in locked cabinets or rooms, 

to prevent unauthorized access. 

Smart sensor homes collect a significant amount of data about 

occupants' activities and behaviors. Privacy concerns arise 

when this data is not handled appropriately. Homeowners 

should review privacy policies, understand what data is being 

collected, how it is being used, and ensure that adequate 

measures are in place to protect the privacy of their personal 

information. Smart home systems often integrate with third-

party services or applications, such as voice assistants or 

cloud storage providers. These integrations can introduce 

additional security risks, as the security practices of these 

third-party services may differ from those of the smart home 

system. Careful consideration and vetting of third-party 

integrations are necessary to ensure they meet security 

standards. To address these security issues, homeowners 

should follow best practices such as using strong passwords, 

regularly updating firmware, implementing secure 

communication protocols, and choosing devices from trusted 

manufacturers. It is also advisable to separate smart home 

devices from the main network by setting up a dedicated 

network for enhanced security. 

 

SOLVING SECURITY ISSUES: 

Ensure that all smart devices, including the central control 

hub, use strong, unique passwords. Avoid default or easily 

guessable passwords. Implement two-factor authentication 

where possible to provide an additional layer of security. Set 

up a separate network for smart home devices, isolating them 

from other devices on the home network. This helps contain 

any potential security breaches and limits access to sensitive 

information. Keep all smart devices and their firmware up to 

date with the latest security patches and updates provided by 

manufacturers. Enable automatic updates whenever possible 

to ensure that vulnerabilities are addressed promptly. Use 

secure communication protocols, such as WPA2/WPA3 for 

Wi-Fi networks, to encrypt data transmission between 

devices and the central control hub. Avoid using open or 

unsecured networks for smart home devices.7 Segment the 

smart home network into different zones or subnetworks to 

further enhance security. This can be achieved by using 

virtual LANs (VLANs) or network segmentation techniques, 

isolating specific devices or groups of devices based on their 

security requirements. 

Prioritize devices from reputable manufacturers who have a 

track record of addressing security concerns and regularly 

providing firmware updates. Research and choose devices 

that follow industry security best practices. Understand and 

review the privacy policies of smart home devices and 

services. Ensure that the data collected is handled securely 

and used only for its intended purpose. Opt for devices and 

services that prioritize privacy and allow users to have control 

over their data. Implement intrusion detection systems (IDS) 

or intrusion prevention systems (IPS) to monitor network 

traffic and detect any malicious activity. Additionally, 

consider using firewalls to regulate and control incoming and 

outgoing traffic from the smart home network. 

Secure smart devices physically, such as placing them in 

locked cabinets or rooms, to prevent unauthorized access. 

Ensure that physical access to devices is restricted to trusted 

individuals. Continuously monitor the smart home system for 

any suspicious activity or abnormal behavior. Regularly 

review access logs, monitor network traffic, and conduct 

security audits to identify and address any vulnerabilities or 

potential breaches. Provide education and awareness to all 
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users of the smart sensor home regarding best security 

practices, such as avoiding suspicious links or downloads, 

recognizing phishing attempts, and being cautious when 

granting access or permissions to third-party applications or 

services. By implementing these solutions, homeowners can 

significantly enhance the security of their smart sensor 

homes, protecting their privacy, and mitigating potential risks 

and vulnerabilities. It is important to adopt a holistic approach 

to security, considering both technological measures and user 

practices to create a secure and resilient smart home 

environment. 

CASE STUDY: SINGAPORE'S SMART SENSOR 

HOMES 

Singapore, a city-state known for its advancements in 

technology and urban development, has embraced the 

concept of smart sensor homes to enhance the quality of life 

for its residents. The government and private sectors have 

collaborated to create a sustainable and connected living 

environment through the adoption of smart home 

technologies.  Singapore launched the Smart Nation Initiative 

in 2014, with the goal of harnessing technology and data to 

improve the lives of its citizens. As part of this initiative, the 

government has been actively promoting the adoption of 

smart home technologies and encouraging partnerships 

between industry stakeholders. 

Smart sensor homes in Singapore focus on energy efficiency 

and management. The Energy Market Authority (EMA) 

introduced the Home Energy Management System (HEMS) 

program, which encourages homeowners to install smart 

meters and sensors to monitor and control their energy 

consumption. This enables residents to make informed 

decisions about their energy usage, leading to reduced energy 

consumption and cost savings. Singapore's smart sensor 

homes are integrated with the city's public infrastructure. For 

instance, the Housing Development Board (HDB) has 

introduced the Smart Lighting System in public housing 

estates, where motion sensors and smart lighting controls are 

installed in common areas, reducing energy waste by 

automatically adjusting lighting based on occupancy. Smart 

sensor homes in Singapore prioritize security and safety. The 

Home Team Science and Technology Agency (HTX) has 

developed the Home-on-Phone system, which integrates 

various smart devices such as surveillance cameras, 

door/window sensors, and smoke detectors. Homeowners can 

access and control these devices remotely through a mobile 

application, enhancing home security and safety. Singapore 

has established the Smart Nation Sensor Platform (SNSP), 

which acts as a central infrastructure for collecting and 

analyzing data from various sources, including smart homes. 

This platform allows for data sharing and integration between 

different sectors, enabling a more comprehensive 

understanding of urban dynamics and optimizing resource 

management. Smart sensor homes in Singapore provide 

residents with access to data analytics and insights.8 

Homeowners can monitor their energy consumption patterns, 

receive personalized recommendations for energy-saving 

measures, and gain a better understanding of their daily 

routines and habits. This empowers residents to make 

informed decisions and adjust their lifestyles for more 

sustainable living. 

The development and implementation of smart sensor homes 

in Singapore involve strong collaboration between the 

government, industry stakeholders, and research institutions. 

Public-private partnerships have been formed to drive 

innovation, develop standards, and pilot smart home projects, 

ensuring that technological advancements align with the 

needs and aspirations of the residents. Through its 

comprehensive approach to smart sensor homes, Singapore 

aims to create a sustainable and livable environment for its 

residents. By integrating energy management, security, 

safety, and data analytics, Singapore exemplifies how a smart 

nation can harness technology to enhance the quality of life 

and achieve sustainable urban development. 

THE FUTURE PROSPECTS OF SMART SENSOR 

HOMES 

The future prospects of smart sensor homes are promising, 

with numerous advancements and opportunities on the 

horizon. As technology continues to evolve, smart sensor 

homes will benefit from advancements in areas such as sensor 

technology, connectivity, artificial intelligence, and data 

analytics. Sensors will become more advanced, smaller, and 

cost-effective, allowing for even greater integration into 

various aspects of the home. Improved connectivity 

standards, such as 5G and Wi-Fi 6, will enable faster and more 

reliable communication between devices, enhancing the 

overall performance of smart home systems. 

The IoT ecosystem will continue to expand, offering a wider 

range of smart devices and services that can be integrated into 

smart sensor homes. This includes appliances, entertainment 

systems, health monitoring devices, and more. The 

interoperability and seamless integration of these devices will 

enable a more comprehensive and unified smart home 

experience. Artificial intelligence (AI) and machine learning 
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(ML) algorithms will play a significant role in enhancing the 

capabilities of smart sensor homes. AI-powered systems will 

be able to learn and adapt to homeowners' preferences, 

optimize energy consumption patterns, and automate routine 

tasks more intelligently. ML algorithms will enable predictive 

analytics, allowing the system to anticipate user needs and 

adjust settings accordingly. Smart sensor homes will 

increasingly integrate with energy grids and renewable 

energy sources. By leveraging real-time energy data and 

smart grid technologies, homes can optimize energy usage, 

store and distribute excess energy, and contribute to a more 

sustainable and efficient energy ecosystem. This integration 

will enable homeowners to actively participate in demand 

response programs and maximize the benefits of renewable 

energy sources. 

User interfaces will become more intuitive and user-friendly, 

with advancements in touchscreens, voice control, and 

natural language processing. Voice assistants, such as 

Amazon Alexa and Google Assistant, will continue to play a 

central role in controlling and managing smart sensor homes, 

allowing users to interact with their homes using voice 

commands and receive spoken responses. Augmented reality 

(AR) and virtual reality (VR) technologies hold potential for 

enhancing the user experience in smart sensor homes. AR can 

overlay digital information onto the physical environment, 

providing real-time feedback and guidance on energy 

consumption, device status, and maintenance tasks.9 VR can 

create immersive experiences, allowing homeowners to 

visualize and customize their home settings and 

configurations. With the growing importance of data privacy, 

future smart sensor homes will focus on implementing robust 

security measures and privacy controls. Strong encryption, 

secure authentication, and anonymization techniques will be 

employed to protect sensitive data and ensure user privacy. 

Standards and regulations will continue to evolve to address 

privacy concerns and promote responsible data handling 

practices. Smart sensor homes will increasingly integrate with 

broader smart city initiatives. Integration with smart 

transportation systems, waste management, urban planning, 

and healthcare services will create a more connected and 

efficient urban environment. Data exchange between smart 

homes and smart city infrastructure will enable more 

comprehensive analytics and decision-making processes to 

enhance the overall livability and sustainability of cities. 

In summary, the future prospects of smart sensor homes are 

exciting, with advancements in technology, AI integration, 

energy grid integration, enhanced user interfaces, and 

increased integration with smart cities. As these 

developments unfold, smart sensor homes will continue to 

provide homeowners with enhanced comfort, convenience, 

energy efficiency, and a more connected living experience. 

CONCLUSION: 

In conclusion, smart sensor homes are revolutionizing the 

way we live by integrating technology, connectivity, and 

automation into our living spaces. These homes offer a wide 

range of benefits, including convenience, energy efficiency, 

enhanced security, personalized comfort, and remote 

monitoring capabilities. By leveraging sensors, connectivity, 

and intelligent systems, smart sensor homes enable 

homeowners to control and monitor various aspects of their 

homes with ease, whether they are at home or away.10 The 

future prospects of smart sensor homes are promising, with 

advancements in sensor technology, connectivity, artificial 

intelligence, and data analytics on the horizon. As technology 

continues to evolve, these homes will become even more 

integrated, intelligent, and intuitive. They will seamlessly 

interact with other devices, services, and the broader smart 

city infrastructure, creating a more connected and sustainable 

living environment. 

However, it is essential to address the security and privacy 

concerns associated with smart sensor homes. Implementing 

strong authentication methods, secure communication 

protocols, and regular firmware updates can mitigate 

potential risks and ensure the protection of personal 

information. As smart sensor homes become more prevalent, 

it is crucial to promote user education and awareness. 

Homeowners should be equipped with the knowledge and 

understanding of best security practices and responsible data 

handling to maximize the benefits and minimize the risks. 

Overall, smart sensor homes have the potential to enhance our 

quality of life, optimize energy usage, improve security and 

safety, and contribute to sustainable living. With continued 

advancements and innovation, smart sensor homes will 

continue to shape the future of residential living, transforming 

our houses into intelligent, interconnected, and efficient 

spaces. 

 

REFERENCES: 

1. Stolojescu-Crisan, Cristina, Calin Crisan, and Bogdan-

Petru Butunoi. "Access control and surveillance in a 

smart home." High-Confidence Computing 2, no. 1 

(2022): 100036. 

http://www.ijritcc.org/


International Journal on Recent and Innovation Trends in Computing and Communication 

ISSN: 2321-8169 Volume: 11 Issue: 4  

Article Received:10 February 2023 Revised:20 March 2023 Accepted:30 March 2023 

____________________________________________________________________________________________________________________ 

 
    426 
IJRITCC | April 2023, Available @ http://www.ijritcc.org 
 
 

2. Sylla, Tidiane, et al. "Context-aware security in the 

internet of things: a survey." International journal of 

autonomous and adaptive communications systems 14.3 

(2021): 231-263. 

3. Bugeja, Joseph, Andreas Jacobsson, and Paul 

Davidsson. "On privacy and security challenges in smart 

connected homes." In 2016 European Intelligence and 

Security Informatics Conference (EISIC), pp. 172-175. 

IEEE, 2016. 

4. Hammi, B., Zeadally, S., Khatoun, R. and Nebhen, J., 

2022. Survey on smart homes: vulnerabilities, risks, and 

countermeasures. Computers & Security, 117, 

p.102677. 

5. Zhu, Junhong, et al. "Ethical issues of smart home‐based 

elderly care: A scoping review." Journal of nursing 

management 30.8 (2022): 3686-3699.  

6. Jakkula, Vikramaditya R., and Diane J. Cook. 

"Detecting anomalous sensor events in smart home data 

for enhancing the living experience." Artificial 

intelligence and smarter living 11, no. 201 (2011): 1. 

7. Tiwari, Pooja, Vikas Garg, and Rashmi Agrawal. 

"Changing world: Smart homes review and 

future." Smart IoT for Research and Industry (2022): 

145-160. 

8. Suryadevara, Nagender Kumar, and Subhas Chandra 

Mukhopadhyay. Smart homes. No. 1. Heidelberg, 

Germany: Springer, 2015. 

9. Brush, A. J., Jeannie Albrecht, and Robert Miller. 

"Smart homes." IEEE Pervasive Computing 19, no. 2 

(2020): 69-73. 

10. Dong, Bowei, Qiongfeng Shi, Yanqin Yang, Feng Wen, 

Zixuan Zhang, and Chengkuo Lee. "Technology 

evolution from self-powered sensors to AIoT enabled 

smart homes." Nano Energy 79 (2021): 105414. 

 

 

 

http://www.ijritcc.org/

