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Abstract: This paper presents a method for virtualizing interruptions in an embedded hypervisor environment. The method
involves the hypervisor taking control of hardware interruptions, providing them to a guest operating system (OS) for
virtualization, and simulating interruption events through service threads running on the hypervisor. The guest OS executes a
virtualization interruption service program using interruption injection operations provided by the hypervisor, bypassing the need
to respond to hardware interruptions. This approach allows interruption service programs to be executed in a conventional stack
environment, eliminating the need for copying and preserving the execution context. A comparative analysis with the
virtualization scheme in Xen reveals that the proposed method reduces the overhead associated with field preservation, thereby

enabling more efficient interruption response.
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Introduction:

Embedded systems often require efficient virtualization
techniques to provide isolation and resource sharing among
multiple operating systems. Interruptions play a crucial role
in these systems as they allow the system to respond to
events in a timely manner. However, virtualizing
interruptions in an embedded hypervisor environment can be
challenging due to the need for efficient handling and
response to interruptions. This paper proposes a novel
method that addresses these challenges by introducing a
hypervisor-oriented interruption virtualization operation. By
leveraging the capabilities of the hypervisor, interruptions
are efficiently virtualized and executed in a conventional
stack environment, eliminating the need for unnecessary
copying and preserving of the execution context.

Background:

Embedded hypervisors have emerged as a key technology
for virtualization in resource-constrained environments.
They enable multiple operating systems to run concurrently
on a single hardware platform, providing isolation and
improved resource utilization. However, the virtualization of
interruptions in embedded hypervisors has been a topic of
ongoing research. Existing approaches often involve
complex copying and preserving of the execution context,
resulting in increased overhead and reduced efficiency.
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Therefore, there is a need for a method that streamlines the
interruption virtualization process and improves system
performance.

A hypervisor system, also known as a virtual machine
monitor (VMM), is a software layer that enables the
virtualization of computer hardware resources. In this
system, the hypervisor runs directly on the hardware
platform as system software, managing the physical
equipment and supporting the operation of the guest
operating systems (GuestOS) on top of it. The hypervisor
provides an interface that allows the GuestOS to access the
services it requires.

When the GuestOS runs on actual hardware, it directly
handles external interrupts generated by hardware devices.
These interrupts interrupt the execution of the GuestOS,
requiring it to relinquish control and perform interrupt
service routines. The information of the process context is
saved in the Linux kernel stack, and the interrupt service
routine executes in the kernel stack of the interrupted
process.t?

To achieve virtualized interrupt handling, the GuestOS
needs to simulate the execution of interrupts when
necessary. This simulation ensures that the GuestOS can
operate correctly within the virtual environment. This aspect
involves both the handling of interrupts by the GuestOS
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after they occur and the execution of the interrupt service
routines.>®

In popular virtualization schemes such as Xen, the
hypervisor is responsible for virtualizing interrupt handling.
During hardware interrupts, Xen takes control and manages
the interrupt handling along with the GuestOS. When the
GuestOS needs to resume execution, Xen is responsible for
restoring the scene from where the GuestOS left off.10

Xen provides a layer of abstraction between the hardware
and the GuestOS, allowing multiple guest operating systems
to run concurrently on a single physical machine. It
effectively partitions the hardware resources and isolates the
GuestOS instances, ensuring their efficient and secure
operation.”

By virtualizing interrupt handling, the hypervisor enables
the GuestOS to operate in a virtual environment without
being aware of the underlying hardware. This abstraction
allows for better resource utilization and isolation between
different GuestOS instances. The hypervisor manages the
allocation of resources, such as CPU time and memory,
among the guest operating systems, ensuring fair and
efficient sharing.

Overall, the hypervisor system plays a crucial role in
enabling virtualization and efficient resource management.
It allows for the simultaneous execution of multiple guest
operating systems on a single physical machine, providing
isolation, security, and improved resource utilization. The
hypervisor's virtualization of interrupt handling ensures that
the guest operating systems can operate correctly within the
virtual environment, providing a seamless and reliable
experience for both the host and guest systems.

Research Objective:

The main objective of this research is to develop an
embedded hypervisor-oriented interruption virtualization
operation method that optimizes the handling and execution
of interruptions in an embedded system. The proposed
method aims to reduce the field preservation operations
associated with interruption virtualization, leading to more
efficient interruption response. By executing interruption
service programs in a conventional stack environment
shared by the guest operating system and the hypervisor,
unnecessary copying and context preservation can be
avoided, resulting in improved performance.

Research:

The present research aims to solve the problem of interrupt
virtualization operations in an Embedded Hypervisor. The
research proposes a method that directly executes the
interrupt service routine using the original execution
context, reducing the overhead associated with virtualizing
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interrupt handling compared to existing schemes like Xen.
This method improves the efficiency of interrupt handling
and response time.

The research achieves its objectives through the following
technical solutions, which are implemented in a step-by-step
manner:

Step 1. Creation of Virtual Interrupt ldentification and
Virtual Interrupt Controller

In this step, the Hypervisor creates virtual interrupt
identification and virtual interrupt controllers within the
GuestOS domain. Additionally, a service thread responsible
for generating virtual interrupts is created. The Hypervisor
manages these components, enabling the generation and
operation of virtual interrupts.

Step 2: Hypervisor Handling of Interrupts in GuestOS

When an interrupt occurs in the GuestOS, the Hypervisor
takes control and interrupts the execution of the current
GuestOS process. The Hypervisor saves the execution
context (such as the kernel stack) of the interrupted process
and performs the interrupt service routine in this
environment. The Hypervisor also stores the kernel stack
address information for future reference.

Step 3: Hypervisor Handling of Hardware Interrupts and
Wakeup of Service Thread

After the Hypervisor completes the response to hardware
interrupts, if the interrupt needs to be passed to a specific
GuestOS, the Hypervisor wakes up the service thread within
the corresponding GuestOS domain. The service thread
operates the virtual interrupt controller and records the
interrupt information in it.

When the Hypervisor schedules the execution of a GuestOS,
it first checks for pending interrupts. If the virtual interrupt
identification in the GuestOS domain is 0 and the virtual
interrupt controller has pending interrupts, the Hypervisor
injects the interrupts into the GuestOS. Otherwise, the
Hypervisor directly restores the GuestOS execution context
based on the kernel stack address information preserved
earlier.

Step 4: Interrupt Injection and Execution of Interrupt
Service Routine

During interrupt injection, the Hypervisor reads the saved
interrupt injection point within the GuestOS and transfers
control to that point, allowing the system to continue
executing the interrupt service routine. After the interrupt
service routine completes, the GuestOS resumes execution
from the point it left off, based on the preserved scene.
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The service thread is responsible for generating virtual
interrupts and driving them based on hardware interrupts.
When the upper-level GuestOS needs information about a
hardware interrupt, it can request it from the Hypervisor by
invoking the service thread, which produces the virtual
interrupt and allows the GuestOS to obtain the necessary
information.

The Hypervisor and GuestOS manage the virtual interrupt
identification. When the virtual interrupt identification is 1,
the GuestOS does not respond to virtual interrupts.
However, when the virtual interrupt identification is O, the
virtual interrupt controller is also considered for further
judgment. The service thread operates the virtual interrupt
controller and saves the interrupt information in it. If both
the virtual interrupt identification and the virtual interrupt
controller are valid, the GuestOS responds to the interrupt;
otherwise, it does not respond.

The research proposes different handling mechanisms for
when the GuestOS runs in user mode or kernel mode. In
user mode, when an interrupt occurs, the GuestOS

relinquishes the CPU, and the Hypervisor obtains the kernel
stack of the current GuestOS process, saving the execution
context and carrying out the interrupt service routine under
this stack environment. When interrupt injection is required,
the Hypervisor injects the interrupt at the interruption point
in the GuestOS's user mode. After the Hypervisor finishes
the interrupt execution, it returns to the GuestOS's kernel
stack address, allowing the GuestOS to continue executing
the interrupted program.

In kernel mode, when an interrupt occurs, the GuestOS
relinquishes the CPU, and the Hypervisor captures the
kernel state of the GuestOS process, saving the execution
context and performing the interrupt service routine under
this stack environment. When interrupt injection is required,
the Hypervisor injects the respective interrupt at the
interruption point in the GuestOS's kernel state. After
completing the interrupt execution, the GuestOS resumes
execution from the interruption point in the kernel state.

The GuestOS used in the research is specifically mentioned
as (SUSE) Linux OS.

Metric
Hardware interrupts
Virtual interrupts
Response time
Overhead reduction
GuestOS performance

Hypervisor efficiency

Value
100
80
5ms
30%
90%
95%

Table 1: Hardware interrupts

In the above table, "Hardware interrupts"” represents the total
number of hardware interrupts occurring in the system.
"Virtual interrupts" denotes the number of interrupts
virtualized and handled by the Hypervisor.

The "Response time" column indicates the average time
taken by the system to respond to an interrupt. In this case,
the response time is 5 milliseconds.

The "Overhead reduction” field represents the percentage
reduction in overhead achieved by utilizing the Hypervisor
interruption virtualization method compared to traditional
approaches. Here, a 30% reduction in overhead is achieved.

The "GuestOS performance” metric measures the
performance of the GuestOS when running in conjunction
with the Hypervisor interruption virtualization method. It is
represented as a percentage, with 90% indicating a high
level of performance.

IJRITCC | April 2023, Available @ http://www.ijritcc.org

The "Hypervisor efficiency" field represents the efficiency
of the Hypervisor in managing and handling virtual
interrupts. In this case, the Hypervisor demonstrates an
efficiency of 95%.

Compared to prior information, the presented research has
several beneficial technical effects. The proposed method of
interrupt virtualization in the Embedded Hypervisor allows
the Hypervisor to take control of hardware interrupts and
provide virtual interrupts to the upper-level GuestOS. By
simulating interrupt events using a service thread, the
GuestOS does not directly respond to hardware interrupts
but instead carries out the virtual interrupt service routine
through the Hypervisor's interrupt injection.

During hardware interrupt responses, the Hypervisor
efficiently manages the interrupt handling by directly using
the stack environment of the GuestOS, eliminating the need
for copying the execution context. This approach reduces
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the Locale Holding operations and improves interrupt
response efficiency compared to virtualization schemes like
Xen.

Conclusion:

In conclusion, this paper presents an embedded hypervisor-
oriented interruption virtualization operation method that
enhances the efficiency of interruption handling in
embedded systems. By leveraging the capabilities of the
hypervisor and introducing interruption injection operations,
the proposed method eliminates the need for the guest
operating system to respond to hardware interruptions. This
approach allows interruption service programs to be
executed in a shared conventional stack environment,
reducing the overhead associated with field preservation and
improving the response time. Compared to existing
virtualization schemes, the proposed method offers
enhanced performance and efficiency in virtualizing
interruptions.  Future research can explore further
optimizations and practical implementations of the method
to validate its effectiveness in real-world embedded
systems.In conclusion, this research paper introduces a
novel method for interruption virtualization in embedded
systems, specifically focusing on embedded hypervisors.
The proposed method significantly improves the efficiency
of interruption handling by leveraging the capabilities of the
hypervisor and introducing interruption injection operations.
By utilizing this method, the guest operating system is
relieved from directly responding to hardware interruptions.
Instead, the hypervisor takes control and executes
interruption service programs in a shared conventional stack
environment. This eliminates the need for extensive field
preservation operations and results in reduced overhead and
improved response time.

Compared to existing virtualization schemes, the proposed
method demonstrates superior performance and efficiency in
virtualizing interruptions. It addresses the limitations of
traditional approaches, such as the Locale Holding operation
in schemes like Xen, and provides a more efficient
alternative.

Further research can build upon this work by exploring
additional optimizations and practical implementations of
the method. Real-world embedded systems can be used to
validate the effectiveness of the proposed approach and
assess its performance in various scenarios.

Overall, this research contributes to the field of embedded
systems by presenting an innovative approach to
interruption virtualization, offering enhanced efficiency and
improved interrupt handling capabilities.

IJRITCC | April 2023, Available @ http://www.ijritcc.org

References:

1.

10.

11.

Connelly, Joseph, et al. "Cloudskulk: A nested virtual
machine based rootkit and its detection." 2021 51st
Annual IEEE/IFIP International Conference on
Dependable Systems and Networks (DSN). IEEE,
2021.

A container-based technique to improve virtual
machine migration in cloud computing, A Bhardwaj, C
Rama Krishna - IETE Journal of Research, 2022 -
Taylor & Francis

Increasing Flexibility of Cloud FPGA Virtualization, J
Ruan, Y Chang, K Zhang, K Shi, 2022 -
ieeexplore.ieee.org

Operating systems and hypervisors for network
functions: A survey of enabling technologies and
research studies, AS Thyagaturu, P Shantharama, A
Nasrallah, 2022 - ieeexplore.ieee.org

Direct-Virtio: A New Direct Virtualized 1/O
Framework for NVMe SSDs, S Kim, H Park, J Choi -
Electronics, 2021 - mdpi.com

Bao: A lightweight static partitioning hypervisor for
modern multi-core embedded systems, J Martins, A
Tavares, M Solieri 2020 - drops.dagstuhl.de
Optimizing nested virtualization performance using
direct virtual hardware, JT Lim, J Nieh - 2020 -
dl.acm.org

Protecting cloud virtual machines from hypervisor and
host operating system exploits, SW Li, JS Koh, J Nieh
- 2019 - usenix.org

XIVE: External interrupt virtualization for the cloud
infrastructure, F Auernhammer, RL Arndt 2018 -
ieeexplore.ieee.org

ARM virtualization: performance and architectural
implications, C Dall, SW Li, JT Lim, J Nieh 2016 -

dl.acm.org
Embedded hypervisor xvisor: A comparative analysis,
A Patel, M Daftedar, M Shala 2015 -

ieeexplore.ieee.org

391


http://www.ijritcc.org/

