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Abstract— Opportunistic routing in wireless networks under mobile computing domain is one of the point of attraction for the research. 

Consistency along with routing security are the challenges faced by many old schemes which results performance to be compromised. However 

the existing techniques developed for effective routing are cost effective without the concern for the exact positioning of nodes in the network 

but while designing the scheme, security still requires attention. A novel cross optimization based trusted and opportunistic routing scheme for 
WSN is proposed in this paper which is referred as Unified Trusted and Optimized Routing (UTOR) scheme. The prime intention of UTOR is 

to realize optimized data movement along with routing and data security. UTOR functions in two stages, the first stage recognizes and unites 

the unified nodes depending on defined liberal constant(LC) which has definite trust,  link stability, and quality components. Definite trust as 

well as link stability can be measured directly but time to live and the associated delay are considered for measuring the quality. Whereas in 

second stage optimized nodes selection takes place with the help of proposed UTOR over defined proclivity function(PF) based on 

definite_trust(DT), link_stability (LS), quality_of_node(QN) and distance. Proposed UTOR’s performance is evaluated based on performance 

measures for Ad-Hoc sensor network of varying range of dynamic nodes in the presence of black_hole and DoS attacks. UTOR exposes 

relatively superior throughput and detection rate at the same time showcases minimal distance and delay, which are comparatively better than 
competing schemes. Significantly higher throughput and detection_rate as 44.1 and 55.7 respectively alongside low distance and delay as 168.2 

and 13 are shown by UTOR which are comparatively better performance parameters than competing schemes. UTOR’s effective use in WSN 

may be under real-time scenarios such as environmental monitoring, smart farming, automation industries etc. 

Keywords- Definite_trust, Liberal Constant, Link stability, Proclivity Function, UTOR.  

 

 

I.  INTRODUCTION  

Armed Services, forecasting of weather, civil line and industrial 

automation are few prime areas and opportunity for WSN to 

explore in these numerous applications. Battery operated nodes 

are the key components of any WSN setup which are restricted 

in terms of power usage. WSN incorporates multihop path to 

effectively communicate with base station, however the radio 

range is narrow[1]. This multihop routing is highly vulnerable 

to sever attacks and exploration of which may cause disaster to 

network upto a significant level.   

Physical harm can be imposed on the network by these 

malicious nodes, which results to the congestion in network 

traffic or dropping of messages or diversion in message or 

interferences causing obstruction of network communication. 

Unification and association between the nodes are essential for 

controlling the power, utilization of energy and lowest-cost 

peer-to-peer communications that is required to realize 

minimum utilization of energy, low-cost of communications 

which are helpful in environment monitoring, critical 

parameters monitoring in armed services, usage in medical for 

human physical condition observation vehicular networks[31] 

etc. But WSN’s functioning is affected by restriction in 

operating power, storage space and because of the limitations 

incurred in providing the security. Mentioned limitation forced 

to believe and approximate the trust and energy values with 
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respect to the network. Considerable energy savings and 

expected outcomes may be realized by provisioning the security 

aspects in network[3]. 

Compromise in data and security usually realized as distributed 

and dynamic features of routing are prone to severe attacks[4]. 

There is always the possibility of influence of attacks on WSN 

which further results in inappropriate implementation of WSN 

at the time of data transfer[5]. 

Variations in the routing mechanisms developed for outdated 

networks may not be favourable for wireless ad-hoc networks 

and inculcate computational overheads in routing process. 

Routing’s main focus is to choose the most appropriate path to  

transport relevant information alongwith choosing best suited 

forwarders. In place of transmission medium the traditional 

routing mechanisms primarily adopt ARR(Automatic repeat 

request) or compound methods for error checking or data link 

techniques[6]. 

Continuous identification of the location of static nodes in the 

route significantly increases the complexity, as for many of the 

applications dispersion and installation of these static nodes 

under isolated area is adhoc in nature[7].   

The prime interest of researchers is opportunistic routing(OR) 

over outmoded routing schemes, to obtain most likely route in 

adhoc networks and WSNs[8]. 

Wireless transmission medium’s broadcast nature is oppressed 

through OR that certainly not restrict itself to the precise route 

before data transmission. Simply stating, various weak links are 

combined to form a strong link that is advantageous during 

communication and data transfer[9]. 

Furthermore,  based on the desired policy of routing there is a 

significant increase in the possibility of hit in the route 

selection. For generating the route the major constraint is the 

inclusion of nodes selected with  moderately higher trust value, 

as trusted nodes demonstrate highest probability of forwarding 

desired data to sink node alongside indicate maximum 

possibilities for effective route selection[10]. 

Trust based mechanisms are adopted as the most prominent 

schemes of routing in the presence of malicious node causing 

internal attacks. Realization in recognizing the malicious node, 

the schemes focusing on trust management are the best suited 

candidates as evaluating trust values incurs less computation 

complexities and minimum communication load[11]. Data 

transfer initiated in traditional routing schemes is through 

identified fixed routes which then harmed by the difficulty 

while cloning the untrustworthy and uneven wireless medium. 

DSR which is Dynamic Source Routing[12], DSDV which is 

Sequenced Distance Vector routing[13], AODV which is Ad 

Hoc On-Demand Distance Vector Routing[14] etc. are termed 

as the conventional routing mechanisms[9]. Distributed scheme 

is used in ATSR that is Ambient trust sensor routing to evaluate 

the reliability of nodes[16], in which the process of monitoring 

the nature of node is initialized based upon the actual trust 

methods, also for its instantaneous neighbouring nodes  the 

direct trust is calculated. Furthermore, Trust dependent link 

state routing protocol(TLSRP)[17] incorporates direct as well 

as indirect trust values into consideration excluding the 

computation of conflict due to nodal attack. Moreover Trust 

aware routing framework[2] is one of the capable multipath 

routing method wherein neighbouring node’s trustworthiness is 

calculated, also it supervises the dependencies in routing on 

efficient energy usage and trust computation[3]. For the 

provisioning of routing based on opportunity, each element 

prepares as well as maintains information about routing in 

tabular fashion where  optimum path between source and 

destination is indicated by the default route, also the list of 

probable candidates is comprised of next-stage candidates those 

potentially forwards the originated information. Through OR 

the chances of one or more possible routes is realized to 

simultaneous packet forwarding is demonstrated in 

ROMER[18] perhaps MORE[19] uses network coding 

technique for this purpose. Whereas in[20] unicast routing for 

multi-hop wireless ad-hoc network is performed. 

Remaining organization of the paper as: 2nd section 
highlights the existing work. Presented Unified Secure and 
Optimized Routing framework is presented in 3rd section. 4th 
section describes the outcomes and observations alongside 
improvement in performance of presented framework UTOR 
over the existing methods. Finally 5th section presents the 
observable concluding remarks and further extension scope. 

II. EXISTING WORK  

Over and above to the ephemeral survey of exiting schemes 

discussed in first section, some what detailed description of 

suitable schemes highlighted in the referencing is presented 

here.  

Providing security to WSN routing is abstract point of attention 

for the research community. Significant computational 

overheads are experienced in the process of routing while 

protecting it over various sever threats. Obtaining optimal 

solution the difficult task inspite of protecting the networks 

from attacks. 

In [2] a routing scheme is presented based on trust, which 

decreases the efficiency of the routing protocol significantly 

during integrating with the existing schemes indicates poor 

strength. However failed to report compromised packets getting 

injected in routing possesses false information. Moreover 

attacks caused due to indent theft which then unexpectedly 

replay the genuine routing information, is out of the scope of 

this framework. At the time of routing process the faults can be 

easily exploited through identity deception. 

Parama et. al.[3] presented a trust and energy factor based 

routing scheme, wherein the best suited route is chosen 

depending in energy, trust, hop-count and rate_of_flow of route 

traffic which significantly increases the computational 

complexities over the network. In case of Clustered kind of 

WSN where it have more than one sink present in the network 

this method is inefficient.  

Another trust based routing scheme presented by Qin, D. et. al. 

[5] named ad TSSRM with the intention to enhance protection 

and handle the most common attacks on the network. Reliable 

data transfer is achieved because of the reduction of 

computational overheads in routing. This method is lacking in 

realizing distributed intrusion detection which shortens the way 

to obtain and examine the trust degree  and predominant 

routing. TSSRM is precisely depending on the trust degree 
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which results in limitations in routing process as it relies on the 

static route. Several available opportunistic routing schemes are 

ensuring the transmission progression to be maximized but at 

the same time disabling the duplication of packets[6].  

Congestion aware opportunistic routing scheme is proposed 

in[8], to reduce the traffic load of the network however the 

mechanism to minimize the energy consumption and delay is 

out of the scope of this method. 

In [9] scheme abbreviated as SOAR which is Simple-

Opportunistic-Adaptive-Routing is proposed to recognize and 

choose the most prominent candidates while precedence based 

timers incorporated. The proposed method also capable to 

handle multiflow and realizes greater efficiency at the same 

time. Due to the broadcast nature of nodes and lack of MAC 

layer reliability support, the nodes may become easy target 

which then may result to packet loss or manipulation. To 

improve the performance of any routing scheme default path 

selection should be there, but it is beyond the possibility by this 

method. 

Active-trust based mechanism proposed in[10] showcase 

effective energy utilization, performance scalability, efficient 

success rate during routing process with adequate provision of 

security and effective data rate between the nodes of network. 

However at the same time the scheme suffers unexpected 

energy consumption that significantly degrades the 

performance of the scheme and lead to the failure. The proposed 

scheme also consumes large amount of energy because of the 

procurement of trust and release may incur computational 

overheads which makes the process of detecting malicious node 

more complex and affect the lifetime of the network. 

An efficient optimization scheme is proposed by Wang 

et.al.[11] named Ant colony optimization routing, which 

focuses on two facts, firstly to reduce the packet loss and 

secondly on ensuring security in routing. The scheme 

demonstrates the improvement in the lifetime of network 

because of the efficient harmonising of consumed energy by the 

nodes which then significantly reduces the entire utilization of 

energy in network. Still the estimation is expected by this 

scheme in presence of active complex attacks. 

Optimized routing with focus on power efficacy and its 

utilization proposed in[21] offers tripling of lifetime of network. 

Irrespective of the size of network the scheme presents better 

energy usage throughout the routing process. Inspite of 

efficiency of the scheme, computational overheads and 

complex communications are the limitations of this method. 

An ant colony optimization enabled and trusted scheme for 

peer-to-peer network is proposed in[24], which selects the 

genuine server effectively. Criteria for measuring the trust level 

of neighbours is the scent leftover by ants. Identity theft 

generated issues such as replay of network and routing 

information is beyond the possibilities by this scheme. 

For evaluating trust between nodes of the network a Self-

recommendation method presented in [25]. Key point of this 

method is the computation of trust level based on the energy 

level. Identity theft and erroneously replaying routing 

information may badly affect the network and routing, which 

further affects the process of optimum route selection for 

communication. 

HTMS proposed by Karthik et. al.[26] which has strength of 

node and originality of data are the two main operating 

parameters. Ratings are allotted to the originated packet based 

upon parameters of node linkage and source of packet. Using 

these parameters, decisions related to further routing are taken. 

Basic network details can easily be manipulated by the 

adversaries stealing the identity of nodes elected as the 

members of routing which significantly increase the chances of 

compromising the reliability of data at the time of 

communication in the network. 

Vishwas et. al.[27] proposed the scheme for handling attack 

causing packet drop during communication in wireless ad-hoc 

network based on the list of trust indicating the node’s 

participation in routing. Nodes are separated out using trust and 

energy values maintained in the list depending on selfishness 

and unselfishness. As WSNs are resource constrained and 

because of involved computational overheads this method is not 

suitable. 

Caliber of machine learning towards enhancing wireless 

network communication specially in case of Smart Grids is 

presented in [28] which is the integration of ML into Routing 

Protocol for Low-Power and Lossy Networks (RPL) and named 

as ML-RPL. ML-RPL uses CatBoost which is  Gradient 

Boosted Decision Trees (GBDT) scheme, for optimizing 

routing decisions. How ever obvious classification and 

computations incurred in ML may affect packet delivery ratio 

significantly. 

Darwish et. al. [29] proposed blockchain based routing to 

improve the efficiency and security in WSN. For authorizing 

the process of transmission initiated by the node they utilized 

PoA technique implied in blockchain technology. As the 

properties of each node involved in routing is manipulated, it 

may lead to false detection of malicious node or may incur 

unwanted delay due to finalization of next potential forwarder.  

Bin-Yahya et. al. [30] proposed another strong flavour of 

efficient trust based scheme for Software-defined WSNs which 

is a tiered trust management scheme named as TSW to identify 

probable threats occurs during forwarding process of routing in 

SDWSNs. Moreover, separate score of trust and parameters 

control and traffic, accordingly were considered, to improve 

identification of attacks. However distributed version of attacks 

are out of the scope of this work. 

Prime focus of work is to put forth and assess Unified Trust and 

Optimized Routing mechanism for WSN. Method is depending 

upon opportunity unification and trust which is employed in 

recognition of trending scenario wherein participation of each 

probable node in the process of routing as well as security is 

assured. 

Our proposed technique is divided into two stages: identification 
and selection of legal nodes to further guarantee secure network 
communication is the scope of stage-I.  Stage-II is intended to 
ensure secure routing based on trust and opportunity in 
recognition of reasonable solution. 
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III. DEVELOPMENT OF CROSS OPTIMIZATION ROUTING(UTOR) 

To determine optimum and favourable routes various routing 

schemes are designed for WSNs. Efficiency of routing method 

for WSNs can be decided based on two main factors trust and 

energy. Due to simultaneous evaluations existing schemes 

incurred more computational overheads. A technique is 

proposed in this work to reduce this unwanted computational 

complexities alongwith handling complicated threats. So, to 

realize security and optimization, an Unified trusted optimized 

routing(UTOR) is presented. Name unified is given to the 

proposed scheme as our earlier work[15] considers static nodes 

and process of routing was severely conducted only via 

recognized path. 

Nevertheless, positions of the nodes are not static in real time 

application scenarios, it may be installed on the target items and 

as target objects moves, nodes will also roam accordingly. 

That’s why the available methods may not be the probable 

solution. At the same time it is also the expectation from the 

routing scheme to generate the possibilities of more than one 

route from source to destination. Considering all these facts, 

proposed unified secure optimized routing technique which 

functions in two stages.  

First stage’s focus is on recognition and choice of unified nodes 

from the initiated nodes. Moreover this stage also ensures 

highest capabilities of protection from black hole and DoS 

attacks by guarantying that the method acquires trusted and 

unified structure. Unified nodes are selected using devised 

liberal constant(LC) based on definite trust,  link stability, and 

quality component. Section 3.1 illustrates these components. 

Simulation of WSN initially for N nodes and depending on LC 

unified nodes get identified to be submitted to the next phase of 

the proposed method. Next to that the second phase intended on 

incorporating greediness in packets, additionally optimization 

of utilization of memory, efficient end to end communication 

etc. which are the critical network resources. Based on UTOR 

routing process is performed optimally to select and identify the 

route, on the basis of Proclivity Function(PF) comprising with 

four components definite_trust(DT), link_stability(LS), 

distance and quality_of_node(QN). Optimized routing by 

assuring definite trust is carried in WSN in this way. Structural 

schematic of the proposed UTOR routing scheme is depicted in 

figure 1. 

 

Figure.1 Unified Trusted and Optimized Routing Framework 

A. Recognition of Unified Nodes  

Unified nodes are recognized to experience secure network 

using defined Liberal Constant(LC). LC is computed based on 

definite_trust(DT),  link_stability (LS), and 

quality_of_link(QL) component. The liberal constant 𝐿𝐶  is 

computed as 

 

𝐿𝐶 =  [DTi + LS𝒊 +  QL𝒊 ]/ 3                               (1) 

 
here,   DTi  termed as definite_trust of ith node, LS𝒊  indicates 
stability of link of ith node. Recognition of 𝑀  unified nodes 
among the 𝑁 initialized nodes such that (𝑀 < 𝑁). The election 
of unified node is based on the criteria where the node shows 
greater trust, higher link stability and quality, meanwhile the all 
the other nodes are simply denied from their involvement during 
routing.  QL

𝒊
 is solely depends upon the higher persistence time 

of link(PTL) and comparatively low delay faced by the nodes. 
 

a. Definite Trust (DT) 

Definite trust as mentioned as local trust in[22] based on 

𝑠𝑐𝑎𝑙𝑒_𝑜𝑓_𝑐𝑜𝑛𝑠𝑒𝑛𝑡 during the interaction between the nodes.   

DTi  among the nodes 𝑖  and 𝑗  rely on  𝑠𝑐𝑎𝑙𝑒_𝑜𝑓_𝑐𝑜𝑛𝑠𝑒𝑛𝑡 

𝑠_𝑐𝑜𝑛𝑖𝑗 among them. Whenever node 𝑗 is comfortable with the 

node,  𝑠_𝑐𝑜𝑛𝑖𝑗 is high and indicate local trust. Upon profitable 

interaction 𝑃𝐼𝑖𝑗 among the nodes 𝑖 and 𝑗 by the entire nodes of 

the network 𝑠_𝑐𝑜𝑛𝑖𝑗 is computed as follows: 

 

𝑠_𝑐𝑜𝑛𝑖𝑗 =  
𝑃𝐼𝑖𝑗

𝑚
                       (2) 

 

here profitable interaction took place between nodes 𝑖 and 𝑗 is 

mentioned as 𝑃𝐼𝑖𝑗 and 𝑚 denotes the entire nodes present in the 

network. 

 

b. Link Stability (LS) 

Link stability indicates the connections present between nodes 

and join communication links. The Link stability (𝐿𝑆𝑖) of the 

node is evaluated as, 

𝐿𝑆𝑗 =  
1

𝑚
(∑

𝐿𝑆𝑖

𝑐

𝑚
𝑖=1 )           (3) 

 

here, 𝐿𝑆𝑖 denotes the link stability of 𝑖𝑡ℎ node and 𝑐 is the total 

number of possible and existing connections in the network. 

 

c. Quality of Link (QL) 

 

Quality of link is calculated depending upon the link’s survival 

time(STL) alongside incurred delay. STL and  survival interval 

of network are correlated. STL of candidates in the area 

precisely depending upon the active connectivity exist among 

elements[23].  During active data transfer the strong link is 

evaluated and involved in the process of data transfer to initiate 

the communication to experience lossless transfer of data. 

Because of the dynamic nature of nodes there are high chances 

of link failure and that’s why its mandatory to compute STL. 

http://www.ijritcc.org/
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Therefore, it’s the need to prevent these link failures so that the 

effective communicating path can be decided. For the 

calculation of STL the factors like movement of node, direction 

of movement and locational coordinates are considered. Delay 

𝑑𝑗 of 𝑗𝑡ℎ node is considered as the ratio denoting active vs entire 

nodes exists in the prescribed area. Hence the quality_of_link 

via 𝑗𝑡ℎ node is expressed as: 

𝑄𝐿𝑗 =  𝑆𝑇𝐿𝑗 + 𝑑𝑗                          (4) 
 

Finally the liberal constant (LC) is presented as: 

𝐿𝐶 =  [
𝑃𝐼𝑖𝑗

𝑚
+

1

𝑚
(∑

𝐿𝑆𝑖

𝑐

𝑚
𝑖=1 ) + (𝑆𝑇𝐿𝑗 + 𝑑𝑗)]      (5) 

 

B. Unified Trusted Optimized Routing (UTOR) Scheme  

Based on Liberal Constant (LC) unified nodes are identified 
as well as splitted, and only those are allowed to take part in the 
process of routing. Advancement of routing rely on the secure 
and optimized routing mechanism. Source, sink and unified 
nodes are activated to generate routing path optimally. Once the 
source and destination nodes are decided, there are 𝑛  unified 
nodes acquired based on opportunistic and secure routing 
algorithm UTOR using Proclivity Function (PF). 

 
a. Route Vector 

Route vector is nothing but the interpretation of all possible 

solutions to be obtained by the use of UTOR algorithm. 

Formation of route vector is intermediary nodes engaged during 

routing, total unified intermediary nodes is expresses as 𝑛, here 

𝑛 differs between 1 to 𝑈 and 𝑈 is the total unified nodes in the 

active session. Route vector with three unified nodes is shown 

in figure 2,  

 

Figure. 2 Route vector 

 

Here nodes 51, 23 and 71 are the unified nodes and transmission 

of data took place through these nodes to reach sink for 𝑛 = 3. 

Using UTOR the identification and election of optimal unified 

nodes is done through Proclivity Function. Among the source 

and sink nodes the route vector operates with exclusive formats 

trailed by paths identified for routing process. 
 

b. Proclivity Function (PF) 
Responsibility of Proclivity Function is to confirm the 

election of optimal unified nodes to perform unified routing in 

WSN by ensuring maximum value of proclivity. For obtaining 

solution to the problem of maximization, effective calculation 

of proclivity is needed. Proclivity function is expressed based 

upon four factors definite_trust(DT), link_stability (LS), 

quality_of_node(QN) and covered distance(D). Hence the 

Proclivity is expressed as, 
 

𝑃𝐹 =  
1

4
[∑ 𝐷𝑇𝑗

𝑛
1𝑖=1 + 𝐿𝑆𝑗 + 𝑄𝑁𝑗 + (1 − 𝐷𝑖,𝑖+1)]        () 

 

Here 𝐷𝑖,𝑖+1 indicates the distance between head-to-head unified 

nodes 𝑖 and  𝑖 + 1. To experience max value for proclivity the 

mechanism should have max values of DT, LS and QN but D 

shall have min value at the same time. During the construction 

of PF the parameter distance should posses min value, hence it 

is termed by subtracting it from 1 in the function. 
 

c. UTOR Algorithm 
Prime focus of the presented Unified Trusted Optimized 

Routing scheme is to acquire substantial optimal solutions 

alongside ensuring low computational overheads. Usually 

nodes of WSN are dynamic in most of the real time applications. 

Moreover WSNs are restricted in terms of network resource 

utilization, UTOR handle this situation effectively. Unified 

nodes are classified in two sections, first is targeting and the 

other is stalking section in terms of realizing optimized and 

effective network resource utilization. 

Above mentioned segmentation implies the actions performed 

by wild cats, because maximum time they are targeting their 

pray, when they get best possibility they suddenly respond to 

the situation and down the pray with high rate of success in most 

of the cases. Perceptible feature of them here to point is their 

energy restoration and saving capabilities as they  normally 

need less energy for stalking with assured success. Technically 

stating, the discovery and processing segments of UTOR 

indicate optimized solution with higher connect rate. More 

clearly mentioning the unified nodes are classified into two 

sections. The first mode is keeping the nodes which are in 

targeting stage however second mode is stalking.  Under 

targeting side the unified nodes approach potential next stage 

node i.e. sink in less amount of time, that’s why the quantity of 

nodes in this section is less as opposed to the other segment. 

Recent location and proclivity are computed to realize the 

updated result and stored. Iteration and repetition of above 

stated steps are carried out to realize the finest optimized result. 

Unified node’s modified locations are fixed by the following 

rule when the nodes are in stalking mode in UTOR: 
 

𝑀𝐿𝑖,𝑟
𝑡+1 =

1

[𝑋1∗ 𝜑1]
[{−𝜔 ∗ (𝐽𝑆𝑟 −  0.5){1 − 𝑋1 ∗ 𝜑1} +

𝑣𝑖,𝑟
𝑡 + 𝑋1  ∗  𝜑1  ∗  𝑃𝐿𝑟

𝑡 }]                                                                (7) 
 

here, 𝑀𝐿𝑖,𝑟
𝑡+1 is the modified location of unified node at time 

(𝑡 + 1) , 𝑃𝐿𝑟
𝑡  indicates the present location of unified node. 

𝑀𝐿𝑖,𝑟
𝑡+1 and 𝑃𝐿𝑟

𝑡  are the positions at time (𝑡 + 1) and (𝑡), 𝑣𝑖,𝑟
𝑡  is 

the movement speed of unified nodes at (𝑡) time, 𝐽𝑆𝑟  is the 

linking speed or rate of unified nodes and 𝑋1, 𝜑 are the arbitrary 

numbers have  values precisely in 0 and 1. 𝑖𝑡ℎ node’s moving 

speed in 𝑟𝑡ℎ domain is given as 
 

𝑣𝑖,𝑟
𝑡+1 = 𝑣𝑖,𝑟

𝑡 + 𝑅1 ∗ 𝜑1(𝑀𝐿𝑖,𝑟
𝑡+1 −  𝑃𝐿𝑟

𝑡 )         (8) 
 

where 𝜑1 is the constant. For realizing the optimal result, at the 

beginning Overall_Nodes 𝑁𝑖𝑟 are initialized, represented as, 
 

𝑁𝑖𝑟;  (1 ≤  𝑖 ≤  𝑈𝑁)                     (9) 
 

where, 𝑈𝑁  is the entire unified nodes whereas 𝑟  is the 

parametric search area. 

Position as well as speed of integrating UNs are described 

arbitrarily to initialize the process of optimization thereafter 
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they are positioned in targeting and stalking sections 

consequently. Initiation of position and speed or velocity of 

every unified node is done randomly in the first section, 

thereafter positioning of these initiated nodes in targeting and 

stalking modes appropriately. 

Switching among these modes is based on UNLP Unified Node-

Location-Parameter which indicates targeting section if its 

value is 1 and stalking section if its 0.  

Towards different states UNLP is defined for nodes states 𝑠 it 

is generated at random.  Traversing is carried out by unified 

nodes depending upon current situation or that is inactive 

however attentive in targeting section. The terminology is 

similar to the behaviour of the wild cats as when they are 

targeting or observing its target it remains inactive but attentive 

for some time and then based on the  condition it perform certain 

action such as traversal and that too slowly. At the starting point 

the 𝑖𝑡ℎ node’s copies are been formed and then it is instructed 

to observe their Ownership Memory Buffer (OMB). This 

copying process continues for obtaining the current copies of 

nodes, and based upon its current position its locations are 

modified, their selected dimensions (SD) by including a random 

number. The modified location of unified node is expressed as 

𝑀𝐿𝑖,𝑟
𝑡+1 and is given as: 

𝑀𝐿𝑖,𝑟
𝑡+1 = (1 ±  𝑆𝐷 ∗  𝜃) ∗  𝑃𝐿𝑖,𝑟

𝑡              (10) 
 

The proclivity is computed and guaranteed to 1, that is 

associated to the position of unified node, is representing 

distinct result. But if proclivity is not 1 then for calculating the 

distinct result the probability is expressed as 
 

𝑃 𝑟  =  
|𝑃𝐹 𝑟 −𝑃𝐹∅|

|𝑃𝐹𝑚𝑎𝑥 − 𝑃𝐹𝑚𝑖𝑛|
                    (11) 

 

here 𝑃 𝑟 , is the possibility of the 𝑟𝑡ℎ  unified element, 𝑃𝐹 𝑟  is 

proclivity of the 𝑟𝑡ℎ element, 𝑃𝐹 𝑚𝑎𝑥   and 𝑃𝐹𝑚𝑖𝑛  are the max 

and minimum values of 𝑃𝐹 .  𝑃𝐹 ∅  represents proclivity’s 

maximum value in case of minimization  problem and minimum 

value in case maximization problem.  

In addition, determination of nodes placements in appropriate 

sections is done through UNLP parametric value. In case UNLP 

is not equals 1, UN is categorized in stalking stage to strive 

towards optimal forwarding node. After the successful 

recognition, using presented UTOR, unified node’s position and 

velocity or speed is modified. 

Moreover, most precise proclivity measure 𝑃𝑜𝑝𝑡  for the 

modified result is carried out after fixing the position of unified 

nodes either in targeting or stalking section. To realize fine 

optimum and effective result the proclivity function must hold 

max value, which represent that the optimum unified nodes can 

only be the part of the process of routing.  

Lastly, confirmation of the termination of process is ensured 

using specified terminating standards. This terminating 

standard is specified in experiencing favourable impact of the 

applied algorithm and comprises of exhaustive recursions, 

progression percentage and time of execution. Figure 3 depicts 

the above mentioned steps in pictorial representation. 

Perseverance of the process of routing with unified nodes is 

realized through the proposed UTOR. Below given pseudo code 

are the steps of UTOR algorithm: 

𝐴𝑙𝑔𝑜𝑟𝑖𝑡ℎ𝑚: 𝑈𝑛𝑖𝑓𝑖𝑒𝑑 𝑆𝑒𝑐𝑢𝑟𝑒 𝑂𝑝𝑡𝑖𝑚𝑖𝑧𝑒𝑑 𝑅𝑜𝑢𝑡𝑖𝑛𝑔 

𝐼𝑛𝑝𝑢𝑡: 𝑆𝑒𝑐𝑡𝑖𝑜𝑛 𝑜𝑓 𝑛𝑜𝑑𝑒𝑠, 𝐿𝑖,𝑟 , 𝑤𝑖𝑡ℎ 𝑈 𝑢𝑛𝑖𝑓𝑖𝑒𝑑 𝑛𝑜𝑑𝑒𝑠 

𝑂𝑢𝑡𝑝𝑢𝑡: 𝑃𝑟𝑒𝑐𝑖𝑠𝑒 𝑃𝑟𝑜𝑐𝑙𝑖𝑣𝑖𝑡𝑦 𝑀𝑒𝑎𝑠𝑢𝑟𝑒, 𝑃𝑜𝑝𝑡 

𝐵𝑒𝑔𝑖𝑛 

𝐼𝑛𝑖𝑡𝑖𝑎𝑙𝑖𝑧𝑎𝑡𝑖𝑜𝑛 𝑜𝑓 𝑁𝑜𝑑𝑒𝑠 

𝑊ℎ𝑖𝑙𝑒 (𝑡 < 𝑡𝑓𝑖𝑛𝑖𝑠ℎ) 

𝐶𝑎𝑙𝑐𝑢𝑙𝑎𝑡𝑒 𝑃𝑟𝑜𝑐𝑙𝑖𝑣𝑖𝑡𝑦 

𝐶𝑜𝑚𝑝𝑢𝑡𝑒 𝑃𝑟𝑒𝑐𝑖𝑠𝑒 𝑃𝑟𝑜𝑐𝑙𝑖𝑣𝑖𝑡𝑦 𝑀𝑒𝑎𝑠𝑢𝑟𝑒, 𝑃𝑜𝑝𝑡 

𝐹𝑜𝑟 (𝑡 < 𝑡𝑓𝑖𝑛𝑖𝑠ℎ) 

𝐼𝑓 (𝑈𝑁𝐿𝑃 = 1)              /
/𝑛𝑜𝑑𝑒𝑠 𝑎𝑟𝑒 𝑠𝑒𝑙𝑒𝑐𝑡𝑒𝑑 𝑓𝑜𝑟 𝑡𝑎𝑟𝑔𝑒𝑡𝑖𝑛𝑔 𝑠𝑒𝑐𝑡𝑖𝑜𝑛 

𝑈𝑛𝑖𝑓𝑖𝑒𝑑 𝑛𝑜𝑑𝑒𝑠 𝑚𝑜𝑑𝑖𝑓𝑦 𝑡ℎ𝑒𝑖𝑟 𝑝𝑜𝑠𝑖𝑡𝑖𝑜𝑛 𝑖𝑛  

𝑡𝑎𝑟𝑔𝑒𝑡𝑖𝑛𝑔 𝑠𝑒𝑐𝑡𝑖𝑜𝑛 𝑢𝑠𝑖𝑛𝑔 𝑒𝑞. 10 

𝐸𝑙𝑠𝑒                               /
/𝑛𝑜𝑑𝑒𝑠 𝑎𝑟𝑒 𝑠𝑒𝑙𝑒𝑐𝑡𝑒𝑑 𝑓𝑜𝑟 𝑆𝑡𝑎𝑙𝑘𝑖𝑛𝑔 𝑠𝑒𝑐𝑡𝑖𝑜𝑛 

𝑈𝑛𝑖𝑓𝑖𝑒𝑑 𝑛𝑜𝑑𝑒𝑠 𝑚𝑜𝑑𝑖𝑓𝑦 𝑡ℎ𝑒𝑖𝑟 𝑝𝑜𝑠𝑖𝑡𝑖𝑜𝑛 𝑖𝑛 

𝑠𝑡𝑎𝑙𝑘𝑖𝑛𝑔 𝑠𝑒𝑐𝑡𝑖𝑜𝑛 𝑢𝑠𝑖𝑛𝑔 𝑒𝑞. 7   

𝐸𝑛𝑑 𝐼𝑓 

𝐸𝑛𝑑 𝐹𝑜𝑟 

𝐸𝑛𝑑 𝑊ℎ𝑖𝑙𝑒 

 

Figure 3. Flowchart of entire stages of UTOR scheme. 
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IV. OUTCOMES AND OBSERVATIONS  

This section elaborates the experimental results and 

efficiency of UTOR as compared to the nearby opposing 

techniques. Simulation of proposed UTOR scheme is done in 

NS2 platform and based on detection_rate, distance, delay and 

throughput the performance is evaluated. Alongside the 

comparison, in the incidence of Black_hole and DoS attacks. 

Sample screen of WSN simulation with 100 node elements is 

presented in figure 4 that indicates the source, sink and 

adversary. Network interaction and message passing are done 

using unified nodes in this network. 

 

 
Figure. 4. Simulation setup with density 100. 
 

A. Parameters of Performance Measure  

Effectiveness of the method proposed in this paper is 
measured on the basis of delay, distance, rate_of_detection(rod) 
and throughput. Throughput is measured as the rate of the data 
transacted in the specified timeslot in the network. Delay is 
measured as the consumed time while transfer of packet in the 
presence and/or absence of attack occurred in the network. rod 
is the precision of attack detection in the network. Effective 
method’s performance is decided with high rod, energy and 
throughput but low delay in the network. At the same time the 
distance between unified nodes should be minimum to realize 
the performance improvement of the method. Effectiveness of 
performance of UTOR is examined in the existence of blackhole 
and DoS attacks. 

 

B. Comparison of Performance  

 
Performance of the presented UTOR method is evaluated under 

the impact of black hole and DoS attacks on the network. The 

evaluation is based on the earlier stated metrics. Further the 

comparison of the performance of UTOR is done with 

TARF[2], SOAR [9], and ACOSR[11]. Observable 

enhancement in performance is presented by the comparative 

analysis against the mentioned opposing scheme. NS2 platform 

is used to establish the network of dynamic nodes of various 

range to test scalability in performance. 
 

In presence of Blackhole threat: Based on the previously stated 

measures of the examination of the operation in existence of 

blackhole attack is presented in figure 5. Figure 5(a) shows 

delay based analysis which should be minimum for the 

effectiveness of the method. To present the sample quantitative 

improvements of proposed scheme as compare to competing 

methods stated above and proposed scheme(TARF, ACOSR, 

SOAR and UTOR) while the density of network is 100 for the 

measure of delay are 24, 17, 21 and 13 seconds. Distance metric 

should be minimum for the effectiveness of the routing method 

figure 5(b) reflects the distance by TARF, ACOSR, SOAR and 

UTOR in same case are 179.3, 171, 174.2 and 167.3 

respectively. Detection_rate metric values should be 

significantly high to realize the high performance and accuracy 

of the scheme and with the density of 100,  the detection_rate 

reflected byTARF, ACOSR, SOAR and UTOR are 49.7, 52.3, 

50.4 and 57.6 respectively, as shown in figure 5(c).  Moreover 

the scheme’s performance significantly depends on the 

throughput parameter and that should be high. For the density 

100, the schemes TARF, ACOSR, SOAR and UTOR indicates 

the throughput as 38.5, 40.7, 41.6 and 45.4 respectively shown 

in figure 5(d). Depending on the obtained results in different 

phases of the operating mechanism of proposed scheme, UTOR 

indicates considerably higher detection_rate and throughput 

where as significantly lower delay and distance. 
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(c) 

 

 
(d) 

Figure. 5. Performance of Proposed UTOR Scheme in 

presence of blackhole 

 

Besides that more comprehensive values are presented in table 

1, where high performance of proposed UTOR over competing 

methods is clearly indicated in varying density of WSN from 10 

to 100 in the existence of blackhole threat on the basis of 

performance metrics considered. 

 

 
Table 1. Comprehensive result in presence of blackhole 
 

In presence of DoS threat: Based on the previously stated 

measures of the examination of the operation in existence of 

DoS attack is presented in figure 6. Figure 6(a) shows delay 

based analysis which should be minimum for the effectiveness 

of the method. To present the sample quantitative 

improvements of proposed scheme as compare to competing 

methods stated above and proposed scheme(TARF, ACOSR, 

SOAR and UTOR) while the density of network is 100 for the 

measure of delay are 25, 19, 22 and 13 seconds. Distance metric 

should be minimum for the effectiveness of the routing method 

figure 6(b) reflects the distance by TARF, ACOSR, SOAR and 

UTOR in same case are 178.4, 173.2, 175.3 and 165.3 

respectively. Detection_rate metric values should be 

significantly high to realize the high performance and accuracy 

of the scheme and with the density of 100,  the detection_rate 

reflected by TARF, ACOSR, SOAR and UTOR are 48.3, 51.4, 

50.5 and 58.2 respectively, as shown in figure 6(c).  Moreover 

the scheme’s performance significantly depends on the 

throughput parameter and that should be high. For the density 

100, the schemes TARF, ACOSR, SOAR and UTOR indicates 

the throughput as 37.7, 39.8, 40.2 and 45.2 respectively, shown 

in fig 6(d). Depending on the obtained results in different phases 

of the operating mechanism of proposed scheme, UTOR 

indicates considerably higher detection_rate and throughput 

where as significantly lower delay and distance. 
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(c) 

 

 
(d) 

Figure. 6. Performance of Proposed UTOR Scheme in 

presence of DoS 

 

Besides that more comprehensive values are presented in table 

2, where high performance of proposed UTOR over competing 

methods is clearly indicated in varying density of WSN from 10 

to 100 in the existence of DoS attacks on the basis of 

performance metrics considered. 

 

 
Table 2. Comprehensive result in presence of DoS 
 
 

V. CONCLUSION  

Routing based on unified and trust is accomplished for WSN 
alongside opportunity and optimization performed under two 
stages, recognition and fixation of unified nodes. Liberal 
constant(LC) is devised in first phase, that categorizes unified 
nodes among all initiated nodes. LC’s function is based on 
definite_trust, link_stability and quality of link  measures. Only 
unified nodes are permitted to participate in routing and other 
than those are simply rejected. For realizing the optimized 
routing an Unified Trusted Optimized routing (UTOR) 
framework is proposed in the second phase. UTOR performs 
based upon devised Proclivity Function(PF) which is expressed 
using definite_trust(DT), link_stability (LS), 
quality_of_node(QN) and distance measures. Recognition of 
unified nodes are grouped in two categories viz targeting and 
stalking modes. Then after the assistance for the network is done 
through route vector to pick the respective unified nodes to 
perform the communication between source and destination. 
UTOR is implemented using simulation in NS-2 with 10 to 100 
dynamic nodes in WSN. Assessment of the performance and 
comparison is carried out using delay, detection_rate, distance, 
and throughput as measures in existence of black hole and DoS 
threats. Results of simulation expresses the efficacy of the 
proposed UTOR scheme vs the existing methods taken into 
account in the phase of evaluation. Prosed scheme shows 
minimum delay and distance of 13 and 165.3 respectively 
whereas greater throughput and detection_rate of 45.2 and 58.2 
respectively.  While the design of routing framework, major 
challenge is to minimize the computation overhead. As per the 
demand of application, the proposed method can be explored 
further to significantly decrease this complexity and design even 
better optimized routing method. 
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