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ABSTRACT 

The field of Artificial Intelligence (AI) known as machine learning (or ML for short) helps develop systems that can learn from 

examples, spot trends, and make rational decisions with little to no human intervention. Cybersecurity methods provide up-to-date 

security answers for detecting and countering dangers. Security solutions that were formerly adequate are now insufficient since 

criminals may circumvent traditional security procedures. Cybersecurity refers to the practice of keeping computer systems, 

servers, mobile devices, networks, and the data associated with them safe from malicious attacks. The two most critical parts of 

combining ML with cyber security are (1) ensuring that cyber security is taken into consideration whenever ML is used and (2) 

utilising ML to facilitate cyber security. We hope this union will help us in many ways; for example, by making cyber security 

procedures more efficient, bolstering the safety of machine learning models, and allowing us to detect zero-day vulnerabilities 

with little human intervention. 

 

1. INTRODUCTION 

Protecting networks and systems against cyber-anomalies and 

other types of threats has become more important in recent 

days. Among these forms of assault are worms, botnets, 

malware, and denial-of-service (DoS) attacks. When these 

kinds of abnormalities occurred in large-scale computer 

networks, they caused damage that was irreparable and 

financial losses [1, 2]. As an illustration, a single ransomware 

infection that occurred in May of 2017 resulted in enormous 

losses for a variety of organisations and industries, such as the 

banking industry, the medical care industry, the power 

industry, and colleges, and it caused a loss of eight billion 

dollars [3]. The cybersecurity community has recently seen a 

rise in discussions surrounding the prevalence of security 

breaches and invasions. This is true whether we're talking 

about safeguarding an IoT application or a cyber-system. 

Although there are a number of traditional ways, such as 

firewalls, encryption, and so on, that are designed to deal with 

cyberattacks that are based on the Internet, the most effective 

way to deal with these problems is to have an intelligent 

system that can detect anomalies or attacks in an efficient 

manner. The understanding of artificial intelligence is the 

primary topic of this research. Machine learning security 

modelling is of particular interest to us because of the 
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automatic learning it can do with training security data, which 

could lead to better results in application. 

Developing security models based on machine learning allows 

for the aim of delivering intelligent security services by 

analysing various cyberattacks or abnormalities and, in the 

end, detecting or forecasting the risks associated with them 

[4]. As a whole, the detection models can deal with a "binary-

class" issue—the detection of anomalies—or a "multi-class" 

problem—the handling of numerous interconnected cyber-

attacks. A plethora of recent studies have covered a wide 

range of topics in this field, from botnet attack detection [5] to 

anomaly and attack classification for use in intrusion detection 

systems [6], from the detection of unusual network 

connections to the classification of normal traffic and attacks 

[8], and many more. Despite the widespread use of machine 

learning techniques, most of them are either too narrow in 

scope to be useful for security intelligence modelling or too 

focused on comparing and contrasting the relative importance 

of various security features. These are briefly covered in 

Section 2, and Table 1 provides an overview of them. In 

addition, there are a number of security solutions that may be 

used in the case of unexpected attacks, aberrant behaviours 

that are thought to be anomalies, and the relevant model [1, 9]. 

Hence, intelligent modelling in cybersecurity is necessary for 

classifying the related attacks into many well-known types, 

including worm attacks, botnet attacks, malware attacks, and 

denial of service attacks. Classifying anomalies for unknown 

assaults coming from normal traffic is also important. 

While all of these issues are being considered, different 

machine learning models may show different levels of 

effectiveness based on their ability to learn from security data. 

This is because the data's properties and the importance of the 

associated security features might affect how effectively a 

learning-based security model performs. A wide variety of 

known or undiscovered attack types, abnormalities, or a 

plethora of security features could all play a role in a real-

world scenario's cybersecurity issues. Hence, a strong 

classification model plus an effective feature selection 

technique are often what make up an intelligent intrusion 

detection system. 

 

2. LITERATURE REVIEW 

The use of machine learning techniques is implemented in 

order to improve cybersecurity, recognise websites that are 

used for phishing, and recognise multiple automated new 

attacks at an early stage [10]. Machine learning techniques can 

be broadly grouped into three types: semi-supervised, 

unsupervised, and supervised. In supervised machine learning, 

the machine is already familiar with the targeted labelling or 

classes of data, and it makes use of these labelling and classes 

in order to train the computer. Unsupervised machine learning 

does not deliver the value that was intended. The discovery of 

data relationships is the major objective of unsupervised 

learning methodology. It does this by searching for patterns in 

the data, similar to how Clustering works. In the context of 

machine learning (ML), the term "semi-supervised" refers to a 

technique in which a portion of the data is tagged or in which 

human experience is required during the data collection 

process. 

Threats are the possible hazards and dangers that are 

associated with all of the security breaches that have been 

mentioned, and assaults are the name given to attempts to 

cause security breaches [11]One possible interpretation of the 

term "cybersecurity" is the protection against malicious 

software and phishing, two of the most destructive types of 

online attacks.  

Commonly referred to as "brand cloning," "phishing" involves 

impersonating a legitimate user in order to get access to 

sensitive information for the purpose of manipulation or 

misuse. This is done in order to get access to the information. 

One example of phishing is when a person pretends to be a 

con artist by exploiting the website of a real girlfriend in order 

to obtain personal information [12]. All forms of malicious 

software can be broken down into three primary categories: 

viruses, worms, and Trojan horses. The performance of a 

computer can be negatively impacted by a piece of software 

known as a virus, which operates without the user's 

knowledge. Viruses can harm your computer's operating 

system and data files. Elk Cloner was the first computer to be 

able to spread across floppy disc drives [13]. This 

advancement occurred in 1981.  

On a computer, a worm is a piece of software that 

continuously duplicates itself while simultaneously consuming 

resources from the system or the network. Trojan horses are a 

type of malicious software that, in contrast to viruses and 

worms, are made to appear as legitimate software and are 

activated by certain procedures or activities rather than 

replicating themselves. An additional threat to cybersecurity is 

the sending of unwanted spam emails. These emails not only 

take a long time to accumulate in your inbox, but they also 

give rise to the Java applets that execute invisibly as you 

peruse your inbox. Phone calls, texts, and even video chats are 

all ways that spam can appear on mobile networks and devices 

[14]. Messages sent via text message and videos are regularly 

the targets of spammers on Twitter and YouTube. Network 

security systems consist of a number of different components, 

including firewalls, antivirus software, and intrusion detection 

technologies. The utilisation of intrusion detection systems 

(IDS) allows for the detection and identification of malicious 

illegal access as well as unauthorised invasions [15]. 
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3. MACHINE LEARNING FOR AUTOMATION IN 

CYBERSECURITY 

The digital age we are living in has both positive and negative 

aspects, just like any other era. An issue with security is the 

primary downside [16]. The frequency and severity of security 

breaches are on the rise as we move more and more of our 

sensitive data online. It is clear that fraudsters are getting 

better at escaping detection, since many newer malware kits 

already include creative techniques to do so. But cybersecurity 

is at a crossroads right now, and rather of focusing on 

mitigation and defensive measures, researchers should look at 

cyber-attack prediction systems that can foresee major events 

and the consequences of such attacks. There is an 

overwhelming need for solutions that are based on thorough, 

predictive analyses of cyber threats. Prediction, prevention, 

identification, detection, and incident response are essential 

cybersecurity functions that necessitate intelligent and 

automated performance. Artificial intelligence (AI), mostly 

ML-based, is the primary focus of this effort [17]. By seeing 

trends and making predictions based on past actions, AI can 

find and stop hazardous behaviour. 

One of the most talked-about modern technologies in the 

fourth industrial revolution (4IR or Industry 4.0) is machine 

learning (ML), which allows systems to learn and get better 

over time without explicit programming [19]. Machine 

learning has the potential to revolutionise cyber security by 

enabling the extraction of important insights from data. 

Cybersecurity data may be structured or unstructured, and it 

can originate from many different places (as discussed in 

Section 3). You can use the data insights to build smart apps 

for intrusion detection, cyber-attack detection, phishing 

detection, malware detection, zero-day attack prediction, and 

more. In the past few days, there has been a meteoric spike in 

the need for cybersecurity solutions that can ward off cyber 

abnormalities and attacks like worms, phishing, malware, 

botnets, spyware, and denial-of-service (DoS). Because of 

this, intelligent data analysis methods and tools are necessary 

for practical cyber applications. The ability to quickly and 

intelligently glean insights or useful information from data is a 

prerequisite for these methods and technologies. Security 

researchers are confident that they can develop tools to detect 

and recognise attack patterns, which will allow them to protect 

against future attacks. 

 

 
Fig 1: Several typical cybersecurity-related assaults or threats. 

 

Overwhelmed security personnel are turning to automation as 

a critical tool in the fight against the increasingly broad, 

sophisticated, and targeted cyber attacks of today. Malware, 

phishing, ransomware, DoS, zero-day attacks, and other types 

of cyberattacks are common (Fig. 1). Reason being, no 

security solution is foolproof, and a lot of current detection 

methods depend on analysts to manually investigate and make 

decisions in order to find sophisticated threats, harmful user 

actions, and other significant related dangers. Machine 

learning is more effective than humans at identifying and 

forecasting particular trends. Security judgements and policy 

modifications in complex and ever-changing network systems 

have fallen short of expectations [20].  
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4. POTENTIAL USE CASES OF MACHINE LEARNING 

IN CYBERSECURITY 

There has been a lot of success in applying machine learning 

approaches to various cybersecurity concerns across several 

application domains in the past few years. There are a plethora 

of typical applications for intrusion detection systems, as seen 

in Figure 2. Countless tasks fall under this category, including 

as malware analysis and detection, spam filtering, anomaly 

and fraud detection, zero-day attack detection, cyberbullying 

detection, threat analysis, and an extensive list of others.

 

 
Fig2: Possible applications of AI in cybersecurity. 

 

Machine learning studies can sift through large blockchain 

datasets in search of anomalies, evaluate market 

manipulations, and expose fraudulent users. Using machine 

learning techniques, smart contracts can automatically detect 

and locate vulnerabilities. One example is the use of 

classification models to give binary buy/sell trading 

recommendations in [21], while ML regression models are 

employed to predict the returns of the bitcoin-based dependent 

variable. 

In the end, the efficacy and efficiency of a machine learning-

based solution are determined by the learning algorithms' 

overall performance and the quality and type of the data used. 

It is quite difficult to standardise data acquired from endpoints, 

networks, and clouds and put it to good use in machine 

learning [22]. 

 

 

CONCLUSION 

This article provides a comprehensive review of machine 

learning methods for automated cybersecurity and smart data 

analysis. Here, we have included a broad outline of the various 

machine learning techniques and how they could solve 

practical issues in the various cyber application fields covered 

in the essay. How well a machine learning model does 

depends on the data and how well the learning algorithms 

work. Before the system can enable intelligent decision-

making and automation, the research explores the premise that 

it needs to train its learning algorithms with real-world cyber 

data and application-specific information. [23-24] Lastly, we 

discussed the challenges and potential areas for further 

research. 
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