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ABSTRACT

In today's world, the majority of governmental, cultural, social, economic, and commercial interactions and activities take place
online. This includes interactions between nations, individuals, NGOs, and government agencies. The threat of cyberattacks and
wireless communication technologies has recently become an issue for numerous private organisations and government agencies
across the globe. Nowadays, our world relies heavily on electronic technology, and safeguarding this data from cyber-attacks is no
easy feat. Cybercriminals target businesses with the intention of stealing money. Cyberattacks may also serve political or military
objectives in certain instances. Computer viruses, information breaches, data distribution services (DDS), and other attack vectors
are among the causes of these damages. In order to accomplish this goal, different organisations employ different strategies to
safeguard against cyberattacks. The most recent information technology data is tracked in real-time by cyber security. So far,
academics from all around the globe have suggested a number of ways to either stop cyberattacks in their tracks or at least
mitigate the harm they do. A few of the approaches have moved on to the study phase, while others are still in the operational
stage. The purpose of this research is to examine the offered approaches, identify their strengths and shortcomings, and conduct a
thorough evaluation of the standard advancements made in the area of cyber security.

Nevertheless, as RES technologies have expanded, smart
1. INTRODUCTION inverters have become more popular, and smart controlled
loads have been developed to accommodate both distributed
generation and RES, RES have become a substantial energy
source in several nations. With their ability to manage power
flow and detect faults, smart inverters are indispensable in
power networks that utilise distributed energy resources
(DER). They also serve as an interface between the grid and
DER. Cyberattacks are a real threat to smart technologies
because of the power system instability they might cause and
the fact that they support both wired and wireless
communication technologies. Another factor that can make
smart power grids with intermittent DER more susceptible to

Integration of cutting-edge generating schemes, control
techniques, data transmission advancements through open
communication networks, and security measures of
communication networks through smart systems are all
contributing to the field of power systems' ongoing
improvement. On the other hand, power systems are facing
new problems as a result of integrating new technology.
Incorporating RES into power generation is a great way to
reduce pollution and help the environment, but running power
systems that rely on RES results in poor frequency stability
performance because the power they produce is intermittent.
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attacks is the development of wide-area control and
monitoring tools based on the Internet of Things (loT).
Consequently, from the perspective of power system
operations, increase of stability and attack-resilient control of
power systems are crucial areas that necessitate ongoing
research. The focus of this research is on the load frequency
control (LFC) system's cyber-security and frequency stability
in relation to this [2].

Any significant frequency deviance from the nominal value
has the potential to compromise the operational safety,
dependability, and security of a power system, making
frequency performance monitoring and regulation an absolute
necessity. A frequency deviation from the nominal value
occurs when there is an imbalance between the power
consumption by the load and the power generation. The
primary goal of implementing the LFC scheme is to eliminate
non-zero frequency deviation by balancing the power system's
load and frequency. There are three tiers to the process of
improving frequency performance through the adoption of
various frequency regulating technologies. The control of
generation units carries out the first two levels, while loads,
such as in the case of load shedding, implement the third level.
Governor control, sometimes known as main control,
secondary control, or supplemental control, and tertiary
control are the three levels of frequency control [3].

Unlike traditional LFCs, which relied on dedicated
communication channels to transfer signals between the
generator unit, control centre, and remote terminal units
(RTUs), modern deregulated power system LFC methods
make use of open communication infrastructure. Attacks such
as channel jamming, fake data injection, power system load
modifications, and others are more likely to affect the highly
decentralised LFC design with an open communication
network [4]. Furthermore, LFC techniques are required to
produce control signals on a second-by-second basis. Hence,
sophisticated data validation algorithms for estimating and
validating measurement data are out of the question for the
LFC loop. Because of this, malicious actors can exploit it to
alter the measurement results using less complex mathematical
techniques. The LFC system is susceptible to cyber-attacks
due of these conditions. Consequently, it is crucial to
investigate and assess the effects of attacks on the LFC
system. Investigating the cyber-security of LFC systems also
aids in the creation of defence and detection methods that
lessen the effects of cyber-attacks. Breach of operational
frequency is a measure of the impact of the attack on the LFC
system. Resilient control algorithms are a common component
of LFC system defence systems.
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2. CYBERSECURITY IN POWER GRIDS

Power systems are vulnerable to cyber assaults because of the
amount of information and communication technology they
use. Criminals can trigger blackouts, economic losses, and
system instability by interfering with the information
exchange process using fraudulent data. Another technique
that can be used to hide power system failures is false data
injection (FDI). The operator's ability to see the problems and
take corrective action will be compromised.

For instance, malevolent actors opened substation breakers in
2015 as part of an assault on the Ukrainian power grid [5].
Examining the effects of FDI on the power system is
important for developing appropriate safeguards to increase
system resilience. Foreign direct investment (FDI) attack
mechanism and effect have thus been the subject of much
research.

Figure 1 shows the three main ways in which foreign direct
investment (FDI) negatively impacts power systems: state
estimate, command generation, and control action actuation.
By aiming squarely at economic dispatch, FDI has the
potential to trigger the production of erroneous control
commands. The line flows above their overload tripping
threshold, resulting in line outages and potentially cascade
failure, as described in [6, 7], caused by the injection of bogus
load data into security-constrained economic dispatch. A
higher operational cost or illicit profit from electricity markets
can be achieved through the deliberate manipulation of
economic dispatch, as shown in [8]. When the perpetrators do
not possess complete knowledge of the network's details, the
possible danger of FDI assaults on economic dispatch is
examined in [9]. A power system can also be compromised by
FDI if it attacks the measurement and estimation of the
system's status and damages the integrity of the information
pertaining to the power system's state. Two examples of such
attacks are given in [10] and [11], respectively, where FDI is
employed to compromise the SCADA system and inject
fabricated data into the PMU to deceive the control centre.
Cybercriminals can fool operators into thinking the system is
running well when, in fact, it isn't, leaving them vulnerable to
attacks. The use of FDI to introduce random estimate errors
into the state estimator is covered in [12], while FDI is used
for nonlinear state estimation in power systems and the related
countermeasures are addressed in [13]. The stability of the
electricity system can also be negatively affected by FDI since
it changes the control input to the system. A cluster of
distributed generators disagrees because FDI corrupts the
input signal to a follower distributed generator. In [13], FDI is
employed to create a synchronisation issue in isolated
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microgrids, instability is induced by controlling system
breakers, and transient instability is initiated by altering the
gains of voltage control devices. In order to introduce

Cyber Attack

frequency instability into the system, an attacker uses
mimicked inertia control.
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Fig 1: Cyber-attacks on a power system

Research on the effects of foreign direct investment (FDI) thus
far has mostly relied on models that account for a single
snapshot in time or a steady-state power system, rather than
the dynamic, transient nature of such a system. At each attack
time instant, skilled attackers may alter the injected data to
either evade detection or decrease energy use. Also, since
actual power systems are networked control systems, the
steady-state model isn't good enough to assess the FDI risk.
While economic dispatch and system state estimates are
resistant to FDI, the automatic generation control system is
still vulnerable and could be used to compromise the power
system's secure operation. To completely uncover the danger
of FDI and subsequently develop  appropriate
countermeasures, it is crucial to analyse the dynamic
characteristic of FDI as well as the transient characteristic of
the power system.

This study takes a complete look at the research on foreign
direct investment (FDI) attacks on economic dispatch, state
estimation, and power system dynamic stability (Fig. 1) to
reveal the risk of FDI.
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3. REVIEW STUDY OF CYBER-ATTACKS AND
CYBER SECURITY

The Internet has been an integral part of people's daily lives
and a major player in international communication for over 20
years. The Internet now has approximately 3 billion users
globally, all thanks to innovations and cheap costs in this
sector, which have greatly boosted the availability, use, and
performance of the Internet. The worldwide web that the
Internet has made possible is worth billions of dollars to
economies around the world every year [14].

Cyberspace is now the primary venue for the vast majority of
international economic, commercial, cultural, social, and
governmental exchanges, involving nations, individuals,
NGOs, and governmental and non-governmental organisations
at all levels [15]. Many important and delicate systems and
infrastructures are either already present in cyberspace or are
managed, controlled, or exploited via it. Additionally, the
majority of important and delicate data is either transported to
or created in cyberspace.

A large percentage of residents' time and energy is spent

interacting in this space, and the majority of media activities
are moved here as well. It's also where most financial
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transactions take place. Income from internet firms as a
percentage of countries’ GDP has grown substantially, and
cyberspace indicators make up a sizable portion of the metrics
used to gauge the level of progress. Spending a large portion
of national financial and spiritual capital on this space, as well
as a large portion of individual residents’ material income and
spiritual accomplishments, is concentrated here [16].

What this means is that many parts of people's life are
dependent on this area, and that problems, uncertainty, and
instability here will have repercussions in other parts of
people's lives. Cyberspace, however, has presented nations
with new security concerns. Cyberspace is home to both
powerful and vulnerable actors, including nations, terrorist
organisations, and even individuals, who pose risks like
cybercrime, cyberterrorism, cyberespionage, and cyberwarfare
due to factors like the area's anonymity, low barrier to entry,
and lack of public transparency [17].

This is what sets cyber threats apart from more conventional
forms of national security, which are more open and whose
perpetrators are easily identifiable governments and nations in
a particular region; this has made conventional forms of
national security less effective in this area. The potential
repercussions of cyberattacks have been considered by experts
for over ten years. Severe and sometimes widespread physical
or economic damage can occur in a variety of ways. For
example, a virus could launch an attack on a country's
financial documents or stock market, or it could send the
wrong message and cause the power plant to shut down or fail.
Another possibility is that it could disrupt the air traffic
control system, leading to air accidents [18].

Consequently, professionals will have a hard time addressing
the issue's many and diversified elements and providing legal
guidance and analysis unless governments agree on a
universally accepted definition of a cyber-attack. Now we
need to know what exactly constitutes a cyber-attack, what
makes one different from another, and whether or not any
attack that happens in cyberspace qualifies as an attack in the
conventional sense [19].

In order to continue and identify the repercussions of this form
of cyberattack, the legal environment must take into account
the existence of a thorough definition of cyberattack. Without
a definitive and all-encompassing definition, the leading legal
road becomes murky, different interpretations and practices
emerge, and, in the end, often conflicting legal conclusions are
reached [20]. So, it's crucial to have a good definition, at least
for the topic's introduction, explanation, adaption, and
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analysis; in-depth research is also required. [21-22] Following
an explanation of what a cyberattack is and how it works, this
study go on to classify and divide cyberattacks, before finally
looking at current definitions from the perspective of
international organisations and experts. The paper concludes
with this section.

CONCLUSION

In this new millennium, cyberspace and associated
technologies have emerged as a major driving force. Because
of cyberspace's features—its cheap entry prices, anonymity,
vulnerability, and asymmetry—the phenomenon of power
dissipation has emerged. This suggests that private companies,
organised criminal groups, individuals, and terrorist
organisations are the new power brokers, although
governments still play a significant role. Governments' ability
to maintain national security will, of course, be unaffected by
this occurrence. Several methods exist for assessing this
impact. The idea of safety comes first. Nowadays, the danger
of a decline in the quality of life of citizens poses a greater
threat to national security than traditional military concerns
and internal/external border difficulties. Second, the physical
location of cyber threats is becoming irrelevant. There used to
be a designated place where military dangers could be found.
This made it easy to handle, at least from an identifying
standpoint. The third factor is the seriousness of cyber
dangers.
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