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Abstract— Information resources are an important asset for organizations, both government and private. Information resources
can be data, systems, or applications used to support organizational activities. Therefore, it is important to protect information
resources from various threats, such as cyberattacks, misuse, or loss. Identity and access management (IAM) is one of the efforts
to protect information resources. IAM is the process of managing the identity of users and their access to information resources.
Effective IAM can help organizations ensure that only authorized users can access information resources, detect and prevent
unauthorized access to information resources, and facilitate user identity management. This study aims to examine effective |AM
policies to protect the information resources of Organization X. The results show that an effective IAM policy must meet the
following criteria: comprehensive; IAM policies should cover all aspects of identity and access management, from user identity
creation to access review, risk-oriented; IAM policies should be designed to minimize risks to information resources,
Flexible; IAM policies must be adaptable to the changing needs of the organization, Management support; IAM policies must be
supported by the organization's management to be implemented effectively. Based on the results of this study, it is advisable to
ensure that information security policies remain effective over time, so organizations should carry out regular evaluations to

protect their information resources.
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INTRODUCTION

Information resources [1] are an important asset for
organizations, both government and private. Information
resources can be data, systems, or applications used to support
organizational activities. Information sensitive [2] business data
is a key component in day-to-day operations, therefore, it is
important to protect information resources from various threats,
such as cyberattacks, misuse, or loss.
One important aspect [3] in maintaining information security is
Identity and Access Management (IAM).
Identity and access management (IAM)) [4] is one of the efforts
to protect information resources. 1AM is the process of
managing the identity of users and their access to information
resources. Effective IAM [5] can help organizations to:
a. Ensure that only authorized users can access
information resources.
b. Detect and prevent unauthorized access to information
resources.

An 1AM policy is a document that governs how 1AM is
implemented in an organization. Effective IAM policy [6] must
meet the following criteria:
a. Comprehensive: IAM policies should cover all aspects
of identity and access management, from user identity
creation to access review.
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b. Risk-oriented: 1AM policies should be designed to
minimize risks to information resources.

c. Flexible: IAM policies must be adaptable to the
changing needs of the organization.

d. Management support: IAM policies must be supported
by the organization's management to be implemented
effectively.

Effective information security policies [7-9] become the main
basis for efforts to protect information resources from
unauthorized access, data leakage, and cyberattacks. Identity
and Access Management plays a crucial role in the management
and management of access rights [10] for individuals to
information resources needed in the context of the organization.
Therefore, this research will focus on reviewing effective
information security policies, with particular emphasis on the
implementation and practice of Identity and Access
Management in Organization X.

But there are still organizations that don't pay attention to
identity and access management, this is due to a lack of
understanding of potential security risks [2,11-13] which can
arise from weak identity and access policies. In addition, some
organizations do not yet fully believe that the business value
provided by the implementation of identity and access
management [14] will increase safety, efficiency, and
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productivity. Some organizations focus more on traditional
security solutions [15-18] such as firewalls and antiviruses, and
may underestimate the importance of identity and access
management as an integral part of an overarching security
strategy.

This research is important and urgent because identity and
access management greatly impact the threat of information
resources, in addition to many organizations experiencing
attacks on assets, data leaks, information, and even loss.
Therefore, the purpose of this study is to explore an effective
IAM policy model to protect information resources. Several
gaps must be considered on the topic of Effective Policies to
Protect Information Resources, including:

1. Less comprehensive: [14,17,19] Information system
security policies often do not cover all security aspects,
such as data protection, hardware, and software. This
can cause information resources to remain vulnerable
to threats.

2. Unclear: [8] Information system security policies are
often written in vague and difficult-to-understand
language. This can lead to confusion and non-
compliance with policies.

3. Not applied consistently: [8,20-22] Information
systems security policies are often not applied
consistently to organizations. This can lead to security
holes that attackers can exploit.

4. Not observed by all parties: [22] All interested
parties, such as employees, vendors, and customers,
must comply with the information system security
policy. It is important to ensure that everyone who has
access to an information resource has the same
understanding of how to protect it.

In addition to these gaps, several other factors need to be
considered to ensure the effectiveness of information system
security policies, including:

1. Organizational needs: [13,23] Information system
security policies must be tailored to the needs of the
organization. Policies that are too restrictive or too lax
can be ineffective.

2. Technological change:[24,25] Information system
security policies should be updated regularly to keep
up with technological developments.

3. Security awareness: [21,26] All interested parties
must have a high-security awareness. It is important to
ensure that everyone understands the security risks and
how to protect themselves.

Organization X, operating across multiple sectors, faces unique
challenges in managing user identities and organizing access to
their information resources. Technological developments,
various information security regulations, and evolving cyber
threats are factors that need to be taken into account. In this
context, this study aims to identify and analyze the information
security policies that have been implemented in Organization
X, explore the effective and expanded aspects of regulations,
and identify areas of potential improvement.
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Through this research, it is expected to find solutions and best
practices in ldentity and Access Management that can help
Organization X and similar organizations to optimize their
information security policies. Information safety is a critical
cornerstone in maintaining efficient organizational operations,
customer trust, and maintaining data integrity. Therefore, the
study has significant relevance in an increasingly complex and
risky business environment.

Il. RELATED WORK

Research [11], concluded that service-oriented architectures
(SOAs) have a more secure protocol stack and focus on
security by design. Future automotive architectures will
require active security measures such as firewalls, intrusion
detection, and access control.

Research [27], summing up the average maturity level of
IAM in organizations, weaknesses are found in the process
of user registration and logging as well as logging and
tracking.

Research [28], Summing up the CSSPS proposal as a new set
of system properties for the SSI system, the consistency of
system properties is analyzed by one analyst.

Research [29], concludes with the proposed work improving
cloud security through continuous auditing, while future
work aims to improve protocols for 10T devices.
Researchers [30], Conduct a comprehensive analysis of
facial identity threats and conclude proposed taxonomies for
facial identity threats, and potential facial identity threats as
well as a comparative analysis of coping techniques.
Researchers [2], resulting in the critical secure and dynamic
access management, and concluding that decentralized
identity is the future of IAM.

Researchers [12], concluded that blockchain integration
increases trust in infrastructure as well as optimizations and
improvements required for cryptographic elements and
query times.

Researchers [31], That cyber security is a complex subject
that requires interdisciplinary expertise, user education is
essential to prevent cyber risks.

Researchers [32], Summing up a multi-authority attribute-
based access control scheme that preserves the proposed
privacy and ensures blockchain data confidentiality and fine-
grained access control for data sharing

Researchers [33] infer that PHI confidentiality and
authorized access is critical, and 1AM systems enable fast
and secure access to critical information.

Researchers [34], concluded the proposal of an integrated
energy management platform and cross-system energy
transactions and unified authentication.

Researchers [35], concluded IAM solutions improve
infection control and patient safety and hospitals should
consider |AM use cases for future surges.

Researchers [36], Summing up insider threats is a major
concern in organizations and VIstaS authentication systems
are effective and practical.

Researchers [37], Cloud CDM requires secure access control
for researchers and proposed service models using DID and
blockchain technology.
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Researchers [38], concluded that the proposed SM9-ABE
scheme performs well in security and functionality and SM9-
ABE is desirable for fine-grained access control in DCC.
Researchers [39], concluded that the new methodology for
managing cyber security, the digital service chain, and the
proposed framework are promising tools for security
strengthening.

Researchers [5], Conclude with the recommendations of a
robust and secure cloud framework and proposed system
ensuring secure data access, security, and data integrity

IAM
AIM (Access and Identity Management)

Access management [40,41] refers to the process of
controlling and monitoring access to resources,
systems, and information within an organization. It
involves implementing policies, procedures, and
technologies to ensure that only authorized individuals
or entities are granted access to appropriate resources
and data.

Access management [42] It typically includes the
following activities:

1. Authentication: Verifies the identity of the user or
device trying to access the system or resource. This can
be done through various methods such as passwords,
biometrics, or two-factor authentication.

2. Authorization: Specifies the level of access
privileges a user or device should have based on their
roles, responsibilities, and permissions. This includes
determining what actions or data are allowed to be
accessed, modified, or deleted.

3. Access control: Implement mechanisms to enforce
authorized access rights and prevent unauthorized
access. This can be achieved through technologies such
as firewalls, intrusion detection systems, or role-based
access control (RBAC) systems.

4. User provisioning: Manage the creation,
modification, and deletion of user accounts and access
privileges. This includes processes for onboarding new
employees, granting temporary access, and
deactivating accounts when no longer needed.

5. Audit and monitoring: Regularly review and monitor
access logs and activity to detect suspicious or
unauthorized access attempts. This helps in identifying
potential security breaches or policy violations.

Effective access management is critical to
maintaining the confidentiality, integrity, and
availability of sensitive information and resources. It
can help organizations prevent unauthorized access,
data breaches, and insider threats while ensuring
authorized users can perform their tasks efficiently.

AIM refers to access and identity management, a
system or strategy used to control access to online
resources. This involves managing user identities and
ensuring that only authorized individuals can access
certain online content.
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V.

The AIM system in system can use various access
control mechanisms, such as IP authentication,
username/password authentication, and federated
identity management. The system aims to provide
secure and seamless access to online resources while
protecting user privacy. Information systems need to
adopt a comprehensive AIM strategy to effectively
manage access to online content and ensure that users
can access the resources they need.

. PROPOSED SYSTEM

To overcome these gaps, this study proposed an
information system security policy system that s
comprehensive, clear, applied consistently, and adhered to
by all parties. This system consists of three main
components, namely:

1. Information system security policy: The information
system security policy should cover all security
aspects, such as data protection, hardware, and
software. Policies should be written in clear, easy-to-
understand language, and can be implemented
consistently throughout the organization.

2. Software management policies: Software management
policies can help organizations implement and monitor
the implementation of information system security
policies. This software can help organizations to:

a. Manage various information system security
policies.
b. Allocate
employees.
c. Track policy compliance.

3. Security awareness programs: Security awareness
programs can help increase employees' security
awareness of security risks and how to protect
themselves.

roles and responsibilities to

RESULT & DISCUSSION
Result

Effective policies in protecting information resources are the
implementation of strict data security policies, such as the use
of encryption and firewalls that can protect data from
unauthorized access. In addition, policies on using strong
passwords and changing passwords frequently also help protect
information resources from cyberattacks. Data loss prevention
policies such as regular data backups are also important to
protect information resources from unexpected events such as
damage. Here is an analysis of policies that are effective in
protecting information resources:

1. Ildentification information
resources

This stage is an important step in maintaining data
security. By identifying the most valuable information
resources that are vulnerable to attack, organization X
can take appropriate protective measures. In
organization X, this stage is done by granting limited
access permissions to sensitive data and encrypting data

stored on the organization's computer devices. Thus,

and protection of

2362


http://www.ijritcc.org/

International Journal on Recent and Innovation Trends in Computing and Communication

ISSN: 2321-8169 Volume: 11 Issue: 9

Article Received: 25 July 2023 Revised: 12 September 2023 Accepted: 30 September 2023

these organizations can prevent unauthorized access and
protect data from theft or unauthorized use.

2. Continuous management to ensure the sustainability
of information sources
Organization X undertakes continuous management to
ensure the sustainability of information sources. At this
stage, the organization conducts regular monitoring and
updates to the security system used. In addition, the
organization establishes clear policies and procedures
for managing information sources, including in terms of
data use, storage, and deletion. With sustainable
management, organizations can maintain  the
sustainability and reliability of their information
sources.

3. Community empowerment in managing information
sources
Community empowerment in the management of
information sources is also important to maintain the
sustainability and reliability of information sources.
Organization X engages the community (stakeholders of
organization X) in the process of collecting and updating
data and provides training on the correct and safe use of
information. Thus, the community will become an active
partner in maintaining the security and quality of
information sources, so that they can play a role in
maintaining the sustainability of the company or
organization.

To find out information about the level of effectiveness of
information resource protection policies in organization X, a
policy assessment analysis was carried out to understand the
effectiveness of policies and make necessary improvements to
83 employees consisting of the head of IT, IT staff, general, and
employees. The results of the assessment carried out based on
several aspects are as follows:

1. Information Security Policy

Figure 1. Availability of written policies

Figure 1 shows that 100% of respondents stated that an
organization has an information security policy written.

Table 1. Policy Revision Interval

If Yes, how often is this policy revised and
updated?

Grand
Total

Every Not
Every 2 Years|Year |[Never [sure
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Figure 2. Policy revision interval

Table 1 and Figure 2 show that as many as 42 people or 50.6%
of respondents stated that policy revisions or changes are made
every year, 23 people, or 27.7% stated never, 12 people, or
14.5% stated unsure and 6 people, or 7.2% stated every 2 years.
From this data, it can be concluded that the implementation of
information security policies has not been implemented
consistently in all units.

2. ldentity and Access Management

Table 2. Identity Management Procedures

Does your organization have procedures for user
identity management (e.g., registration, account
deactivation)?

Yes Grand Total
100,00% 100,00%

Figure 3. Availability of IAM procedures

Table 2 and Figure 3 show that 100% of respondents stated that
organizations already have user identity management
procedures in place.

Table 3. Management of access rights to resources

How does your organization manage user access rights to
information resources?
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Based on the principle of user |No clear

needs (updates and revisions) |management [Grand Total

98,80% 1,20%

100,00%

Figure 4. Management of access rights to resources

Table 3 and Figure 4 show that as many as 82 people or 98.8%
of respondents stated that organizations manage user access
rights to information resources based on the principle of needs,
and 1 person, or 1.20% stated that there is no clear management.
From this data, it can be concluded that organizations
implement the management of access rights to information
resources based on the principle of user needs, but still need
thorough socialization so that no party feels ignorant.

3. Physical and Logical Safeguards

Table 4. Physical security procedures

Does your organization have physical security measures
in place to protect information resources, such as limited
access to data centers or servers?

Don't know Yes Grand Total

1,20% 98,80% 100%

1,20%

Figure 5. Physical security procedures

Table 4 and Figure 5 show that as many as 82 people or 98.8%
of respondents stated that organizations have physical security
measures in place to protect information resources, such as
limited access to data centers or servers, 1 person, or 1.20%
stated that they did not know. From this data, it can be
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concluded that the organization already has procedures or
physical security measures for resources, but still needs
thorough socialization so that no party does not know these
procedures.

Table 5. Use of encryption

Does your organization use encryption to protect
sensitive data in transit over the network?

Don't know Yes Grand Total

2,41% 97,59% | 100,00%

2,40%

Figure 6. Use of encryption

Table 5 and Figure 6 show that as many as 81 people or 97.59%
of respondents stated that the organization has used encryption
methods to protect sensitive data on the network, and 2 people,
or 2.40% stated that they did not know. From this data, it can be
concluded that organizations have implemented encryption
methods to protect sensitive data when transacting on the
network, but still need thorough socialization so that all relevant
parties understand the policy.

4. Monitoring and Audit

Table 6. Monitoring system

Does your organization have a security monitoring
system in place to detect suspicious activity or cyber
threats?

No Yes Grand Total

3,60% 96,40% 100,00%

Figure 7. Monitoring system
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Table 6 and Figure 7 show that as many as 80 people or 96.40%
of respondents stated that the organization has a security
monitoring system in place to detect suspicious activity or cyber
threats, and 3 people, or 3.60% stated that they do not or do not
have one. From this data, it can be concluded that the
organization already has a security monitoring system, but a
thorough review is needed to ensure all relevant parties have
understood the security management policies that apply to the
organization.

Table 7. Security policy compliance audits

Does your organization conduct regular audits to
icheck compliance with information security policies?

No Yes Grand Total

7,20%

92,80% 100,00%

)

Figure 8. Security policy compliance audits

Table 7 and Figure 8 show that as many as 77 people or 92.80%
of respondents stated that the organization had conducted an
audit of information system security policy compliance, and 6
people, or 7.20% stated that they did not or had not done so.
From this data, it can be concluded that the organization has
conducted an information system security policy compliance
audit, but a thorough review of all users is needed to ensure that
all relevant parties have understood the security management
policies that apply to the organization.

5. Education and Security Awareness

Table 8. Information security education

Does your organization provide information
security training for employees?

No Yes Grand Total

1,20% 98,80% 100,00%
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Figure 9. Information security education

Table 8 and Figure 9 show that as many as 82 people or 98.20%
of respondents stated that the organization has conducted
information security education, and 1 person, or 1.20% stated
that it has not or has not done so. From this data, it can be
concluded that the organization has carried out educational
activities about security, but a thorough review is needed so that
all relevant parties understand the security management policies
that apply to the organization.

Table 9. Promotion of security awareness

Bagaimana organisasi Anda mempromosikan
kesadaran keamanan di antara karyawan?

Through Through No

internal regular special | Grand

communication | training efforts | Total
72,29% 25,30% 2,41% | 100,00%

Figure 10. Promotion of security awareness

Table 9 and Figure 10 show that as many as 60 people or
72.30% of respondents stated that organizations promote
security awareness among employees through internal
communication, and 21 people or 25.30% through regular
training while 2 people, or 2.40% stated that there is no specific
effort to promote security awareness among employees. From
this data, it can be concluded that the organization promotes
security awareness to most employees through internal
communication, while some other employees promote it with
regular training, besides that there are still employees who state
no effort is made by the organization. Therefore, a thorough
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review is needed so that all relevant parties have understood the
security management policies that apply to the organization.

6. Continuity and Surveillance

Table 10. Security policy effectiveness

How does your organization ensure information security
policies remain effective over time?

Through regular
evaluations

There is no specific

mechanism Grand Total

96,40% 3,60% 100,00%

Figure 11. Security policy effectiveness

Table 10 and Figure 11 shows that as many as 80 people or
96.40% of respondents stated that to ensure information
security policies remain effective over time, the organization
conducts regular evaluations, and 3 people, or 3.60% stated that
the organization does not have a certain mechanism. From this
data, it can be concluded that organizations conduct regular
evaluations to ensure the effectiveness of security policies, but
a thorough review of all users is needed to ensure that there are
no more users who do not understand the security management
policies that apply to the organization.

Table 11. Security policy stakeholder engagement

How does your organization involve stakeholders in
decision-making regarding information security
policies?

Limited to
information
security teams

Through active

collaboration Grand Total

89,20% 10,80% 100,00%

10,8%

Figure 12. Security policy stakeholder engagement
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Table 11 and Figure 12 shows that as many as 74 people or
89.20% of respondents stated that organizations actively
collaborate in involving related parties in decision-making on
security policies, and 9 people, or 10.80% stated that they are
only limited to the organization's information security team.
From this data, it can be concluded that most users in the
organization understand party involvement is done with active
collaboration, but there are still other users who understand the
involvement of decision-making only at the team level.
Therefore, a thorough review and socialization of all users is
needed so that all parties can understand the security
management policies that apply to the organization.

Discussion

Information system security policy is one of the important
components of information system security. Effective policies
can help protect information resources from a variety of threats,
such as data theft, misuse, and cyberattacks. An effective
information system security policy should cover all security
aspects, such as data protection, hardware, and software. The
policy should include the following:

Purpose and scope of the policy

Definition of terms and acronyms

Security principles

Specific policies and procedures

Accountability and accountability

. Monitoring and evaluation

An effective information system security policy must
be written in clear and easy-to-understand language. It
is important to ensure that all employees understand the
applicable security policies and procedures.

An effective information systems security policy

must be applied consistently throughout the
organization. This is important to ensure that these
security policies and procedures are implemented
effectively.
An effective information system security policy must be
adhered to by all parties. It is important to ensure that
everyone who has access to an information resource has
the same understanding of how to protect it.

Effective policy implementation of information
system protection in terms of access and identity
management provides significant positive benefits and
impacts. With this policy in place, organization X can
ensure that only authorized individuals have access to
sensitive and important information. This will reduce
the risk of data leakage and misuse of information by
irresponsible parties. In addition, this policy can also
increase the efficiency and productivity of the company,
because each individual will have appropriate access.

ORCL R0 A

1. Maintain and

informationsources

Several things are done to guarantee maintain and

improve the quality of information sources:

a. Encourage collaboration and exchange of
information between departments

improve the quality of
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In this case, organization X implements a database management
system that allows regular updating and validation of
information. By maintaining the quality of information sources,
organizations can avoid data errors and inaccuracies that can
lead to wrong decisions. Organizations also create online
forums or communication platforms that allow departments to
share information in real time.

Thus, teams can work together to collect and analyze data more
efficiently, improving the accuracy and speed of decision-
making and minimizing errors and information loss are other
benefits of this policy. With online forums or communication
platforms, departments can give each other feedback and find
solutions together to problems that arise. This can reduce the
risk of errors in decision-making and also avoid losing
important information.

b. Strengthen data security and customer privacy
When there is a problem in the data security system
or customer privacy, the IT department and the legal
department collaborate through communication
platforms to find effective solutions and ensure that
customer data remains safe and their privacy is
maintained.

2. Prevent loss and damage to information resources
Organization X should use a data backup and
recovery system to prevent loss and damage to
information resources. By keeping regular backup
copies of data and using reliable recovery

technology, organizations ensure that critical
information remains secure and available in
emergencies such as natural  disasters or
cyberattacks.

3. Encourage the development of sustainable security

systems
In software development, organizations implement continuous
security practices in the software development cycle. This
includes regular security checks, identifying and fixing security
vulnerabilities, and involving security experts or companies in
the development process. In this way, security systems can be
continuously improved and protect data and users from threats
that may arise.

Thus, it is important to continue to encourage the development
of sustainable security systems to ensure the security of data and
users from evolving threats. Continuous security systems can be
continuously improved and updated as new technologies and
attack methods evolve. In addition, collaboration between
software developers and security experts can help identify and
address possible security gaps. With a continuous security
system in place, organizations and individuals can have a sense
of security and trust that their data and information are well
protected.
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VI. CONCLUSION

This article has explained in detail that the 1AM policy
that is effective for organization X is that it must meet the
criteria: comprehensive, risk-oriented, and volatile. 1AM
should be designed to minimize risk to information
resources, fluctuate, be adapted to the changing needs of the
organization, support management, and be supported by
organizational management to be implemented effectively.
An effective information security policy is the main basis for
protecting information resources from unauthorized access,
data leakage, and cyberattacks.

To improve effective information security policies,
special emphasis is placed on the implementation and
practice of Identity and Access Management in Organization
X. However, organizations still find some obstacles that do
not even pay attention to identity and access management,
this is due to a lack of understanding of effective information
security. Here are some recommendations to improve the
effectiveness of information system security policies:

1. Commitment from management. Top management
must give full commitment to the security of
information systems. This commitment will be
reflected in the security policies and procedures
implemented in the organization.

2. Socialization and training: Information system
security policies should be socialized and trained for
all employees. It is important to ensure that all
employees understand the applicable security policies
and procedures.

3. Monitoring and evaluation: The implementation of
information system security policies should be
monitored and evaluated periodically. This is
important to ensure that these security policies and
procedures are implemented effectively.
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