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Abstract— This research presents a comprehensive comparative study on the precision of classification algorithms appliedto spam
email detection. The study focuses on four distinct algorithms: Logistic Regression, Naive Bayes, Long Short-Term Memory (LSTM), and
Convolutional Neural Network (CNN).The evaluation encompasses a common dataset to ensure a fair and rigorous assessment of each
algorithm’s performance. We investigate and analyze precision metrics, considering the trade- offs between true positives and false positives.
The comparative study provides insights into the strengths and limitations of each algorithm in effectively identifying spam emails. The
results contribute valuable knowledge to the field of email security and classification, guiding practitioners and researchers towards

informed algorithm selection based on precision considerations.
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I. INTRODUCTION

The proliferation of electronic communication has led to an
increasing volume of spam emails, posing significant chal-
lenges to email security. Efficiently distinguishing between
legitimate and spam emails is paramount for safeguardingusers
from phishing attempts, malware, and other malicious
activities. In this context, the application of machine learn-
ing algorithms has proven instrumental, offering promising
avenues for automated spam detection.

This research embarks on a comparative exploration of the
precision exhibited by key classification algorithms in therealm
of spam email detection. The algorithms under scrutiny include
Logistic Regression, Naive Bayes, Long Short-Term Memory
(LSTM), and Convolutional Neural Network (CNN). The
emphasis on precision arises from its pivotal role in quantifying
the accuracy of positive predictions, particularly relevant in
contexts where false positives can have significant
consequences. [1]

By utilizing a common and well-curated dataset, this study
endeavors to provide an equitable assessment of each al-
gorithm’s efficacy. The comparative analysis delves into the
nuanced intricacies of precision metrics, shedding light onthe
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trade-offs between true positives and false positives. As
precision plays a critical role in minimizing the instances of
misclassified spam emails, a meticulous examination of its
variations across different algorithms becomes imperative. [2]
The outcomes of this research are anticipated to unravel
distinctive strengths and limitations associated with each
algorithm, contributing valuable insights to the evolving
landscapeof email security. Furthermore, the findings aim to
guide practitioners and researchers in making informed
decisions re-garding algorithm selection based on precision
considerations.In essence, this research seeks to advance our
understanding of the precision-centric performance of
classification algorithmsin the domain of spam email
detection. [3]

Methodologies

A Logistic Regression

Logistic regression, a fundamental statistical method in the
realm of machine learning, stands as a prominent tool for binary
classification tasks. In scenarios where the outcome variable is
categorical with two distinct classes, logistic regression excels
at modeling the probability that a given input belongs to a
particular category. [4]

This mathematical function adeptly maps any real-valued
number to a bounded range between 0 and 1. The sigmoid
function is expressed as o(z) = 1 1+e—z , with z being a linear
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combination of input features, each weighted by associated
weights, and augmented by a bias term.

The linear combination z is computed through the dot product
of feature values and their corresponding weights, with the
addition of a bias term. This formulation is represented asz = b
+wix1 +w2x2 + ... + wnxn, where b represents the bias, and
wl, w2, ..., wn denote the weights assigned to the respective
features. [5]

The output of the sigmoid function furnishes the predicted
probability that the input, based on its features, belongs to the
positive class (class 1). Consequently, the probability of
belonging to the negative class (class Q) is derived as ( 1 -
probability of class 1). By establishing a threshold, typically set
at 0.5, the logistic regression model classifies inputs. If the
predicted probability surpasses this threshold, the input is
classified as belonging to class 1; otherwise, it is assigned to
class 0.

In the training phase, logistic regression employs maximum
likelihood estimation. This process involves adjusting the
parameters, namely the weights and bias, to maximize the
likelihood of the observed data given the model. Logistic
regression finds wide-ranging applications in diverse fields,
including but not limited to machine learning, medicine, and
social sciences. Tasks such as spam detection, disease
prediction, and credit scoring leverage the binary classification
capabilities of logistic regression, solidifying its significance in
practical applications. Notably, despite its nomenclature,
logistic regression is distinctly a classification algorithm,
emphasizing its utility in scenarios requiring the prediction of
binary outcomes. [6]

B. Naive Bayes

Naive Bayes, a probabilistic classification algorithm grounded
in Bayesian probability theory, is recognized for its simplicity
and effectiveness, particularly in handling text classification
and spam filtering tasks. Unlike logistic regression, Naive
Bayes accommodates both binary and multi-class classification
problems. At its core, Naive Bayes relies on the application of
Bayes’ theorem, incorporating the ”naive” assumption of
feature independence. [7]

Naive Bayes relies on Bayes’ theorem to calculate the
probability that a given instance belongs to a particular class.
The theorem is:

P(C|X) = P(X|C) - P(C) P(X)\

Here, P(C|X) is the probability of class C given the features X,
P(X|C) is the likelihood of observing the features X given class
C, P(C) is the prior probability of class C, and P(X) is the
probability of observing the features X.

The “naive” aspect of Naive Bayes arises from the assumption
that features are conditionally independent given the class. This
simplifying assumption greatly reduces computational
complexity, making the algorithm computationally efficient and
particularly suitable for high-dimensional data. [8]
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In practice, Naive Bayes is often applied to text data, where the
features correspond to the presence or absence of specific
words. The algorithm computes the probability of each class
given the presence of words in the document, and the class with
the highest probability is assigned as the predicted class. [9]

Training a Naive Bayes model involves estimating the prior
probabilities and the conditional probabilities from the training
data. Laplace smoothing is often applied to handle cases where
certain feature values have zero probabilities.

Naive Bayes has found success in various applications,
including spam filtering, sentiment analysis, and document
categorization. Its simplicity, efficiency, and ability to handle
high-dimensional data make it a valuable tool in the machine
learning toolkit. [10]

Input
LSTM Unit Gate
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Hidden State (h)
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Output (y)

Fig. 1. LSTM Diagram with Explanations

A Long Short Term-Memory(LSTM)

Long Short-Term Memory (LSTM), a specialized type of
recurrent neural network (RNN), is a powerful tool in deep
learning, especially for tasks involving sequential data like
natural language processing and time-series prediction. LSTMs
address challenges like vanishing gradients through a
sophisticated architecture with memory cells and gating
mechanisms. [11] At its core, an LSTM includes a cell state,
functioning as a long-term memory conduit, and a hidden state
that captures information about the current input and past hidden
states. Gating mechanisms, including the input gate, forget gate,
and output gate, regulate the flow of information within the
LSTM. Training LSTMs involves backpropagation through time
(BPTT), adapting the standard backpropagation algorithm for
sequential data. The network learns by adjusting parameters such
as weights and biases to minimize the difference between
predicted and actual outputs. [12]
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LSTMs find applications in various domains, excelling in tasks
where understanding context and capturing long-term
dependencies are crucial. Despite newer architectures like
transformers gaining popularity, LSTMs remain pivotal,
particularly in scenarios requiring nuanced handling of
sequential information. [13]

B. Convolutional Neural Network(CNN)

Convolutional Neural Networks (CNNs) represent a pivotal
advancement in deep learning, specifically tailored for tasks
involving structured grid data like images and videos. Renowned
for their success in computer vision applications, CNNs have
become instrumental in image classification, object detection,
and facial recognition.

RECURRENT NEURAL NETWORKS

So_ RNN S1_RNN __  Sn RNN RNN

Cell Cell Cell Cell

Xg X, X, X;
Fig.2 RNN

The core architecture of a CNN is characterized by
convolutional layers, pooling layers, and fully connected layers.
Convolutional layers employ filters to scan input images,
capturing spatial hierarchies of features. Pooling layers down
sample feature maps, reducing computational complexity while
retaining essential information. Fully connected layers integrate
high level features for the final classification. [14]

Training a CNN involves adjusting weights and biases
through backpropagation, optimizing the model to minimize the
difference between predicted and actual outputs. Techniques like
transfer learning leverage pre-trained CNNs on large datasets to
enhance performance on specific tasks with limited data. [15]

CNNs excel in capturing local patterns and hierarchies,
making them well-suited for tasks requiring spatial
understanding. They have proven invaluable in image
recognition tasks, medical image analysis, and even in non-
image domains like natural language processing. [16]

Despite their dominance in computer vision, CNNs face
challenges in handling sequential data compared to RNNs and
transformers. Nevertheless, their unparalleled success in visual
tasks underscores their significance in contemporary deep
learning applications.

Il. RESULTS AND DISCUSSION

Logistic Regression

The above image represents the code for Logistic Regression.
Import the libraries like LogisticRegression from
sklearn.linearmodelandsomebasiconeslikenumpy, pandas.
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import numpy as np
import pandas as pd

from sklearn.model selection import train_test split

from sklearn.feature_extraction.text import Tfidfvectorizer
from sklearn.linear_model import LogisticRegression

from sklearn.metrics import accuracy_score

df = pd.read_csv('/content/mail data.csv')
data = df.where((pd.notnull(df)), '")

data. info()

data.loc[data[ ‘Category'] == 'spam’, ‘Category'] = @
data.loc[data[ 'Category’] == ‘ham’, 'Category'] = 1

x = data[ 'Message']
y = data['Category']

x_train, x_test, y train, y test = train_test_split(x, y, test_size=0.2, random_state=3)
feature_extraction = TfidfVectorizer(min_df=1, stop_words='english’, lowercase=True
x_train_features = feature_extraction.fit_transform(x_train)

x_test_features = feature_extraction.transform(x_test)

y_train = y_train.astype('int')
y_test = y test.astype('int’)

model = LogisticRegression()
model.fit(x_train_features, y_train)

prediction_on_training_data = model.predict(x_train_features)

accuracy_on_training data = accuracy_score(y_train, prediction_on_training_data)

Frig.73 Logiéfid 'Regreésion Code

<class 'pandas.core.frame.DataFrame'>
RangeIndex: 5572 entries, @ to 5571
Data columns (total 2 columns):

#  Column Non-Null Count Dtype

@ Category 5572 non-null object

1 Message 5572 non-null object
dtypes: object(2)
memory usage: 87.2+ KB
acc on training data: ©.9670181736594121
acc on test data: ©.9659192825112107

not a spam mail
Fig.4 Logistic Regression Output

After training the logistic regression model on the desig-
nated training set, the model’s performance was assessed on a
separate test sample. The results provide valuable insights into
how well the model generalizes to unseen data. The logistic
regression model achieved an accuracy of 96.6 percent on the
test set.

Nailve Bayes

import numpy as np

import pandas as pd

from sklearn.model_selection import train_test_split

from sklearn.feature_extraction.text import Tidfvectorizer
from sklearn.naive_bayes import MultinomialNe

from sklearn.metrics import accuracy_score

df = pd.read_csv('/content/mail data.csv')

= data["Category’ ].map({"spam’: @, 'ham': 1})

_train, y_test = train_test_split(x, y, test_size=0.2, random_state=3)
feature_extraction = TFidfvectorizer(min_df=1, stop words='english’, lowercase=True)
x_train_features = feature_extraction.fit_transform(x_train)

x_test_features = feature_extraction.transform(x_test)|

model = MultinomialNB()

model . fit(x_train_features, y_train)

prediction_on_training data - model.predict (x_train_features)

accuracy_on_training data = accuracy_score(y_train, prediction_on_training data)
print( Accuracy on training data:', accuracy_on_training_data)
prediction_on_test_data = model.predict(x_test features)

accuracy_on_test_data = accuracy_score(y_test, prediction_on_test data)
print{'Accuracy on test data:', accuracy_on_test_data)

input_mail = ["U can call me now"]

input_data_features = feature_extraction.transform(input_mail)

prediction = model.predict(input_data_features)

if prediction[e] == 1:
print('Not a spam mail’)

orint('spam mail’)

Fig.5 Naive Bayes Code
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Below is a code snippet in Python illustrating the
implementation of a Naive Bayes classifier using the scikit-
learn library. This assumes a text classification task, where the
goal is to categorize documents into spam and ham classes.

Import  the libraries like  MultinomialNB  from
sklearn.naivebayes
The code above demonstrates the essential steps in

implementing a Naive Bayes classifier for text classification.Af
ter training the model, it is tested on other portion of the dataset
and the accuracy is recorded as The results provide valuable
insights into the classifier ' s performance on the testset and its
ability to generalize to unseen data. 1001[17]

LSTM

Below is a code snippet in Python illustrating the
implementation of an LSTM network using the Keras library, a
high level neural networks API running on top of TensorFlow
or Theano. import Sequential from keras.models import LSTM,
Dense from keras.layers The code above demonstrates the

mport numpy as np
import pandas as pd

from sklearn.model _selection import train_test_split
from sklearn.preprocessing import LabelEncoder

from keras.preprocessing.text import Tokenizer

from keras.preprocessing.sequence inport pad_sequences
from keras.models import Sequential

from keras.layers import Embedding, LSTM, Dense

from sklearn.metrics
df - pd.read csv(’/cc
data = df .where((pd. (@F)),
label_encoder = Labeléncoder()

= label_encoder.fit_transforn(data ‘category’])

accuracy_score
il data.csv')

)

data[ "cate
x = data['® ]
y = data["c y']

x_train, x_test, y_train, y_test = train_test_split(x, y, test_size=0.2,
max_words = 1000

tokenizer = Tokenizer(num words=max_words, lower=True)
tokenizer.fit_on_texts(x_train)

%_train_sequences = tokenizer.texts_to_sequences(x_train)
x_test_sequences = tokenizer.texts_to_sequences(x_test)
max_sequence_length = 100

x_train padded - pad_sequences(x_traln sequences, maxlen-max_sequence length)

random_state=3)

x_test_padded = pad_sequences(x_test_sequences, maxlen=nax_sequence_length)
embedding dim = 50

model = sequential()

model . add (Embedding (input_dim=max_words, output_dim=embedding_dim, input_length-max_sequence_length))
model. add(LSTM(units=168))

wodel .add (Dense(units=1, activation='sigmoid'))

model.conpile(optimizer="adan’, loss="binary_crossentropy’, metrics=['accuracy’])

model . fit(x train padded, y train, epochs=s, batch size-12, validation data=(x test padded, y test))
prediction on training data - model.predict(x train padded)

Fig.7 LSTM Code

essential steps in implementing an LSTM network for a
sequence-based task. After training the model, it can be
evaluated using standard classification metrics such as accuracy
of training and test data sets.

cyi 8.9298 - val_loss: 0.0564 - val_accuracy: 8.0812

al_loss: 0.0468 - vo

al_loss: @.0466 - val

al_loss: 8.0468

val_loss: 0.0675 - val_a

Fig.8 LSTM Output
CNN
Below is a code snippet in Python illustrating the
implementation of a simple CNN using the Keras library.

import Sequential from keras.models import Conv2D,
MaxPooling2D, Flatten, Dense from keras.layers
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+ nungy as p
das as pd

!
rn.model_selection iaport train_test_split
fron sklearn, preprocessing impart LabelEncoder

from ki text t Tokeniz

r.Tit_transfora(datal ‘Category” |}

test = train_test_splitix, y, test_size-n.s,

max words = 1633
max_sequence_length - 100
o

:_sequence_lengLh)
es(x_test_sequences, naxlen-max_sequence_Length)

, output_dimembedding_dim, input_length-max_sequence_length))

etrics=["accuracy’ 1)
validation data-(x test padded, v test))

Fig.9 CNN Code

The code above demonstrates the essential steps in
implementing a simple CNN for image classification. After
training the model, it is evaluated using standard classification
metrics such as accuracy of both test and training data. The
results provide insights into the CNN’s ability to automatically
learn hierarchical features from image data.

:
1
E
1
E
1
E
1
E
1
1

Fig.10 CNN Output

Accuracy of Algorithms

4 0.95 0.96 0.97 0.9:

o

o

9 1 101

est Data Accuracy W Training Daa Acurracy

Fig.11 Accuracy of Algorithms Bar Graph

I1l. CONCLUSION

In conclusion, this study has delved into the application of
diverse machine learning and deep learning algorithms for the
classification of spam emails, aiming to discern their respective
strengths in handling such a challenging task. The algorithms
considered, including Logistic Regression, Naive Bayes, LSTM
(Long Short-Term Memory), and CNN (Convolutional Neural
Network), were rigorously evaluated on a shared dataset.

Logistic Regression and Naive Bayes, representing classical
machine learning methods, showcased commendable
performance in the spam classification task. Logistic
Regression yielded an accuracy of 96.70 percent on the training
data and 96.59 percent on the test data. Naive Bayes, on the
other hand, demonstrated even higher accuracy with 98.07
percent on the training data and 97.31 percent on the test data.
These results underscore the effectiveness of traditional
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machine learning approaches in addressing the intricacies of
spam email classification.

Transitioning to the realm of deep learning, LSTM and CNN
exhibited even more promising results. LSTM, designed to
capture sequential dependencies, achieved an impressive
accuracy of 99.48 percent on the training data and 97.67 percent
on the test data.

CNN, tailored for spatial hierarchies in data like images,
outperformed other models with accuracy rates of 99.82 percent
on the training data and an exceptional 98.65 percent on the test
data. The observed performance disparities highlight the
suitability of different algorithms for specific tasks. While
traditional machine learning methods proved robust, the deep
learning models, LSTM and CNN, showcased superior
discriminatory power, especially when dealing with intricate
patterns within the data. Ultimately, the selection of an
algorithm should be contingent upon the nature of the data and
the intricacies of the classification task at hand. This study
contributes insights into the nuanced performance of diverse
algorithms in the context of spam email classification, paving
the way for informed choices in the application of machine
learning and deep learning techniques.
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