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Abstract— Today, more and more industries are using cloud computing for some integration operations, but ensuring the security of user
data and system resources remains a challenge. This article proposes a method to identify and mitigate unwanted packets and traffic, especially
duplicate packets, in cloud computing environments. The method includes creating an Intrusion Search and Detection (IF-AD) system to
securely maintain user information and allocate secondary memory. To detect unwanted traffic, this method compares the size of the
downloaded file with the original file, identifying any differences as potential DDoS. RSA encryption mechanism is used for subsequent file
transfers for added security. The proposed approach aims to enhance the security posture of cloud-based systems by detecting and preventing

unauthorized access and file modification.
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I. INTRODUCTION

Cloud computing (CC) is an advanced internet-based
architecture that enables customers access to various IT
resources, including software services, hardware services,
storage services, network infrastructure, and operating systems,
at an affordable cost [1]. This technology boasts scalability,
minimal management effort, cost efficiency, and rapid
development [2]. Cloud computing has revolutionized
information processing, prompting scholars and researchers to
focus on ensuring its security. Securing information processing
in any system is vital for the success of a knowledge
procurement system. Grid computing and Cloud computing
enable swift and location-independent information processing,
but this has raised concerns about trust among cloud users while
utilizing shared resources [3], [4]. The CC’s complex
architecture makes it susceptible to various types of attacks, and
employing a cooperative Intrusion Detection System (IDS)
enhances detection accuracy compared to a single IDS due to
limited knowledge of attack patterns [5].
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Consequently, developing effective IDS is crucial to mitigate
such threats [6]. IDS employs two main approaches for attack
detection: signature-based and behavior-based. The signature-
based method, although accurate, is vulnerable to new types of
attacks. However, the behavior-based IDS performs better at
discovering novel harmful attack types, making it a more
appealing deployment solution [9]. Additionally, IDS can be
divided into host-based IDS (HIDS) and network- based IDS
(NIDS) based on where it is deployed [10]. HIDS is installed
nearer to the host and more capable of capturing intrusions than
NIDS, intended to identify intrusions at the network level.
Software-defined technology is widely used in contemporary
cloud environments to improve application services accessibility
and dependability, but this also raises the risk of a significant
intake of malicious attacks. By contrasting the present system
with a known normal profile, anomaly-based IDS can identify
deviations, but its application in the actual world is challenged
by false alarms. Hybrid IDS, which combines anomaly-based
and signature-based detection, addresses this issue by employing
adaptive algorithms to reduce false alarms.
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Il. RELATED WORK

Cloud computing has become a widely adopted computing
paradigm, offering organizations numerous benefits such as
flexibility, scalability, and cost efficiency [6,7]. However, cloud
environments' distributed nature and resource sharing also
present unique security challenges, making cloud security a
critical research topic. Software security, Data security, and
network security are key areas of focus for addressing these
challenges. Researchers have proposed collaborative network
security management systems to tackle security concerns. The
work [8] introduced a practical collaborative network security
management system to address Internet security issues.

Similarly, the vVCNSMS, a collaborative network security
prototype system, was developed in [9] to safeguard multi-tenant
data centers from potential network attacks.Due to the
importance of data and the growing usage of it across industries,
data security in the cloud has become one of the most prominent
security issues. Various security methods, such as intrusion
detection systems (IDS), access control, and encryption, have
been developed to ensure cloud data availability, integrity, and
confidentiality. For instance, attribute-based encryption (ABE),
distributed hash table (DHT) network, and identity-based timed-
release encryption (IDTRE) have been proposed in an effective
and secure access control model [10]. To enforce fine-grained
access control policies for 10T data, a secure industrial data
access control method based on cipher text policy- attribute-
based encryption (CP-ABE) was created for the cloud-assisted
Industrial Internet of Things (11oT) [11].

Researchers have introduced intrusion detection systems
(IDS) to identify and reduce potential attacks to strengthen cloud
security. As an illustration, a methodology for deploying an IDS
to defend against Distributed Denial of Service (DDoS) assaults
in the cloud was suggested [12]. A protecting and securing IDS
that can analyze system events in real- time to find possible
attacks has been proposed. The productivity and effectiveness of
intrusion detection systems (IDS) must be improved to ensure
cloud data security. Implementing machine learning methods
enhances anomaly detection and its accuracy in cloud systems.
For instance, a study used deep neural networks to build an IDS
based on machine learning to identify and stop internal and
external threats in cloud computing systems. Researchers
examined using blockchain technology in addition to IDS to
increase the privacy and security of cloud data storage and
sharing. Cloud data is more secure and private because of the
blockchain's decentralized and unchangeable ledger. Using a
consortium blockchain, a business model proposed in secures
and enables data sharing across various clouds, assuring reliable
and secure sharing procedures.

I1l. PROPOSED METHODOLOGY

The proposed approach has two components, one is the
implementation of RSA-based cryptography, and the other is
raising the security threshold at the user registration method.
One of the widely used safe procedures in cloud computing is
RSA, but utilizing this, other existing mechanisms have security
problems. This motivates us to increase authentication's level of
security.

Our proposed methodology aims to identify and mitigate
unwanted traffic and packets, particularly duplicate packets.
The methodology begins with registering cloud users' details by
the cloud server. To ensure security, the cloud server creates an
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Intrusion- Finder and Detector (IFD) system, which maintains
and secures user information such as name, email address, and
contact number. Additionally, the IFD system allocates
secondary storage ranging from 1TB to 5 TB. Within our
system, users can access and retrieve files of various formats,
such as audio, video, and text files. To maintain security and
identify potential DDoS, we closely monitor the flow of
network traffic and compare the file sizes of downloaded files
with their original counterparts. If the file sizes match, it
indicatesthe absence of any intrusions. However, any
inconsistencies in file sizes imply possible tampering or
unwanted alterations in the downloaded content. To combat
this, we employ the robust RSA cryptography mechanism.
Whenever a DDoS is detected, the files undergo RSA
cryptography encryption during subsequent uploads and
downloads. This process ensures that the content remains
securely transmitted and received, effectively thwarting
unauthorized individuals from manipulating or gaining access
to the files.

By incorporating these measures, our methodology enhances
the system's overall security by detecting and preventing
unwanted traffic and unauthorized modifications to files.
Implementing the IFD system, along with using RSA
cryptography, ensures that user data remains protected and
provides a robust defense against potential intrusions.

In our proposed technique, we want to detect and eliminate
incorrect data and packets, especially duplicate packets.

A. Algorithm for IF-D

1. Begin

2.{

3. Number of user register in cloud server (U1, U2, U3...Un);
4 User details:

5. Name, mail id, personal information;
6. Gmail, YouTube, and
Updated to the cloud server;

7. Visit social media websites, upload and download the file;
8. Download the file (audio, video, text, or pdf);

9. For (audio, video)

10. Check the file size before sending;

11. Check after-download file size (check actual size);

12. If there is any difference between (the actual and less than
the actual size);

13. Maybe DDoS ;

14. Using cryptography RSA;

15.}

16. End

B. RSA Encryption

1. Convert the plaintext message into a numerical
representation. This could be done by encoding each character
to its ASCII value or using other suitable schemes.

2. Break the message into smaller blocks if it is longer than
the RSA key size (usually in bytes).

3. For each block, compute the ciphertext c using the public
key (n, e) as follows:

¢ =m”e (mod n),

Facebook
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where m is the numerical value of the plaintext block.
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Figure 1. Proposed Methodology

C. RSA Decryption

1. Take the ciphertext block c.

2. Compute the plaintext block m using the private key (n, d)
as follows:

m = c¢~d (mod n).

Note: It's essential to ensure that the plaintext block size is
smaller than the modulus n. Hybrid encryption schemes that
combine symmetric encryption with RSA encryption are often
used for longer messages. The symmetric key is encrypted using
RSA, and the actual data is encrypted with the symmetric key
using algorithms like AES.

It is essential to remember that RSA's security relies on the
complexity of factoring large composite numbers, making it a
good option for secure communication when used correctly with
enough key sizes.

IV. EXPERIMENTAL RESULTS
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FIGURE 2. PROCESSING TIME VS GENERATE KEYS OF DIFFERENT SIZES

Figure 2 shows the comparison work conducted between the
proposed Enhanced Rivest-Shamir-Adleman (ERSA) with the
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existing attribute-based encryption (ABE) and ciphertext
policy-attribute-based  encryption (CP-ABE). In this
experiment, the processing time for generating keys of different
sizes by each algorithm is plotted graphically and analyzed. The
x-axis represents generated keys of different sizes, and the y-
axis represents the obtained time for keys generated by the
algorithms. Which proposed ERSA has attained 750 ms for a
256 MB key size, 1200 ms for a 512 mb key size, 3000 ms for
a 1GB key size, 4000 ms for a 1.5 GB key size, 6000 ms for a 2
GB key size, and 8000 ms for 2.5 GB key size. The graphical
representation proves the proposed algorithm's time for
generating keys on all ranges is much less than the others.
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FIGURE 3. PROCESSING TIME VS ENCRYPTION SIZES

Figure 3 shows the comparison work conducted between the
proposed Enhanced Rivest-Shamir-Adleman (ERSA) with the
existing attribute-based encryption (ABE) and ciphertext
policy-attribute-based encryption (CP-ABE) in the aspect of
encryption processing time. In this experiment, the processing
time for encryption data of different sizes by each algorithm is
plotted graphically and analyzed. The x-axis represents
encryption data of different sizes, and the y-axis represents the
obtained time for keys generated to the algorithms. Which
proposed ERSA has attained 250 ms for 256 MB data, 750 ms
for 512 MB data, 1500 ms for 1GB data, 1800 ms for 1.5 GB
data, 2200 ms for 2 GB data, and 3200 ms for 2.5 GB data. The
graphical representation proves the proposed algorithm's time
taken for processing encryption data on all ranges is much less
than the others.
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Figure 4 shows the comparison work conducted between the
proposed Enhanced Rivest-Shamir-Adleman (ERSA) with the
existing attribute-based encryption (ABE) and ciphertext
policy-attribute-based encryption (CP-ABE) in the aspect of
decryption processing time. In this experiment, the processing
time for decrypting data of different sizes by each algorithm is
plotted graphically and analyzed. The x-axis represents
decryption data of different sizes, and the y-axis represents the
obtained time for keys generated by the algorithms. Which
proposed ERSA has attained 150 ms for 256 MB data, 550 ms
for 512 MB data, 1300 ms for 1GB data, 1600 ms for 1.5 GB
data, 1800 ms for 2 GB data, and 2200 ms for 2.5 GB data. The
graphical representation proves proposed algorithm's time taken
for processing and decrypting data on all ranges is very
minimum than the others.

V. CONCLUSION

In this paper, we proposed an Enhanced Rivest-Shamir-
Adleman (ERSA)against DDosS attacks in cloud computing. The
DDoS attacks represent a significant risk, particularly the
flooding attack, one of the simplest and most destructive types
of attack. Most current DDoS detection techniques could be
more effective at achieving security. Additionally, the time
required for processing encryption and decryption is very high,
leading to overall performance issues. These drawbacks are
addressed by the proposed ERSA, which introduces Intrusion-
Finder and Detector (IF- AD) system and RSA cryptography
mechanism for enhancing security. To measure the efficiency of
the proposed system, a comparison work is conducted between
the proposed Enhanced Rivest-Shamir-Adleman (ERSA) with
the existing attribute-based encryption (ABE) and ciphertext
policy- attribute-based encryption (CP-ABE). The evaluation
metrics considered are processing time for generating keys,
encryption time, and decryption time. These metrics are
calculated with different sizes, and the responses of each
algorithm are graphically plotted for discussion. The obtained
result proves that the performance obtained by the proposed
ERSA is far better than the others on all metrics.
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