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Abstract— Availability of sophisticated and low-cost smart phones, digital cameras, camcorders, surveillance CCTV cameras are extensively
used to create videos in our daily life. The prevalence of video sharing techniques presently available in the market are: YouTube, Facebook,
Instagram, snapchat and many more are in utilization to share the information related to videos. Besides this, there are many software which
can edit the content of video: Window Movie Maker, Video Editor, Adobe Photoshop etc., with this available software anyone can edit the
video content which is called as “Forgery” if edited content is harmful. Usually, videos play a vital role in terms of proof in crime scene. The
Victim is judged by the proof submitted by the lawyer to the court. Many such cases have evidenced that the video being submitted as proof is
been forged. Checking the authentication of the video is most important before submitting as proof. There has been a rapid development in
deep learning techniques which have created deepfake videos where faces are replaced with other faces which strongly made a belief of saying
“Seeing is no longer believing”. The available software which can morph the faces are FakeApp, FaceSwap etc., the increased technology really
made the Authentication of proofs very doubtful and un-trusty which are not accepted as proof without proper validation of the video. The
survey gives the methods that are capable of accurately computing the videos and analyses to detect different kinds of forgeries. It has revealed
that most of the existing methods are relying on number of tampered frames. The proposed techniques are with compression, double
compression codec videos where research is being carried out from 2016 to present. This paper gives the comprehensive study of techniques,
algorithms and applications designed and developed to detect forgery in videos.

Keywords- Digital Forensic, Inter Frame Forgery, Intra Frame Forgery, Video Forgery Detection, Video Surveillance, Intra Frame Forgery.

I, INTRODUCTION etc., analysing the video for evidence purpose is called Forensic

Everyday millions of videos are uploaded in the internet.
Among them many are manipulated by using the techniques
which change the video content. From the last few years,
continuous research is carried out to detect the video content
which contain face tampering. Moreover nowadays, digital
image forensic techniques enable to determine: whether the
image or part of the image is authentic or artificial, whether the
image is being processed with the history of the image.
Abundant research is carried out in image forensics, despite of
the significant literature survey in image forensics, researchers
are more interested into video forensics to explore the issues of
research peculiarity [1]. The word forensics comes from the
term forensic. Without forensic reports, law enforcement
agencies are not accepting the videos as the matter of proof.
Every single instance of the video is named as “footprints”
which are very important in the videos to prove their
Authenticity. Providing video as evidence is important for news
reporting, Crime branch investigation, Intelligence agencies,
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analysis. This is most trending and recent study of researchers
to ensure the authenticity of the multimedia data [2][87].

The investigation process from Figure 1 takes from
collecting the evidences. If it is a generic crime scene then, the
proofs will be the weapons and materials here in this Forensic
investigation the evidences are the gadgets where the media is
involved. The gathering of evidences is called “Acquisition”.
After gathering the information of the type of evidence
identifying the type of context. This internally divides into three
types: Physical context, Logical Context, and Physical Context
which leads to the next step of the process i.e., “Evaluation”. In
evaluation the technology and tools are required to evaluate the
type of the information in the evidence and finally it will admit
as evidence after evaluating the information.
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Figure 1. Video Investigation Process

Digital forensics are classified into many types.
Particular type is classified depending on the particular
application. Here in this paper mainly focus on the computer
forensics that depends on the digital data. Multimedia forensics
also comes under this category when we classify the type of the
data.
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Figure 2. Types of Forensics

As presented in Figure 2, different kinds of digital
forensics exist. In essence, digital forensics includes the
retrieval and the investigation of information from digital
devices.

Il. LITERATURE SURVEY

Video forensics became an important research area
due to its vast applications in the contemporary era. This section
throws light on various existing techniques for video forensics.
As discussed in [3] it was difficult to detect forged contents in
a compressed video sample. The rationale behind his is that
compression might erase footprints of forgery. In [4] there was
focused study on forensics in terms of content authentication
and detection of a variety of forgeries with possible
classification of video tamper techniques. Singh R D [5]
published his paper in reputed journal focused on one of the
approaches of video tampering detection techniques. The
studies show the types of tampering techniques and its
description. Tao. J [6] in his paper described about video
forgery using localization issues and discussed about the
tampering techniques focusing more on image forgery
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tampering detection rather than video tampering. Rodriguez-
Ortega et al. [7] this author presented forgery detection
techniques which came across the generalization problems in
dataset. These techniques are developed using deep learning
where alsakar et al., [8] puts his focus on analysing and
identifying the forgery in videos depending on the low
complexity tensor representation. After this slowly the
researchers showed interest in digging the concepts of forgery
and its types. At first only two types famously registered as a
puzzle in terms of static and dynamic video. Where insertion
and deletion are the two techniques used to forge the video.
Ferreria. S [9] in the paper presented by Amerini. | [10] which
was published by MDPI in the year 2021 presented that ML
techniques are used to detect and identify the fake and real
multimedia files where it also gives the information about the
presence of the content. Where this idea leads to the digital
forensic application called Autospy which includes
transformation techniques for the first time where the
amalgamation of transformation technique is merged with
multimedia data. Discrete Fourier Transform (DFT) technique
is used in the application of digital video frames.

Wherever Times is specified, Times Roman or Times New
Roman may be used. If neither is available on your word
processor, please use the font closest in appearance to Times.
Avoid using bit-mapped fonts if possible. True-Type 1 or Open
Type fonts are preferred. Please embed symbol fonts, as well, for
math, etc.

Large group of sequential images consisted of digital
videos where in turn converted into frames by frame rate
conversion where it can capture the illusion of motion and
displays with rapid success rate [11]. From here any malicious
content that violates the information or visual content of the
video is considered as video forgery. As [4] presents the types
in video forgery depends on the frame separation the insertion
the content is called frame insertion and removing the content
from the transformed frames from video is called frame
deletion. The very first type is within the frame called copy
move attack, where the author in [8] presented that certain
frames are copied from region to the other region within the
frame is inter frame forgery.

|:| + Original Frame
. —» Interpolatad
Frame

=)

Figure 3. Video to Frame Conversion
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According to author [8], frames are derived from given
video, which are images of some fixed size, to which frame
conversion bit rate is applied to identify the frame conversion
rate. Depending upon the frame rate of each frame insertion and
deletion is done. By [10], the author presented FRUC technique
that generate higher frame to a lower frame rate where
interpolated frame is inserted to lower the FRUC rate. The other
type is presented by Mehta. V et, al., [12] as second type of
domain forgery where spatiotemporal domain comes into state
of art where this category is listed under active approach of
video forgery. This author has introduced some common attacks
where region splicing attack is registered as external objects are
injected into existing frames. From here frame duplication
concept come into picture where yang et, al., [13] presented a
two staged effective model which calculates the correlation
coefficient similarities between frames using SVD feature
extraction.

Liu et, al., [14] has presented his work in duplication
and deletion of frame (refer Figure 3) by two concepts where
time and frequency are considered as domain features which
measure the periodicity of sequence and at high points of
frequency DTFT which is Discrete -Time Fourier Transform is
calculated with the measures of F1-score, Mean Square Error,
Accuracy and prediction rate. Wang et, al. [15] presented his
perspective on calculating the correlation coefficient of Gray
Values (CoGV’s) by machine learning technique Support Vector
Machine (SVM). Zhang [16], Aghamaleki [17] and Zhao [18]
presented their research on frame insertion and deletion where
three different techniques like HSV, SURF and FLANN were
used. But the drawback of these techniques it can be only
applicable in the case of blind forensic shots of video.

[13] Frame Rather than Forgery detection
insertion, correlation can be done but the
deletion and quotients of other two techniques
duplication correlation is failed to identify
used in
between
frames
[14] Frame Histogram Limited to some
Duplication color shots of frames
comparison is
done with
SURF
[15] Frame CNN-3Dto | Localization is failed
Insertion, detect video to incorporate
deletion and forgery
duplication
[16] Double Double Localization is failed
compression compression
statistics
[20] Tampering Motion Forgery localization
residual is failed
[22] Upscale crop Matches the This method
inner drawback is the
dimension of video will be
the frame enlarged.
[25] Spatio Motion based | The drawback of this
Temporal SVM method is obtained
forgery accuracy is less

TABLE I. DETECTION METHODS OF VIDEO FORGERY
g 5 2 o 2 S
2 2 5 2 2 S
g =8 . E
[vd i
[10] Duplication Separation of This method failed
of frame each frame and | in detecting the other
finding the detections like frame
similarity re-ordering.
using singular
value
decomposition
[11] Frame Using This method is fixed
Deletion sequencing in to certain range of
frames with frequency and time
domain forgery
[12] Frame CGoVs Applicable to fixed
Insertion and datasets
Deletion
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Long et al. [19] could find forged frames in videos
using a convolution neural network (CNN) with ResNet
network where a network is created to identify the frame
insertion, deletion and duplication. The limitation of this paper
is this cannot be applicable to the continuous videos of long shot
frames. To overcome the limitation of discontinuity in the long
shot videos the concept of tampering introduced by chan et, al.,
[20] where this occurs by copy-paste of a small parts of the
frame to another frame which attracts the researcher at first
sight. The main challenge faced by researchers is manipulation
of large size of videos. For this purpose, tensor structure is
introduced where data decomposition and dimension reduction
techniques are discussed in researcher paper by Kountchev et,
al. [21].
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Figure 4. lllustrates inter-frame kind of video forgery reflecting original
sequence of frames

Birajdar et al. (2013) and Pandey (2016) investigated
on different categories of forensics to deal with videos and
images. Chen (2017) was the first to identify video camera
linked to forgery. His research was significant due to the notice
of noise patterns and possible compression techniques used in
videos. DFT transform was proposed to know the forged areas
and their investigation was both on low quality and high quality
videos. With low-quality videos, they found difficulty in
forensics. Later on research focused on different video cameras
and identification of forged contents. In [32], their study
resulted in identification of forged contents in videos with an
algorithm known as PRNU which exploits 3D patch-match to
detect forged contents. Their method also uses feature
extraction that leverages accuracy in forgery detection.

The studies say that, if we compare the research bar
since 1990 in this research domain initially there is very less
research in this area as the attacks increases researchers showed
their interest more in this domain which will help the Law and
government and many cyber forensics gets benefited with the
resultant applications. Now, in 2023 [31] if we take the scale of
3-4 months there are more than 15% of research papers. The
Figure 5 gives a visual pie chart of researches done in a tenure
from 1990 to 2023.
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Figure 5. Pie chart of Research from 1990 to 2023

From Figure 5, as there are many types of digital
forensics, the researchers classified into many types where the
concentration is more on videos and networks. The network part
of detection of forgery is called Intrusion [30]. Network
intrusion in videos is the next trending research area where the
forged videos are transmitted through a channel where intrusion
is the forged part of detecting and identifying the breech in the
network.

A. Network Forensics

Network Forensic being a branch of Digital Forensic
is used to capture many crimes involving the videos in the
network where digital data is captured over a computerised
network environment with the help of NFT’s and NFP’s where
data is being examined over a network with normal and
abnormal traffic data is analysed over the network with incident
detection and reaction analysis is provided to the court for
evidence purpose [23]. The digital media transferred over the
network will have the transmission channel which leaves the
foot prints of the data in the network while searching through
the search engine where the digital videos transmission is the
dataset where detection of intrusion is identified model. As
shown in below Figure 6, explains the process of data
generation and examination of the evidence. After the detection
of suspicious data, the log files are generated and sent to the
network forensic analysis. Later the recovery process has
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divided into four steps of process including collecting the data
to reporting the data to the court as evidence [24].

Search Bar Detection Recovery of
Data
‘ Generation of Network Forensic
) B
Log files Analysis

(a

Collection of
Data

Examine the
Data

Recovery

P
rocess Analysing the
*
Data
Report
Generation

Figure 6. Network Forensic Process

(b)

From the above Figure 6 is the process of steps
collecting the information of type data where report is generated
that is to be sent to the bureau team. There are some tools which
is used for testing the data and generating the report.

H.264 codecs. They are captured from real time Surveillance
cameras and YouTube with different test sets 119, 154, 4000,
5000 and 10,000 video clips of less than 10 seconds in length
[26]. Among the mentioned datasets and its features some
commonly used datasets and its features extracted are from the
above Table 2. A comparison graph plot is drawn to understand
clearly in which year which type of dataset is used more
frequently. Copy-move, splicing, inter frame and intra frame are
the type of forgeries plotted in the chart.

Number of Publications in the mentioned Forgery Techniques
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Figure 7. A bar chart of number of publication year wise with forgery

TABLE Il DESCRIPTION OF DIFFERENT DATASETS . -
techniques as categories
Dataset Types of Forgery Feature
SULFA Frame duplication with GLCM d . .
Shsﬁ“ng B. Summary of Video Forgery Detection Techniques
LASIESTA Frame duplication GLCM
- e all - TABLE 1. VIDEO FORGERY DETECTION BASED ON INTER AND INTRA
TRACE Duplicate region localization Haralick PRG
FRAME TECHNIQUES
and OFG
REWIND DWT, SIFT CNN "
VTL Video based motion CNN 8 S §_ £ - S
TREC Swapping-frames GLCM 2 < E ’g 3 &
SYSU- Spatial and Temporal TPFC % g 2 > 3 €
{ o < (= < 5
OBJFORG Domain
NTHU Frame duplica_tion, Frame YouTube Video [33] | Passive Inter- Forgery Internet Vulnerab
shuffling approach | frame detection | Streamed le to
GRIP Copy-move, splicing, SIFT Video attacks
Deepfake ) [34] | Search Inter- Block- Custom Difficult
CVAP Homogenous background Nimble based frame based videos to detect
challenge in approach algorithm near
house duplicate
DFDC Deepfake DERF areas
collections [35] | Active Inter- Fastrule | Live To  be
FaceForensics Deepfakes Neural textures and frame identifica | videos improved
t passive tion taken with
BOSS Steganalysis CNN and SIFT search algorithm | from more
IMDB CM GLCM camera cases of
CASIA V2.0 CPand CM OFG forgery
[36] | Copy- Inter- Forgery REWIN Time
. . fi i D i
With the recent survey, these datasets consist of move rame detection consumin
. . . . . . forgery and g
original and forged videos which is designed by the University detection localizati
of Surrey and from many of the internet resources. SULFA, on

REWIND, GRIP are the datasets with the formats MJPEG,
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[37] The Inter- Forgery REWIN Not TABLE IV. SUMMARY OF VIDEO FORGERY DETECTION TECHNIQUES
active frame detection | D suitable LIKED TO DEEPFAKE AND PIXEL MOTION DETECTION
and the algorithm for high
passive motion © ® 7]
approach videos g = g B 2 -é
[38] | Normaliz | Inter- Video REWIN High FPR 3 % © % % S
ed cross- | frame forgery D 4 i iy e E
correlatio detection
n [45] | Deepfake Eye Blinking Custom Needs to be
[39] | Bottom- | Intra- Expectati | Custom Works dataset evaluated with
up frame on- dataset for only more  video
approach Maximiz fine samples
ation quality [46] | Deepfake Head Pose UADFV and | Not good in
sequence DARPA GAN | detection  of
s puppet-master
[40] | Non- Intra- Feature Dataset Relies on and  lip-sync
Subsampl | frame selection | from training forgeries
ed algorithm | mine.tku. | samples [47] | Deepfake Color Artifacts | LSUN and | Localization is
Contourl edu ImageNet not yet
et effectively
(NSCT) done
[41] | Digital Intra- Video MPEG-2 | Accuracy [48] | Deepfake Classification | Self, Suffers  from
forensics | frame tamperin 87%. To FaceForensics | overfitting
g be problem
detection improved [49] | Pixel Velocity Field | TRECVID Could not
by Motion Consistency identify
checking Detection manipulated
effect of regions
B-frame [50] | Pixel Optical Flow TRECVID Expensive in
to PS Motion computations
frame’s Detection
MCEAs [51] | Pixel Motion Vector | TRECVID Works  with
[42] | HMRF Intra- state  of | Derf’s Accuracy Motion Pyramid and videos
frame the art [ and YUV | 88.95% Detection Variation containing
detection and to be factor static
algorithm improved backgrounds
S. with [52] | Pixel Coarse to fine | VTL, SULFA, | Misdetection
localizati Motion Optical Flow DERF issue as it is
on Detection sensitive to
[43] | Digital Intra- Automat | KTH Forgery coarse
forensics | frame on localizati detection
algorithm on is yet [53] | Key- Reference Self Relies on
to be Frame frame reference frame
done. Extraction for accuracy
[44] | Block- Inter- Block- SYSU- Accuracy [54] | Key- Delaunay Self Expensive in
Wise frame wise OBJFOR | 83.37% Frame graph computations
Brightnes descripto | G and to be Extraction | clustering
s r  based improved [55] | Key- Cluster Self Suffers  from
Variance algorithm to handle Frame classification loss of
Descripto double Extraction temporal order
r compress [56] | Key- Abnormal Self Suffers  from
ed Frame events loss of
samples Extraction temporal order
[57] | Key- 3D CNN Self Not  accurate
As presented in Table 3, summary of forgery detection Frame with ~ different
. . . . Extraction camera angles
methods based on inter and intra-frame techniques are provided [58] | Object Viotion SENSIAC Tracking of
along with limitations in the existing works. Tracking Vectors  and modified
and block types patches is still
Detection desired
[59] | Object Bayesian PETS-ECCV Relies on
Tracking Approach colour
and information
Detection
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[60] | Object GMM Self Could not find
Tracking long distance
and object
Detection

[61] | Object Contrast Custom Relies more on
Tracking Model dataset training
and samples
Detection

[62] | Feature Histogram Self It is format-
extraction Matching sensitive

[63] | Feature Convolutional | SULFA Generalization
extraction LSTM was not

accurate

[64] | Feature MLS Self Less detection
extraction accuracy

[65] | Feature Exponential Self, SULFA Detects  only
extraction Fourier region

Transforms duplication
cases

As presented in Table 4, video forgery detection
techniques liked to deepfake and pixel motion detection are
provided.

I1l. RELATED WORK

Daily in our lives we find many doctored videos in media like
WhatsApp, Instagram, TikTok, Snapchat, Facebook and many
more. The purpose of sharing the information is different like
fun or news, or community information, religious videos etc.,
are being shared fearlessly without having the knowledge that
these videos can be morphed, forged or manipulated according
to the conveniency of the manipulator [28]. As there is immense
research in the field of video forensics there is no such method
/technique /application is available which confirms the Genuity
of the video.

In internet we came across many similar videos which
have same content but they differ with the clarity of the video.
This is because the resolution of the video is changed to
different resolution using converter techniques. Even such
videos are not reliable to view for 100% information, they are
forged depending upon their requirements [26]. Hence here is a
need for detection of forged videos. Definitely this will help the
forensics as well to generate the report of the evidence which
eventually wills top the spread of the fake videos. Malik et, al
[27] in his previous research presented a paper on audio visual
forensics where he carried work on detecting the audio
manipulation with the sync to the video. The speech in the audio
is manipulated with speech inconsistencies. Slowly, wide range
of methods are used to learn the audio-video representation
from videos. Variety of methods have recently use audio visual
self-supervision for pertaining supervised models. In contrast to
this another approach of learning is introduced the learning
representation of audio visual which is leveraged to the natural
semantic of separating the frames to audio track. Audio is
separated from the video and only to the video part the
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combination of DWT and PCA analysis will give the early
detection of the forgery in the content. This analysis can be done
stages wise by operating first using the stationary wavelet
transform and then the first step of DWT and at the end PCA
(Principal Component Analysis) value id calculated which
gives the entire accuracy and performance metric values like
MSME, precision, recall and F1 score.

A. Summary of most recent work
TABLE V. SUMMARY OF VIDEO FORGERY DETECTION TECHNIQUES
LIKED TO DEEPFAKE AND PIXEL MOTION DETECTION
s |3 : £ 3 Sea
Gl h 1Y = g £2¢g
g |2 |E < |° £07
[66] | Deep 2D-CNN Feature VIRAT, In  future,
learnin | and SSIM | extractio | SULFA, they intend
g fusion n LASIESTA, to make the
algorith IVY LAB system
m detect
multiple
inter-frame
forgeries
[67] | Deep Adaptive- | Dual Real dataset In  future,
learnin | Taylor- adaptive- they intend
g rider Taylor- to exploit
optimizati rider hybrid
on optimizat optimizatio
algorithm ion ns for
based algorith training the
DCNN m (DA- classifier
TROA)
[68] | Deep CNN, Video Dataset from | In future,
learnin Compressi | tamperin | xiph.org they intend
g on and | g to work on
Video detection a better
tampering method to
detection combine
the features
into a video
manipulati
on localiser
[69] | Sequent | Object Object Lin’s  video In the
ial and | removal Removal | set future, they
Patch forgery Forgery intend to
Analys | detection Detectio investigate
es n and non-
Localizat additive
ion change
models
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[70] | Deep VGG-16 Digital GRIP, In future
learnin image DVMM, different
g forgery CMFD, and forgery
detection | BSDS300 attacks
using such as
supervise JPEG
d compressio
learning n
method
[71] | Machin | CNN, Deep Deep fake Their
e KNN and fake detection future
Learnin | Al video challenge research is
gand detection | datasets to focus on
Deep deepfake
Learnin detection
g in other
media like
National
IDs.
[72] | Deep Pixel- Relation FaceForensic | Inter-frame
Learnin | Region encoder s++, celeb- inconsisten
g Relation and DF and cies in fake
Network region DFDC videos are
(PRRNet) | feature yet to be
extractor explored
[73] | Deep Inconsiste | Face FaceForensic | Intra-
Learnin | ncy-aware | forgery s++, Celeb- image and
g wavelet detection | DF and inter-image
dual- UADFV inconsisten
branch cies are yet
network to be
explored.
[74] | Deep 3D-CNN Face FaceForensic | Detecting
Learnin forgery s++and different
g detection | VidTIMIT types of
facial
reenactmen
ts is yet to
be done
[75] | Machin | ML Digital VISION and | Their
e models video Video-ACID | method
Learnin post needs
g processin improveme
g nt using
detection deep
learning
techniques.

As presented in Table 5, most recent video forgery
detection methods are summarized. There are significant
research gaps found in the recent works.

B. Significant Research Gaps

Vinolin et al. [2] proposed research focuses on
establishing the 3D model of the video frame to generate light
coefficients in order to detect the forgeries in the video. Their
method has limitations in detecting small correction in videos
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and need improvement of CNN model with optimizations for
efficiency. Fadl et al. [1] propose inter-frame forgeries (frame
deletion, frame insertion, and frame duplication) detection
system using 2D convolution neural network (2D-CNN) of
spatiotemporal information and fusion for deep automatically
feature extraction. However, it lacks detection of detect
multiple inter-frame forgeries present in a single video. Shang
et al. [7] proposed a novel network, called Pixel-Region
Relation Network (PRRNet), to capture pixel-wise and region
wise relations respectively for face forgery detection. However,
for efficient inter-frame forgeries detection efficiently, it needs
improvement in terms of detecting Region of Interest (ROI) for
improving detection accuracy and convergence.

IV. CONCLUSION

In this survey article many issues related to video
forgery has been concentrated and their limitations also
discussed. From the past few years whatever the work
researchers has been carried out in this domain has been put up
this survey article. The methods, study, techniques all these are
very important for the video forgery detection because as he
data is not constant it is been updated at every usage similarly
the techniques need to be upgraded depending upon the
requirements. At active approach of video forgery ample of
research is done. Researchers should now bring out their studies
at passive approach to detect the forgery depending upon on the
advancement of the industry. The features like copy-move
frame detection, frame duplication, frame deletion, frame
insertion are the most common issues identified. Though there
has been active research in this area but solution to this problem
is yet to achieve. There is no universal tool/ algorithm to
identify the tampering in videos. The solution is provided in this
article which may solve this problem of tampering in videos
with the compression of videos.

While compressing the videos, compression
techniques are used. Which lead to loss of data by leaving the
footprints of watermark which leads to the problem in
generating reports. No compression should be done on videos
and techniques should be applied on the video to detect the
forgery. Important research gaps found in this research include
need for better CNN variants, detection of multiple inter-frame
forgeries present in a single video and region of interest
awareness.
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