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Abstract 

 Cloud Computing is a distributed model that enables users to access, meet and exchange resources and resource requirements hosted 

by various service providers. Authentication of requesting users and the permitting of their rights of access are extremely necessary in order to 

avoid unauthorised or unlawful access to cloud services. In the cloud scenario, access control of distributed resources is most critical. Access 

control is a basic aspect of the security of information that is directly linked to the fundamental features of confidentiality, honesty and 

availability. This article provides a literature analysis of the Cloud Computing Access Control Mechanism. 
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1. INTRODUCTION 

 The sixth-generation service-based model is cloud 

computing [1]. This model has low cost of computing 

equipment, increased performance, quick updates, extended 

storing of data, high protection of data and simple adaptation. 

In other words, high resources can be reached immediately; 

resource use can be controlled at the appropriate level. In this 

case, when a high resource usage is required, immediate 

demand can be met [2]. It also has internal mechanisms which 

influence the service quality of the cloud services. Under-

components including compliance managers, service 

managers, provision managers and access control managers 

perform numerous positions and responsibilities and perfect 

cloud operations. Each subsystem is responsible for its own 

area of responsibility and everybody has different ways of 

operating dynamically. Security remains a dangerous concern 

in cloud computing. You will still be affected by attacks on 

other cloud computing resources [3] even though your 

resources are not targeted. Exemplification from real life 

cloud computing; Office 365 is an MS Office cloud branded 

clutch cloud with the OpenStack Cloud, which offers 

traditional hardware cloud computing services.  

 Since cloud storage services are available, versatile 

and cost-effective in recovery [4], a great many businesses 

are encouraged to outsource their data to cloud storage 

servers. This minimises the need for the businesses to store 

their data on special facilities, ensuring that such information 

is secured against natural disasters, stealings or device 

crashes. Scalability is also one of the key advantages of the 

cloud. This helps the business to be extended to meet future 

requirements. 

 However, it is a crucial problem to store data in 

remote external servers and to delegate the cloud service 

provider a wide range of important tasks for the management 

and maintenance of these data without the data owners being 

involved. The data owners lose ownership of their data as data 

is outsourced to cloud servers. As cloud users do not trust the 

cloud service provider entirely and a large number of the 

stored data is highly sensitive, integrity and protection are 

essential questions in cloud computing. 

 Therefore, such cryptographic techniques need to be 

performed to fulfil two main features [5] to optimise the 

acceptance of the cloud storage service. The first is the 

protection that guarantees that the provider of cloud services 

does not know the customer details. The second feature is the 

honesty of the cloud customers' ability to detect any 

unauthorised alteration by the cloud service provider and 

attackers of their data. 

 In the Cloud, access control is the primary 

responsibility for the management of rights of access by cloud 

users that need access to cloud-specified data. One of the key 

methods used in the cloud environment to manage permitted 

access. It allows approved users to access and bans other users 

from accessing data[14]. Because of the distributed world of 

untrusted cloud servers, efficient mechanisms are needed to 

control access to encrypted data. Thus, researchers have 

characterised and identified several system models and 

algorithms for access control in order to provide stable and 

efficient cloud access control. 

2. TYPES OF ACCESS CONTROL 

 Control of access is a technique which allows us to 

highlight a selected data / privileges restriction to approved 
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users. Identification, authentication and authorizations are the 

three main activities that form the model of access control 

(audit / verification against predefined policies / rules). A 

mechanism of access control enables subjects (users) to use 

their credentials to mark themselves as legitimate users and 

access services. The forms of access control available are the 

following: 

 

• Role Based Access Control 

• Attribute Based Access Control 

• Fine Grained Access Control 

• Hierarchical Attribute Based Access Control 

• Attribute Based Encryption Fine Grained Access 

Control 

• Discretionary Access Control 

• Mandatory Access Control 

 

3. LITERATURE REVIEW ON ACCESS 

CONTROL MECHANISM FOR CLOUD 

COMPUTING 

 Hu, Vincent C., et al [1] The paper includes the 

concept of attribute-based access control (ABAC) for federal 

agencies. ABAC is a logical access control system where 

authorisation to perform a set of operations shall be 

determined by evaluating attributes relating to the subject, 

entity, operations requested and, in some cases, conditions in 

the environment contrary to policies, rules or relationships 

describing permissible operations for a set of attributes. 

 Choi, Chang, Junho Choi, and Pankoo Kim [2] 

proposed Onto-ACM (on-ontology access management 

model) is a semantic theoretical model to resolve the disparity 

between service providers and consumers in allowable access 

controls. The model proposed is a smart context-conscious 

access model for the constructive implementation of resource 

access levels, based on ontological reasoning and the process 

of semantical analysis. 

 Chen, Hongsong, Bharat Bhargava, and Fu 

Zhongchuan [3] proposed a multi-label Access Control 

Model offering versatile protection for Big Data security. Our 

scalable access management model uses labels to ensure that 

a broad data application in the health sector receives scalable 

granularity protection. 

 Su, Jinshu, et al [4] described EPASS, a novel ABS 

method, which uses an attribute tree and exemplifies all 

AND, OR threshold gates under the Diffie-Hellman 

computational problem. Users are unable to forge signatures 

with attributes they don't have, and the signature ensures that 

the message will only be endorsed by a user who has adequate 

attributes which fulfil the policy. 

 Zheng, Qingji, Shouhuai Xu, and Giuseppe Ateniese 

[5] proposed a novel cryptographic solution, which is known 

as verifiable keyword search attribute-based (VABKS). The 

solution allows a data user, whose credentials fulfil the access 

control policy of a data owner, to (1) check the outsourced 

encrypted data of the data owner, (2) outsourcing the tedious 

search operations to a server, and (3). 

 Tian, Ye, et al [6] designed a fine-grained WBAN 

access control attribute-based encryption scheme. In our 

schema, a user can decrypt a ciphertext if the user access 

structure is fulfilled by the attributes of a ciphertext. If 

required, the users can be revoked. Patient protection and 

privacy should also be safeguarded. 

 Rajpoot, Qasim Mahmood, Christian Damsgaard 

Jensen, and Ram Krishnan [7] proposed A type of access 

control incorporating the two versions in a different way to 

unify the advantages. Our approach offers a comprehensive 

framework for access control that takes current contextual 

knowledge into account when making decisions on access 

control. 

 Yao, Xuanxia, Zhi Chen, and Ye Tian [8] In order to 

resolve security and privacy concerns in IoT, a lightweight, 

non-pairing ABE device based on elliptical curve (ECC) is 

proposed. Instead of a bilinear Diffie – Hellman assumption, 

the security of the proposed scheme is based on the ECDDH 

assumption and is seen in the selective set attribute model. 

 Da Silva, Roan Simões, and Sergio Donizetti Zorzo 

[9] presented a framework for access control that allows the 

user to set fine-grained access policy for NDN, a common 

ICN architecture. The data protection is assured by the use of 

an attribute-based encryption method that automatically 

repeals privileges. 

 Rouselakis, Yannis, and Brent Waters [10] proposed 

the powerful multi-copy, large-universe, policy-based 

encryption method for multi-copy authority. Any string can 

be used as attribute of the device in a large-universe ABE 

scheme, which are not usually specified during set-up. There 

is no central authority distributing the keys to the users in a 

multi-authority ABE structure. 

 Xhafa, Fatos, et al [11] developed a secure cloud-

based EHR system, which guarantees protection and privacy 

of the cloud medical data stored in the cloud, depending upon 

the cryptographic primitive, but not the full confidence of 

cloud servers, to allow the efficient storage and sharing of 

PHRs and also eliminate patient privacy concerns. 

 Ngo, Canh, Yuri Demchenko, and Cees de Laat [12] 

analyzed Cloud providers provide use cases and provide 

multi-tenant cloud providers with access control models, and 

use an attribute-based access control model. The Intercloud 

models are also extended with the tokens exchange approach. 

We apply an efficient mechanism to turn complex logical 

expressions into compact policy decisions diagrams in order 

to promote an assessment of attributes and enforce the 

proposed model. 
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 Zhang, Peng, et al [13] proposed the first user 

revocability and upgrade attribute control (CP-ABE) scheme. 

Specifically, in the identity-based sense, the revocation of 

users is decided and does not clash with our attributes. The 

cost of the attribute update is effective in that we only focus 

on updating the ciphertexts relevant to the modified attribute. 

 Zhang, Yinghui, et al [14] proposed the new 

technique known as match-then-re-encrypt, in which a 

matching step before re-encryption is additionally 

implemented. It uses special proxy re-encryption components 

and the cypher texts to secretly verify whether a proxy re-

encryption can be done by the proxy. 

 Ren, Wei, et al [15] proposed a F2AC-based 

framework for the control of in-mobile cloud file storage is 

lightweight, fine-grained, and versatile. In addition to 

iterative permission, custom-tailored policy authentication 

and access control, F2AC can provide access privilege 

transfer and revoke for dynamically-changing access classes. 

 Hemdi, Marwah, and Ralph Deters [16] to give the 

system the ability to enforce policies for the detection of 

unauthorised entry, an attribute-based access control 

mechanism (ABAC) is implemented. A prototype was 

eventually produced to test the solution proposed. 

 Odelu, Vanga, et al [17] proposed Latest CP-ABE 

pairing scheme with the CSCTSK expressive AND gate 

access structure offering both constant-sized and secret key 

(CSCTSK) ciphertexts. We then demonstrate that in the 

Selective Protection Model the proposed CP-ABE-CSCTSK 

system is safe from the selected contestant text and provides 

a comparative description to illustrate the usefulness of the 

system. 

 Li, Fagen, Bo Liu, and Jiaojiao Hong [18] proposed 

a new control system for data access that can simultaneously 

achieve confidentiality and cloud authentication. Users store 

encrypted data in the cloud under this system. The data owner 

delegates the cloud to re-encrypt the information when a user 

wants to access the data, and the approved user alone can 

decrypt the data. The cloud does not receive any plaintext 

data. 

 Qiu, Meikang, et al [19] proposed approach is 

referred to as a Proactive Dynamic Protected Data Scheme 

(P2DS), designed to ensure the data are not open to 

unanticipated parties. The proposed framework has two main 

algorithms which are the Semantic Access Control (A-SAC) 

and the Determinative Access (PDA) algorithms for 

Attributes. 

 Wang, Hao, and Yujiao Song [20] used ABE and 

Identity-Based Encryption (IBE) for encrypting medical data 

and using ID (IBS) for introducing digital signatures. We are 

implementing a new primitive cryptography, known as 

Combined attribute / identity-based Encryption and Signature 

(C-AB / IB-ES) to incorporate various functions of ABE, IBE 

and IBS in one cryptosystem. 

 Seol, Kwangsoo, et al [21] proposed a cloud-based 

EHR model that uses an extensible markup language to carry 

out attribute-based access control. With a security focus, our 

EHR model partially encrypts and uses electronic signatures 

when a patient documents are submitted to a requester. We 

use digital signature technology for XML and XML 

encryption. 

 Zhong, Hong, et al [22] proposed a more realistic 

CP-ABE access control decentralised multi-authority regime 

in favour of user revocation. This scheme can also secure the 

privacy of data and privacy of access with cloud storage 

policies. In this case, the access policy introduced by the use 

of the linear secret sharing method. 

 Jiang, Yinhao, et al [23] introduced a new CP-ABE 

improvement system offering defence against this problem of 

the harassment of the main delegation. For such a property, 

we officially define the security requirements and then 

develop a CP-ABE system which fulfils the new safety 

requirements. 

 

5. ISSUES AND CHALLENGES 

 Considering the problem of accessing distributed 

(personal) data, collected though multi-cloud infrastructures, 

the following main challenges could be highlighted:  

• Continuous access 

• Different regulations 

• Dynamic access policies 

• User-friendly management 

• Continuous control 

• Scalability 

• Resource sharing and interoperability 

• Validation and verification of access control policies 

• On line tracing of access control polices execution 

• Testing of access control systems 

 

5. CONCLUSION 

 Access control remains a continuous task since it is 

one of the earliest computer security issues. The Access 

Control aspect specifies whether requests are granted for 

access to resources. The requesting entity is commonly 

referred to as a subject, normally a programme or a process 

that operates on behalf of a user. A user is a machine 

communicating object and accessing services. The large-size 

use of the classical models in several different areas will 

prevent users from implementing Attribute-based Access 

Control (ABAC), an ABAC model that cannot configure 

these models. This ABAC system can simulate classical 

models with sufficient specifications. 
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