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Abstract— In this digitized world maintaining the security of the secret information is a challenging task. While, sending secret information
through the internet draws the attention of hackers. The highly authenticated information can be hidden by using Steganography. Image
processing plays a very important role in such stenographic techniques. The advantage of stenography can be enhanced to medical images and
creation of database for a particular patient under one authentication with security. Steganography techniques used in bio-medical field to hide
the person medical data like prescription, X-ray, Iris, MRI, CT scan images behind a single cover media. In this paper the embedding Schemes
to store complete medical data under one authentication is done by using Spatial and transform domains. The performance of the techniques is
compared and the best method to hide medical information by using steganographic techniques with high PSNR, less MSE and high SSIM is
identified for different modalities. Implementation of steganography in bio-medical field yields high imperceptibility and embedding capacity
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I. INTRODUCTION

In modern era, image processing plays vital role in bio-
medical field (1). Image processing is used to extract the
features of an image or information from an image.
Steganography which is mainly used in image processing,
emerges to implement a high secure communication in
medical field. Digital medical images are most fundamental
for diagnosis of diseases, and communication of patient data
between the doctors. Steganography is presently used in the
bio-medical field used to transmit the data with high security
over the unsecure medium.

Internet plays a major role in the development of the
communities. Enormous amount of information being
transmitted which is vital, to secure this information is
critically needed. There are many techniques used to hide
information like Cryptography, Watermarking (2). But
Steganography unlike other techniques hide the information
behind any digital media and can be applied to any form of
digital media (3). Thus, steganography for digital images is a
technique of covert communication aims to transmit a large
amount of data relative to the size of the cover image.

The word Steganography derived from the Greek word
which means “secret writing”. It is the practical process that
hide data within a cover image sometimes it is also called as
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carrier in such a way that the hidden information which is
embedded behind the cover is undetectable (4).

The cover Image can be audio, video, text file or image.
Secret information can also be audio, video, text file or image
(5). Image steganography is the process of embedding
information behind the cover image without modifying the
characteristics of the cover image. The produced file is called
as STEGO File. The stego file contains the data of cover image
along with hidden data. In future the extraction of the data is
done using decoding.

Types of steganography:

Steganography can be classified in various ways,
depending on the cover medium.

1.Text

2.Audio

3.Video

4.lmage

1. Text Steganography

The text Steganography is the older method historically to
hide information by changing the format of the text or the
words within the text. It is not much used because the text files
have a very small amount of redundant data (6).
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2. Audio Steganography

It is about to hiding information into the audio. An audible
sound becomes hidden in the presence of louder sound. It
secures the information by exploiting the properties of human
ear to hide information unpredictable (7). It is less popular
than image steganography.

3. Video Steganography

Video Steganography used video as a cover media. The
capacity of video steganography is high. Large amount of
information can be stored in a video. It has more security
against third party. In this technique combination of pictures
is used as a carrier any type of digital data can be embedded
into it (8). Generally, DCT technique is used to hide the
information, which unnoticeable by human eye.

4. Image Steganography

Most popular technique in steganography is the image
steganography. In digital world images are widely used
because of their availability. In this technique images used as
cover media and hiding data can be any form (9). The hiding
capacity related to the size of the cover image. By using
embedding algorithm is used to hide the information and
produces a Stego file and transmitted. The Stego image same
as cover image the existence of the hidden data only known to
the recipient (10).

Considering the advantage of all the stenographic
techniques in general the medical data is now a days available
in text, audio, video or image format. maintain of the records
of all the patients occupies a very high space. The maintenance
of the medical record plays a crucial role in further
examination of the patient or it is easy to carry when it is
digitalised. Now a day’s maintenance of a health card also
plays a very crucial role in development of the country. In the
proposed work as a module of health card development an
attempt is made to study the techniques which help to create a
medical data storage under one authentication.

In this paper an attempt is made to store the medical data of

a patient under a cover media by using different
steganographic techniques such as spatial and transform
domain, and evaluated their performance by using metrics
such as PSNR, MSE, and SSIM.
The organization of paper is as follows: Section-ii describes
the methodology under these 3 subsections are present. Which
describes what is data hidden secret data under., cover media
embedding and extraction process. Section-iii describes the
techniques used for this application. Section-iv performance
evaluation of methods. Section-v results and discussion
Section vi describes the conclusion.
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Il. METHODOLOGY
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COVER IMAGE re L

Figure 1. Stegonography Process

The working model of steganography system is shown
above. The model consists of three subparts i. secret data ii.
cover media iii. Embedding and Extracting process. Cover
image used to hide the secret image (11). Stego image
produced after the embedding of secret image into cover
image. The extraction process recovers the secret data from
the Stego image.

a. Secret Data:

Secret data represents hidden data. Secret data can be of any
form like image, audio, video, text files, documents or any
other types (12). In this paper the secret data set are images
and text files. The images are bio-medical images collected
from the standard rsna web. The images are X-ray, CT-scan,
MRI, IRIS scan images, each of 15 samples are taken, image
format such as jpeg, jpg, png, tif, tiffor any other. The text files
are prescription files these are.txt files.

b. Cover media:

Cover media basically, represents the container of the secret
data. The characteristics of cover files are modified in order to
add these secret data (13). However, these changes are highly,
imperceptible to the human eye. Therefore, the format of
cover file should remain same after the embedding of the
secret data (14). The cover files can be an executable file like
.exe files. The cover can be an image, audio file, video or text.
In this paper the cover media is an Aadhaar card the format
of cover image can be jpeg, jpg, png, or any other type.

¢. Embedding and Extracting process

The Stegofile is resultant of merging the secret data and
cover image (15). At the recipient side the decoding the
confidential data can be done with an efficient extracting
algorithm and this process of extracting the secret data from
the cover data is known as steganalysis (16). The whole
process can be done using image steganography techniques.
In those techniques the methods are described about the
embedding and extracting process comprehensively.
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I1l. TECHNIQUES

Image Steganography generally classified into two
domains Spatial domain and Transform domain.

A. Spatial Domain

In this domain for hiding data directly image pixel values
are changed for hiding data. This domain method is frequently
used because of its fine concealment, great capability of
hidden information. Mostly used methods in this domain are
Least Significant Bit method and Pixel value differencing
method.

a. Least Significant Bit Method(LSB):

This method is a simple approach that hide information just
by replacing the least significant bit(LSB). The LSB is the
right most bit in the data for example 11001101 in this the
right most one is the LSB bit. The cover image LSB is
replaced by the secret data bits and the embedding process has
done (17). In this embedding process least significant bits of
cover image pixels are replaced with the bits of the secret data.
The obtained Stego file is similar to the cover image because
change in the pixel value of the cover image does not bring
much difference. But if the information exceeds then the
relevant size of the cover image then the change in the cover
image can be noticeable. Because the adjacent bit to the LSB
is also changed due to excess information. At the recipient side
decoding algorithm is used and the secret data has been
extracted (18). This can be implemented for colour and grey
scale images. This paper proposes the medical data hidden
under the Aadhaar card as a cover image by using above-
described algorithm and the extraction has been done with the
algorithm. The LSB method embedded and extracted of data
such as X-ray, CT scan, Iris, MRI images under a Aadhaar
card as shown below:

Figl,2.3.4 shows the carrier image i.e., cover image, secreat
image and stegmentented image which is created by
embedding phase, recovered image which is an extraction
output using LSB technique for MRI image, CTscan, Iris and
X-ray images respectively.

b. Pixel Value Differencing Method (PVD):

PVD method is based on the adjacent pixel value differencing.
It gives good robustness and more embedding capacity. First
the cover data broken into block of pixels, each block contains
2 pixels these pixels are selected for embedding the data. The
difference value of the pixels is replaced by the secret data
value. The number of bits which can be embedded in a pixel
pair depends on the difference value. The quantization table is
used to determine the pay load between the consecutive pixels
(19). Two neighbouring pixels differencing is given by d=gi.1-
di
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Figure 2. LSB method for embeding MRI image
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Figure 3. LSB method for embeding CT scan image

High imperceptibility can be achieved through this method.
PVD method is basically used to hide the text files. The
concealed data can be extracted by performing the extracting
process from the hidden pixels. Due to the modification in the
values of the pixels the hidden data is not noticeable behind
the cover image. More information can be hidden in this
method. Many new implementations have discovered based
on modulus function (20). In this proposed paper only text
file hiding has done under the cover image.
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Figure 4. LSB method for embeding IRIS image
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Figure 5. LSB method for embeding X-ray image
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Figure 6. PVD method for file hiding

Fig 5 shown are carrier and Stego images under this Stego file the secret
.txt file is concealed .

B. Transform Domain

The Transform domain also called as frequency domain in this
domain secret data is concealed in the transform domain
coefficients. The methods involved are Discrete Cosine
Transformation and Discrete Wavelet Transformation.

a. Discrete Cosine Transformation (DCT):

This method is complicated to implement because the data is
saved in frequency domain instead of spatial domain. It
generally transforms the images from the spatial domain to
frequency domain. First the cover image is broken into 8*8
pixels blocks (21) then DCT is applied from top to bottom and
right to left to each pixel block. Each block is compressed to
quantization table and scaled to DCT coefficients. The
message is embedded in the DCT coefficients.
For calculating the DCT coefficients for a 2-d image is:
M-1 . .

ny=Unyzi:0 (ui]- cos n(zzl;;l)x cos n(zé;l)y)
Where i and j are rows and columns of image and V is the
output image
The hiding capacity is not much because the block size is fixed
like 8*8 and 16*16 (22). The Stego file is created by applying
the inverse discrete cosine transform. The Stego file is same
as cover image, hidden data behind this file is unpredictable
by the human eye. At the recipient side inverse quantization
has been done and extracted the hidden data. This technique is
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widely used by combining with the LSB and Huffman coding

(23).
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Figure 10. DCT method for IRIS image

This paper proposes the medical data hidden under the
Aadhaar card as a cover image by using above-described
algorithm and the extraction has been done with the
algorithm. The DCT method embedded and extracted data
such as X-ray, CT scan, Iris, MRI images under a Aadhaar
card as presented in Fig 6 to Fig. 9.

b. Discrete Wavelet Transformation (DWT):

DWT is the most widely used method compared to other
methods. This method gives the highest robustness. Different
wavelets can be applied to perform the DWT, but most
commonly used is the Haar-wavelet knowns Haar-DWT. Haar
is a sequence of rescaled square shaped functions which
together form a wavelet basis. Haar DWT is a 2-Dimensional
operation: one is the horizontal operation and other is a
vertical operation (24). It scans the pixels in both horizontal
and vertical directions and store the corresponding pixels sum
and differencing values in the sub-bands. The wavelet
coefficients of cover image are obtained by filtering and the
data is hide inside these coefficients (25), the Stego file is
created. The Stego file is exactly same as cover image, but for
colour the slight variation in the cover image can be appear.
The more amount of data can be embedded in this method
because the bands can store more information. The inverse
transformation applied at the recipient side and extracted the
secret data from the Stego file. Due to is more embedding
capacity and robustness this technique is mostly used.
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Figure 11. DWT method for MRI
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Figure 12. DWT method for CT-scan image
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Figure 13. DWT method for IRIS image

This paper proposes the medical data hidden under the
Aadhaar card as a cover image by using above-described
algorithm and the extraction has been done with that
algorithm. The DWT method embedded and extracted data
such as MRI, CT scan, Iris, and X-ray images under a
Aadhaar card are shown in Fig. 10, Fig. 11, Fig. 12 and Fig.
13.
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Figure 14. DWT method for X-ray

IV. PREPARE YOUR PAPER BEFORE STYLING

The performance of the 4 methods viz LSB, PVD, DCT,
DWT, can be evaluated by using the performance metrics.
There are various performance metrics in order to examine the
performance of steganographic methods. The objective
quality assessment of the image predicts the perceived image
quality (26). The mostly used common distortion measures
used to evaluate the quality of the image are peak signal to
noise ratio (PSNR), mean square error (MSE) and structural
similarity index measure (SSIM).

PSNR and MSE are most commonly used full reference
metrics which uses a reference image for the evaluating. The
PSNR measures the how close two images are related i.e.,
similarity between two images. The PSNR measured in
decibels. The PSNR value should be high for a good method
and it is low for the less efficient method (27). The PSNR can
be defined as follows:

PSNR =10 logio (R¥MSE)
Where R is maximum range

MSE represents the cumulative error between two images.
It is measured in percentage. The MSE is the statistical
difference between the secret image and the extracted image.
The MSE between two images can be defined as:

_1 M N . B
MSE_WZn = Ozm — 1[g (n,m) g(n,m)]2

SSIM measures the perceptual difference between two
images. It looks for the similarity within the pixels, it is
defined as follows:

SSIM (x, y) =[L (xy)]a *[c (x.¥)1B *[s (x.¥)ly
L is the luminance, c is the contrast, s is the structure
a, B,y are the positive constants.

V. RESULTS AND DISCUSSION

In this paper, the above-mentioned metrics are evaluated for
the medical Images viz X-ray images, CT-scan images, Iris
images and MRI images. These images are embedded under a
cover image the Adhaar card takes as a cover image. 15
samples of each image are taken and embedded using different
embedding algorithms namely LSB, DCT, DWT

The performance metrics calculated for each method and
average values are compared and shown in tablel,2, and 3.
The PSNR, SSIM and MSE are calculated for those samples,
from the obtained values the average values are calculated for
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each metric in the corresponding method. The comparison of
the metrics with different modalities like CT, MRI, IRIS, X
ray, CT Scan are shown.

TABLE 1: Average values of PSNR for medical images

Method CT scan Iris MRI X-ray
LSB 2.64 4.456 254 4.24
DCT 7.349 6.579 6.75 6.45
DWT 27.481 9.416 7.825 37.004

TABLE 2: Average values of MSE for medical images

Method CT scan Iris MRI X-ray
LSB 177.63 120.04 179.21 136.72
DCT 1.18 1.489 151 144

DWT 16.1 6.25 6.522 9.673
TABLE 3: Average values of SSIM for medical images

Method CT scan Iris MRI X-ray
LSB 0.089 0.18 0,13 0.259
DCT 0.27 0.077 0.54 0.29

DWT 0.55 0.71 0.86 0.75

PSNR for CT Scan
30 27.48
20
10 7.349

I 2.64

0
maDWT mDCT mLSB
Figure 15. PSNR Values for CT Scan
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Figure 16. PSNR Values for IRIS
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Figure 17. PSNRValues for CT Scan
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Figure 20. SSIM Values for IRIS
SSIM for Xray
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Figure 21. SSIM Values for X-Ray
SSIM for MRI Scan
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Figure 18. PSNR Values for MRI

SSIM for CT Scan
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MRI
maDWT mDCT =mLSB

Figure 22. SSIM Values for MRI Scan

From the comparision method it is identified that DWT
based is more accurate in all parameters. Hence, In this paper
an attempt is made to store medical prescription (text file)
,CTScan, Iris,Mri,Xray is created as folder .The folder is
hidden using the DWT method.The complete medical
information of a patient is covered under a carrier image.T
he secreat images which are strored and the extracted data
are shown the Fig 14 as stegnographed data.

SECRET IMAGES:

I 0.089
0

0.1
CT
SCAN
EDWT mDCT =LSB

Figure 19. SSIM Values for MRI
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Fig. 22. DWT Based stegngrafed data

V1. CONCLUSION

Now a day’s storage of medical data or carrying the
medical file by a patient is one of the aspect in which the
digital transformation is required. It is challenging task to have
storage of medical data like, prescriptions, scans of different
modalities are to be stored under one account authentication
card. The digital image processing technique like
steganography has performance of hiding the data under the
cover image. Considering the advantage of stenographic
techniques an attempt is made to find the best transformation
technique that can be adopted for storage of medical data
under one authentication. The three different techniques like
LSB, PVD, DCT, DWT. It is observed that the LSB method
is deviating with more loss of data though it is Robust. PVD
method is though it is creating noise it is highly imperceptible
to the human eye.

The DCT method algorithm allows to hide the individual
image to conceal behind the cover image. The text file hiding
is more complex. The performance measures are in the range
of expected values, so this method provides the good
robustness and imperceptibility to the human eye.

In DWT method allows to hide individual data and folder
behind the cover image. This method performance measures
are very close to the expected values, so it provides more
robustness compared to the other methods. This method
provides more embedding capacity and high imperceptibility
to the human eye and also more secured.

Itis realized that DWT is the more efficient method in the
image steganography than the other methods. The
performance measure’s such as PSNR is high compared to
other methods average values, SSIM is high for this method.
DWT is more efficient method nearly 85% than the other
methods.
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