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Abstract— Progress in information technology is transforming the healthcare sector with the goal of enhancing medical services, diagnostics, 

and continuous monitoring through wearable devices, among other benefits, while also lowering expenses. This digital transformation enhances 

the convenience of computing, storing, and retrieving medical records, ultimately leading to improved treatment experiences for patients. 

Electronic health record systems have come under fire for centralized control, faults, and attack points with transferring data custodians. These 

systems are frequently utilized for the interchange of health information among healthcare stakeholders. The main objective is to overcome 

information asymmetry and data breaches commonly encountered in the Electronic Health Record (EHR) system. This study introduces a 

decentralized and trustless architecture aimed at securely storing patients' medical records and granting access to authorized individuals, 

including healthcare providers and patients themselves. The research primarily focuses on bolstering the security and privacy of healthcare data 

management systems using blockchain technology. To address the issue of blockchain scalability, an off-chain scaling approach is proposed, 

utilizing an underlying medium to store large volumes of data. This is achieved through the integration of Elliptic Curve Cryptography (ECC) 

and the Interplanetary File System (IPFS). The proposed system provides a secure and efficient method for storing and sharing sensitive 

healthcare data while ensuring confidentiality and data integrity.  
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I.  INTRODUCTION  

The traditional method of medical record-keeping relies on 

manual handwritten documents, which brings several 

drawbacks, including disorganized chronological information, 

insufficient data, vulnerable records, data redundancy, 

inconsistency in handwriting, and occasional inefficiencies. 

Presently, the healthcare industry is witnessing significant 

transformations worldwide, particularly with the adoption of 

Electronic Health Record (EHR) systems[1]. These systems 

efficiently manage critical healthcare activities, ranging from 

maintaining patient medical records and doctor availability to 

handling clinical and lab test records. 

As electronic records continue to increase in number, they form 

what is known as "big data," which holds immense potential for 

various purposes in the healthcare domain. Healthcare is 

becoming increasingly interconnected, and the data being 

generated is growing in size and complexity[2]. The healthcare 

industry is data-intensive, generating, distributing, sorting, and 

accessing massive amounts of data every second. For instance, 

the global health data produced in 2013 amounted to 

approximately 153 exabytes, and by 2020, it is projected to 

reach around 2314 exabytes[2]. To meet the demands for 

extensive big data storage, various stakeholders have invested 

in cloud computing and storage solutions. This cloud storage 

has attracted the interest of patients, healthcare sectors, and 

research institutions for storing data in secure repositories, 

facilitating controlled, cross-domain, and flexible data sharing 

among beneficiaries. However, in the current approach, the 

centralized cloud is used to store health records. Companies like 

Amazon, Microsoft, etc., maintain large servers for this 

purpose. However, this centralized model comes with risks, 

including a single point of failure and the potential exposure of 

sensitive data to unauthorized third parties.  

One of the major challenges in cloud data storage and sharing 

is the risk of unauthorized access, especially when dealing with 

sensitive data like electronic health records. Protecting patient 

health records is of utmost importance, and it is the 

responsibility of every individual to ensure the security of 

electronic health records. The central security issue with a 

centralized cloud model is privacy and data security[3]. 

Over the years, healthcare systems have implemented firewall 

protection to safeguard Electronic Health Records (EHRs). In 

one approach, the firewall acts as an anomaly-based intrusion 

detection system (IDS) and can be configured as either a packet 

filtering firewall or a status inspection firewall. Another method 

proposed in involves encryption to ensure EHR security during 

the exchange process. This approach, designed by the Health 
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Insurance Portability and Accountability Act (HIPAA), aims to 

secure EHRs when accessed by patients or when Patient Health 

Information (PHI) is created, received, maintained, or 

transmitted through mobile devices[4]. Despite the success of 

these approaches, malicious intruders continue to find ways to 

bypass these protective measures and gain unauthorized access 

to EHRs [Secure Architecture for Inter-Healthcare Electronic 

Health Records Exchange]. A blockchain is a digital record of 

transactions organized in a chain-like structure, hence the name 

"blockchain." It consists of individual records, known as blocks, 

interconnected, and arranged in a sequential manner. Each 

transaction must be validated by interconnected nodes before 

being added to the blockchain. The design of the blockchain 

ensures that data is distributed across multiple nodes, forming a 

consensus on the exact location of the data. Unlike traditional 

centralized cloud storage, where data remains in one location, 

blockchain divides data into smaller chunks and disperses them 

across the network, providing an additional layer of security. If 

an unauthorized individual or entity attempts to breach the 

system,  they will only gain access to a fraction of the data rather 

than the entire files[5]. 

Blockchain technology is being utilized in the 

healthcare sector to address security issues effectively. Health 

information is encrypted, hashed, and then stored in a 

distributed manner, ensuring its safety across multiple parties. 

Each record is added to the previous one, creating a continuous 

chain of records with individual timestamps. The network 

encrypts and validates all transactions[6]. Notably, the Estonian 

government has deployed the Keyless Signature Infrastructure 

blockchain, which can handle a substantial amount of data, 

scaling up to 1012 items per second. Although the application 

of blockchain in Electronic Health Records (EHRs) is still in its 

early stages, its potential to address existing shortcomings and 

ensure data security and confidentiality, positions it as a leading 

candidate for adoption in the healthcare industry. Researchers 

have explored various implementations of blockchain to 

safeguard personal data. Blockchain technology has 

transformed data management, providing transparency, 

immutability, and decentralization[7]. However, the security 

and confidentiality of data continue to be major issues. This 

study presents a unique strategy for improving the security and 

privacy of blockchain-based systems by combining Elliptic 

Curve Cryptography (ECC) encryption and Interplanetary File 

System (IPFS) storage. An electronic contract is a 

documentation that is held in centralized as well as 

decentralized data centers that contains data which has been 

agreed between parties, such as assets and agreements. 

Decentralized contract storage problems can be handled via 

IPFS and web-based services. An API with a RESTful 

connectivity link allows a smart contract, which is the core 

component of the Ethereum blockchain platform, to interface 

with IPFS and these other services. For decentralized systems, 

reducing the quantity of references to the distributed ledger 

network is crucial. This paper aims to move agreements to an 

IPFS with blockchain together in a single request. We decide to 

integrate blockchain technology with IPFS to create an 

effective, unchangeable system. Stated differently, after 

publishing information to IPFS, linked participants to the 

system should transmit one contract to the blockchain rather 

than several individual requests. 

II. PRILIMINARIES 

A. Blockchain 

Blockchain is a peer-to-peer shared database that keeps track 
of a list of records that are continually added to and connected 
chronologically by units of data called blocks. It is protected via 
public key encryption and hashing techniques. Instead of adding 
to the centralized database as in a typical centralized system, 
blockchain technology allows for the addition of new data to a 
block, which is then made accessible to all peers in a distributed 
network [8]. Traditionally, a new block is produced to store each 
new set of transactions that are uploaded to the blockchain 
network. This new block then becomes a subsequent block in the 
chain, hence the term "Blockchain."  

 

 
 

Figure 1. The workflow of blockchain. 

 
According to the 2018 PwC global blockchain report, the 
financial services sector is now utilizing the most cutting-edge 
blockchain technology under development. Along with 
government organizations, healthcare, industrial production, 
financial services, and media, the entertainment and media 
industries are also making inroads into the blockchain. The 
figure (2) shows Statistics on the industries that are most 
advanced in using blockchain for development. 
 

 

 
 

Figure 2. Statistics on the industries that are most advanced in 
using blockchain to develop [9]. 
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B. IPFS 

The Interplanetary File System (IPFS), a peer-to-peer 
distributed file system, is another intriguing concept in addition 
to blockchain. It offers a content-based block-storing model and 
incorporates a number of previously successful solutions. One of 
the most popular file-distributed systems today, HTTP, can be 
improved using IPFS. The IPFS content is duplicate-free. Due to 
the fact that their hash would provide the same CID, storing 
identical 1 MB of data in a single IPFS node would result in their 
storage being done only once, eliminating duplication [10]. 
Decentralization indicates that the system is not governed by a 
single entity. By using cryptographic technologies to link the 
transaction outcomes together, trackability and incorruptibility 
show that the outcomes on the chain are unassailable. 

 
The Architecture of IPFS: 
An architectural framework and collection of fundamental 

elements provide IPFS the ability to offer a decentralized and 
content-addressable storage system. Here is a thorough 
explanation of its architecture: 

a) Content-Addressed Data: 

• Content Addressing: A key notion in IPFS is content 
addressing. In IPFS, information is addressed based on its 
content rather than its domain name or location. A cryptographic 
hash, which is created from the content of every bit of data, be it 
a file, a website, or another digital entity, serves as a unique 
identifier. 

• Content Integrity: Any modification to the content 
leads to an alternate cryptographic hash due to content 
addressing. The reliability of the data is ensured by this feature. 
It is very hard to alter IPFS data since even little changes result 
in a completely new address. 

b) Distributed Hash Tables (DHTs): 

• Peer Discovery: IPFS makes use of Distributed Hash 
Tables to speed up the network-wide identification of peers with 
data. A decentralized for sorting and searching information is 
called a DHT. A user queries the DHT to identify peers that 
could have a certain piece of information when they need to find 
it. 

• Peer-to-Peer Network: IPFS is supported by a huge 
network of linked peers. Each connected peer oversees hosting 
and disseminating data and running IPFS software. The DHT 
encourages a peer-to-peer design by enabling users to locate 
peers who hold the needed data. 

c) MerkleDAG Data Structure: 

• Data Representation: A MerkleDAG information 
structure is used in IPFS for encoding files. Each node in a 
MerkleDAG tree-like structure has a label that includes the 
encrypted hash of its contents and any child nodes. 

• Efficient Distribution: Using the MerkleDAG 
structure, data may be distributed effectively. After data is 
broken up into blocks, every block's encrypted hash is calculated 
and connected to its parents in a tree called Merkle. This 
structure guarantees that even minor changes to the data cause 
changes to several nodes within the tree, making it possible to 
efficiently verify the accuracy of the data. 

• Version Control: Data version management is made 
possible via the MerkleDAG structure. Users can quickly find 
and access any earlier version of a file by representing various 
versions as distinct branching in the Merkle tree. 

• Addressing: By representing the complete information 
as the tree's rooted hash, the MerkleDAG structure enables 
content addresses. 

d) MerkleDAG Data Structure: 

• Efficient Data Retrieval: To improve the efficiency of 
data extraction, IPFS stores data locally. Content may be 
temporarily cached on the user's gadget upon access, eliminating 
the need for subsequent downloads. 

• Reduced Network Traffic: Locally cached data, 
particularly with regard to frequently requested material, reduces 
network traffic and speeds up content retrieving. 

• Offline Access: Data is kept available regardless of 
whether the gadget is offline thanks to the local cache. Content 
that has already been seen by users can be retrieved without a 
current connection to the internet. 
 

C. Elliptic Curve Cryptography 

ECC is an asymmetric encryption technique that uses the 

algebraic structure of elliptic curves having finite fields, as its 

name suggests. Elliptic Curve Cryptography is a type of 

encryption method that supports public-key encryption and is 

analogous to RSA. While RSA's security is reliant on enormous 

prime numbers, ECC uses the elliptic curves concept of 

mathematics to provide the same degree of security with much 

smaller keys [11]. Fig (3) shows the comparison of the key 

length of RSA with the ECC technique. It typically has a length 

of 256 bits (a 256-bit ECC key is comparable to a 3072-bit RSA 

key), which makes it more secure and able to provide more 

potent anti-attack capabilities. Furthermore, ECC delivers 

superior efficiency and uses fewer server resources because its 

computation is faster than RSA's. 

 

 
Figure 3. Comparison of key lengths between RSA and ECC 

Encryption. 
 

In 1985, Victor Miller and Neal Koblitz both independently 

devised elliptic curve ciphers. On a broad scale, they are analogs 

of real public cryptosystems, where elliptic curve operations 

replace modular arithmetic[12]. The well-known NP-Hard 

Elliptic Curve Discrete Logarithmic Problem is the basis for the 

ECC. The equation (1) describes an elliptic curve[11]. 
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y² = x³ + ax + b                                         (1) 

ECC only supported the encryption and decryption of points; 

hence, the first step (known as encoding) consists of converting 

a plain text message (t) into a point A(x,y) on the curve to 

produce At. This is then followed by the encryption process to 

produce a cipher point (Ct). By first acquiring the plain point At 

and then decoding the point at to retrieve the plaintext content t, 

the cipher point Ct may be decrypted. 

 

III. LITERATURE REVIEW 

 
Paper name 

and 

publication 

Paper 

Objective 

Advantage Limitation 

MedChain, 

Springer 

Nature (2021) 

[13] 

Blockchain-

based 

medical 

record 

management 

Ensured data 

integrity and 

immutability of 

medical records 

· Controlled 

access and 

consent 

management 

 

Scalability of 

the blockchain 

network 

· Privacy and 

security of 

sensitive 

medical data 

·Integration with 

existing 

healthcare 

systems      

BlockHealth, 

ICT 

International 

Journal of E-

Health and 

Medical 

Communicati

ons Express 

(2021) [14] 

Create a 

blockchain-

based 

system for 

managing 

healthcare 

data 

 

Enhanced data 

security 

·Transparent 

and immutable 

healthcare 

453ransaction 

·Streamlined 

healthcare 

processes with 

smart contracts 

Complexity of 

integrating with 

existing 

healthcare 

systems 

· Infrastructure 

requirements for 

scalability and 

performance 

 

SEFRA, 

International 

Journal of E-

Health Med. 

Commun.(202

0) [15] 

Develop a 

secure and 

privacy-

preserving 

data sharing 

solution in 

healthcare 

 

Secure and 

privacy-

preserving 

healthcare data 

exchange 

·Interoperability 

among 

healthcare 

systems 

·Patient control 

over their data 

 

 Complexity of 

implementing 

privacy-

enhancing 

techniques 

· Compatibility 

with existing 

healthcare 

infrastructure 

·  Scalability 

and regulatory 

compliance 

 

MedSBA, 

Journal of 

Ambient 

Intell. 

Humaniz. 

Comput.(2020

) [16] 

Blockchain-

based 

framework 

for secure 

sharing and 

access to 

sensitive 

medical and 

healthcare 

data 

Enhanced 

security and 

privacy of 

medical and 

healthcare data 

· Controlled 

access and 

consent 

management 

Scalability of 

the blockchain 

network 

·compliance 

with healthcare 

regulations and 

data protection 

policies 

· Integration 

with existing 

healthcare 

systems 

 

Medrec, 

International 

Conference on 

Provide a 

safe and 

distributed 

Tamper-proof 

and auditable 

EHR storage 

Scalability of 

the blockchain 

network 

Open and Big 

Data.(2017) 

[17] 

environment 

for han dling 

electronic 

health 

records. 

medical records 

must be shared 

in a secure and 

frictionless 

manner. 

·Patients have 

access to their 

data. 

 

Ensuring data 

privacy and 

compliance with 

regulations like 

GDPR 

 
Table I. Literature review of previous work. 

IV. PROPOSED FRAMEWORK AND IMPLEMENTATION 

We primarily concentrate on two processes in our EHR use 

case: retrieving and uploading medical data via blockchain. The 

basic flow of the program is that any third party, including the 

patient, doctor, lab technician, and other parties, may access 

BlockFerm. The option to upload records and link them to 

patients is available to everyone once inside [10]. Any person 

requesting access can then request permission from the patient.  

For storing non-sensitive information, the BlockFerm API 

communicates with the database. The healthcare data is 

encrypted by BlockFerm using ECC, a public-key encryption 

method based on the theory of elliptic curves [18]. The codes 

encrypt_data function creates an ECC cipher using the P-256 

curve, exports the public key, and uses the public key to encrypt 

the data. The upload_file method in the BlockFerm API 

connects to the IPFS and submits the information to the IPFS. 

The uploaded file receives a special hash from IPFS that acts as 

its network identity. The Hash value will then be stored on the 

Blockchain [19]. 

 
Figure 4. Workflow of Proposed Framework. 

 

• ECC Encryption: The study encrypts healthcare data 
using ECC, a public-key encryption technique based on 
the theory of elliptic curves. Comparatively speaking to 
conventional encryption techniques, ECC offers strong 
security with reduced key sizes. The code's encrypt_data 
function creates an ECC cipher with the P-256 curve, 
exports the public key, and uses the public key to 
encrypt the data[11]. This makes sure that the 
information is kept private and that only authorized 
people who have access to the associated private key 
may decode it. 

• IPFS Integration: A distributed file system called IPFS 
makes it possible to store and retrieve files quickly 
across a decentralized network. The upload_file 
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function in the code establishes a connection with the 
IPFS daemon and transfers the encrypted data to IPFS. 
The uploaded file receives a special hash from IPFS that 
acts as its network identifier[20]. The encrypted data is 
stored in IPFS, which guarantees data availability and 
makes it simple to retrieve when needed. 

• Blockchain Integration: The study uses a blockchain-
based approach for managing healthcare data that stores 
encrypted data together with pertinent information. The 
Block class holds attributes such as data, temporal 
shadow value (tsi), nonce, prior hash, patient ID (Pid), 
and Ethereum blockchain ID (Eid) for each block in the 
blockchain. It also represents each block in the 
blockchain. The add_block_to_blockchain function 
attaches the IPFS hash of the encrypted data to the 
blockchain, preserving the system's integrity and 
enabling data tracing[21]. 

• Proof of Work: A proof-of-work process is used to add 
a block to the blockchain. The method 
add_block_to_blockchain repeatedly tries various 
nonce values until a suitable block is discovered that 
satisfies the proof-of-work requirement[22]. In order to 
prevent malevolent actors from tampering with the data, 
the proof-of-work condition, described by 
int(block.calculate_hash(), target_value, makes sure 
that each block uploaded to the blockchain involves 
computational labor.Equations 
 
 

A. Algorithm 1 

     Algorithm 1 : Registering a new user in the system 

 struct newuser 

 uint256 id 

string name 

 uint256 age 

 Declare an array NewUser[] to store patients structs 

Declare a variable userCount to keep track of number of patients 

mapping (address => bool) public adminRoles 

Define an event named UserAdded, which emits when a new user is added 

Parameters:( id, name, age, userAddress) 

Define an event AdminRoleAssigned(address indexed admin), which emits when 

an admin role is assigned to an address 

 modifier onlyAdmin() 

  If (adminRoles[msg.sender] == true) 

   Only admins can call this function 

 function addUser(name, age, userAddress)  

  Public  

 Set uint256 usertId = usertCount++ 

 Create a new User struct with the usertId, name, age and userAddress      

 Append the new user to the users' array 

 Emit the UserAdded event with the patient's data 

 function assignAdminRole(address _userAddress) 

  public onlyAdmin 

 adminRoles[_userAddress] = true 

 emit AdminRoleAssigned(_userAddress) 

  End 

This Algorithm defines a User struct to store user data, an array 
of users, and a counter to keep track of the number of users. The 
essential function is addUser which allows anyone to add a new 
user to the blockchain. It takes the user's ID, name, and age as 

parameters, assigns a unique userId, and emits a UserAdded 
event[23]. To keep track of which addresses have administrative 
rights, we use the adminRoles mapping. Only users with admin 
rights are permitted to call specific functions when the 
onlyAdmin modifier is used. The contract maker in the 
constructor is given admin rights by default. Admins can assign 
admin roles to other addresses using the assignAdminRole 
function[24]. 

V.  RESULTS AND DISCUSSION  

 Using an experimental design, we executed several 

transactions, such as uploading files to examine performance 

across different file sizes and calculating the cost of completing 

the transaction through a blockchain network.  

 
Table II. Parity's client performance analysis is inferred by taking 

processing time and the number of transactions processed by the 

blockchain system into account  
 

Transacti

on counts 

Blockchain 

processing 

time 

(seconds) 

without IPFS 

Blockchain 

processing 

time 

(seconds) 

with IPFS 

1000 1.84 1.5 

2000 3.42 2.41 

3000 6.12 4.59 

4000 7.21 5 

5000 9.47 6.3 

 
 

 
Figure 5. Comparison Analysis of Blockchain with and without IPFS. 

 

The time required to process Blockchain in conjunction with 

and without IPFS networks is shown in Figure 5[25]. It shows 

that the number of transactions rose in increments of 1000 to 

6,000. When compared to the existing framework, the proposed 

method has a faster processing time[26]. 

 

A. Security Analysis 

The effectiveness of the deployed architecture in achieving the 

previously stated design goals is evaluated below: 

a) Decentralization: Owing to blockchain technologies 

and IPFS, that employ peer-to-peer verification and do deal 

with centralized oversight, data is decentralized either on and 

off-chain[27].  Decentralization is the distribution of oversight 

to end devices rather than a centralized authority. As a result, 
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there is no single point of failure and, more importantly, no trust 

in a centralized authority[28]. 

b) Data security: A network-based attacker can take 

advantage of the safety of website login procedures since login 

credentials are transmitted over HTTP or third-party assets. By 

using two-factor authorization, this issue can be resolved while 

also enhancing security[29]. Because two-factor authentication 

must be completed after entering in to a website, it serves as a 

safeguard against potential threats by allowing accessibility 

only after the one-time password (OTP) has been recieved[30]. 

 

Before the information can be transmitted, the device's 

numerous health factors are evaluated. With the most 

contemporary updates to security and precautions, this ensures 

that the device that will transport the information is unaffected 

in any way[31]. Data is secured with Elliptic Curve 

Cryptography(ECC) encryption technique and transmitted to 

the IPFS only once all requirements for the device's health have 

been met. The solution maintains an unchangeable audit trail of 

who has accessed which instances of data using blockchain 

technology[32]. Blockchain technology in electronic health 

record systems secures data and is virtually impenetrable until 

a fifty-one percent attack takes place. Furthermore, by 

providing secure access to records and encrypted transactions, 

IPFS secures data transfers between peers. Data integrity is 

guaranteed by the sender's digital signature, and all health 

information is kept in IPFS using an asymmetric encryption 

technique[33]. 

c) Role-based access control: In the suggested method, 

users are given specific roles through smart contracts, each 

with their own set of obligations and privileges. It guarantees 

that users cannot hide their identities by acting as "autonomous 

entities" that carry out all predetermined actions[34]. For 

instance, only the admin has the ability to add individuals to the 

system as well as assign them specific tasks. Users can only 

access information they either own or are authorized to see as 

a consequence, and they can only do tasks related to their 

employment. As a consequence, information confidentiality is 

ensured[35]For author/s of more than two affiliations: To 

change the default, adjust the template as follows. 

B. COMPARISON OF THE PROPOSED 

 

TABLE III. COMPARISON BETWEEN EXISTING FRAMEWORKS WITH 

PROPOSED MODEL. 

Feature [36] [37] [38] [39] 
Proposed 

framework 

Integrity  ✓ ✓ ✓ ✓ ✓ 

Decentralized 

Access 
✓   ✓ ✓ ✓ 

Authentication ✓ ✓ ✓   ✓ 

Availability ✓     ✓ ✓ 

Identity 

Management 
✓ ✓     ✓ 

Privacy ✓ ✓ ✓ ✓ ✓ 

Flexibility     ✓ ✓ ✓ 

 

CONCLUSION AND FUTURE WORK 

This study contributes to the creation of a more secure and 

private blockchain-based health records management system. 

Sensitive healthcare data may be protected, safely stored, and 

swiftly retrieved by combining ECC encryption with IPFS. The 

developed code exemplifies the integration of these 

technologies, laying the groundwork for future research and 

advancement regarding medical privacy and the security of 

information within blockchain ecosystems. 

We discussed how blockchain and IPFS technologies may 

benefit the healthcare business and how they can assist EHR in 

this paper. Despite developments in the healthcare business and 

technological advancements in EHR systems, they have 

encountered several issues with this most recent technology, In 

addition, the suggested solution focused on lowering document 

size for uploading through the blockchain network. 

Furthermore, the unique IPFS hash and user control over EHR 

provide data immutability. 

The study offers a safe and decentralized method for ensuring 

data integrity in blockchain-based systems. The combination of 

ECC encryption with IPFS storage improves data security, 

privacy, and scalability. The suggested method offers up new 

paths for study into safeguarding confidential information in 

decentralized apps and Internet of Things (IoT) contexts. 

However, concerns for ECC key management and IPFS 

network performance will need to be researched more in the 

future. There is a great opportunity to study with distributed 

processing based on blockchain technology, especially with 

proof-of-work and proof-of-stake protocols in building IoT-

based applications. 
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