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Abstract:  Fog Computing represents a distributed computing infrastructure strategically positioned at the network's edge, acting as an 

intermediate layer between remote cloud services and the data-generating smart devices on the ground. Leveraging this concept, a flexible and 

efficient smart city design emerges, offering a diverse range of applications, including smart healthcare, car parking, power management, water 

management, and waste management. The implementation of Fog computing enables reduced data processing latency and equitable workload 

distribution across fog nodes. The smart city system comprises several layers, namely connection, real-time processing, neighborhood linking, 

main processing, and data server layers. The flexibility of this framework allows for the scaling up or down of layers depending on specific 

smart city applications. In a case study focused on Smart healthcare services, the iFogSim platform was utilized to evaluate the system's 

performance. Notably, the results demonstrated a significant reduction in network usage, data processing latency, and processing costs when 

compared to traditional cloud computing solutions. Consequently, this improvement in efficiency translated into an enhanced user experience, 

offering superior scalability and reliability to users utilizing smart city services, including healthcare facilities. 
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I. INTRODUCTION 

 A Smart city harnesses the power of sensors and interconnected 

devices to collect electronic data, offer electronic services, and 

efficiently manage electronic resources. By processing this 

digital information, the city can deliver a heightened service 

experience to its citizens, enhancing various aspects of urban 

living. [1,2] A smart city can be a collection of various 

application types: Healthcare services, power supply 

management, transportation system, water supply management, 

and traffic analysis system. Numerous smart city designs have 

been proposed, each showcasing distinct variations in design, 

data types, and covered applications. These diverse systems are 

tailored to address specific urban challenges and capitalize on 

unique opportunities, ensuring a comprehensive approach to 

creating intelligent and efficient cities. [4,5] A multitude of 

diverse applications in smart cities can sometimes lead to 

challenges related to interoperability and compatibility. To 

ensure optimal smart city designs, these applications are 

expected to meet specific requirements, enabling seamless 

integration and efficient functioning within the urban 

environment. The essential requirements for facilitating a 

comprehensive and realistic smart city vision are summarized 

as follows: 

1. Support for Heterogeneous Services and Applications: 

The smart city framework should be capable of 

accommodating a diverse range of services and 

applications, catering to various urban needs and 

demands. 

2. Compatibility with Heterogeneous Platforms: To 

ensure seamless integration and functionality, the 

smart city infrastructure should be compatible with 

different platforms and systems used within the city's 

ecosystem. 

3. Adaptability to Various Technologies: The smart city 

design must be adaptable to leverage various cutting-

edge technologies, enabling continuous innovation 

and improvement in urban services and functionalities. 

Fog Computing, introduced by CISCO, is an advanced 

distributed computing architecture that brings computing 

resources closer to the edge of the network.[6] By positioning 

computing systems in proximity to data sources, Fog 

Computing significantly reduces latency and conserves 

bandwidth, resulting in improved efficiency and faster 

processing of data. Fog Computing establishes an intermediary 

tier between data-generating devices and cloud-based data 

processing and storage. By decentralizing processing tasks to 

distributed fog nodes, it enhances reliability, interoperability, 
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and scalability. This innovative approach optimizes data flow, 

ensuring efficient operations within the network while 

improving the accessibility and responsiveness of cloud 

services. Fog computing, as a network edge computing 

architecture, facilitates data processing in close proximity to 

devices or fog nodes. [7] This unique approach allows seamless 

integration of diverse devices and their services, leading to an 

interconnected and efficient network environment. [8] Smart 

city designs exhibit various features depending on their specific 

application areas. Existing literature presents a range of smart 

city designs, each characterized by its unique architecture and 

distinctive features. The smart city design presented in 

reference [9] involves the government's management of 

centralized services and the provision of access to online 

services. The implementation of this system utilizes a one-stop-

shop technique, streamlining access to a comprehensive array 

of services for residents and users. Likewise, the Smart city 

design [10] is characterized by government ownership and 

control, leveraging multiple servers to efficiently process and 

store data. This system employs a centralized processing 

technique facilitated by numerous data-gathering networks, 

ensuring effective management and accessibility of information 

for the city's various services and applications. While these 

systems effectively address interoperability challenges, they 

encounter delays in processing data, rendering real-time 

applications unsuitable for such designs. A notable limitation in 

their implementation is scalability, which poses a significant 

challenge to expanding and accommodating future 

requirements. In the [11] system, the primary focus lies on data-

centric analysis, considering it a crucial aspect in smart city 

environments. To achieve this, they proposed a distributed Fog 

Computing paradigm, which effectively integrates services and 

heterogeneous devices within the smart environment. This 

approach enables efficient data processing and enhances the 

overall functionality and intelligence of the smart city system. 

II. RELATED WORK:  

Smart city designs are guided by essential prerequisites, 

established to ensure an optimal and efficient urban 

environment.[12] The literature showcases numerous smart city 

designs, each tailored to specific contexts and requirements. For 

instance, in Trento, Italy, a smart city design has been 

developed with centralized processing, wherein the government 

plays a pivotal role in its management and control. This design 

incorporates multiple applications to enhance various aspects of 

urban living and services. In Seoul, South Korea, the smart city 

design is governed and supervised by the government, utilizing 

clusters of servers for efficient data processing and storage. This 

design underscores the importance of centralized processing 

procedures and incorporates multiple data aggregation 

networks to effectively manage and utilize urban data for 

various city services and applications. While the 

implementation of a central server in the smart city design 

resolves issues related to interoperability, it introduces delays 

that render it unsuitable for real-time applications. Additionally, 

the scalability of this architecture remains a significant concern, 

posing challenges in accommodating future expansion and 

evolving urban requirements. [13] Amazon's smart city design 

also incorporates a central server hosted in the cloud. 

Leveraging cloud computing, this design enables seamless 

integration of numerous platforms with diverse architectures, 

ensuring ease of use and accessibility for various smart city 

applications. [14] The smart city design in Melbourne leverages 

cloud computing to provide autonomous and dependable user 

access services. This integration of cloud technology ensures 

efficient and reliable access to a diverse array of smart city 

applications and services for the residents of Melbourne. In 

smart city design [15], a centralized cloud-based system is 

employed, which exhibits limited autonomy and heavily relies 

on the central server for processing tasks. However, this system 

faces challenges related to delays, network bandwidth 

constraints, and cost concerns. These issues highlight the need 

for alternative solutions to enhance the efficiency and 

performance of the smart city infrastructure. The smart city 

system in question encounters various challenges, including 

issues related to delay, network bandwidth, and cost. Tang et al. 

[3] specifically emphasized the significance of data-centric 

analysis, identifying it as a critical obstacle to overcome in the 

context of smart city development. Addressing these challenges 

is essential to enable a more effective and efficient smart city 

infrastructure. The implementation of Fog Computing marked 

a significant shift in their approach, adopting a hierarchical and 

distributed processing paradigm. By combining Intelligence 

and Fog computing, they ensured enhanced security for the 

system.[16] This approach was deployed in a smart pipeline 

monitoring system, where they successfully monitored 

approximately 12 critical events. 

III. PROPOSED WORK 

The research proposes a smart city design that leverages the 

advantages offered by Fog processing, aiming to address the 

drawbacks associated with relying solely on cloud computing. 

While cloud computing offers data processing and storage on a 

centralized server, it often results in increased delays, higher 

costs, and heightened network traffic. By incorporating Fog 

processing, the proposed design seeks to mitigate these 

challenges and enhance the efficiency of the smart city 

infrastructure.  Fog computing, a distributed computing 

paradigm, offers increased scalability and reliability by 

extending the cloud closer to the data source. Serving as a 

valuable complement to traditional cloud computing 

architecture, Fog enables real-time processing with enhanced 

http://www.ijritcc.org/


International Journal on Recent and Innovation Trends in Computing and Communication 

ISSN: 2321-8169 Volume: 11 Issue: 9 

DOI: https://doi.org/10.17762/ijritcc.v11i9.8363 

Article Received: 16 July 2023 Revised: 10 September 2023 Accepted: 22 September 2023 

___________________________________________________________________________________________________________________ 

 

    337 

IJRITCC | September 2023, Available @ http://www.ijritcc.org 

scalability, reduced latency, and optimized bandwidth 

utilization through distributed Fog nodes located near the data 

generation points. This approach empowers edge devices to 

process data locally, resulting in improved overall performance 

and responsiveness. 

 Fog computing represents an innovative approach to 

data processing that brings computation and storage capabilities 

closer to the source of data generation, particularly near-edge 

devices. [17] By doing so, it significantly reduces processing 

delays, ensuring real-time or near-real-time data analysis. The 

key advantage of this architecture is that only relevant and 

necessary data is sent to the cloud, which helps alleviate 

network congestion and minimizes the overall network traffic. 

Fog nodes, which can take the form of routers, gateways, or 

edge devices, play a crucial role in this distributed computing 

paradigm.[18] They act as intermediate processing units, 

handling data right at the edge of the network, where it is 

initially generated. This proximity to the data source allows for 

rapid analysis and response, which is critical in time-sensitive 

applications. Through the strategic placement of Fog nodes, the 

processing workload is intelligently distributed, preventing data 

bottlenecks and ensuring a more efficient and responsive 

system. This localized processing also enhances data privacy 

and security, as sensitive information can be processed and 

filtered locally without the need to transmit it over long 

distances to centralized cloud servers. In summary, Fog 

computing optimizes data processing by utilizing Fog nodes 

near edge devices. This approach not only minimizes 

processing delays but also minimizes network traffic by 

selectively sending only pertinent data to the cloud. By 

leveraging Fog devices strategically, this architecture creates a 

powerful and flexible computing infrastructure capable of 

supporting a wide range of applications across various 

industries.  The architecture of Fog computing is shown in 

Figure 1.  

 

Figure 1. Fog Computing Architecture 

A. Design Considerations: The working design of a smart 

city has various limitations in terms of scalability, time of 

processing, cost, and network usage. These limitations have 

become the core of the present system design. The design 

considerations are; 

1. Scalability: The system is to be designed such that it 

can reach a maximum extent. Here the extent is to 

cover the maximum area. The distributed Fog nodes 

provide real-time processing of data with improved 

processing performance. [19] 

2. Reduced cost: The system provides near-the-edge 

processing that reduces the overhead of sending data 

from edge devices to the cloud for processing and then 

waiting for the response of processing. This is going to 

save time as well as network bandwidth. [20] 

3. Reduced Latency: The system is to process the data 

near the generation which leads to improved 

processing results as well as the least delay in 

processing the data. This leads to real-time processing 

of sensitive data with reduced latency. [21] 

4. More Reliability: The data is processed near the 

generation which provides security of the data as the 

confidential and sensitive data is not required to be 

sent away from the user province. It provides privacy 

as well as control of the owner of the data. [22] 

5. Real-Time Processing: The system is processing data 

by the distributed Fog nodes that provide ease of 

processing the sensitive data with real-time 

response.[23] 

 
Figure 2. Layered Architecture of Fog Computing for Healthcare Networks [9] 

B. Network Architecture:  A hierarchical smart healthcare 

design to attain secure real-time healthcare is developed as 

shown in Figure 2. The task is executed at various levels with 

the help of processing devices and the goal is achieved. The 

design has the following layers. The layers can be increased or 

decreased depending on the specific area of application. 
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C. Case Study: A simulation of the healthcare system is 

implemented to gain the feasibility of the system.  The 

healthcare system can be implemented in two ways. One is 

when health services are provided specifically to a person. The 

other way is to provide services to a larger area of patients, 

which means monitoring a large number of patients in a 

particular area. Though both variants have the same system of 

monitoring when it is to monitor a specific patient detail the 

sensors attached devices are very much able to give information 

but when it is to monitor at large then a camera along with 

sensor detected readings are required. The monitoring of a 

specific person can be an easy task as it needs less processing 

overhead but when monitoring larger geographic areas with 

more patients, the processing overhead increases. The processes 

that are achieved with the proposed system; 

• It gives a person’s overall health status, either specific or at 

large. 

• It directs every person to health services, whether they need 

more attention or their condition is under control. 

•  It reports to the doctor immediately if the situation becomes 

more complex. 

 

Figure 3. Simulation of Healthcare in Fog Computing 

The proposed system comprises many cameras and sensors. A 

simulation of Healthcare in Fog Computing is shown in Figure 

3. These are connected to the gateway through routers to send 

data to the fog devices for processing. This smart healthcare 

design is comprised of several modules. Some of them are for 

the internal processing of data  

and the others are to interact with users. Application Modules 

of the Proposed Healthcare System are shown in Figure 4. 

1. Parameter Recording: This module is responsible for 

recording the essential health parameter of the people. 

2. Parameter Monitoring/Comparison: This module is 

responsible for comparing the measured values with 

standard values so that a decision of the state can be 

done. 

3. Direction Module: This is to give direction to the 

health services regarding the people under observation 

so that the decision from the health official can be 

given to the concerned person. 

4. Central Server/Location: A location where the 

processed data of all the fog devices is stored.  

5. User Interaction: It is a mobile application that is 

connected to the smart device with the user to send and 

receive directions. 

 

 
Figure 4. Application Modules of the Proposed Healthcare System 

 

IV. IMPLEMENTATION 

This system has used iFogSim for implementation. 

iFogSim is a simulation tool Fog computing environment. 

iFogSim has used the following class for the simulation of 

applications: 

1. Fog Device: Fog device is hardware devices also 

called Fog nodes that provide connectivity. 

Processing, and storage of the data. 

2. Sensor: sensors are the body sensors or environmental 

sensors that are deployed to record the parameter 

values of essential health records. 

3. Actuator: These are deployed to provide necessary 

actions to the Fog nodes after processing the data. 

4. Tuple: It is the communication link between the 

entities involved in communication. It carries 

information such as type, source, destination, 

application module, processing requirements, and 

length of data. 

5. Application: Directed graph of modules and 

dependencies 

 

V. RESULTS AND DISCUSSION 

The innovative smart healthcare system utilizing Fog 

computing has demonstrated substantial reductions in both 

network usage and data processing latency. By leveraging 

Fog computing, the smart healthcare system has been 

successful in optimizing data processing, allowing for real-
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time or near-real-time analysis of critical medical 

information. This decrease  

in data processing latency ensures that medical 

professionals can access essential patient data swiftly, 

enabling quicker diagnoses and timely interventions. 

Moreover, the implementation of Fog computing has 

effectively minimized network usage. The system 

intelligently processes and filters data at the edge, only 

transmitting relevant and necessary information to the cloud 

or centralized servers. This efficient data management 

approach reduces network congestion and improves overall 

network performance. As a result of these advancements, 

the smart healthcare system is capable of delivering 

enhanced healthcare services with lower response times and 

more streamlined data communication, ultimately 

improving patient outcomes and the overall healthcare 

experience. The topology of the Healthcare System is shown 

in Figure 5. 

 

Figure 5. Topology of the Healthcare System 

The efficiency of data processing in both Fog and cloud 

environments has been thoroughly assessed, and the results have 

been visualized in a comparison graph, as depicted in Figure 6. 

Specifically, the graph demonstrates the disparity in network 

usage between Cloud and Fog computing.  The findings reveal a 

notable contrast between the two approaches, with Cloud 

computing exhibiting significantly larger network usage 

compared to Fog computing.  

This indicates that Fog computing offers a more efficient 

utilization of the network resources, ensuring a streamlined 

flow of data between edge devices and Fog nodes while 

reducing the burden on the centralized Cloud servers. 

Moreover, beyond its superior network consumption, Fog 

computing excels in processing sensitive healthcare data in real-

time. This capability is of utmost importance in the healthcare 

domain, where timely analysis and response can make a crucial 

difference in patient outcomes.  

In conclusion, the comparison graph underscores the 

advantages of Fog computing over Cloud computing in terms 

of network efficiency and real-time data processing for 

sensitive healthcare information. The implementation of Fog 

computing in the smart healthcare system ensures optimal 

performance, enhanced data security, and improved overall 

efficiency, ultimately contributing to better healthcare services 

and outcomes. 

 

 

 
Figure 6. Network usage in cloud and Fog Computing 
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Figure 7. Latency comparison in cloud and Fog Computing 

The latency of data processing has been meticulously 

evaluated in both cloud and Fog environments, and the results 

are effectively depicted in a comparative graph, as illustrated in 

Figure 7. The graph clearly demonstrates the difference in 

latency between the two systems. 

Specifically, the findings reveal that Fog computing 

outperforms Cloud computing in terms of latency. Fog 

computing exhibits significantly lower latency compared to the 

Cloud, indicating that it is a more latency-sensitive platform, 

particularly for real-time healthcare data processing. Given its 

reduced latency, Fog computing proves to be exceptionally 

well-suited for time-sensitive applications, especially in the 

context of healthcare, where timely data analysis and decision-

making are critical to ensure optimal patient care.  

In conclusion, the comparison graph in Figure 7 

showcases the superiority of Fog computing over Cloud 

computing in terms of latency, particularly for real-time 

processing of healthcare data. This finding underscores the 

significance of adopting Fog computing in smart healthcare 

systems, as it offers superior performance and responsiveness, 

ultimately leading to enhanced healthcare services and 

improved patient outcomes. 

VI. CONCLUSION 

The evolution of communication and connectivity has 

undergone a transformative shift, transitioning from traditional 

methods to the pervasive "every time everywhere" connectivity 

of today. As a consequence of this shift, the demand for real-

time data analysis has significantly increased. Fortunately, Fog 

computing has emerged as a viable solution, empowering real-

time data processing while mitigating delays and 

communication costs. To address the needs of this dynamic 

landscape, a novel smart healthcare system has been proposed, 

with a strong emphasis on Latency Reduction, Increased 

Processing Performance, and Distributed Processing. By 

leveraging Fog computing, this system effectively optimizes the 

processing of real-time health data, resulting in reduced latency 

and network consumption compared to traditional Cloud 

computing approaches. The results of the comparison between 

Fog and Cloud environments highlight the clear advantages of 

Fog computing. The Fog-based approach enables the smart 

healthcare system to achieve optimal communication of real-

time health data, ensuring timely access to critical information 

for healthcare professionals. Moreover, this enhanced 

performance is coupled with cost-efficient network usage, 

making Fog computing a compelling and efficient choice for 

smart healthcare applications. In conclusion, the proposed smart 

healthcare system, built upon the Fog computing paradigm, 

excels in addressing the challenges posed by the contemporary 

connectivity landscape. Through its emphasis on reduced 

latency, increased processing performance, and distributed 

processing, the system optimally manages real-time health data, 

facilitating seamless and efficient healthcare services. Overall, 

Fog computing proves to be an invaluable asset in the realm of 

smart healthcare applications, paving the way for improved 

patient care and better healthcare outcomes. 
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