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Abstract—One of the most serious threat to network security is Denial of service (DOS) attacks. Internet and computer networks are now
important parts of our businesses and daily lives. Malicious actions have become more common as our reliance on computers and
communication networks has grown. Network threats are a big problem in the way people communicate today. To make sure that the networks
work well and that users' information is safe, the network data must be watched and analysed to find malicious activities and attacks. Flooding
may be the simplest DDoS assault. Computer networks and services are vulnerable to DoS and DDoS attacks. These assaults flood target
systems with malicious traffic, making them unreachable to genuine users. The work aims to enhance the resilience of network infrastructures
against these attacks and ensure uninterrupted service delivery. This research develops and evaluates enhanced DoS/DDoS detection methods.
DosS attacks usually stop or slow down legal computer or network use. Denial-of-service (DoS) attacks prevent genuine users from accessing and
using information systems and resources. The OSI model's layers make up the computer network. Different types of DDoS strikes target
different layers. The Network Layer can be broken by using ICMP Floods or Smurf Attacks. The Transport layer can be attacked using UDP
Floods, TCP Connection Exhaustion, and SYN Floods. HTTP-encrypted attacks can be used to get through to the application layer. DoS/DDoS
attacks are malicious attacks. Protect network data from harm. Computer network services are increasingly threatened by DoS/DDoS attacks.
Machine learning may detect prior DoS/DDoS attacks. DoS/DDoS attacks proliferate online and via social media. Network security is IT's top
priority. DoS and DDoS assaults include ICMP, UDP, and the more prevalent TCP flood attacks. These strikes must be identified and stopped
immediately. In this work, a stacking ensemble method is suggested for detecting DoS/DDoS attacks so that our networked data doesn't get any
worse. This paper used a method called "Ensemble of classifiers," in which each class uses a different way to learn. In proposed methodology
Experiment#1 , | used the Home Wifi Network Traffic Collected and generated own Dataset named it as MywifiNetwork.csv, whereas in
proposed methodology Experiment#2, T used the kaggle repository “NSL-KDD benchmark dataset” to perform experiments in order to find
detection accuracy of dos attack detection using python language in jupyter notebook. The system detects attack-type or legitimate-type of
network traffic during detection ML classification methods are used to compare how well the suggested system works. The results show that
when the ensembled stacking learning model is used, 99% of the time it is able to find the problem. In proposed methodology two Experiments
are implemented for comparing detection accuracy with the existing techniques. Compared to other measuring methods, we get a big step
forward in finding attacks. So, our model gives a lot of faith in securing these networks. This paper will analyse the behaviour of network
traffics.

Keywords- Network, NSL-KDD, Wireshark, TCP Flood, Dataset, DoS Attack, WinPCaP.

I. INTRODUCTION e-commerce platforms, financial institutions, government
agencies, and internet service providers' finances, reputations,
and key services [31]. Thus, better DoS/DDoS detection and

mitigation methods are urgently needed [1-35].[36].

DoS and DDoS attacks try to flood target systems with
malicious traffic, making them inaccessible to legitimate users
[31]. DoS attacks use weaknesses in the target system or

network architecture to exhaust its resources, while DDoS
assaults use numerous compromised systems to coordinate
their impact [31]. DDoS attacks might be volumetric, protocol-
based, or application layer [1]. DoS/DDoS attacks can destroy
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Concerns about network security can be put into the three
groups and it is shown in beow Figure A). These include illegal
denial of service, lack of authenticity, and loss of
confidentiality. People have made up a lot of different words
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for "embezzlement" to describe different kinds of DoS
attacks[7]. DDosS is an all-encompassing term that means the
attack is coming from many different, unrelated places [23].
The Global Connection has cut down on the time it takes to
journey, but it has also made our computer systems more
vulnerable to attacks [23]. DoS attacks send a lot of hacker
information to the victim's PC. The goal of the attack is to
overload and crash the target server [7]. DoS attacks can get
rid of rivals in the market. Attackers used DoS strikes on
internet companies and asked for money to protect the victims
[7]. Server flaws can be used by lone attackers to stop services
[16]. A better way to find DoS/DDoS attacks has been shown
[29]. Machine learning is a popular way to find DDoS attacks
[1, 3, 6, 8, 13, 16, 24, 26, 28, 30, 29]. During detection, the
system checks arriving packets to see if they are malicious or
just normal traffic [16]. Methods for classifying compare how
well a system works. Wireshark and the WinPcap Tool are
used in this project to record traffic. Wireshark records the flow
of network data. Common DoS/DDoS attacks types are
depicted in below Figure 1). DDoS assaults are ICMP (Ping),
TCP-SYNC, and UDP floods, HTTP floods [6] [16][36].

Confidentiality

| Network Secuirty Goals |

Figure A) Network security Goals/ policies

N\
{ Common DoS/DDoS Attack Types J

I l l

l .
TCP SYN
FLOOD LICMP Flood W UDP FLOOD J {HTTP FLOOD J

Figure 1. common DoS/DDoS attacks on Availability

A. TCP-SYN Flood Assault:

The attacker sends a lot of SYN packets to the server as part of
a DOS attack called a TCP SYN flood attack [36]. But Server
never completes the 3 way TCP handshake connections [1][4].
As a result the server will have a lot of “half open” connections
and might not be able to service new connections for its trusted
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clients [1]. The Below Figure 2) and Figure 3)
TCP-SYN Flood attack process.

SYN Flood

How it works

depicts the

TCP three-way handshake SYN Flood attack

(C) Client - SYN (S) Serve (A) Attacker SYN

N e

Fig ii)after attack happens

Figi}before attack happens ‘

Figure 2. TCP SYN 3-Way
Handshake happens

B. ICMP Flood Assault:

Figure 3. SYN Flood Attack
happens process

ICMP flood [1][36] is a type of DoS attack that uses ping to
send a large number of ICMP packets to a server in an attempt
to crash the server and slow it down to the point where it can
no longer reply to TCP/IP requests[7].

C. UDP Flood Assault:

UDP flood [1][36] is a  denial-of-service (DoS/DDoS)
attacks that use a lot of data. A lot of UDP Datagrams are sent
to random ports on the target server that are open [4].
Administrators don't always know when ports stay open, which
makes the server react. When you respond to each UDP packet
with an ICMP “unreachable” message to the spoofed
source IP address, you make the problem worse because you
flood the network environment of the IP addresses that are
being used as a spoofed source. Figure 4) below shows how a
UDP flood attack works.

UDP Flood

How it works

Port: 49152
(A) Attacker

ol

(0) Victim

(E) Port: 49152 x

Port: 49184

192.0.2.7 %ﬁ

(U) Random
Figure 4. UDP Flood Attack happens process
D. HTTP Flood attack:

GET floods are a type of attack on the application layer that
is used to flood it. HTTP request attacks happen when attackers
send HTTP GET and POST requests to Web sites in an attempt
to flood the server by using a lot of its resources [8].These
attacks pose significant challenges to network security, and
effective detection and mitigation strategies are essential to
safeguard against them.
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Il. LITERATURE REVIEW

AHAMED ALJUHANI [1] categorized DDoS assaults
using machine and deep learning. Basant Agarwal et al. [2]
discovered network anomalies using entropy and SVM. The
model of YUANYUAN WEI et al. [3] has greater Precision,
Recall, F1-score, and Accuracy (98.34%). Marwane Zekri and
his colleagues [4] used C4.5 and a decision tree to detect
DDoS. C4.5 was more accurate than other machine learning
algorithms. Shreekhand Wankhede et al. utilized ML/NN. NLP
and RF classify datasets as benign or dos attacks. In their deep
learning-based DDoS detection approach, Xiaoyong et al. [6]
reduced DeepDefense's mistake rate by 39.69%. Mohammad
Tayyab and others [7] created a machine learning-based IDS
for DoS and DDosS attacks. Cooperative ensemble learning and
design works too. A GA and ANN helped Mehdi et al. [8]
detect a DDoS attack with certainty. A machine learning-based
Online DDoS tracking system by Baojun et al. [9] finds
ongoing attacks. It uses spark streaming. We examined Naive
Bayes, Logistic Regression, and Decision Tree. Ahmad
Riza'ain Yuso and friends [10] improved intrusion detection
systems by selecting features. Obaid et al. [11] demonstrated
how SDN networks can detect and halt DDoS attacks using
J48, RF, SVM, and KNN. J48 excelled in training and testing.
Pourya et al. [12] found and described DDoS attacks
statistically. They found that C2DF is faster and more accurate
than past models. OMer ASLAN [13] tried a lot of different
classifiers to tell the difference between DDoS activity and
normal traffic and found that the way suggested worked
best.Suman Nandi et al. [14] found that their way of combining
methods was better than other methods at spotting DDoS
attacks. This study's visualisations look at trends in
multidimensional data, while Chunyuan WU et al.'s [15] study
looked at DDoS attacks. It helps find out who's behind DDoS
attacks. Francisco Sales de Lima Filho et al.'s [16] online smart
detection method can find DoS/DDoS threats. The DR, FAR,
and PREC are all made better by the random forest tree
method, which sorts network data into different groups.
Mateusz Kozlowski et al. [17] attacked machine learning
models with very high accuracy in standard tests by using UDP
DDoS attacks. Yuan Tao, among others. [18] used a method
that doesn't need storage for packet analysis ahead of time or
enough computer power in the router to find DDoS flooding
attacks in local area networks. In this study by Subhashini
Peneti et al. [19], he makes a good intrusion-based system by
using feature selection.. Taking away features makes I1DS faster
and uses less memory. CICID2017 is a reliable and realistic
dataset that Osman et al. [20] use to make a new breach
detection model. Yalda Khosroshahi et al. [20] use the training
dataset to check how well the classifier works. With 0.98
precision, the model can find problems with Android devices.
Bao Cui-Mei et al. came up with the idea of a hierarchical
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SVM-based attack detection system. [21] Using the suggested
method, new attacks that haven't been seen before can be found
at the first level. Taeshik Shon et al. [22] say that our Enhanced
SVM method was made to find and categorise new attacks in
network data.DoS/DDoS attacks are a big problem for
computer networks, and machine learning has been used a lot
to find them. Using standard datasets [23], researchers have
made a number of ML-based breach detection systems for
DDoS attacks in software-defined networks (SDN). Some
studies have focused on using ML in SDN to find and stop low-
rate DDoS attacks [24]. Traditional ML-based DDoS detection
works better in SDN [25]. Deep learning (DL) has been used to
detect DDoS assaults with success [26] [27]. Support vector
machine, hidden Markov model, and naive Bayesian algorithm
are ML approaches for DDoS detection [28][29]. Al and ML
are commonly employed to prevent DDoS [30] [31]. ML has
been used to detect DDoS attacks using network information
and application behavior [28]. DDoS attacks prevent real users
from utilizing the service and disrupt it. Sending many
messages or requests to the central server causes it to overload
and shut down [29]. DDoS attack detection uses Linear
Regression, Random Forest, Support Vector Machine,
Gaussian, and Nave Bayes predictors [30].A modular and
adaptable security framework to detect and block LR-DDoS
attacks in SDN settings was created [31].[32] Machine learning
is crucial for assessing assault difficulty. focused at making
smart grid network DDoS detection easier and more
accurate.[34] The Random Forest classifier performs best with
99.9998%, followed by the J48 and NB classifiers with
99.9957% and 97.74%, respectively. [35] CNN model, called
ResNet, over the changed dataset and looked at how well it
could find the most recent DoS and DDoS strikes.

Each detection and mitigation technique has its strengths
and limitations. Some of the research gaps identified are
Enhanced detection techniques: Existing techniques may
struggle to accurately detect sophisticated and stealthy
DoS/DDoS attacks. Advancements in machine learning, data
mining, and artificial intelligence can be explored to develop
more robust detection algorithms that can effectively identify
new and emerging attack vectors.

I1l. DATASET DESCRIPTION

In Proposed Methodology Experiment-1, the Dataset |
made myself is called mynetwork.csv. It's what | use to do my
project. It is a list of network packet flow with 504576 records.
The nine characteristics shown in Table 1 are in this own
dataset. | made my own dataset by using the Wireshark,
WinPcap Tool interface to capture streaming messages from
my home WiFi network, as shown in Figure 5 below.
Wireshark is a well-known open-source network analyzer.
Using the "pcap" library, Wireshark can record live Network,
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Wi-Fi, Bluetooth, and other data. The dataset contains the
source address, destination address, protocol type, packet
length, source port, target port, total length, packet metadata,
and a mark indicating if the stream is being attacked ("'1") or
not ("0").The collection has 35409 TCP, 10264 ICMP, 1152
UDP, and 1983 DNS instances. Attack traffic is marked with
the number 1, and regular traffic is marked with the number 0.
In my Methodology Experiment -2, on the other hand, uses the
NSL-KDD Dataset from the Kaggle source. The original KDD
Cup 1999 dataset was better than the NSL-KDD dataset. It has
information about network activity, including DoS attacks and
other types of attacks. It is often used to test systems that look
for intrusions. The size of the NSL-KDD dataset is 50MB, and
it has 42 characteristics, 494021 cases, and a size of 50MB.
NSL-KDD Dataset Features are shown in Table 2). The learned
ensemble model was trained using Linear SVC, Naive Bayes,
and Random  forest classifiers.  Network traffic

protocol(packet)-wise instances are shown in Figure 9)

Figure 5. Wireshark Interface and Captured packets stream from wifi
network for own dataset creation
Time | Source [ | Destination | Protocol | Length | Source | Destination | Total | Packet
IP Address IP address port Port length | information
TABLE I. OWN GENERATED DATASET - FEATURES

IV. METHODOLOGY

Figure 6) shows the work plans for the proposed
Methodology Experiment-1 in this paper, and Figure 8) shows
the work plans for the suggested Methodology Experiment-2.
And here are the steps of this suggested approach-1: The
suggested system can tell whether network traffic is of the DOS
type or of the benign type. Table 3) compares the accuracy of
detection when both methods are used in studies that are done
separately from each other.
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PROPOSED METHODOLOGY : (ENSEMBLE LEARNING MODEL)

Experiment #1:

Home Wifi Network
Traffic

Apply Wireshark,
WinPcap Tool to capture
wifi network traffic

Revised
Dataset

|:> Splitting Dataset

Training Data [ﬁ
Stack

Nilve Bayes Randem Fnrest
classifier Classifier LSVC

odel Base Model

Now
again Check “Every
IP Address” in
SourcelPs Column
in dataset, is it
matched with this

Captured Data Saved
into Log file [ CSV file ]
dataset '

Dataset ]

“previous Buffered
Black list IP
Address” then mark
it as “ATTACK IP”
else marksitas
“Normal IP” ;then
add ‘Target Column’
[Result label] ,i.e.
Add string as
“ATTACK IP” if both
matches, otherwise
add stringas
“Normal IP“ into
\Dataset last mlumn/ [

Data Preprocessing
[ data cleaning and
Feature Extraction ]

|

Random Forest |
Classifier =

Trained ML
Model Prediction

Attack Type Normal Type
Traffic Traffic

P Addresses fromthe
Dataset by setting
CertainThreshold value and

buffer these Blacklist IP
Addesses into Arra

Figure 6. Proposed Methodology Experiment-1 Architecture [ensemble
model]

4.1. Proposed Methodology
Experiment # 1: Steps

Ensemble learning joins the models that are learning to
make the learned model better at making predictions

4.1.1: Data collection step:

In this step, APl Tshark is used with Wire shark and the
Win cap Tool on a home WiFi network to record the flow of
messages. Traffic is saved in a log file (called a.csv file) after
the packet stream is captured. This file was named
mynetwork.csv and was used for my experiment. Table 1)
shows the information about the Home wifi Network traffic
generated dataset characteristics. Python language was used in
a Jupyter notebook to do my experiment

4.1.2: Data pre-processing step:

In this step Data Cleaning should be done after above the step
4.1 csv (dataset) file, here null values in dataset are replaced
with their mean and then appropriate features like
“Time","Protocol”, "Length", "Source_port","Destination_port"
are extracted.

4.1.3: ldentify blacklisted IP addresses:

This phase involves tallying the number of IP packet calls
that originated from the same "Source IP Address" and
ultimately reached the same "Destination IP Address." If the
"source IP request count™ is more than the assumed Threshold
[2] value [value = 9], then the "source IP address" is classified
as a "Black list IP" or "suspicious IP." In that case, we don't
consider it to be a "normal IP address.” In addition, the IP
address will be placed to the Blacklist.
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4.1.4: Classification step:

Step 4.1.3's “identified Black list IP addresses” group is
checked again in step 4.13 to determine whether any of the
"Source IP addresses" in the "SourcelP address" column of a
dataset match any of the "identified Black list IP addresses.” If
the two IP addresses were the same, then label it as a
"ATTACK IP," else label it as a "Normal IP." The final column
of the dataset should then display the string message
"ATTACK IP" or "Normal IP," depending on the desired
output. We'll have a freshly compiled collection after this.

4.1.5: Split Revised Dataset:

The new 70:30 split between train and test uses the revised
dataset.

4.1.6: Stacking ensemble classifier: Now, add 70 percent of the
training data to the ensemble stacked classifier learning model
(Naive Bayes + Random Forest classifier). This is called the
"ensemble technique,” and it produces a new trained model. An
ensemble model is a machine learning model that combines the
predictions from two or more base models to improve the
suggested model's ability to predict. Figure 7 shows the basic
process of how the Ensemble model works. An ML Based
ensemble stacking model is a machine learning model that
combines the predictions from two or more base models to
improve the prediction performance of the final model.

LEVEL-O
models

Base Model-1

New Training
Set for NEXT

Y

LEVEL-1 5 LEVEL-1
> predictions

Training Data model Model

Bacs PG ARl consisting of
predictions
form LEVEL-O
Model

Base Model-3

Figure 7. Basic Ensemble Model learning Process

4.1.7: Now, give 30% of test data to test this new suggested
ensemble-learned model.

4.1.8: The last step is making the final prediction. The Trained
Model guesses whether network traffic is normal or an attack.
For training the ensemble model, some Machine Learning
methods like Linear SVC, Nave Bayes, and Random Forest
were used. Table 3 shows how accurate it is to predict a
DOS/DDOS attack in a network. With this, steps Experiment-
lof the proposed method is done. Now we'll talk about the
suggested method Experiment-2 steps.
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4.2. PROPOSED METHODOLOGY:

EXPERIMENT #2 :

Data Preprocessing
[ Data cleaning &
Feature Extraction ]

Kaggle splitting Dataset

NSL-KDD
Da

Traffic

Stackihg €l

Naive Bayes
classifiar

Base Model

Random Forest | 4&
Classifier

Trained ML
Model Prediction

[ Attack Type ] [ Normal Type ]

Figure 8. Proposed Methodology Experiment-2 Architecture [ensemble
model]

Experiment # 2: Steps
4.2.1: Data collection step:

In this step, | use the bench mark dataset NSL-KDD dataset,
which | took from the Kaggle source, for my experiment. The
original KDD Cup 1999 dataset was better than the NSL-KDD
dataset. It has information about network activity, including
DosS attacks and other types of attacks. It is often used to test
systems that look for intrusions. In Table 4.2), parts of the
NSL-KDD dataset are shown.

4.2.2: Data pre-processing step:

Here, we normalize the NSL-KDD dataset by replacing
missing values with their average and Categorical data is
transformed into numeric data, and then features are identified
based on whether or not the absolute value of the correlation
coefficient is greater than a predetermined threshold.

4.2.3: Splits Dataset :
The dataset is now 70% train and 30% test. Ratios.
4.2.3: Apply Stacking ensemble classifier:

In this step, 70% of the training data is put into the ensemble
stacking classifier learning model (Naive Bayes and Random
Forest classifier), which is also called the "ensemble method."
This makes something called the ensemble learned model,
which is a new taught model.

4.2.4: Now supply 30% test data to test this ensemble model.
4.2.5: Final Prediction step:

The final phase is predicting whether network traffic is normal
or attack traffic. Table 3) displays DOS/DDOS attack
prediction accuracy. The Following Performance metrics [27]
in Figure B. were utilized to evaluate the suggested model in
this study.
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Figure B ) Performance Metrics

SLno | Feature slno | feature slno | feature

15| Su Attempted 29 | Same Sry Rate
1 | Duration

16 | Mum Root 30 | Diff Srv Rate
2 | Protocol Type

A7 | Mum File Creations 31| Sy Diff Host Rate
3 | Semice

18| Muln Shells 32 | Dst Host Count
4 Flag

19 | Mum Access Files 33 | Dst Host Sry Count
5 | SrcBytes

20| Num Cutbound Cmds | 34 | Dst Host Same Sry Rate
6 | DstBytes

21| Is Hot Logins 35 | Dst Host Diff Sry Rate
7 Land

22| Is Guest Login 36 | Dst Host Same Srg Port Rate
8 | Wrong Fragment

23| Count 37 | Dst Host Sry Diff Host Rate
9 | Urgent

24| Sry Count 28 | Dst Host Serror Rate
10| Hot

25| Serror Rate 39 | Dst Host Sry Serror Rate
11| MumFailed Logins

26| Sry Serror Rate 40 | Dst Host Rerror Rate
12| Loggedin

27 | Rerror Rate 41 | Dst Host Sry Rerror Rate
13 | Mum Compromised

28| Sry Rerror Rate 42 | Class
14 | Root Shell

TABLE Il NSL-KDD DATASET FEATURES WITH TWO

COLUMNS [FEATURE NUMBER, FEATURE NAME]

1000 A
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o
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Figure 9.

HTTP

HTTP/XML

IcMP
ICMPVE

IGMPv2
LLMNR
MONS

NBNS
NTP
qQuic

Protocol

TCP
TLSvl

TLSV1.2
upp

SSDP
SsL
S5Lv2
TLSVL.3

Network Traffic, with protocol /packet wise instances
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V. EXPERIMENT RESULTS

ALGORITHM USED |Prediction Accuracy, |Prediction Accuracy,
If HomeWifi If NSL-KDD Benchmark
Network [own] Dataset used
Dataset used

LSvC 85.23% 93.63%

NAIVE BAYES 90.5% 84.6%

Classifier[Gaussian]

RANDOM FOREST |99.60% 99.9%

Classifier

Ensemble MODEL |99.62% 99.9%

TABLE IIl. ACCURACY DETECTION RESULTS COMPARISON

In [111]: plt.title("Accuracy Graph")
plt.xlabel("MODEL™)
plt.ylabel("Prediction Accuracy”)
from matplotlib.pyplot import figure
plt.plot(classifiers,scores)
plt.show()
Accuracy Graph
100
98 -
96 -
94 1
92 -
90
T T T T
LSVC GNB RF ENSEMBLE

Figure 10. Accuracy Graph for different ML models in proposed
Methodology Experiment-1

MODEL : LinearsSVC()
Accuracy of the model is:
Confusion Matrix:

35.72863@60123087

[[ 4815 12613]
[ 2998 125755]]
Report:
precision recall fi-score  support
8 .31 a.24 a.27 16628
1 @.91 8.93 8.92 134745
accuracy 8.86 151373
macro avg @.61 @.59 @.68 151373
weighted avg .84 .80 .85 151373

Figure 11. Above Result is Linear SVC classification Report of Experiement-
1
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MODEL : GaussianNB()
Accuracy of the model is:
Confusion Matrix:

08.54256783639354

[[ 6756 9a872]
[ 4444 138301]]
Report:
precision recall fl-score  support
B a.68 @.41 @.49 16628
1 8.93 a.97 8.95 134745
accuracy 8.91 151373
macro avg 8.77 a.69 8.72 151373
weighted avg 8.89 2.91 8.98 151373
______________ L2 R ———

Figure 12. above Result is Naive Bayes Algorithm Classification Report of
Experiment-1
ES
MODEL : RandomForestClassifier()
Accuracy of the model is: ©9.608758184266679
Confusion Matrix:
[[ 1633@ 208]
[ 296 134449]]

Report:
precision recall fil-score  support
=] @.98 .98 8.98 15628
1 1.8 1.e8 1.88 134745
accuracy 1.06 151373
macro avg @8.99 @.99 @.99 151373
weighted avg 1.08 1.68 1.8 151373

L2 £ 4

Figure 13. above Result is Random forest classifier classification report of
Experiement-1
In [32]: from sklearn.svm import LinearSvC
svs=LinearsvC()
svs.fit(x_train,y_train)
y_pred=svs.predict(x_test)
acc=accuracy_score(y_pred,y_test)
acc

C:\Users\GsHANKAR\AppData'\Local\Progri
near failed to converge, increase the
Convergencelarning,

Out[32]: ©.9854931649190991

In [32]: from sklearn.naive_bayes import GaussianNB
gnb=GaussianNB()
gnb.fit(x_train,y_train)
y_pred=gnb.predict(x_test)
acc=accuracy_score(y_pred,y_test)
acc

(=]

L
(1)

]: ©.8467943268153786
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In [31]:
from sklearn.metrics import accuracy score
from sklearn.ensemble import RandomForestClassifier
rf=RandomForestClassifier()
rf.fit{x_train,y_train)
y_pred=rf.predict{x_test)
acc=accuracy_score(y_pred,y test)
acc

Out[31]: ®@.9993792424053425
#ENSEMBLE MODEL

In [34]:
#!pip install mixtend
from mlxtend.classifier import StackingClassifier
from sklearn.ensemble import RandomForestClassifier
from sklearn.naive_bayes import GaussianhB
from sklearn.svm import LinearSVC
f = RendemForestClassifier()
gnb = GaussianhB()
clf_stack - StackingClassifier(classifiers=[rf,gnb],meta_classifier=rf,use_probas=True,
use_features_in_secondary-True)
clf_stack.fit(x_train, y_train)
pred_stack = c1f_stack.predict(x_test)
acc_stack = accuracy_score(y_test, pred_stack)
acc_stack

Out[24]: §.9993657476755327
Figure 14. Above results calculations represents: Accuracy calculation using
LSVC, Gaussian Naive Bayes, and Random classifier and using Ensemble
Models of proposed Methodology Experiment-2

Accuracy Graph

100 +
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96

94

92 4

20 +

88

86 1

84

T T T
LsSvVC GNB RF EMNSEMBLE

Figure 15. Accuracy Graph for all Algorithms of proposed methodology in
Experiement-2

Cross-Validation:

In the next experiment, the dataset will be mixed up using
the k-fold validation method to test how well the proposed
method works. The data set is divided into k sections of equal
size. In this work, a part of 5-fold is used.When K = 5, the data
is divided into 5 folds that are roughly the same size. This
makes 5 groups of data for each fold. The cross-validation test
is run on each of the 5 groups of data using a 4-fold training set
and a 1-fold test set. We used 5-fold cross validation to figure
out how well a number of algorithms worked. It has been seen
that the proposed plan works best. It is shown in below Figure
16) and Figure 17) ,Figure 18)
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K=o
kf = KFold(n_splits=k,
model. - Gaussianta()

random_state=None )

.iloc[test_index, 11

7 each fold: [6.5136014118745571, 8.33173 e,

Accuracy o s 8,781 33 1
Average accuracy: 8.8922659394511994

19125, 8.5

Figure 16. K-fold cross validation using Gaussian Naive Bayes

acc_score = []

for train_index , test_index in kf.split(x):
x_train , x test - X.iloc[train_index,:],X.iloc[test_index,:]

y_train , y_test = y[train_index] , yltest_index]

odel.predict (X_test)

5 y_test)

[}'.format(acc_score))
c_score))

racy © ©.711632551502478

accuracy of each fold - [9.7328256371625816, 8.5851916464251187, 0.7291780211068721, .6734776792349998, 2.3207897725718175]
wg acc

Figure 17. K-fold cross validation using Decision Tree Classifier

2732195, 0.7528073130552697, 0.7345263389931667, 0.5302531333721445,

78327721

Figure 18. K-fold cross validation using Ensemble Classifier

VI. RESULTS ANALYSIS:

Experiment-1 compares the effectiveness of the proposed
system to that of different Machine Learning categorization
approaches. Table 3 displays the outcomes of my two
experiments, whereas Figures 10--13 illustrate the effectiveness
and precision of the LSVC, Naive Bayes, and Random Forest
classifiers in Proposed Methodology Experiment-1. Method 1
demonstrates that the LSVC model is superior, with an
accuracy of 85.7%, compared to 90.5% for the Naive Bayes
model, 99% for the Random Forest algorithm, and 99.61% for
the ensemble model. In contrast, Experiment-2 uses many ML
techniques to evaluate the efficacy of the proposed system. The

IJRITCC | September 2023, Available @ http://www.ijritcc.org

results of carrying out the second experiment suggested are
depicted in Figure 14. The LSVC model achieves a 98.7%
success rate, the Naive Bayes model an 84.6% success rate, the
Random Forest approach a 99% success rate, and the ensemble
model a 99.9% success rate. Figure 15 displays the accuracy
graph for the various algorithms used in Experiment-2 of the
Proposed Methodology. Figures 16), 17), and 18) display the
outcomes of the cross-validation tests. The proposed model
clearly provides the best results, and the suggested methods for
detecting DoS/DDoS threats in network settings are effective.
Networks are better able to withstand DOS/DDOS attacks
because of this early identification. Moreover, it improves
network security.

VII. CONCLUSION

DoS/DDOS type attacks are happening more often in spread
systems like the internet and social media networks. DoS and
DDoS attacks can stop computers from working, so it's
important to know what causes them. DoS attack detection is
also important to stop maximum damage from happening. In
my project, these kinds of attacks are found by training and
testing machine learning models on network traffic data. With
our recommended model, which is an ensemble-learned model,
Predictions with a 99% chance of coming true are feasible. The
proposed method is effective enough at detecting DoS and
DDosS attacks to aid in the defense of networks and prevent the
utmost amount of damage from occurring. Use DL algorithms
to identify DDoS/DoS-like attacks to improve the quality of
this research.
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