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Abstract— Present-day evolution in communication and information technology dispenses straightforward and effortless access to data,
but the most noteworthy condition is the formation of secure communication. Numerous approaches were designed for safety communication.
One of the crucial approaches is image steganography. Moreover, provisioning of information security services is arrived at via cryptosystems
where cryptosystems make certain the secure messages transmission between the users in an untrustworthy circumstance. The conventional
method of providing encryption and signature is said to be first signing and then encryption, but both the computation and communication costs
are found to be high. A certificateless signcryption mechanism is designed to transfer the medical data or images securely. This mechanism
will minimize the storage and verification costs of public key certificates. The author of this article proposes a method named Lagrangian
recurrent Steganalysis and Hyper Elliptic Certificateless Signcryption for transferring the medical data or images securely. In two sections the
LRS-HECS method is split. They are medical image steganalysis and certificateless signcryption. First with the Chest X-Ray images obtained
as input, a Codeword Correlated Lagrangian Recurrent Neural Network-based image steganography model is applied to generate steg images.
Second, to transfer the medical images securely the steg images provided as input is designed a model named a Hyper Elliptic Curve-based
Certificateless Signcryption. The issue of providing the integrity and validity of the transmitted medical images and receiver anonymity is
addressed by the application of Hyper Elliptic Curve. Chest X-Ray pictures were used in experimental simulations, and the findings showed
that the LRS-HECS approach had more advantages over existing state-of-the-art methods in terms of higher peak signal to noise ratio with data
integrity and with reduced encryption time and transmission cost.

Keywords-: Image Steganography, Codeword Correlated, Lagrangian, Recurrent Neural Network, Certificateless Signcryption.

I. INTRODUCTION

Electronic medical records and electronic commerce have
greatly safeguarded from the use of content extraction signatures
since the signature verifier can validate the extracted message's
validity without having a thorough understanding of the signed
message. Competence and privacy protection are crucial
elements for secure transmission when it comes to the content
extraction signature. The majority of content extraction
signature techniques, however, were created using the traditional
public key cryptosystem. Several customers have moved to
certificateless signcryption over the past few years since no
certificate is required, which solves the certificate management
problems associated with traditional public key encryption.
Binary classification model based on artificial neural networks
was proposed in [1] for detecting the presence of LSB
steganography on monochromatic still images. In this method
the payload was differentiated between 0.1 and 0.5 for producing
the steganograms with which image pairs of carriers and
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steganograms were acquired. With each steganogram as input,
extracted features were standard deviation, kurtosis, range,
skewness, median, complexity. As a result, the classification
accuracy was said to be improved with better sensitivity,
specificity and precision.

Despite advancements in sensitivity, specificity, and
precision, the peak signal-to-noise ration and encryption time
involved in image steganography was not focused. To address
on these two-performance metrics, in our work, Codeword
Correlated Lagrangian Recurrent Neural Network-based image
steganography model is designed.

In [2], a method named, Fractional Chaotic Maps (FCM) for
group-oriented  signcryption (CGST), CGST-FCM was
proposed. The CGST-FCM method's key feature was that any
group signcrypter may encrypt the data through the group
manager (GM). Using the public circumstances of the group, this
deduced the legitimacy of signcrypted information.
Nevertheless, they lacked the capability to link it to the
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signcrypter. As a result, only legitimate sign-encrypted data
were claimed to be produced by the GM alone.

The GM also had the potentiality in divulging the
signcrypted identity in case of difference of opinion. As a result,
security was said to be guaranteed with minimum resource.
However, the above method relies on complicated cryptographic
methods and hence has high communication costs. To address
this issue and also to improve data integrity rate, Hyper Elliptic
Curve-based Certificateless Signcryption model is proposed that
necessitates not only less computing power but also enhances the
data integrity rate significantly.

Denoising Autoencoder and Local Binary Pattern (LBP)
Operator integration was proposed as a unique technique for
finding payload regions in stego images in [3]. Here, the
Denoising Autoencoder was used to evaluate the cover image
from the input stego image by understanding the associations
between image pixels. Also, it was discovered that the LBP
operator has the capacity to find local correlations inside
neighborhood coordinates. The accuracy then increased as a
result of this. Nonetheless, it is believed that maintaining
security is a difficult process.

An image steganography method employing integration of
several algorithms with encryption utilizing Binary bit-plane
decomposition (BBPD) and adaptive embedding using Salp
Swarm Optimization Algorithm (SSOA) were proposed in [4].
Finally, a hybrid Fuzzy Neural Network in addition to
backpropagation learning was utilized in improving the stego
image quality.

Over the past few years works in steganography have the
threat of secret images being retrieved by malicious user. In [5],
the cover image was split into distinct RGB components
separately. Followed by which Multilevel Discrete Wavelet
Transform (DWT) was applied to transformed image
components. With this the error rate was found to be reduced in
addition to the provisioning of security.

A means for security was also ensured in [6] by eliminating
the introduction of third party via integration of particle swarm
optimization and hash function. With this type of integration
resulted in secured updating and sharing of medical information.
However one of the biggest problems with steganography is still
how to conceal a lot of sensitive information from an attacker.

The Color and Spacing Normalization Steganography
(CSNTSteg) approach was developed in [7] with the aim of
resolving the low capacity and invisibility problems that text
steganography encounters. The conventional approaches
described above in the literature have several disadvantages,
such as longer encryption times, lower peak signal-to-noise
ratios, and worse data confidentiality. Lagrangian Recurrent
Steganalysis and Hyper Elliptic Certificateless Signcryption
(LRS-HECS), a technique for secured medical image
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communication, is suggested to overcome the above-mentioned
issues.

1.1 CONTRIBUTIONS

The main benefit of the suggested LRS-HECS approach is
described in more detail below.

e A unique method named Lagrangian Recurrent
Steganalysis and Hyper Elliptic Certificateless
Signcryption (LRS-HECS) is created to improve
the security of medical image transmission. It uses
the Codeword Correlated Lagrangian Recurrent
Neural Network for image steganalysis and Hyper
Elliptic Curve-based Certificateless Signcryption to
generate steg signcrypted image in the central
repository. The original rebuilt image is then
obtained at the receiver side using a deep learning-
based image decryption process.

e In the process of image steganalysis, the hidden
layer of a recurrent neural network employs the
Codeword Correlated Lagrangian function to
divide and store the steg images into four separate
blocks and make them available to four different
users. As a result, the PSNR is enhanced and the
performance of mean square error is decreased.

e To propose Hyper Elliptic Curve-based
Certificateless Signcryption model that
circumvents from the key escrow issue. The Hyper
Elliptic Curve exploits the advantages of utilizing
an 80-bit key size and hence warrants the security
features.

e The proposed method is efficient specifically in
terms of PSNR, encryption time, data integrity rate,
and communication cost, according to a
comparison  with  relevant  state-of-the-art
technologies.

1.2 ORGANIZATION OF THE PAPER

The article's synopsis is structured as follows: Section 2
elaborates on related efforts in the fields of certificateless
signcryption and image steganalysis. In Section 3, the proposed
Lagrangian Recurrent Steganalysis and Hyper Elliptic
Certificateless Signcryption (LRS-HECS) for secured medical
image transmission is described in detail with figurative
representation and algorithms. Sections 4 and 5 present
experimental results and performance evaluations of the
qualitative and quantitative analysis of medical images. In
Section 6, a succinct conclusion is made.

Il. RELATED WORKS

Images are easily acquired in the modern era using digital
cameras, camcorders, and scanners. With these obtained images
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are said to be transmitted by means of several social media sites.
In addition, due to the plethora of effortlessly attainable images
online, sharing of information has also become straightforward.
Nevertheless, image transmission can result in several
drawbacks like, authentication, copyright violation, privacy, and
SO on.

A new encryption with image steganography model was
designed in [8] with the purpose of ensuring security. However,
the study has inferred that the existing method however incurred
certain amount of security issues. Hence, an efficient secure
image encryption technique was presented in [9]. With this not
only security was ensured but with minimum time.

A review of mechanisms for performing image
steganography concerning medical information was elaborated
in [10]. Yet another survey of application of cryptography
mechanism using neural networks was investigated in [11]. A
secure cryptography-based medical image reclamation method
integrating discrete cosine transform, steganography, and
watermarking was presented in [12]. By means of integration the
method was not only found to be robust but was also found to be
hard stolen from malicious users. State-of-the-art methods on
security and privacy in healthcare domain were investigated in
[13].

Several types of multi-message and multi-receiver
signcryption methods have been initiated by employing the
conventional public key cryptography in order to securely
communicate countless various health information observed by
numerous different sensors to numerous subsequent healthcare
users. This solution still faces problems with key escrow and
certificate management, though. An effective multi-message and
multi-receiver anonymous certificate-based  signcryption
method for healthcare was developed in [14] to address this
issue.

To overcome the key escrow issue and offer data privacy,
certificate-based encryption was combined with elliptic curve
cryptography in this instance.

Over the past few years several CNN based steganography
methods were presented with the purpose of enhancing the
detection accuracy. A novel CNN architecture was presented in
[15] that consisted of filter bank-based preprocessing depth-wise
based feature extraction and finally separable convolutional
layers for producing output image. With this the classification
accuracy was found to be improved. On the other hand, the error
involved at the steg process was not focused. A secured model
built on deep learning was developed in [16] to address this
problem. However, the communication cost performance metric
was not focused. To concentrate on this aspect, certificateless
signcryption scheme was proposed in [17].

A neural reversible steganography mechanism was presented
in [18] employing long short-term memory to both improve the
accuracy rate and concentrate on rate distortion. In [19],
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threshold signcryption was combined with certificateless
cryptosystem with the purpose of ensuring a secure and
significant secret sharing mechanism. Yet another certificateless
signcryption method based on Elliptic Curve Discrete Logarithm
was presented in [20] for secure data transmission.

. METHODOLOGY

With the aim of enhancing the medical image steganalysis
process and so ensuring safe transmission, the Lagrangian
Recurrent Steganalysis and Hyper Elliptic Certificateless
Signcryption (LRS-HECS) method is proposed in this section.
The suggested LRS-HECS method's structure is depicted in
Figure 1.

Codeword Correlated
Lagrangian Recurrent
Neural Network

Image steganalysis

Chest X-Ray

images dataset

s1, St Sty sty
l ! ..
Hyper Elliptic Curve- -
based Certificateless Generated key
Signcryption
¥

Central repository

@pumﬂom}l_\' efficient and secured image transmissxoD

Figure 1 Block diagram of Lagrangian Recurrent Steganalysis and Hyper
Elliptic Certificateless Signcryption method

The proposed LRS-HECS approach is divided into three
sections, as seen in the above image. These are validation,
certificateless signcryption, and image steganalysis. First, with
the input medical images obtained from Chest X-Ray images
dataset, Codeword Correlated Lagrangian Recurrent Neural
Network-based image steganography model is applied. Here, the
input cover image is split into four blocks and each block is
encrypted separately, wherein, the encrypted blocks are sent to
four different users.
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Second, with the steg images acquired in the four blocks as
input, Hyper Elliptic Curve-based Certificateless Signcryption is
applied wherein the generated keys are concatenated and stored
in the central repository. Finally, validation is performed in the
central repository for secured medical image transmission. The
detailed description of Lagrangian Recurrent Steganalysis and
Hyper Elliptic Certificateless Signcryption (LRS-HECS) for
secured medical image transmission is presented in the parts that
follow the initial description of the dataset.

1.3 DATASET DESCRIPTION

The Chest X-Ray photos
https://www.kaggle.com/paultimothymooney/chest-xray-
pneumonia were the dataset used in our work. The dataset is
organized into three unique folders, titled training dataset,
testing dataset, and validation dataset, respectively. Also, the
collection includes subfolders for each image type
(Pneumonia/Normal), totaling 5,863 X-Ray images (JPEG)
from two different categories. The pediatric patients'
retrospective cohorts from the Guangzhou Women and
Children's Medical Center, in Guangzhou, were used to get the
anterior and posterior chest X-ray pictures.

All chest radiographs were screened for quality control
before being used for analysis of the chest X-ray images as part
of the patients' routine clinical care. We eliminated all of the low-
resolution images. Then, prior to the clearance process for Al
training, two distinct expert doctors graded the image diagnostic.
In addition, a third expert was engaged in to account for grading
errors and evaluation.

from

1.4 CODEWORD CORRELATED LAGRANGIAN
RECURRENT NEURAL NETWORK-BASED IMAGE
STEGANOGRAPHY MODEL

Automatically generating high-quality medical images has
always been complicated tasks owing to its high coding
potentiality. Over the past few years, with the tremendous
employment of recurrent neural network in image
steganography, there have been an increasing numbers of secure
medical image transmissions. In our work, a Codeword
Correlated Recurrent Neural Network model is employed in
embedding codeword to input images and then utilize Recurrent
Neural Networks to generate steg images based on this input
vector. Figure 2 shows the structure of Codeword Correlated
Lagrangian  Recurrent  Neural  Network-based image
steganography model.
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Figure 2 Structure of Codeword Correlated Lagrangian Recurrent Neural
Network-based image steganography model

As shown in the above figure, the significant terms utilized
in Codeword Correlated Recurrent Neural Network-based image
steganography model are cover images, payload, stego image
and embedding capacity. The chest images 'CI' (i.e., chest cover
image) is first divided into blocks Blk = Blki, Blks, Blks, Blks’
using the Chest X-Ray images dataset that is provided as input.
The cover image in our work is the Chest X-Ray images which
are utilized to hide the secret message using recurrent neural
network-based embedding algorithm. In our work four blocks
are employed for generating steg images.

Second, each block is encrypted separately utilizing
recurrent neural network-based embedding algorithm and sent to
four different users. The secret message utilized for hiding is
referred as the payload. The Chest X-Ray cover image after
embedding this payload is called as the Chest X-Ray stego
image. The embedding capacity on the other hand is referred to
as the maximum bits embedded in the Chest X-Ray cover image
(i.e., bits per pixel (bpp)). Finally, the encrypted blocks are sent
to four users.

The primary characteristic of a Recurrent Neural Network is
that the network comprises of a feedback association during
iteration, so that it can be broadened on the basis of the time
factor, therefore resulting in a deep neural network in time
dimension. Initially, the Chest X-Ray stego images are obtained
as input and with only one hidden layer is mathematically stated
as given below.

cl = [Cl,,Cl,, ...,CI,] (1)
Hr = fr(WH CIT + Ur-Hr—l + BH) (2)

From the above equations (1) and (2), ‘CIL.” represents the
input vector of the ‘r —th’ iteration, ‘H,’ denoting the
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hidden layer, ‘W’ , ‘U’ and ‘B’ denoting the learned
weight and bias matrices utilizing softmax function ‘fr ()’
respectively. With the Chest X-Ray cover image ‘CI” obtained
as input from the dataset ‘DS’, Lagrangian Block Splitting
function is applied based on the proximity ‘Prox’. With this
proximity function, the Chest X-Ray cover image ‘CI” are split
into ‘b’ blocks, where ‘b = 4’ by employing the Lagrangian
Block Splitting function. This is mathematically stated as given
below.

Blk = Proxg [(Hrn‘1 - SVf(Hr”_l))] )

From the above equation (3), Chest X-Ray cover image ‘CI’
present in the hidden layer ‘H_r1’ is split into blocks ‘Blk’ based
on the proximity function. Here, the proximity function refers to
more similar pixels are said to be in proximity than the dissimilar
pixels. With the resultant Chest X-Ray cover image split into
four blocks, each block are applied with the payload employing
correlated codeword function separately. Let us consider * [

CW) _ij’ asthe ‘i-th” codeword at pixel ‘j’ inthe chest
images ‘Cl’ acquired from the dataset ‘DS’ ,where ‘j €
[Lt]’ and ‘t’ represents the time duration. So, the correlated
codeword are mathematically stated as given below.
Emb = Blk,[Prob (CW;; = a & CKy; = b)|,V i,k €
[1,n],v ), 1l €[1,¢t] 4)

From above equation (4), probability of correlated codeword
‘Prob (CW)’ for image transmissions are obtained from
codebook set ‘CB’. To obtain a codeword for chest image,
correlation is determined. As given in the above equation, when
both the left and right sides of the equation are not same, then
some amount of correlation is said to exist between given images
and vice versa. Higher amount of imbalance of both the left and
right sides refers to higher correlation. Based on higher
correlation factor, the codeword for each input chest images are
introduced as payload. Accordingly, each block is applied with
the payload employing correlated codeword function. Finally,
the encrypted blocks or the stego images are provided to four
different users in the output layer as given below.

Y, = fo(Wp.Emb, + By) ®)

From the above equation (5), the output vector Y’ at the
‘r — th’ iteration is obtained based on the ‘W’ and ‘B’ denoting
the learned weight and bias matrices utilizing softmax function
“fO ()’ respectively. Shown below is a pseudocode
representation of image steganography based on Codeword
Correlated Lagrangian Recurrent Neural Networks.

Input: Dataset ‘DS’ , Chest Images (i.e., Chest X-Ray

cover image) ‘CI=(CI)1,(CI)2,**,(CI)s’
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Input: Dataset ‘DS’ , Chest Images (i.e., Chest X-Ray

cover image) ‘CI=(CI)1,(CI)2,*+,(CI)v’

Output:  Computationally-efficient and noise-improve
image steganography

1: Initialize blocks ‘b=4’

2: Begin

3: For each Dataset ‘DS’ with Chest X-Ray cover image ‘CI’

[linput layer

4: Obtain Chest Images ‘CI” as input given in equation (1)

/[Hidden layer

5: Evaluate hidden layer as given in equation (2)

[Isplitting input chest image into blocks obtained from
hidden layer

6: Perform block operation as given in equation (3)
/Iperform payload operation using correlated codeword
function

7: For each block ‘BIk’

8: Perform embedding as given in equation (4)

[loutput layer

9: Evaluate the output layer or obtain stego images as given
in equation (5)

10: Return four stego images to four users

11: End for

12: End for

13: End

Algorithm 1 Codeword Correlated Lagrangian Recurrent Neural Network-
based image steganography

According to what was stated above, the peak signal-to-noise
ratio and encryption time involved in image steganography are
intended to be improved by the Codeword Correlated
Lagrangian  Recurrent  Neural  Network-based image
steganography algorithm. As mentioned previously, there are
three layers involved: input layer, concealed layer, and output
layer. First, with the Chest X-Ray images obtained as input (i.e.,
the cover image), each input image in the input layer is obtained
as vector. The cover images are then split into blocks by
employing Lagrangian Block Splitting function. For each cover
image, four blocks are separated due to the proximity-based
function, which is supposed to increase the peak signal-to-noise
ratio because the Lagrangian Block Splitting function can
denoise the blocks as they are split. Next, correlated codeword
is used for encrypting each block and the stego images are then
sent to four different users (i.e., from single Chest X-Ray cover
image) via the output vector or output layer. With this as the
stego images are obtained separately for each block, the
encryption time is said to be reduced significantly.
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1.5 HYPER ELLIPTIC CURVE-BASED
CERTIFICATELESS SIGNCRYPTION MODEL

The suggested method employs Hyper Elliptic Curve-based
Certificateless Signcryption for medical image encryption after
the steganalysis procedure is completed successfully. Using
public-key cryptography, the Hyper Elliptic Curve-based
Certificateless Signcryption concurrently accomplishes digital
signature and encryption. The Hyper Elliptic Curve-based
Certificateless Signcryption Model's block diagram is shown in
Figure.

Public key
‘PubK’

| |
l l

% 8
P Ty
Lﬁ%‘@ﬁ‘&

<> Central Repository

Vaiidation

Secure image transmission

Figure 3 Block diagram of Hyper Elliptic Curve-based Certificateless
Signcryption model

Private key ‘PK”

Stego image

The stego images (four blocks for single cover images)
collected as input are used to construct the public key and
private key for the associated stego images, as shown in the
above figure (i.e., public and private key generated separately
for four different blocks). The steo images and the keys
generated for each block are stored in the central repository.
Finally, during the validation condition checking is performed
to ensure secure medical image transmission.

Initially, for ‘n’ different Chest X-Ray cover image that
obtains four stego images and provides to four distinct users,
Hyper Elliptic Curve is utilized with a curve of genus ‘g>1" or
the number of input images that can be utilized for processing.
Then, the Hyper Elliptic Curve for ‘n’ different Chest X-Ray
cover image is mathematically represented as given below.

f(CH =y*+h(CDy (6)
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From the above equation (6), ‘ h(CI)’ represents the
polynomial of degree ‘n = 2g + 1 > 4’ with ‘n’ different roots
and ‘h(CI)’ denoting the polynomial of degree ‘< g + 2°. With
the required numbers of stego images for the input Chest X-Ray
cover image generated using the Hyper Elliptic Curve in the key
generation processes, key pairs are generated for encryption and
signature with the objective of enhancing secured image
transmission. The Hyper Elliptic Curve-based Certificateless
Signcryption model consists of, setup, partial private key
generation, full private key generation, encryption, and
signature generation. To start with setup acquires a security
parameter as input ‘SP’ that in turn generates the parameters
‘param’ and access key ‘ak’

Setup (SP) — (param, ak) 7

From the above equation (7), the parameters ‘param’ are
said to be available publicly whereas the access key ‘ak’ is
retained in a secret manner. Second, with the parameters
‘param’ and the user identity ‘ID’ as input, user key ‘UK’ is
generated as given below.

UK (param,ID) - (PV,SV) (8)

From the above equation (8), a pivotal value ‘PV’ and an
equivalent shared value ‘SV’ are returned as output. Third,
using parameters ‘param’, user identity ‘ID’, access key ‘ak’
and shared value ‘SV’, partial private key is extracted as given
below.

PPK — Extract(param,ak,ID,SV) 9

With the extracted partial private key ‘PPK’ as obtained in
the above equation (9) results, the actual private key is
mathematically formulated as given below.

PK — Extract (param, PV, PPK) (10)
PubK — Extract (param, PV, PPK,SV) (1)

With the obtained actual private key ‘PK’ and the actual
public key © PubK ’ from equations (10) and (11), the
signcryption function performed separately for four different
users are given below.

Steg, U, (PK,, PubK,) — Sig [U;] (12)
Steg,U,(PK,, PubK,) — Sig [U,] (13)
StegsUs(PK3, PubK3) — Sig [Us] (14)
Steg,U,(PK,, PubK,) — Sig [U,] (15)

From the above equations (12), (13), (14) and (15), the steg
images ‘Steg,’, ‘Steg,’, ‘Stegs;’ and ‘Steg,’ for each users
‘U1’, ‘U2, ‘U3’ and ‘U4’ are concatenated with the keys
‘(PK, PubK)’ to produce the final output. The resultant final
output is stored in the central repository for further validation
process. Only upon the successful validation, the desteg images
are obtained as output, therefore ensuring secured image
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transmission. The pseudo code representation of Hyper Elliptic
Curve-based Certificateless Signcryption is given below.

Input: Dataset ‘DS’, Chest Images (i.e., Chest X-Ray cover
image) ‘CI = CI,Cl,, ..., CL,’
Output: Robust data confidential-based Certificateless
signcryption
1: Initialize four stego images to four users (i.e., for each
single Chest X-Ray cover image)
2: Initialize parameters ‘param’
3: Begin
4: For each Dataset ‘DS’ with Chest X-Ray cover image ‘CI’
5: Formulate Hyper Elliptic Curve for ‘n’ different Chest X-
Ray cover image as given in equation (6)
6: Formulate setup function as given in equation (7)
7: Generate user key as given in equation (8)
8: Generate partial-private key as given in equation (9)
9: Generate private key and public key as given in equations
(10) and (11)
10: Concatenate steg images with the keys to produce the
signcrypt form for each user or block as given in equations
(12), (13), (14) and (15)
/IValidation for desteg
11:1f
‘Steg, U, (PK,, PubK,) && Steg,U,(PK,, PubK,) &&
StegsUs(PK;, PubKs) && Steg,U,(PK,, PubK,) = CI’
12: Then validation is successful
13: Desteg the image
14: Perform secure medical image transmission
15: End if
16:1f
‘Steg, U, (PK,, PubK,) && Steg, U, (PK,, PubK,) &&
StegsUs(PK;, PubKs) && Steg,U,(PK,, PubK,) <> CI’
17: Then validation is not successful
18: Continue with other set of medical image
19: End if
20: End for
21: End

Algorithm 2 Hyper Elliptic Curve-based Certificateless

Signcryption

Hyper Elliptic Curve-based Certificateless Signcryption is
designed with the goal of increasing the data integrity rate with
the least amount of communication expense, as stated in the
above algorithm. Here, by first constructing a Hyper Elliptic
Curve for each medical image provided as input, the
communication cost incurred during the signcryption process is
said to be improved. Next, with the purpose of increasing the
data integrity rate, Certificateless Signcryption mechanism
using Hyper Elliptic Curve is formulated for each block (i.e.,
each user possessing four distinct stego images for each cover
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image). This formulation claimed that medical images that had
not been altered by unauthorized users had been improved,
greatly boosting the data confidentiality.

IV. EXPERIMENTAL SETUP

The experimental analysis of the Lagrangian Recurrent
Steganalysis and Hyper Elliptic Certificateless Signcryption
(LRS-HECS) method and Binary classification model based on
artificial neural networks [1] and CGST-FCM [2] method are
performed. We used MATLAB coding with medical images
obtained from Chest X-Ray images dataset collected from the
https://www.kaggle.com/paultimothymooney/chest-xray-
pneumonia. Ten photos with different sizes are taken into
consideration for the experiment in order to do statistical
evaluation with a wide range of input parameters.

4.1 QUALITATIVE ANALYSIS

The Lagrangian Recurrent Steganalysis and Hyper Elliptic
Certificateless Signcryption (LRS-HECS) method's qualitative
analysis is presented in this section. The overall LRS-HECS is
split into two sections, namely, image steganalysis and
certificateless signcryption. Figure 4 illustrates the results
obtained after applying the Codeword Correlated Lagrangian
Recurrent Neural Network-based image steganography model.

e a P

Figure 4 (a) input image (b) block split image (c) block of images
provided to four users

From the above figure 4(a) specifies the input image
obtained from Chest X-Ray stego images dataset, figure 4(b)
shows the resultant images after applying the Lagrangian Block
Splitting function to the input image. Finally, figure 4(c) shows
the resultant block of images provided to four different users
after applying the correlated codeword separately for each
block. Next, the results of Hyper Elliptic Curve-based
Certificateless Signcryption when applied to the steg images are
provided in figure 5.

User 1 User 2 User 3 User 4

A

=
< Sender . |-
‘ e s
e

......

Figure 5 (a) Public and private key of block 1 (i.e., user 1), (b) Public and
private key of block 2 (i.e., user 2), (c) Public and private key of block 3 (i.e.,
user 3), (d) Public and private key of block 4 (i.e., user 4)
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From the above figure, public and private keys are generated
separately for each block (i.e., for four different users). Finally,
the validation is performed by the central repository and only
upon successful validation transmission process is initiated,
therefore ensuring security.

4.2 QUANTITATIVE ANALYSIS

Peak signal-to-noise ratio, encryption time, transmission
cost, and data integrity rate are four different metrics that are
quantitatively analyzed in this section. Elaborate comparisons
are made using the proposed LRS-HECS and two state-of-the-
art methods, Binary classification model based on artificial
neural networks [1] and CGST [2]. For fair comparison similar
set of images and image sizes are utilized and an average of ten
simulation runs are conducted.

421 PERFORMANCE ANALYSIS OF PEAK

SIGNAL-TO-NOISE RATIO

This section analyzes the peak signal-to-noise ratio. It is the
most significant performance metric since it is used to calculate
the image steganography process's potential for denoising. So,

the ratio is mathematically stated as given below.
LZ
PSNR = 101log 10 (H) (16)
The peak signal-to-noise ratio

k]

b}

is calculated using the
maximum possible pixel value ‘L’ and the mean square error
‘MSE’ which is mathematically expressed as provided below,
using the results of equation (16) above.

MSE = [DCI — CI] 17

The mean square error ‘MSE’ is calculated from equation
(17) above using the denoised chest image  DCI’ and the
original chest image ‘CI’. The measurement term used is decibel
(dB). First, Table 1 shows measurements of the peak signal to
noise ratio for ten different medical photographs of various
sizes. As shown in Table 1, ten medical images with various
sizes were gathered as input for the experiment from the chest
X-ray medical image database. A binary classification model
based on artificial neural networks [1] and CGST [2] are shown
in Table 1 as well as their respective PSNRs. According to the
findings, LRS-HECS produces a higher PSNR than the
currently used approaches. The use of the Lagrangian Block
Splitting function is what led to this huge improvement. The
proposed Lagrangian Block Splitting function splits the given
images into four blocks and applies the image steganalysis
process to the four blocks separately. The block splitting
function itself removed the higher deviation pixels, also known
as the noisy pixels, from the input cover images because it only
takes the proximity function into account while block splitting.
The input medical cover images are therefore smoothed out
using the splitting technique before being sent for further
processing. The proposed deep learning method's experimental
findings were compared with those of the existing approaches.
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The performance of the LRS-HECS approach is determined to
have improved by 12% compared to [1] and 23% compared to
[2] respectively, according to a comparison of the proposed and
existing methods.

TABLE 1 PEAK SIGNAL-TO-NOISE RATIO TABULATION FINDINGS

Image size Peak signal-to-noise-ratio (dB)
(KB) LRS-HECS Binary CGST
classification
model based on
artificial neural
networks

870.78 28.15 30.25 33.55
406.31 33.25 39.35 45.85
582.64 42.55 48.15 53.15
471.56 40.25 42.35 50.55
451.29 38.15 40.55 47.25
669.29 45.55 49.55 53.55
400.65 48.15 52.35 58.65
420.27 52.35 58.65 63.15
458.09 50.15 55.15 61.05
384.93 48.55 52.55 58.25

IS
»
¥

>

4-LRS-HECS
*+ Binary Classification Model Based on Artificial Neural Networks
»-CGST

Peak signal-to-noise-ratio (dB)

¥

AR

87078 40831 58284 47156 45120 66929 40065 42027

Image size (KB)

45809  384.93

Figure 6 shows the PSNR graphically

The peak signal-to-noise ratio measurements are displayed
graphically in Figure 6 above and are measured in decibels
(dB). Several medial image sizes were used as the input and
shown at the horizontal axis. The results of the peak signal to
noise ratio values obtained using three different methods LRS-
HECS, Binary classification model based on artificial neural
networks [1] and CGST [2] are shown at the vertical axis. The
proposed LRS-HECS method provides a higher peak signal to
noise ratio than the two state-of-the-art methods, according to
the graphical data.

4.2.2 PERFORMANCE ANALYSIS OF ENCRYPTION

TIME

This section measures the length of time the medical image
steganalysis takes to encrypt. The encryption time or the
embedding time here states to the amount of time used by the
medical image steganalysis algorithm to encrypt or embed the
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given input cover image and get resulting block images. The
encryption time is mathematically stated as given below.

Encyme = Xivq Cli[size] * Time [Emb] (18)

From the above equation (18), the encryption time ‘Encgime
¢ is measured based on the input cover image involved in the
simulation process ‘CIi’ and the actual time consumed in the
overall embedding process ‘Time [Emb]’ for obtaining the
resultant four blocks. Table 2 indicates various encryption
results using three methods, LRS-HECS, Binary classification
model based on artificial neural networks [1] and CGST [2]. By
varying the sizes of input medical images results in the different
encryption time also. As provided in table 2, the proposed LRS-
HECS method outperforms in terms of encryption time upon
comparison with other two existing methods, [1] and [2]. As
different images possess different sizes and also different PSNR
values, the encryption time is also not found to be proportion to
the input medical image. Despite, the encryption time is found
to be comparatively minimal using LRS-HECS than [1] and [2].

TABLE 2 SHOWS THE RESULTS OF THE ENCRYPTION TIME

Figure 7 above shows ten different encryption time results.
To perform fair comparison, same image size has been provided
as input for all the three methods. The LRS-HECS method, out
of the three, performs encryption with the least amount of time.
The use of the Codeword Correlated Lagrangian Recurrent
Neural Network-based image steganography algorithm was
responsible for this improvement. Using this algorithm just after
splitting the input medical images into blocks are allowed for
further image steganalysis process. Here, only the correlated
codeword was utilized for encrypting each blocks and followed
by which the Stego images were then sent to four different users
(i.e., from single Chest X-Ray cover image) via the output
vector or output layer. The encryption time was also claimed to
have been greatly decreased with LRS-HECS by 35%
compared to [1] and 53% compared to [2], respectively, because
the Stego images were said to be obtained separately for each
block.

423 PERFORMANCE

COMMUNICATION COST

The cost incurred in performing a communication model
that includes the cost of generating and verifying a signature.

ANALYSIS OF

TABULATION
Image size Encryption time (ms) CC =Y7,Cl; + Cost [Gen + Val](Sig [U;] +
(KB) LRS-HECS Binary CGST Sig [U,] + Sig [Us] + Sig [U,]) (19)
classification
model based on From the above equation (19) the communication cost “CC
artificial neural o - — ‘
I is measured based on the number of input medical images
870.78 174 261 2.35 CIli’ involved in the simulation process and the cost of
406.31 0.85 0.98 1.35 generating and validating a signature “ Cost [Gen +
582.64 1.15 1.35 1.85 Vall(Sig [U] + Sig [U,] + Sig [Us] + Sig [U,]) ’
471.56 0.35 0.85 1.35 respectively. It is measured in terms of kilo bits (Kbits). Table
451.29 0.25 0.55 1.15 3 given below lists the communication cost results obtained by
669.29 1.25 1.55 1.85 substituting the results from (19).
400.65 0.95 1.35 1.65
420.27 0.18 0.45 0.8 TABLE 3 TABULATION RESULTS OF COMMUNICATION COST
458.09 1.05 1.35 1.65 Image size Communication cost (Kbits)
384.93 0.95 1.55 1.95 (KB) LRS-HECS | Binary classification CGST
model based on
artificial neural
networks
3 L 870.78 883.13 890.43 895.93
2 ey iR AR o 406.31 650.25 735.15 755.55
582.64 710.35 755.15 793.35
g; i e === 471.56 650.25 695.35 725.15
RN i NP | 451.29 635.15 680.25 700.15
669.29 845.35 955.15 985.35
U mmesene T T 400.65 625.15 685.35 71535
Figure 7 Graphical representation of encryption time 420.27 650.35 700.25 725.45
458.09 685.15 735.55 785.55
384.93 545 685.25 715.35
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Figure 8 Graphical representation of communication cost

The graph of communication cost for 10 different images
with changing sizes is displayed in Figure 8 above. To
determine the communication cost, ten different simulation runs
were carried out using the LRS-HECS, the Binary classification
model based on artificial neural networks [1], and the CGST
[2], respectively. From the above figure neither increasingly
proportionate nor decreasingly proportionate graphs was found.
The reason was due to different image sizes for different
images. However, simulations performed for image with size
870.78KB, the communication cost using LRS-HECS was
observed to be 883.13Kbits, 890.43Kbits using [1] and
895.95Kbits using [2]. Based on this result, LRS-HECS was
shown to have lower communication costs than [1] and [2].
Owing to the application of Hyper Elliptic Curve function for
obtaining various images for performing Certificateless
Signcryption is the reason behind the improvement in
communication cost. With this, it was discovered that the LRS-
HECS method resulted in lower communication costs by 9%
and 12%, respectively, when compared to [1] and [2].

424 PERFORMANCE ANALYSIS OF DATA

INTEGRITY

One security criterion, known as data integrity, measures the
proportion of medical images that have not been altered by
unauthorized users to the total number of medical images used
in simulation. The formula for the data integrity rate is shown
below,

DIR = ¥, (£22) « 100 (20)

cl;
From the above equation (20), data integrity rate ‘DIR’
is measured based on the number of medical images that were
not changed by malicious users ‘CIna’ and the total number
of medical images ‘CIi’ involved in simulation. The data
integrity is measured in terms of percentage (%). Finally, table
4 given below lists the results of data integrity.
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TABLE 4 SHOWS THE DATA INTEGRITY TABULATION RESULTS

Number of Data integrity (%)
images LRS-HECS Binary CGST
classification
model based on
artificial neural
networks
15 93.33 86.66 73.33
30 91.35 83.25 70.25
45 90.25 81.15 68.35
60 88.15 80.55 65
75 85.35 77.35 64.15
90 81.25 75.15 62
105 80 73.15 60.35
120 78.35 71 58.55
135 75 68.25 55
150 71.45 65 53

¥

Data Integrity (%)
Y

>
&
Y

y

4-LRS-HECS i

+ Binary Classification Model Based on Artificial Neural Networks >

goLL2-cosT

30 45 80 75 920 105 120 135 150
Number of Images

60
55

Figure 9 Graphical representation of data integrity

The graphical representation of data integrity for 150
different images is shown in Figure 9 given above. With the
horizontal axis represents 150 images provided as input, the
data integrity rate obtained using three different methods are
shown in the y axis and is measured using terms of percentage
(%). Based on the results, it can be determined that LRS-HECS
has a higher data integrity rate than [1] and [2]. This comes from
the results with 15 images, where 14 images were not said to be
affected when applied with LRS-HECS, 13 images when
applied with [1] and 11 images when applied with [2]. The
Hyper Elliptic Curve-based Certificateless Signcryption
algorithm is applied to the steg images. This certificateless
signcryption process results in reducing the input image
dimensionality as the public and private keys are obtained
separately for each block when compared to other methods that
generate keys for entire image. The steg medical images were
then moved to a central repository, where the validation (i.e.,
desteg) were done in order to access the medical image. The
data integrity rate results were compared with those of the
currently used methods. The ten results on average show that
the LRS-HECS approach improves data integrity rates by 10%
and 33% in comparison to [1] and [2], respectively.
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V. CONCLUSION

Several methods of research used in medical diagnosis are
based on images from medical studies. Image Steganography
being an invisible communication has become significant
research area in data security and image integrity. Moreover,
certificateless signcryption on the other hand provide
certificateless signature and encryption therefore ensuring
secured medical image transmission. However, with the
deficiency in the defensive course of actions, medical image
transmission using  Steganography-based  Certificateless
Signcryption may be unsafe. To address this issue, we
introduced a method called, Lagrangian Recurrent Steganalysis
and Hyper Elliptic Certificateless Signcryption (LRS-HECS)
for secured medical image transmission. The LRS-HECS
method is suited for use in medical image transmission since it
produces steg images efficiently. Additionally, the suggested
approach resolves the key escrow issue brought on by the
certificateless cryptography process by including Hyper Elliptic
Curve. The method, therefore, guarantees data integrity with
improved peak signal-to-noise ratio. The communication cost
analysis with the encryption time involved evident that the
proposed method is better from other methods.
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