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Abstract— Internet of Vehicles (IoV) is a variant of vehicular adhoc network (VANET) where vehicles can communicate with other 

vehicles, infrastructure devices, parking lots and even pedestrians.  Communication to other entities is facilitates through various services like 

DSRC, C2C-CC. Fake messages can be propagated by attackers for various selfish needs. Complex authentication procedures can affect the 

propagation of emergency messages. Thus a light weight mechanism to ensure the trust of messages without affecting the delivery deadlines 

for emergency messages. Addressing this problem, this work proposes a clustering based network topology for IoV where routing is optimized 

for message dissemination of various classes using hybrid meta-heuristics.  In addition, two stage message authentication technique combining 

collaborative authentication with Bayesian filtering is proposed to verify the authenticity of message. Through simulation analysis, the proposed 

solution is found to detect fake messages with an accuracy of 96% with 10% lower processing delay compared to existing works.. 

Keywords-Clustering, Meta heuristics, IoV, swarm intelligence algorithm, Grasshopper optimization algorithm(GSO). 

 

 I. INTRODUCTION  

High vehicular density in most of cities is causing many 

challenges in congestion management, road safety and fuel 

consumption etc. Internet of Vehicles (IoV) which is an 

extension of vehicular adhoc network (VANET) is a promising 

technology to address these challenges. It is connected network 

of vehicles, city infrastructure, entities related to road network 

like pedestrians etc. Vehicles can communicate with any other 

entities in the network. Vehicles can connect to any entity 

within vehicular adhoc network (VANET) like Road Side Units 

(RSU), other vehicles and entities outside network like 

application servers, cloud etc. The connectivity is enabled using 

various mechanisms like dedicated short range communication 

(DSRC), car to car communication consortium (C2C-CC) etc. 

IoV is different from traditional IoT networks as it can generate 

information volume thousand times more than traditional IoT 

networks. IoV need to support messages of different categories 

like emergency messages, real time cooperative control 

messages, infotainment message etc with different delay and 

reliability constraints. With this enhanced communication 

reach, messages related to road safety and convenience can be 

exchanged in the network. The communication medium is also 

open to attackers who can exploit various security 

vulnerabilities to propagate false messages in the network for 

their selfish needs. Fake message propagation reduced the 

trustworthiness of the network and it become difficult to 

ascertain message creditability. Many authentication and trust 

verification based schemes have been proposed (discussed in 

survey section) to ascertain message creditability but their 

computational complexity introduces higher latency in message 

delivery. Latency can be reduced through two ways: light 

weight authentication and improving the QoS for message 

dissemination through network topology and routing 

optimization.  

This work integrates these two approaches and proposes a 

secure message dissemination technique with QoS guaranteed 

routing in IoV. The network is partitioned to optimal clusters 

with use of hybrid meta-heuristics. QoS guaranteed routing over 

the clustered topology is done for service differentiated 

message class with respective timelines.  The messages are 

validated in temporal and spatial context using two stage 

filtering combining collaborative and Bayesian filtering. 

Following are the novel contributions of this work. 

(i) An integrated approach combining light weight message 

authentication and topology/routing optimization for secure 

message dissemination over IoV. The network topology is 

optimized using hybrid meta heuristics for latency minimization 

over the network.  

(ii) Message authentication using a two stage authentication 

mechanism combining collaborative and Bayesian filtering is 

proposed which operates at two different levels. Low 

computational overhead collaborative filtering is realized at 

clustering head and the slightly higher computational overhead 

Bayesian filtering is realized at RSU. Bayesian filtering is 

trained based on spatial and temporal context of the message.  

With the two stage filtering, false messages are effectively 

filtered before propagation in the network  

The rest of the paper is organized as follows. Section II presents 

the survey of existing techniques for secure message 
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dissemination in VANET networks. Section III presents the 

proposed secure message dissemination technique. The results 

of the secure message dissemination technique and its 

comparison to existing work are presented in Section IV. The 

concluding remarks and future work scope are presented in 

Section V.     

II RELATED WORK 

Ullah et al [1] proposed a secure message dissemination scheme 

based trust scoring the nodes. Vehicular nodes are scored based 

social utilities and these scores are maintained at RSU. Vehicles 

send messages to RSU and RSU decides to forward or drop 

based on the trust score of the source vehicle. Trust needs to 

continuously computed and maintained at RSU and there is no 

mechanism to prevent from faking social utilities. Also capture 

and replay attacks cannot be prevented in this approach. Due et 

al [2] addressed the problem of message dissemination by 

forwarding on a reliable path instead of broadcast. Game theory 

is used for calculating the path reliability.  Higher computational 

complexity and congestion in path are two important issues in 

this approach. Liu et al [3] constructed a machine learning 

classifier based on traffic flow theory to detect false messages 

and prevent its propagation in VANET. Bayesian classifier is 

trained to detect the likelihood of a event being false. The 

approach works only for traffic flow scenarios and not applicable 

for other events. Park et al [4] used cooperative scheme for false 

message detection based on events from vehicles traveling in 

both directions from a view of source vehicle. Though the 

method is distributed and does not necessitate any infrastructure, 

it is applicable only for highway scenarios. Arshad et al [5] 

proposed machine learning based false message detection 

scheme. The witness collected from the scene is used by the 

Bayesian classifier to classify the likelihood of the false event. 

But the work did not consider the trust of vehicles providing the 

witness. Mohamed et al [6] used cryptographic mechanism to 

authenticate messages and prevented false message propagation. 

Diffe-Hellman protocol was used for key exchange from RSU to 

vehicles. Every message from vehicle is encrypted with key and 

authenticated at RSU before propagation. The complexity of 

message authentication and key exchange is high and replay 

attacks were not considered.  Chen et al [7] proposed a 

cooperative trust evaluation framework for verify the 

genuineness of the message. Due to involvement of multiple 

parties, the message validation has higher latency in this 

approach. Zhang et al [8] used Dempster-Shafer theory to 

validate trust of the message source and drops the message from 

the un-trusted source. But this method performs well only after 

a period of time and requires trust information to available 

globally across all RSU’s. Asian et al [9] proposed a trust based 

message validation framework for vehicular network. Genetic 

programming is used in this work to classify the message. The 

approach performs only after a period of time and has zero day 

problems. Muhammad et al [10] verified the message 

genuineness based on radio signal strength (RSS). Distance 

estimated from RSS is checked the event consistency in the 

message to detect the message genuineness. Though the 

approach works for Sybil attacks it fails for capture and replay 

attacks. Rassam et al [11] detected the message genuineness 

using machine learning classifier. Context features extracted 

from the message and vehicular node is clustered using K-means 

algorithm to two classes of genuine and fake. Only spatial 

context is used without any temporal correlation. Similar to it, 

Ghaleb et al [12] used context information for detecting fake 

messages. Misbehaving context information is collected and a 

Bayesian model is constructed to classify fake messages. 

Computational complexity is higher in this approach. 

Sharshembiev et al [13] detected misbehaving vehicular nodes 

using flow sampling and entropy change. Statistical difference 

in flow between misbehaving and normal behavior is collected 

and classifier is built to detect misbehaving nodes. The model 

needs large volume of training dataset and outlier detection was 

not considered in this work. Guo et al [14] proposed trust 

management scheme to detect fake messages. The trust 

management scheme is continuously adapted using 

reinforcement learning. Fake messages related to driving 

conditions are detected. But latency is higher in this approach. 

Sedjelmaci et al [15] detected fake messages in VANET using 

rule based approach. The rules to detect malicious vehicular 

node is set at RSU and RSU detect malicious vehicular node. 

Though the scheme is simple to realize, it is not adaptive and 

requires frequent rule upgrade. Zaidi et al [16] proposed a 

statistical approach to detect fake messages in VANET. Attack 

scenario messages are collected and behavior features are 

extracted from it. Statistical rules are generated from it to detect 

attack scenarios. The approach is rigid and cannot accommodate 

minor changes in attack scenario. Liang et al [17] used hidden 

generalized mixture model for detecting fake messages in 

VANET. Future state of vehicle on processing of fake messages 

is predicted and based on it fake messages are detected. 

Temporal correlation between the messages over a period of 

time is detected.   

The current approaches for false message detection can be 

categorized to two types: trust based and behavior based. In both 

of these approaches, computational complexity increased the 

delay and this can increase the delivery deadline for emergency 

messages. Thus the message authentication mechanism must be 

made light weight and latency in message verification can be 

compensated by reducing latency through routing optimization. 

III  INTEGRATED SECURE MESSAGE 

DISSEMINATION   

The proposed integrated secure message dissemination (I-

SMD) technique integrates machine learning based light weight 
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message authentication and optimized network topology. The 

objective of this integration is to meet the delivery deadlines of 

different message classes. The proposed solution has two 

important functionalities: topology optimization and message 

authentication.  

A. Topology optimization  

The network is partitioned into clusters. Clustering is done to 

achieve multiple objectives of stability of cluster, maximize 

density and minimize inter cluster delay. The multi objective 

problem of selecting the best cluster heads is solved using 

Grasshopper optimization algorithm(GSO).  

GSO is an recent swarm intelligence algorithm proposed in 

works of Saremi et al [22]. This algorithm is based on the 

grasshopper’s foraging and swarming behavior. Grasshopper is 

a agricultural pest whose life cycle has two stage nymph and 

adulthood. In nymph stage, the grasshoppers move in small 

steps with less movement. In adulthood stage, grasshoppers 

make long rage movements and the movements are abrupt. GSO 

algorithm has two phases (i) intensification and (ii) 

diversification which are based on the movement pattern of 

grasshoppers in nymph and adulthood stage. Mathematically, 

GSO represents the swarming behavior of grasshoppers in 

terms of their social interaction (Si), gravitational force (Gi) and 

wind advection (Ai) as  

 

Pi =  Si + Gi + Ai                                 (1) 

 

Where Pi  is ith grasshopper’s position.  Si  is calculated for N 

grasshoppers separated by a Euclidean distance (dij)  with a 

social force s as  

 

Si = ∑ s(dij)dij  ̌N
j=1
j≠i 

                                 (2) 

 

The social force is represented in terms of attraction 

intensity(𝑓) and attration length (𝑙) as  

  

s(r) =  f exp
−r

l − exp−r                        (3)   

 

Attraction and repulsion are the two themes based on which 

social interaction is measured. For a distance in range of 0 to 

15, attraction is felt in range of 2.07 to 4 and repulsion is felt in 

range of 0 to 2.07. At the distance of 2.07, a comfort zone is 

realized where there is neither attraction nor distraction.  

The gravity force Gi in equation (1) is calculated in terms of 

distance unit vector to center of earth( êg)  and gravitational 

constant (g)as  

 

Gi = −gêg                                              (4) 

 

The wind advection Ai in equation (1) is calculated in terms of 

distance unit vector to wind direction(êw) and drift constant (u) 

is given by  

 

Ai = uêw                                                (5) 

 

Fitting each of the variables , the equation 1 is modified with 

upper bounds( ubd)  and lower bounds( lbd)  in the the d-th 

dimension and given as equation 6.  

 

𝑃𝑖
𝑑 = 𝑐 (∑ c

ubd−lbd

2

N
j=1
j≠i 

) 𝑠(|𝑃𝑗
𝑑 − 𝑃𝑖

𝑑|)
𝑃𝑗−𝑃𝑖

𝑑𝑖𝑗
) +  𝑇̂𝑑       

     (6)  

𝑇̂𝑑 is the best solution found so far in the d-th dimension space.  

The parameter 𝑐  is similar to inertia weight ω  in PSO. This 

parameter controls the grasshopper’s movement around food 

(target) and provides a fine balance between diversification and 

intensification. The parameter 𝑐 is calculated as   

 

𝑐 = 𝑐𝑚𝑎𝑥 − 𝑡
𝑐𝑚𝑎𝑥−𝑐𝑚𝑖𝑛

𝑡𝑚𝑎𝑥
                               (7) 

With the maximum value for 𝑐 represented as 𝑐𝑚𝑎𝑥  and 

minimum value for 𝑐 represented as 𝑐𝑚𝑖𝑛 . The position is 

updated for every iteration (𝑡) for a maximum number of 

iterations (𝑡𝑚𝑎𝑥)  

Grasshopper position is updated every iteration based on both 

local and global best solution. The iteration is stopped when 

they are no change in position of grasshopper.   

Use of global best position prevents from getting trapped into 

local optimum.  

The pseudo code of grass hopper optimization algorithm is 

given below 

Algorithm 1: GOA Optimization  

 

A. Random generation of initial population for n 

grasshoppers Pi 

B. Initialize Cmin, Cmax, and a maximum number of 

iterationTmax 

C. Evaluate the fitness f(Pi) of each grasshopper Pi 

D. B= The best solution 

E. While (t<tmax) do 

F. Update c1 and c2  

G. Fori=1 to N, for all N grasshoppers in the population,  

H.   do 

I. Distance between grasshoppers normalized in range of 

1 to 4.  

J. Update position using equation (7)  

K. Rectify outlier and normalize grasshoppers position  

L. end for 

M. Update B with best solution so far   

N. t=t+1 
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O.  end while 

P. Return B 

 

The fitness function of GSO (f(Pi)) for cluster head selection is 

designed to achieve multiple objectives of stability of cluster, 

maximize density and minimize inter cluster delay. The fitness 

function is designed based on following parameters 

1. Average Stability of cluster (𝑆) 

2. Average effective hop count between clusters (ℎ𝑐) 

3. Average Degree difference (𝐷𝑑) 

4. Average uncovered vehicles on speed/direction 

variations.  (𝑈𝐶) 

The fitness function is framed as  

f(Pi) =  𝑤1𝑆 + 𝑤2ℎ𝑐 + 𝑤3
1

𝐷𝑑
+ 𝑤4

1

𝑈𝐶
            (8) 

The values of weights (𝑤1  to 𝑤4 ) is selected depending on 

preference of system administrators for each of the objective 

parameters satisfying the following constraint of  

𝑤1 + 𝑤2 + 𝑤3 + 𝑤4 = 1                (9)  

 The optimal cluster heads are selected using GSO and vehicular 

nodes join to their nearest cluster head. Vehicles send messages 

to their cluster head. From the cluster head the authenticated 

messages are forwarded to cluster heads in hop by hop manner 

for message dissemination. The message is authentication in a 

light weight manner in two level.   

B.  Message authentication  

Messages are authenticated in light weight manner in one of two 

levels in the proposed work. Cluster heads authenticate the 

messages in a cooperative manner and propagate the 

authenticated messages. But when it does not have necessary 

information to cooperatively authenticate message, it forwards 

to RSU to authenticate based on spatial and temporal context. 

RSU forwards to cluster head once the message is validated. 

With this one of two levels, most of messages are authenticated 

at cluster head as clusters are constructed with higher density in 

proposed solution. Only when cluster head could not 

authenticate the message it is forwarded to RSU for 

authentication.  

Cooperative confidence model is realized at the cluster heads to 

authenticate events.  For every vehicle which is an event source, 

the confidence level or trust level is calculated based on its 

agreement of events with other sources over a period of time. 

The agreement factor is calculated in iteration averaging the 

agreement in past and current. The agreement coefficient 

between two sources (𝑎 and b) at time t (γab(t)) is calculated 

based on probability of occurrence of event from view of 𝑎(𝑃𝑎) 

and 𝑏(𝑃𝑏) as  

  

γab(t) =
1

2
 [ (1 − 2 × |(pa(t) − pb(t))|) +  γab(t − 1)]                                                     

(10) 

pa(t) = P (Et |Ma)  

pb(t) = P (Et |Mb)  

The value of γab(t) for t = 0 is calculated as  

γab(0) =
1

2
 [ (1 − 2 × abs(pa(0) − pb(0)))]          (10) 

The value for γab ranges from -1 to 1.  For the case of complete 

agreement of events, the value is 1 and for the case there is no 

agreement, the value is 0.  

Say there are N event sources, aggregation coefficient is 

calculated between each sources. The aggregation coefficient is 

clustered into two clusters using average link clustering with 

one cluster for agreement and another cluster for disagreement. 

Decision is made on the event as real or fake based on whether 

the event source falls in agreement or disagreement cluster.  

 

The agreement coefficient between event sources is based on 

average link clustering. In average link clustering, the distance 

between one cluster and another cluster is calculated as the 

average distance from any member of one cluster to any 

member of the other cluster. When the event source falls into 

agreement cluster the event it sent is classified as trusty and 

forwarded to cluster head for propagation.  When Cluster heads 

does not have enough evidences from nearby vehicles to 

validate the message using cooperative confidence model, it 

forwards to RSU for validation using Bayesian filtering.  

The features of the event are reported location, reported time, 

Term frequency – inverted document frequency (TF-IDF) of 

event contents etc. A training dataset is constructed with the 

features corresponding to two classes of valid and fake 

messages.  A Bayesian classifier is trained with the training data 

set. The posterior probability of the feature set 𝑀 to belong to a 

class 𝐻 is defined using Baiyes theorem as  

𝑃(𝐻|𝑀) =
𝑃(𝑀|𝐻).𝑃(𝐻)

𝑃(𝑀)
   (11) 

M is predicted to belong to class 𝐶𝑖 if the probability if P(𝐶𝑖|𝑀) 

is highest among all the P(𝐶𝑘|𝑀) for all  the classes and the 

P(𝐶𝑖|𝑀) is above the threshold T. It is calculated as  

𝑃(𝐶𝑖|𝑀) =
𝑃(𝑀|𝐶𝑖).𝑃(𝐶𝑖)

𝑃(𝑀)
  (12) 

 

Bayesian classifier function is constructed for two classes of 

valid and fake message. Once the message arrives at RSU, 

features are extracted from message and the features are passed 

to Bayesian classifier function for valid and fake classes. The 

message is detected as fake when the value of Bayesian 

classifier function corresponding to fake class is higher than that 

of Bayesian classifier function for valid class. Fake messages 

are dropped and only valid message are processed for 

forwarding by sending to cluster head.  

Authenticated messages can be captured and replayed by 
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attacker creating denial of service attacks. To prevent this, the 

messages has to digitally signed and verified at receiving cluster 

heads before dissemination of message. 

System wide public(𝑃𝑏) and private key(𝑃𝑟) is generated and 

the private key is known only at RSU.  RSU creates a signature 

every T interval once as  

𝑆 = 𝑅𝑆𝐴_𝐸𝑛𝑐𝑟𝑦𝑝𝑡(𝑇, 𝑃𝑟)  

This signature 𝑆 is forwarded to cluster heads and authenticated 

messages are embedded with 𝑆  before forwarding to other 

cluster heads for message dissemination. The cluster heads 

receiving the message, authenticate it by decrypting the 𝑆 and 

checking it difference between 𝑇 and current timestamp is less 

than tolerable delay. By this way, late message and capture 

replay messages are dropped at cluster heads.    

To support messages for different deadlines or traffic priority 

classes, multiple queues are kept at RSU and cluster head. The 

incoming messages are queued in their corresponding queue. 

Processing of messages in queue is done differentially giving 

processing time proportional to priority of the queue. By this 

way, messages with higher priority are processed ahead of 

messages with lower priority. 

IV RESULTS 

NS2 simulator is used for measuring the effectiveness of the 

proposed solution. The vehicle traces are generated using 

SUMO and NS2 extension code implements the proposed 

solution on these traces.  

The simulation was conducted against configuration parameters 

given in Table 1. 

TABLE I SIMULATION CONFIGURATION 

 
 

Messages are in three different priority levels. The performance 

of the solution is measured in two dimensions: false message 

filtering and QoS for message delivery. In terms of fake 

message filtering, parameters of false message detection 

accuracy, false detection rate and detection delay are measured. 

In terms of QoS message delivery and average latency for 

message dissemination are measured. The performance of 

proposed I-SMD is compared against traffic flow model 

approach proposed by Liu et al [6],  context aware approach 

proposed by Rassam et al [14] and multifaceted context 

approach proposed by Ghaleb et al [15].  

The accuracy of false message detection is measured varying 

the attack proportion and the result is given in Figure 1.

 

Figure 1 False detection accuracy 

The proposed I-SMD detects false message with atleast 1.9% 

higher accuracy compared to existing works. Compared to Liu 

et al, the accuracy has increased by 1.9% due to proposed 

solution able to detect false messages based on content and 

context, while Liu et al detected false messages only for traffic 

flows. Compared to Rassam et al , the accuracy is higher by 4% 

in I-SMD due to consideration of spatial and temporal context 

in proposed solution while Rassam et al considered only spatial 

context. Compared to Ghaleb et al, the proposed solution has 

atleast 5% higher accuracy. This is because Ghaleb considered 

only temporal context while the I-SMD considered both content 

and context of the messages.  

False positives are a degree of error recognizing genuine 

messages as fake messages. False positives are measured 

varying the attack proportion and the result is given in Figure 2.  

 

 
Figure 2 False positives 

The proposed I-SMD has atleast 1.8% lower false positives 

compared to existing works. False positive has reduced in I-

SMD due to cooperative detection scheme which involves 

scoring both event source and event over a temporal duration. 
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Also the I-SMD has increased the probability of more event 

sources in confidence measurement by maximizing the density 

of clusters. Existing works did not consider maximizing event 

confidence in the way addressed in proposed solution involving 

both event sources and event characteristics.   

The average delay incurred for detection of a false message is 

measured varying the radius of attack sources and the result is 

given in Figure 3.  

 

 

Figure 3 Average delay 

The placement of cluster head is efficient in I-SMD, so that the 

first level of false event detection incurs only about 39 ms 

compared to more than 43 ms delay in false event detection in 

existing approaches. Only for the case of sufficient event 

evidences are not available, the proposed solution uses RSU to 

verify the messages based on spatial and temporal context.  

 

The packet delivery ratio is measured varying the density of 

vehicles and the result is given in Table 2 

TABLE 2 PACKET DELIVERY RATIO WITH VARYING DENSITY OF 

VEHICLES 

No of 

vehicles 

Proposed Liu et al Rasam 

et al 

Ghaleb et al 

50 94 87 82 81 

100 93 86 81 79 

150 92 85 79 78 

200 91 84 78 77 

250 90 83 77 76 

Average 92 85 79.4 78.2 

 

 

Figure 4 Average packet delivery ratio 

 

The average packet delivery ratio in proposed I-SMD is atleast 

7% higher compared to Liu et al, 12.6% higher compared to 

Rasam et al and 13.8% higher compared to Ghableb et al. The 

packet delivery ratio has increased in proposed solution as 

shown in the Figure 4, due to use of clustered topology with 

effective cluster head selection based on multiple objectives.  

The delay for message dissemination is measured varying the 

vehicular density and the results are given in Figure 5.  

 

            Figure 5 Average delay 

The average delay in proposed I-SMD in proposed solution is 

atleast 1.4 times lower compared to existing works. The delay 

has reduced in proposed solution due to light weight message 

validation and topology optimized for message dissemination. 

Packet delivery ratio is measured by varying the speed for fixed 

number of vehicles (100) and the result is given in Figure 6. 
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Figure 6 Packet delivery ratio vs speed 

As the speed increases, packet delivery ratio drops but still the 

packet delivery is higher in proposed I-SMD compared to 

existing works. On average it is atleast 8% higher compared to 

existing works.  

Message dissemination delay is measured by varying the speed 

for fixed number of vehicles (100) and the result is given in 

Figure 7. 

 

 

Figure 7 Delay vs speed 

 

The delay increases with increase in speed, as mobility disrupts 

the links stability and alternate paths need to found. But the 

delay in proposed I-SMD is atleast 11% lower compared to 

existing works. Selection of stable clusters and clustering based 

message dissemination has reduced the delay even when speed 

increased in the proposed I-SMD. 

V. CONCLUSION 

A secure message dissemination technique combining light 

weight message validation and topology optimization was 

proposed in this work. The topology is optimized using multi 

objective based clustering using meta heuristics algorithm. A 

light weight message validation technique using one of two 

levels of collaboration based validation and spatial/temporal 

context based validation is realized to verify the genuineness of 

the message. The message validation technique proposed in this 

work does not involve complex cryptographic mechanisms and 

hence it is light weight. The proposed solution is able to detect 

false messages with an average accuracy of 96% which is atleast 

1.9% higher compared to existing works. Also the latency for 

message validation is 10% lower in proposed solution 

compared to existing works.  
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