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Abstract—Fog computing is an innovative way to expand the cloud platform by providing computing resources. The platform is a cloud 

that has the same data, management, storage and application features, but their origins are different because they are deployed to different 

locations. The platform system can retrieve a large amount, work in the field, be fully loaded, and mount on a variety of hardware devices. With 

this utility, Fog Framework is perfect for applications and critical moments. Fog computing is similar to cloud computing, but because of its 

variability, creates new security and privacy challenges that go beyond what is common for fog nodes. This paper aims to understand the impact 

of security problems and how to overcome them, and to provide future safety guidance for those responsible for building, upgrading and 

maintaining fog systems. 
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I. INTRODUCTION 

Fog is an IT organization that manages and stores data 

within the cloud infrastructure. With the rapid development 

oflaptops, smart metrics, smart homes or cities, connected cars 

and great phone networks, everything is connected and smart. 

This is known as the Internet of Things (IoT) [1,2]. The cloud 

management system has a significant impact on the 

development of Internet of Things (IoT) devices, which 

increases the amount of data (depending on the amount, 

flexibility, and speed) resulting from an increase in the number 

of devices [3].  As you know, high-tech devices face issues 

related to computing power, battery life, storage, and 

bandwidth, which in turn affect service quality (QoS) and user 

experience. Fog’s goal is to provide solutions to this problem. 

This is achieved by building a new platform that is gradually 

distributed between the cloud systems and between cloud 

systems and end-user devices [4]. The platform can filter, 

integrate, process, analyze and exchange data, save time and 

communication resources [5]. This new environment was 

created by Cisco and is called fog calculations. Cloud 

computing offers many benefits to individuals and 

organizations by offering the cheapest and cheapest services 

[6]. This white paper describes some of the security and 

privacy issues of fog operation, reviews existing fog 

management activities and related activities in the region, and 

identifies security and privacy issues. 

II. FOG COMPUTING OVERVIEW 

The definition of Fog is defined as "a situation where many 

distributed devices communicate with each other and work 

with the network to perform storage and management 

functions without the involvement of a third party." They can 

be implemented to support the network.Programmed features 

or new services, and applications are running in sandbox 

mode.Users who lease their devices to receive these services 

receive an incentive to perform them [1]. Most infrastructure 

and developers will provide ample resources to expand the 

network.Even though, as with all communication systems, 
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merchants Con integrated computer devices face the threat of 

cyberbullying, usually provide an operating system and then 

additional security measures [7,8]. Many researchers have 

considered security, actual philosophy, or design in the 

development of these distribution systems, but they give 

system still y the baby is in danger and the security is facing 

the fog. I don’t fully understand the challenge [9]. 

Fog node: The availability of scalable devices, and 

therefore the rapid development of standardized systems using 

cloud technology, has led to the implementation of cloud 

inflation on the market [10]. The drop could also be a new 

design of the fall design. This can be a good alternative to 

node-JS because of its ability to provide services and its 

proximity to network bytes [11]. As the lowest data center, 

Cloudlet can provide retrieval access to mobile phones near 

low latency and data size [12]. With cloud technology, 

Cloudlet can be upgraded and switched easily. 

Deployment and Services:Fog computation requires 

predictions that cloud service delivery products will usually 

fall into three categories [13]. Software as a Service (SaaS), 

Platform as a Service (PaaS), and Infrastructure as a Service 

(IaaS). Cloud Security has identified 12 major security issues, 

including some browsers, including issues directly related to 

the need for cloud management, sharing and distribution [14]. 

Being a cloud-like environment and the same threat can affect 

the Fog platform (see Fig. 1). 

 

 

Figure 1.  Potential security issues of Fog Platform inherited from Cloud computing. 

The cloud platform issues may affect the Fog platform 

[15]. 

a) High Performance Threat (HPT): HPT is a cyber-

attack that aims to integrate into collaboration tools 

with the aim of getting better data and assets. 

b) Access Control Indicators (ACI): ACI enables 

unrestricted management and allows users to collect 

data and permissions to enter computer code and 

change settings. 

c) Account Theft (AT) is a place where nurses trainers 

attack with the intent of stealing user accounts for 

malicious purposes. Stealing personal data can be a 

technical ploy to steal an account.  

d) Denial of Service (DoS) is a place where legitimate 

users avoid using the system (data and applications) 

by flooding the system’s borders. 

e) Violation of Quadratic Data (VQD) after the release or 

interference of personal data, protection, or personal 

information by training nurses in charge of nursing.  

f) Data Loss (DL) occurs when data is accidentally 

deleted (or accidentally) from a system. It does not 

have to be a cyber-attack; it can happen through 

natural disasters.  

g) Unsecured Application (UA) some cloud providers are 

exploring application programming interfaces (APIs) 

for their customers to use. The protection of these 

applications is very important for enforcing the 

protection of the application.  

h) Application Extended (AE) system error due to the 

standard computer code system used by an attacker to 

break into and destroy the system.  

i) The Chief Business Officer (CBO) may be a user who 

accepts access to networks and systems but is destined 

to commit a crime intentionally. 

j) Insufficient Efficiency (IE) usually occurs after the 

company accelerates support, design, and 

implementation of each system.  

k) Abuse usually occurs after the supply of cheap 

equipment, and users use it to perform malicious acts.  

l) Advanced Technology Solutions (ATS) are caused by 

shared resources, platforms, or applications. For 
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example, the original hardware component may not be 

designed to provide robust protection properties. 

III. SECURITY AND PRIVACY ISSUES 

A. Authentication by Trust 

In cloud computing readying, knowledge centers area unit 

sometimes closely-held by cloud service suppliers [16]. 

However, fog service suppliers will be totally completely 

different parties. 

I. Net service suppliers or wireless carriers, United 

Nations agency have management of home gateways 

or cellular base stations, could build fog with their 

existing infrastructures. 

II. Cloud service suppliers, United Nations agency wish 

to expand their cloud services to the sting of the 

network, may additionally build fog infrastructures. 

III. End users, United Nations agency own a 

neighborhood non-public cloud and need to cut back 

the value of possession, would love to show the native 

non-public cloud into fog and lease spare resources on 

the native non-public cloud.  

Trust Model: Secure products are not found in e-

commerce, peer-to-peer (P2P) and user reviews. Creating a 

fog that reflects name expression can lead to problems such as 

1) how to overcome it, stubbornness, identity, 2) dealing with 

selfishness and mistakes, and 3) discipline and dignity. Unit-

dependent solutions such as Secure Element (SE), Secure 

Deployment System (SDS), and Platform Module (PM) can 

provide reliable support for IT applications [17]. 

Rogue Fog Node: Low noise fog indicates that it is cool 

and becomes a fog device like a party alarm that connects the 

user with it. For example, in an insane attack, an agent may be 

allowed to convict a criminal offense, but that may be more 

than just a legitimate crime [18]. This feature demonstrates the 

benefits of a built-in attack on cloud computing when the 

gateway is at risk or has to be replaced accidentally. The 

presence of fake packages poses a serious threat to the security 

and privacy of your data [19]. This problem is difficult to 

solve for many reasons. 1) Complex security environment 

requires a reliable management system. Negative access point 

(AP). His method uses roaming time between DNS server 

users to look for client AP scams [20]. 

Authentication: Authentication is a major concern for the 

security of vulnerable PCs, as the presence of an anti-fog node 

poses a serious threat to users. The nodes are not authenticated 

at different precipitation mode levels, because of a major 

security issue for the deposition computer. PKI authentication 

is low cost and offers an inexpensive, secure, and easy-to-use 

solution to basic failures of basic wireless networks. 

Confirmation in confined spaces requires physical contact. 

Additionally, NFC may be accustomed to changing the 

authentication method in a cloud environment. Similar to the 

physical display on laptops and cloud computing, technology 

is also useful, for example for fingerprints, screens, touches, or 

key confirmations. 

B. Network Security 

Due to the prevalence of wireless fog security can be a 

major issue in cloud communications. Examples of attacks 

include accidental attacks and suicide attacks [5, 6. The attack 

was linked to a wireless network space outside the research 

center. In most cases on the network, you should always trust 

your management system through NetworkManager and share 

management traffic and business quality over the network. 

HIR leasing streamlines implementation and management, 

increases corruption, and significantly raises prices across 

multiple cloud sectors. Or how does SDN promote the safety 

of hog nets? 1) Internal Data Investigation and Protection 

System (IDS): Cloud-Watch uses open sources to send traffic 

to security-protected applications or IDSs. 2) VLAN-priority 

traffic and processes and malicious distribution. 3) Managed 

network service: An improved AN SDN access system with 

Open Flow support is available. 4) Network: A cloud-filled 

home network extends to visitors if the network and visitors 

are designed quickly to avoid stress [6]. We plan to launch a 

secure wireless service while asking the original host to 

perform a quality verification of the wireless area network in 

the cloud. Different guests are allowed and an account is 

required to change the guest's weight. 

C. Secure Data Storage 

When user data is released and the user of the UN agency 

uses this information to Nebel, then it poses a security threat 

similar to cloud computing. First of all, it is difficult to find 

responsibility for the data because external data is missing or 

accidentally changed. Second, the uploaded data is at risk for 

the benefits of unauthorized tools [1, 12]. To overcome this 

threat, data storage services are being developed that provide 

evidence to protect data in the cloud computing environment. 

With technologies such as Homomorphism Privacy Writing 

Privacy and Privacy Writing Principles, combined to ensure 

the integrity, data protection, and validation of the cloud 

storage system, users can store data stored on unattended 

servers trust them. View and facilitate the protection of cloud 

data protection. tests in relation to third-party investigators 

(TPA). Homomorphic methods and random techniques 

provide personal protection for garbage dumps. The system of 

storing content that controls corruption and managing data 

using text or networks to ensure responsible storage of 

education is a system that uses LT code, low cost, and return 

and data.It's fast, and the cost of communication is right [18]. 

This gives Maine the best summary of what you can get about 

cloud storage services. With Fog, there are new challenges in 
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building efficient storage systems, achieving low latency, 

supporting efficient operation, and addressing cloud 

interactions. 

D. Secure and Privacy for Data 

The biggest problem with using cloud management is 

finding a secure personal computer to send to your cloud site. 

Fog allows fog users to check the accuracy of the system and 

gain confidence in the load on the fog area [15]. The 

Pinocchio system allows you to use your browser to analyze 

old servers created by the server. By using Pinocchio, the 

client generates a public authentication key for the census. The 

service then analyzes the computer's statistics and validates it 

using a test key. 

Data Search: Retrieving data for privacy, end-user 

knowledge must be encrypted before being sent to the cloud 

[16]. This challenges the use of educational economy services. 

The most important part of the function is the keyword search 

key. Researchers have developed a type of hidden writing 

technology that allows users to search securely without 

limiting the confidentiality of their knowledge.  

Privacy: As end-user users use services such as computer 

control, wireless networks, and IoT, the loss of important data 

such as education, location, and usability becomes important 

[17]. Maintaining this privacy with cloud management is very 

difficult because the dust cloud will stop users and can retrieve 

large amounts of data from distant clouds over large networks. 

Personal technology, along with cloud, high-speed networks, 

wireless networks and online social networks, are integrated 

into a number of events.  

Confidential Data: On cloud networks, privacy protection 

algorithms run between the cloud and the cloud, but the 

domains of these algorithms are usually limited to resources 

on larger devices [18]. The weak mist from the blades usually 

accumulates the basic knowledge provided by sensors and 

finishing equipment. Use techniques such as Homomorphic 

secret scripts to allow for the integration of protection hidden 

at source gateways instead of encryption. Personal information 

is only used when math questions are used to ensure that the 

confidentiality of staff with different professional opinions is 

not compromised by the pool of knowledge.  

Secret Situation: Secret Situation In the calculation of the 

fog, the secret of the situation first refers to the secret situation 

of the buyer of the fog [19]. Fog buyers usually cease 

operations at the cloud nodes closest to the drop zone, so they 

determine that fog buyers are near and on opposite sides of the 

other nodes. Cloud buyers connect with important people or 

objects, jeopardizing the privacy of that person or object. 

E. Access Control 

Ensure access to enhanced security systems and user 

privacy. Power, management and access are often areas and 

are tolerated. The main solution is wrong when controlling the 

navigation buttons. Many of the most important public 

consultations are recommended to achieve total control. The 

search for a complete data access system depends on the 

material [21]. Under cryptographic policies, resource 

management systems rely on cloud compatibility to protect 

cross-site and business collaboration between different 

resources. With cloud computing, it is difficult to configure 

fogs to access cloud computing destinations and clients when 

limited resources are revealed. 

F. Intrusion Detection 

Intrusion detection technology is used to prevent attacks 

such as intrusions, flood attacks, port scans, and attacks on 

virtual machines and hypervisors [1]. It is also used in a 

system of expert monitors to monitor the frequency of 

readings and to detect the number of transients that can be 

damaged by an attack. Cloud computing allows you to 

determine tracking behavior by sending IDs to a cloud meeting 

team to monitor and analyze log files, location management, 

and user credentials. You can also send to your cloud network 

to look for malicious attacks such as DoS crawls and web 

crawls [22]. The service enhances the cloud-based security 

system that enables remote cloud-to-cloud delivery and 

provides communication between mobile devices, cloud 

computing, and cloud computing. Challenges also arise from 

the destruction of scale, the rapid and rapid fragmentation of 

national human organizations to meet the needs of 

microorganisms. 

IV. CONCLUSION 

The Fog system is integrated with end-user and cloud 

platforms to manage, store, and send large amounts of data 

while consuming a large amount of resources. This article 

addresses security and privacy issues in cloud management 

issues. This could be a new computer system that provides 

synthetic resources to the network infrastructure to include end 

users. This article addresses security issues such as data 

security, cyber security, and network security. Therefore, it is 

important to maintain appropriate security measures to 

overcome the limitations identified in this article. It also 

focuses on personal data issues. This may require new 

thinking to adapt to new challenges and changes. Therefore, 

decision support tools that can recommend security measures 

to developers can prevent the occurrence of vulnerabilities and 

protect the Fog platform from malware. 
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