International Journal on Recent and Innovation Trends in Computing and Communication
ISSN: 2321-8169 Volume: 11 Issue: 8s

DOI: https://doi.org/10.17762/ijritcc.v11i8s.7188

Article Received: 22 April 2023 Revised: 15 June 2023 Accepted: 29 June 2023

Survey on loT based Cyber Security Issues and
Autonomous Solutions for Implantable Medical
Devices

Thyagarajan.C?, Vijay Bhanu.S?, Suthir.S3
!Research Scholar, Department of Computer Science and Engineering,
Annamalai University,
Chidambaram, Tamilnadu, South India.
e-mail:thyaguwinner@gmail.com
2Research Supervisor, Department of Computer Science and Engineering,
Annamalai University,
Chidambaram, Tamilnadu, South India.
e-mail: svbhanu22@gmail.com
3Research Co-Supervisor, Department of Computer Science and Engineering,
Annamalai University,
Chidambaram, Tamilnadu, South India.
e-mail: suthirsriram@gmail.com

Abstract— In today’s world the technology has got boomed up to the peak. So as a measure of this technology peak we could see that the
enhancement of this has raised very large. This technology booming has also impacted health care sector. In our paper we are going to discuss
much on implantable medical devices and its uses which plays a major role in patient’s life. This IMD’s are going to be the life changing aspect
of each and every patient. These devices are highly controlled 10T devices (i.e.) those devices are connected through internet which will help
doctors to track the details of the patients remotely. On the other hand since all these devices are connected to internet, these are easily hacked by
the hackers. The factors of how those devices are much vulnerable and what are all the threats that will make these devices to malfunction and
lead a problem to the patients is discussed. And also this will lead the health sector to fall in their reputation. IMD’s are of many types which are
in existing in the Medical industry. But we are going to consider some IMD’s as example and we have planned to make a detailed study on the
problems on those devices. All these devices are vulnerable since it is connected to internet. So our aim is to completely or partially reduce the
risks on those devices via communication network. We have also showcased the possible threats and vulnerabilities chances on those devices.
The main scenarios of device control issues and possible solutions have been discussed in this article.
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l. INTRODUCTION ON IoT, IoMT and MEDICAL
IMPLANTATION DEVICES

infrastructure, and software applications that connect
healthcare IT. The Internet of Medical Things (IoMT) is a
cutting-edge method of connecting medical equipment and
their applications to healthcare information technology
systems using networking technologies. IoMT devices can
track vital signs and heart rate, as well as glucose and other
physiological systems, as well as activity and sleeping
patterns. Seniors frequently fail to take their prescription
medication on time, and I0MT devices can assist remind
them and track when they took it.

The Internet of Things (loT) is a network of physical
objects—"things"—embedded with sensors, software, and
other technologies to connect and exchange data with other
devices and systems over the internet. The Internet of
Things' goal is to have devices that self-report in real time,
increasing efficiency and bringing crucial information to the
surface faster than a system that relies on human interaction.
The advantages of the Internet of Things (IoT) have altered

how small businesses handle device utilization in the An implantable medical device is one that is implanted into

workplace. In today's digital world, devices, machines, and
objects of various sizes may transmit data automatically
through a network, effectively "talking” to one another in
real time. The Internet of Medical Things (IoMT) is a
network of Internet-connected medical equipment, hardware
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a person's body during a medical process, such as surgery,
and stays there even after the procedure is completed. These
types of implantation medical devices are a great boon to
patients and as well it has some of the risks took too. There
are many implantable medical devices which are currently
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used in medical sector now days. The following devices are
considered to be the global active implantable devices. The
devices are Cardiac Defibrillators/Pacemakers, Insulin
Pumps, Cochlear implants, Deep brain Neuro stimulators,
Gastric  stimulators and foot drop implants. Some
researchers have already explained about these medical
implantation devices that these are hackable and prone to
cyber threats. Hacking medical devices is not a new concept,
but its popularity has risen dramatically in recent years as
the sophistication and amount of electronics in these devices
has increased. Medical device hacks, such as pacemakers
and insulin pumps, have been known for a long time. The
main scenario of IMD’s in medical sector is which is going
to give a second life to the patients. Medical field has so
many sensitive electronics equipment. The above mentioned
IMD’s are too frequently used in Medical industry. One
point is to describe the uses and benefits on these devices
and in the same way these devices are very sensitive too.
Since the technology has widely boomed, these IMD’s can
be kept inside human body to help them and also to help
doctors or experts to track them remotely. Our Point is to
show that since it is also considered as 10T it is easily prone
to hacking.

The following are some of the advantages of implantation
therapy. Patient compliance is greatly improved by
permitting a reduction, or entire elimination, of patient-
involved dosage. Although a person may forget to take a
tablet, medication distribution from an implant is mostly
unaffected by patient input. Medical devices are a critical
component of healthcare systems, and the benefits they can
give are growing as they're necessary for preventing,
diagnosing, treating, and rehabilitating illnesses and diseases
in a safe and effective manner. Medical implants are devices
or tissues that are implanted either inside or outside the
body. Many implants are prostheses or artificial body
components that are meant to replace missing bodily parts.
Other implants help organs and tissues by delivering
medication, monitoring biological functioning, or providing
assistance.

Patient comfort and convenience are improved, resulting in
higher patient satisfaction and faster recovery periods. 10T
healthcare gadgets, wearable technologies, and data access
enable clinicians to better monitor patients and give more
educated therapy. Smart sensors monitor health conditions,
lifestyle choices, and the environment and suggest
preventative steps to limit the occurrence of diseases and
acute states. The Internet of Things eliminates the need for
expensive doctor visits and hospital admissions, as well as
makes testing more inexpensive. By facilitating
communication between clinicians and patients via web
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portals, text messaging, and email, technology contributes to
patient-centered care. It also improves self-monitoring and
patient convenience by increasing access to information
such as online medical records.

1. RELATED WORKS:

As of now in many research papers many research authors
have explained widely about various issues in medical
industry and its Surroundings. In today’s scenario medical
industry are boomed up with various technology impacts.
This technology growth will help patients to get benefited a
lot. This technology growth in the same way it is highly
prone to cyber issues also. Many research papers have
discussed about cyber security problems in medical fields,
medical applications and medical devices particularly in
medical implantation devices. We are planning to do a
research survey on various papers which have explained
about the cyber security issues in these domains. The
Following papers are generally explains about the Medical
industry and as well about the issues caused with medical
industry and the various issues they face with the patient’s
data, Internet connected medical devices, cyber security
risks with medical wireless devices, Vulnerabilities and
attacks that are caused in Medical domain and some
solutions to overcome this attacks.

Because medical information plays such an important role in
healthcare and human health, this study focuses on the
major cyber-attacks that occur in medical domains, which
result in significant losses to the health-care business. This
paper provides an overview of potential cyber assaults as
well as solutions, as well as a brief introduction to the
required data flow in the medical area. The vulnerability at
each stage is then discovered. In addition, this paper
discusses several tactics to cyber attacks and how to deal
with them. [1]

This paper basically talks about the development of clinical
implantable gadgets which are for the most part utilized for
treating persistent illnesses like diabetes, heart arrhythmia,
cochlear, gastric infections, and so forth implantable clinical
gadgets have given more forward leaps in network
transmission by empowering and getting to the innovation.
The significant clarification was about the headway of these
gadgets as for remote correspondence. This paper talks
around a few weak dangers in remote clinical gadgets, for
example, data gathering, following the data of patients, DoS
assaults and so forth and how these dangers abuse
classification, the respectability of these gadgets. For getting
implantable clinical gadgets different arrangements have
been proposed going from Al procedures. Overall, it talks
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about the difficulties, dangers, and arrangements which
manage the security and wellbeing of clinical gadgets. [2]

This paper deals with the importance of wireless
Communications which are mostly used in healthcare
applications. By using this technology how the monitoring
could be made remotely is widely analyzed. But anyhow the
malicious adversaries’ nodes will control implantable
devices and lead to risks to patients. So this paper mainly
speaks about physical layer authentication techniques to
improve communication performance on implantable
devices. [3]

This study focuses on how the Internet of Things (loT)
works with interconnected devices and their integration.
Health-care networks are extremely interconnected in order
to monitor patients, yet they are also vulnerable. This study
proposes a strategy for improving 10T through the use of
formal approaches provided by cyber-physical systems. This
also illustrates how patients and health-care providers might
benefit from the democratization of medical equipment. [4]

In this section, we compile and present the critical security
and utility requirements that must be met in contemporary
IMD systems. To evaluate the IMD-security, framework's
we look at an embed that can communicate with a
peruser/programmer remotely. 1 We accept an attacker
whose goal is to either (1) disrupt or hurt IMD activity in
order to prevent patient treatment, (2) control patient-related
data, or (3) steal patient data. Furthermore, we want the
aggressor to have complete control over the remote channel
between the user and the IMD.

This means he or she can intentionally listen in on, alter, sup
plement, square, or replay messages between these two subs
tances. As a result, the IMD-

security framework must meet the following security require
ments (SRs): [5]

In this paper, we present CardiWall, a clever discovery, and
counteraction framework intended to shield ICDs from
digital assaults focused on the software engineer gadget. Our
framework has six distinct layers of security, utilizing
clinical specialists' information, measurable techniques, and
Al calculations. [6]

Assault vectors With the assistance of organization model
portrayed in Fig. 1, it tends to be dissected that network
availability to wearables, IMDs and on location clinical
hardware open assault surface. These gadgets are available
to security breaks at various stages. Seven potential assault
vectors are distinguished by dissecting the organization
model that are recorded underneath. [7]
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Software/Firmware/Hardware weaknesses: Attacks are
conceivable on this vector because of utilization of shaky
practices to foster programming, lacking honesty, and
validness checks to refresh firmware and utilization of
noxious ICs or inserted equipment Trojans. [7]

BLE/Zigbee/Wi-Fi/RF/Ethernet correspondence convention:
This channel could be helpless against designated and
complex assaults because of ill-advised arrangement of
convention, utilization of outdated restrictive convention
and wasteful existing security arrangements. [7]

A PC or cell phone application: Smartphone applications
utilized alongside tangible gadgets are inclined to various
assaults because of rebelliousness with guidelines and their
over-favored nature. [7]

App association with passage through Wi-Fi: The
transmission of wellbeing information straightforwardly
from sensors, gadgets or by means of an advanced cell
application is available to various assaults because of
absence of safety components. [7]

Storage of information at door: if there should be an
occurrence of lacking security instruments like powerful
encryption, verification, and access control, and unseemly
approach system, wellbeing information may be in danger.

(7]

Gateway association with the cloud: It is one more
significant region, which is presented to security breaks in
the event that improper security instruments. Secure
information transmission to the cloud is testing. [7]

Data put away in the cloud for additional examination: Due
to lacking security components like hearty encryption,
validation, access control of information put away in the
cloud, a few assaults are appropriate. [7]

The objective of this review is to coordinate current
innovation into observing, preparing, and making it more
available. The proposed work is principally centered around
giving an incorporated framework that assembles clinical
hardware to complex frameworks, i.e., joint choice
emotionally  supportive networks (DSS), individual
wellbeing information help, and coordinated electronic
wellbeing information among different facilities. The
creators have proposed a "Cash" multi-convention card
going about as a passage, which is a far-off checking stage
that can be executed at the patient's side. It gives a
connection between the patients' current circumstances and
peripherals for preparing and the board to search for
inconsistencies. [8]
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To better encapsulate the threat model, we've divided the
risks into three groups:

Threat 1: Malicious Behavior 1. A nefarious attacker can
infiltrate the environment and insert falsified data into the
system to carry out malicious behaviours such as changing a
patient's medical state. This hazard is represented by the
introduction of misleading data into a medical device [11].

Threat2:Malicious Behavior 2 is the second threat. Any medi
cal gadget can be infected with a malicious programme that

prevents the device from going into sleep mode. This danger
is a device tampering attack [12].

Threat 3:Malicious Behavior 3. An attacker can physically e
nter the area and tamper with any of the medical devices, re
ndering them temporarily inoperable. This is a DoS (Distrib

uted Denial of Service) attack [13].

Table 1 Discussions on various State-of-Art Works

Authors Merits Demerits

Abdul Razaque etal | Necessary Data Flow in the medical domain is identified. ) In the future, new threats and

[1] ° Various classifications of cyber-attacks are presented. problems may occur, making architecture more vul
° Research analysis was done with previous work to focus | nerable.
on solving these cyber-attacks. ° Better ways to modify this weakness have
° The paper highlights future work to reduce cyber threats to be identified.
and proposes solutions.

Heena Rathore etal | o Implantable medical devices have made a significant | e To safeguard medical equipment, precise,

[2] contribution to network transformation. real-time, and energy-
° Various solutions have been presented for securing IMD. efficient solutions are necessary.
° This article primarily addresses and focuses on threats, | o It is necessary to develop an

challenges, and solutions related to medical device privacy and
safety.

effective, usable, and privacy-
preserving method for
concealing a patient's health

record.

Z. Esat Ankaral etal | Wireless communications play a vital role in healthcare | o Only path Loss was considered.

[3] applications particularly in IMD’s. ° Other channel effects like dispersion in
° Physical layer authentication techniques for IMD’s are | time, the frequency may be discussed in the future.
proposed which are not used in cryptology.

° The proposed technique mainly provides the advantages in
decreasing the processing complexity of IMD’s.

Arthur Gatouillat | e IoMT plays a significant role in the medical domain health | o More Analysis and frameworks have to

et.al [4] networks to improve patients’ health. be processed in the future for the cyber-physical
° In this paper, the main focus was on ways for improving | systems.
the IoMT.

° Many research directions and potential trends are
explained to solve the problem.

Muhammad ali | e The IMDfence is a proposed security protocol for the IMD | We've also demonstrated that IMDfence

siddigi et.al [5] ecosystem. has no discernible overheads in the implant,
° This procedure permits emergency access to the services | allowing for zero-power defence against battery-
provided without jeopardising patient safety or security. based DosS attacks.

Matan kintzlinger | o Cardiwall is a cutting-edge detection and prevention | e Absence of genuine malicious code.

et.al [6] system that is primarily meant to safeguard ICDs against cyber | e At this time, no supervised learning is
threats aimed at the programmer's device. being done.

° There are six layers of protection in this system. ° The training set of the system must be
expanded.

Tahreem Yaqoob | e Security vulnerabilities present in medical devices are | e In future, some open research areas

et.al [7] studied by analyzing the security tests and attacks demonstrated by | should be identified to grasp the premise in terms

researchers on more devices.

of privacy and security-related issues in networked
medical devices.

lkram Ud Din et.al
[8]

° A complete picture of the 1o0MT, as well as associated
Machine Learning-based frameworks, was created.

° To perform a proper analysis, you must have a good image
of the present loMT ecosystem.

. Equipment cost and security to patient’s
information confidentiality are limited and to be
considered in the future healthcare units.

IJRITCC | July 2023, Available @ http://www.ijritcc.org

178



http://www.ijritcc.org/

International Journal on Recent and Innovation Trends in Computing and Communication

ISSN: 2321-8169 Volume: 11 Issue: 8s
DOI: https://doi.org/10.17762/ijritcc.v11i8s.7188
Article Received: 22 April 2023 Revised: 15 June 2023 Accepted: 29 June 2023

Aliya Tabasum et.al

(9]

° This paper speaks about the problems in designing IMD’s
from a cyber security perspective.

° To safeguard data transmitted over the
network, stronger and faster encryptions might be

° The need of securing IMDs is demonstrated by examining | designed and implemented.

various hypothetical attacks on a variety of IMDs.
AKM Igtidar etal | o The importance of Smart Healthcare Systems is explained. | o More Secure Frameworks may be
[10] ° For identifying hostile activity in smart healthcare | improved in the future.

systems, HealthGuard, an unique machine learning security
framework, is provided.
° HealthGuard makes use of four machine learning-based

approaches.

As discussed above, the various research papers illustrate
many cyber security issues on current Implantable medical
devices which are used in the healthcare sector. There are
many pros and cons to these Implantable medical devices.
Before using these devices everything has to be known
clearly[31]. Many doctors suggest this kind of device for
Patient’s Life improvement, but since these devices are
connected to the global network it has some possibilities of
getting threats and wvulnerabilities. So from the above-
mentioned survey papers, we got more information about
Implantable medical devices and their uses and also their
drawbacks, and in the same way what are all the threats that
can be possible in these IMD’s and how this can be
controlled, and what are the necessary action can be taken,
all these are explained a little bit. With this, we continue
with our work.[32]

1. WORKING FLOW AND PROBLEMATIC
ASPECTS OF A PACEMAKER:

Tier-1 Tier-2 Tier-3

Pacemaker = (,g A

';?:\/

ball - Programmer

gy )

Server

/‘/ N
Wireless -
Channel ¢ -7 Internet

Monitor

Fig 1: General working flow of a Pacemaker

Here for a sample we are taking one medical implantation
device for an example (i.e.) Pacemaker as shown in figure 1.
A pacemaker is a small electronic device that is implanted
into the human body and powered by a battery. The
pacemaker's wires are attached to the heart, which aids in
the transmission of impulses from the generator to the heart
muscle as well as the detection of the heart's electrical
activity. Each impulse is responsible for prompting the heart
to beat faster. The health sector, as well as a doctor or
specialist, can monitor a pacemaker electronically via a
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wireless channel. The pacemaker, which is implanted in the
human body, will be checked by the doctor on a regular
basis to ensure that it is working well and that all of the
settings are accurate for the patient. As a result, this could be
a reason to hack a pacemaker.[33]

3.1 POSSIBILITIES OF HACKING A PACEMAKER

The world’s largest medical device company has stated that
many of its implanted cardiac defibrillator or pacemakers
use an encrypted wireless protocol which could allow an
attacker to change the setting of the life saving devices.
Hackers could remotely control defibrillator or pacemaker
which was said by the U.S. Homeland security department.
Cardiac Defibrillator or pacemakers are the main device
used for patients who have basic issue with their functioning
of heart. This device could be easily hacked by the user[34].
But as of now no researchers has said that due to hacking of
pacemakers patients prone to death. In this paper we are
deeply planning to showcase the problems and possibilities
where the device can be hacked. There are many cyber
security issues with most of the implantable medical
devices, in that this pacemaker is one of the devices. [9]

Adversary

System centric,r”

y : wireless Channel
lel i
i

X
G‘Q‘I |

Patient with implantable cardioverter Medical Doctor

defibrillator for heart monitoring
Fig 2: Hacking Possibility on a Pacemaker

Figure 2 illustrates shortly about how there is a possibility
for unauthorized attack on a patient’s implantable device.
Doctor has full control on the device, where they basically
monitor the device then and there. Between doctor and the
patient’s Device the communication is in the form of
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wireless mode. This is the unauthorized person's advantage
in carrying out the attack. As a result, the channel between
the doctor and the patient's gadget must be secured. [10] In
order to hack a pacemaker the attack has to be conducted in
a closer zone to the victim, and only when the device
connects to the internet to send and receive data.

3.2 IMPORTANT CATEGORIES OF NETWORKED
MEDICAL DEVICES:

The following diagram explains purely about the important
categories of networked medical devices. Actually we are
concentrating more on Internet of medical things and also
about the available networked medical devices.

Four Categories of Networked Medical
Devices

3.3 THREATS ON MEDICAL IMPLANTATION
DEVICES:

This section is to describe about the available threats on
medical implantation devices which can be too vulnerable.
The following are some the threats which could be faced
with the implantable medical devices as shown in Figure 4.

)

[ Patient Data Extracting J

. (a - -
Threats Patient Data Tampering

\

Device Re-Programming ]

\
-
Repeated Access Attempts |

Fig 4: Various Threats on IMD

Patient Data Extracting process is affects the devices by
threats which are mainly to extract the sufficient information
of a patient. This kind of threat will extract patient’s
information which will help the attackers to gain more

Internally Consumer Wearable, Stationary information of the patients and to easily threaten them with
medical P’°,;*::ltt§}f°' ?v}‘:;i’:;‘ medical the collected information[37]. In Patient Data Tampering
Monitoring Devices effect, the collected information of a patient is tampered by

Fig 3: Categories of Networked Medical Devices

Figure 3 illustrates the categories of available networked
devices which are majorly used in Medical industry. Those
devices are internally embedded medical devices, Consumer
Products for health monitoring, Wearable External Medical
Devices and Stationary Medical Devices.

° Internally embedded medical devices are
implantable medical devices that are stored inside the body
of a person. Pacemakers and other medical equipment are
implanted in patients, but they must be able to interact
wirelessly, using proprietary wireless protocols like
Bluetooth[35].

° Bluetooth is used by products like FitBit, Nike
FuelBand, and Withings to communicate with adjacent
personal mobile devices.

° This category contains portable insulin pumps that
interact using a proprietary wireless protocol.

° These  devices, such as  hospital-based
chemotherapy dispensing stations or home care cardio-
monitoring for bedridden patients, frequently employ more
standard wireless networks, such as hospital or patient-
owned WIFI networks.[36]
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the attacker to see the full details about the patient. This will
help the attacker to learn more about the patients. In Device
Re-Programming effect, threats are mainly to change the
device functionality by changing the logical part of the
device[38]. By changing the program of a device, the
general functionality is suspended and new updated re-
programmed functionality of a device will affect the patient.
Repeated Access Attempts affects the devices by consistent
attempts to access the network of a medical device. If the
security is weak the network of a particular device gets
compromised. Hence, it is important to secure the network.
Figure 5 showcase a Scenario on IMD ecosystem.

READER

SMART
CARD

PROGRAMA
ER

ﬁ —
™MD READER

HOSPITAL
: : i
INTERNET SERVER

IMD ECOSYSTEM

Fig 5: IMD Ecosystem
3.4 HEALTHCARE SECURITY THREATS:

The healthcare industry is increasingly becoming a target for
ransomware, crypto mining, data theft, and phishing.
Patients and customers are more concerned about the
security of their sensitive and protected health
information[39]. Connected medical equipment, on the other
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hand, can be vulnerable to new cyber security concerns,
such as denial-of-service and patient data theft, according to
a rigorous survey conducted from an IT perspective.
Computer viruses and malware have the potential to
compromise a patient's and a health-care provider's privacy
information [40].

3.5 MAJOR CYBER SECURITY ATTACKS:

Cyber Security Attacks

: i : 3

Information Collection Databasze Attacks Website Attacks Operation Device
Attacks

Fig 6: Various cyber attacks

Figure 6 showcases various cyber security attacks in 10T
based medical devices . The classifications as shown below

Information collection Attacks
Database attacks

Website Attacks

Operation Device attacks

V. ISSUES ON MEDICAL IMPLANTATION
DEVICES

Researchers warn that implanted medical gadgets that can b
e hacked could result in death. The manufacturer of a numbe
r of implanted medical devices has decided not to repair nin
e newly found security flaws, despite the fact that the flaws
could cause injury or death if exploited.[41]

According to Bill Alerts, executive director of the Universit
y of Michigan's Archimedes Center for Medical Device Sec
urity, "many implantable devices, probably practically all of
them, have some type of security weakness or potential vuln
erability, or haven't been designed with security in mind." "

The fact that they have to interface with systems outside the
body makes them potentially vulnerable."[22]

Patients are being implanted with an increasing number of
electronic devices, many of which will have some type of
wireless connectivity. The devices communicate not just
with hospital systems, allowing clinicians to remotely
update them and gather data on patients' illnesses, but also
with consumer electronics, such as cellphones, allowing
patients to track their progress.[42]

In principle, these networked gadgets could pose security
risks, putting patients at danger. Despite multiple
notifications warning of vulnerabilities in medical devices,
no real-world attacks have occurred, and no patients have
been harmed.[43]
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4.1. RISK MANAGEMENT FOR MEDICAL DEVICES

The important scenario which is to be analysed in
strengthening the security of IMd’s are firmware has to be
protected from tampering, securing the data which is stored
by the device, proper secure on communications, and device
protection from the cyber attacks. These are to be
concentrated during the early stages of design.[44]

In medical devices inorder to monitor risks systematically
and analyze, control, evaluate there are more procedures,
policies and practices are used. Now let us discuss the
standard steps required to implement a detailed risk
management lifecycle for medical devices.[45]

1. Hazard Management Framework and Planning

Characterizing any danger the board interaction in
consistence with the guidelines like FDA or 1SO should be
set up by a danger the executives system. This system
incorporates the cycle which will be utilized to foster the
gadget, just as the jobs and obligations of individuals related
with the gadget improvement project. Alongside this,
appropriate documentation of the danger the executives plan
is likewise needed to be set up as a piece of the danger the
board structure for clinical gadgets. [25]

2. Hazard Analysis

The danger investigation stage will help the gadget makers
direct their danger the executives endeavours towards
characterizing the proposed utilization of the item. This will
help in zeroing in on the fundamental advances, outlining
the pertinent dangers (likely wellsprings of mischief). [26]

During this stage, the predictable dangers should be
distinguished as ahead of schedule as workable for
surveying the danger. It is intriguing here to take note of that
while evaluating hazards, the way toward recognizing
potential damages ought comprise of discovering the causes
as well as the potential danger identified with them. [46]

3. Hazard Evaluation

Recognizing the seriousness and event (likelihood) of
dangers will help in measuring and assessing the danger.
Assume, there is a risky circumstance (prone to happen),
however with low unsafe impacts and there is another
circumstance where the chance of mischief is extremely
high, then, at that point legitimate representation of the
danger on a grid is a smart thought for choosing which peril
should be handled first. [27]

4. Hazard Control
When the danger has been distinguished, the following stage

is to control the danger, where the real execution of hazard
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alleviation happens. The point of hazard control is to
moderate or lower the power of hazard to a satisfactory
level. [48]

There are a few different ways to moderate or control a
danger:

e One way it very well may be done is by changing the
plan of the item to a level where the danger is alleviated,
however that is not generally conceivable.

« The next choice is to coordinate defensive measures as
per a specific danger and abatement the event of
mischief.

» The last thing is marking or adding guidelines in the
gadget manual in regards to the dangers implied in a
specific gadget.

It's likewise critical to take note of that by overhauling the
item for hazard control; there are chances that more dangers
can be added to the item. [28]

5. Reports and Documents

The last and the main advance is to archive the danger the
executives plan and methodologies. It is additionally critical
to take note of that, archiving the danger the board plan isn't
restricted to the underlying stages. The danger the board
archive should contain every one of the activities, reports,
evaluations, and outlines made for the danger the executives
arranging measure. Since the danger the executives plan is a
piece of the entire item advancement lifecycle measure, your
archives ought to be state-of-the-art even after the fulfilment
of the item improvement measure. [29]

Alongside this current, it's additionally essential to archive
the adequacy of the control activities, watching out for the
subsequent dangers in the wake of carrying out the danger
control activities.

Security Properties The accompanying security properties
should be considered to ensure the patients utilizing IMDs.

 Authentication: Before engaging in any activity, it is
necessary to understand the character of the conveying
parties. Because of IMDs, a lack of sufficient validation can
be used to start a rise of benefits assault (EoP) [18].

Authorization: All things considered, the usage and the
executives should be obviously referenced and observed.
Every activity must be carried out by people who have the
necessary advantages. The reconstruction of the IMD, for
example, should be overseen by a specialist and an expert.

Availability The assistance that the IMD is giving should be
accessible consistently. Because of the basic capacity that
IMDs perform, accessibility is a significant prerequisite. The
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aggressor can obstruct the radio channel utilizing dynamic
sticking, delivering the IMD unavailable. The aggressor
could likewise flood the gadget with network traffic,
hindering admittance to the IMD or depleting its battery.

In the admission log, the Non-Repudiation System should
record and certify all client activity. Because of memory
constraints, no logging is used in current IMDs. If logging is
used, a warning can be set triggered to alert the client if a
potentially harmful event occurs [22]. Assailants may try to
wipe the admission records in order to hide their tracks.

Integrity The framework should be able to detect and
prevent boundary control, as well as protect against
changing and figuring out. During transmission, IMD data
can be recorded and altered. The IMD may also recognize
toxic data, which can be used to carry out certain attacks
such as code infusion. The lack of respectable checks allows
for the alteration of information stored in the IMD memory.
[21]

Only authorised individuals should have access to
confidential information. The correspondence is vulnerable
to listening in since diverse portions of the IMDs
communicate over the organization. If the information isn't
encrypted, the patient's sensitive information will be
revealed, jeopardizing their security [23].

To avoid unapproved control, control, or impedance, posses
sion (or control) is required to get the plan, execution, activit
y, and maintenance of frameworks and connected cycles.[24

]

Before the arrangement, patching IMDs go through redunda
nt security testing. Nonetheless, the devices need be updated
to address new security threats.Allowing progressions in a h
ighly limited and controlled environment protects the system
from malicious updates.[49]

4.2 MEDICAL DEVICE PROTECTION:

It is highly recommended to follow the security measures on
the medical devices. In that we are listing some of the
possible measures that could be carried out in device
protection.[50]

e Software Testing, Verification and validation has to be
done properly.

e On acknowledged threats, risk assessment approach
should be used.

e System development and operational hazards are
managed through risk management.
Control of user access.
Vulnerability management and software patching
Technical audit and accountability for control efficacy.
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e Security Incident Response.
e Emergency or system collapse contingency planning.
[30]

Because of the sensitivity of health information, the rising
interoperability of medical devices, and the reality that
human well-being and life are on the line, healthcare creates
security issues. [31]

Implantable devices are extremely important because if not
correctly secured, they can put patients in life-threatening
circumstances.

For millions of patients around the world, medical devices
are becoming increasingly crucial. Their growing reliance
on software and interoperability with other devices across
the internet via wireless transmission has pushed security to
the forefront.

4.3 HOW TO MINIMIZE MEDICAL DEVICE CYBER
SECURITY RISKS:

Be Proactive, change default passwords.
Assess legacy systems.

Use network Segmentation

Discard Hardware Carefully.

V. CONCLUSION

As per discussion made it is very important to be
familiar about the medical implantation devices and its uses
on human body. Medical implantation devices are really
playing a major role as it is one of the light changing aspect
of each patient. This is highly sensitive issue, which has to
be taken care with various aspects. So it is most important to
protect those devices from the unauthorised access and
providing more secured network technology. As of now in
many papers many researchers have discussed many
security methodologies on those implantable medical
devices. We have just discussed the issues alone. In our
future paper we would analyze more extra security concerns
on those implantation devices and will take care to reduce
the security risks on those devices via communication
network.
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