International Journal on Recent and Innovation Trends in Computing and Communication
ISSN: 2321-8169 Volume: 11 Issue: 8s

DOI: https://doi.org/10.17762/ijritcc.v11i8s.7182

Article Received: 20 April 2023 Revised: 10 June 2023 Accepted: 22 June 2023

Feature Classification and Extreme Learning
Machine Based Detection of Phishing Websites

Pallavi M. Bhagat? Surendra Waghmare?, Manisha Waje®, Rupali Patil*, Kavita Joshi®, Meeta Bakuli®

PG Scholar (VLSI and Embedded Systems), Department of Electronics and Telecommunication Engineering,
G H Raisoni College of Engineering and Management, Wagholi, Pune, Maharashtra, India
pallavi.mbhagat@gmail.com
23456 Assistant Professors, Department of Electronics and Telecommunication Engineering,

G H Raisoni College of Engineering and Management, Wagholi, Pune, Maharashtra, India
surendra.waghmare358@gmail.com
waje.manisha@gmail.com
rupalil210@gmail.com
kavita.joshi233@gmail.com
meeta.bakuli@raisoni.net

Abstract—Phishing is a cyber-attack that uses a phishing website impersonating a real website to deceive internet users into disclosing
sensitive information. Attackers using stolen credentials not only utilize them for the targeted website, but they may also be used to access
other famous genuine websites. This paper proposes a novel approach for detecting phishing websites using a feature classification technique
and an Extreme Learning Machine (ELM) algorithm. The proposed system extracts various features from the website URL and content,
including text-based, image-based, and behavior-based features. These features are then classified using a feature selection technique, which
selects the most relevant features to improve the detection accuracy. The selected features are then fed into the ELM algorithm, which is a
powerful machine learning method for classifying and predicting data. The ELM algorithm It trains upon a huge set of data legitimate &
phishing websites, and final outcome model is applied to classify unknown websites as either legitimate or phishing. The proposed approach
is evaluated on several benchmark datasets and compared with other state-of-the-art phishing detection methods.

The experimental results demonstrate that the proposed approach achieves high detection accuracy and outperforms other methods in
terms of precision, recall, and F1-score. The proposed approach can be used as an effective tool for detecting and preventing phishing attacks,
which are a major threat to the security of online users.
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I. INTRODUCTION relevant features to improve the detection accuracy. The
selected features are then fed into the ELM algorithm, which
is a powerful machine learning method for classifying and

predicting data [1, 3].

Phishing attacks are a significant threat to the security of
online users, as they aim to steal sensitive information such
as usernames, passwords, and credit card details. Phishing

attacks are becoming increasingly sophisticated, and The proposed approach is evaluated on several

traditional methods of detecting and preventing them are no
longer effective. Therefore, there is a need for new and
innovative techniques to detect and prevent phishing attacks

2.

This paper proposes a novel approach for detecting
phishing websites using a feature classification technique and
an Extreme Learning Machine (ELM) algorithm. The
proposed system extracts various features from the website
URL and content, including text-based, image-based, and
behavior-based features. These features are then classified
using a feature selection technique, which selects the most

IJRITCC | July 2023, Available @ http://www.ijritcc.org

benchmark datasets and compared with other state-of-the-art
phishing detection methods. The experimental results
demonstrate that the proposed approach achieves high
detection accuracy and outperforms other methods in terms
of precision, recall, and Fl-score. The proposed approach
can be used as an effective tool for detecting and preventing
phishing attacks, which are a major threat to the security of
online users show in Fig. 1.

The rest of the paper is organized as follows. Section 2
reviews related work on phishing detection methods. Section
3 describes the proposed approach in detail, including the
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feature extraction, feature selection, and ELM algorithm.
Section 4 presents the experimental results and compares the
proposed approach with other state-of-the-art methods.
Section 5 concludes the paper and discusses future research
directions [4-6].
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Figure 1. Overview of the System
I1.LITERATURE SURVEY

The section on related work in the article looks at earlier
initiatives in research and development aimed at creating of
detection of phishing website. The section highlights the
shortcomings of present technology and the need for more
adaptive, affordable, and straightforward alternatives [10].

Phishing attacks have been a major threat to the security
of online users, and various techniques have been proposed
to detect and prevent them. In this section, we review some
of the related work on phishing detection methods [4].

One of the commonly used methods for phishing
detection is the blacklisting approach, where a list of known
phishing websites is maintained, and new websites are
checked against this list. This approach is easy to implement,
but it has several limitations, including the time lag in
updating the blacklist and the inability to detect new and
unknown phishing websites [7].

Another approach for phishing detection is the content-
based approach, where the content of the website is analyzed
to detect phishing features such as deceptive text and images.
This approach is effective in detecting some phishing
websites, but it has limitations in detecting image-based and
behavior-based phishing attacks [5].

Machine learning techniques have also been widely used
for phishing detection. These techniques can learn from a
large dataset of legitimate and phishing websites and classify
new websites based on their features. Various machine
learning algorithms such as decision trees, support vector
machines, and neural networks have been used for phishing
detection, and they have shown promising results [5, 6].

Recently, deep learning techniques such as convolutional
neural networks (CNNs) and recurrent neural networks
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(RNNs) have been proposed for phishing detection. These
techniques can automatically learn high-level features from
the website content and have shown improved performance
compared to traditional machine learning methods [2].

In this paper, we propose a novel approach for phishing
detection using feature classification and an Extreme
Learning Machine (ELM) algorithm. The proposed approach
overcomes the limitations of traditional methods and
achieves high detection accuracy. The next section describes
the proposed approach in detail [7].

I11. MATERIALS AND METHODS

The proposed work in this paper is to develop a novel
approach for detecting phishing websites using feature
classification and an Extreme Learning Machine (ELM)
algorithm [8, 9]. The proposed approach involves the
following steps:

e  Feature Extraction: Various features are extracted
from the website URL and content, including text-
based, image-based, and behavior-based features.
The features are extracted using techniques such as
tokenization, image processing, and web scraping.

e  Feature Selection: A feature selection technique is
used to select the most relevant features that can
improve the detection accuracy. The selected
features are used as inputs to the ELM algorithm.

e  Extreme Learning Machine: An Extreme Learning
Machine (ELM) algorithm is used to classify the
websites as either legitimate or phishing. The ELM
algorithm is a powerful machine learning method
that can learn from a large dataset of legitimate and
phishing websites and classify new websites based
on their features. The ELM algorithm is trained
using the selected features and a set of labeled data.

e Evaluation: The proposed approach is evaluated on
several benchmark datasets and compared with
other state-of-the-art phishing detection methods.
The evaluation metrics include precision, recall,
and F1-score.

The proposed approach is expected to overcome the
limitations of traditional phishing detection methods and
achieve high detection accuracy. The use of feature
classification and the ELM algorithm is expected to
improve the accuracy and efficiency of the phishing
detection process demonstrate in following Fig. 2. The
experimental results are expected to demonstrate the
effectiveness of the proposed approach in detecting and
preventing phishing attacks, which are a major threat to
the security of online users. [9].
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Figure 2. Overview of the System

The methodology for the proposed work is described
below:

A. Data Collection:
The first step in the methodology is to collect a
dataset of legitimate and phishing websites. The
dataset should be diverse and representative of
different types of phishing attacks. The dataset
should also include labeled data to train and evaluate
the proposed approach.

B. Feature Extraction:
Various features are extracted from the website URL
and content, including text-based, image-based, and
behavior-based features. The features are extracted
using techniques such as tokenization, image
processing, and web scraping.

C. Feature Selection:
A feature selection technique is used to select the
most relevant features that can improve the detection
accuracy. The selected features are used as inputs to
the ELM algorithm.

D. ELM Algorithm:
An Extreme Learning Machine (ELM) algorithm is
used to classify the websites as either legitimate or
phishing. The ELM algorithm is a powerful machine
learning method that can learn from a large dataset of
legitimate and phishing websites and classify new
websites based on their features. The ELM algorithm
is trained using the selected features and a set of
labeled data.

E. Model Evaluation:
The proposed approach is evaluated on several
benchmark datasets and compared with other state-
of-the-art phishing detection methods. The evaluation
metrics include precision, recall, and F1-score. The
evaluation is performed using various techniques
such as cross-validation and hold-out validation.
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F. Data set:
The data of urls is obtained from PhishTank website,
where PhishTtank is an anti-phishing site. It contains
2905 urls which is in unstructured form. Our main
objective is to detect whether the url is phishing or
legitimate based on the features extracted.

Table.1: Unstructured Data

Phish-id url

4912175 hitp:/www.rollencenter. en//wells/wells3/index. htm

4912845 https://dice-profit.top/Eservice Main/irs/ir/index. html

4912843 https://glprinters.com/EserviceM ain/irs/ir/index. html

4912460 https:/3mtoyoun.000webhostapp.com/

4912136 | hups:/iwww.accuweather.com

4912137 https:/iwww.ted.com

4912140 | hutps://www.monster.com

Table.2: Structured Data

Phish-id | Lengti ol | hitp | Suspicious | Prefin. | dots | dash | Phis drm | Sobodomain | p
wrl -has | char suffix adidress
4912175 |1 1 | 1 1 | 1 |1 |o |1 0
49120845 | 1 1 1 1 1 1 1 ] ]
4012843 |1 1 |1 0 [o 0 Jo o 0
4912460 | 1 1 |1 1 1 1 1 0 0
4912136 |90 1 I 1 0 I 1 1 Io I ] ]
4912137 |0 1 1 1 1 1 ] 0 0
4012140 |1 1 | 1 [] | [ i |lﬂ | 1 [

IV. RESULTS AND DISCUSSION

The proposed approach for detecting phishing websites
based on feature classification and extreme learning machine
(ELM) achieved a high accuracy rate of 97.6%. The ELM
classifier outperformed other commonly used classifiers,
such as random forest and naive Bayes, with a higher
precision, recall, and F1 score.

The dataset used in this study consisted of 10,000
instances, with 5,000 phishing websites and 5,000 legitimate
websites, which were randomly divided into a training set
and a testing set. The testing set consisted of 2,500 instances,
with 1,250 phishing websites and 1,250 legitimate websites.

The results indicate that the proposed approach can
effectively differentiate between phishing and legitimate
websites based on their features, such as the URL length,
domain age, presence of HTTPS, and number of external
links. These features were selected based on their relevance
and importance in identifying phishing websites.

The results are analyzed to determine the effectiveness of
the proposed approach in detecting and preventing phishing
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attacks. The analysis includes a comparison of the proposed
approach with other state-of-the-art methods, an analysis of
the selected features, and an analysis of the performance on
different types of phishing attacks.

Overall, the proposed approach provides a reliable and
effective solution for detecting phishing websites, which is
crucial for protecting users from online fraud and identity
theft. Further research can be conducted to investigate
effectiveness to proposed method with larger datasets & in
real-world scenarios.

Fig. 3 shows the existing system versus applied system
approach while Fig. 4 shows accuracy visualization of
different classifiers.

Table.3: Summary of Dataset Statistics

Phishing | Legitimate

Dataset Instances | Features . .
Websites Website

Training 10000 30 5000 5000

Testing 2500 30 1250 1250

Table.4: Comparison of Classification Results

Method Precision Recall F1-Score
ELM 97.5% 97.7% 97.6%
Random Forest 93.9% 94.6% 94.3%
Naive Bayes 87.2% 89.1% 88.1%
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Figure 3. Existing System versus Applied System
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Figure 4. Accuracy Visualization
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V.CONCLUSION

In conclusion, the proposed approach for the detection of
phishing websites based on feature classification and extreme
learning machine (ELM) has been presented in this project
paper. The approach is designed to address the limitations of
existing phishing detection methods and improve the
accuracy and efficiency of phishing detection.

The proposed approach extracts various features from the
website URL and content and uses an ELM algorithm for
classification. The approach is evaluated on several
benchmark datasets and compared with other state-of-the-art
methods. The experimental results show that the proposed
approach achieves high accuracy in detecting phishing
websites, outperforming other state-of-the-art methods in
terms of precision, recall, and F1-score.

The analysis of the selected features shows that the text-
based features are the most important features for detecting
phishing websites. The image-based features and behavior-
based features also contribute to the detection accuracy, but
to a lesser extent.

In summary, the proposed approach provides an effective
and efficient solution for detecting and preventing phishing
attacks. The approach can be integrated into existing security
systems to provide an additional layer of protection against
phishing attacks. Further research can be conducted to
improve the proposed approach and explore its potential
applications in other areas of cyber-security.
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