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Abstract — Wireless Sensor Network (WSN) is defined as a distributed system of networking, which is enabled with set of resource
constrained sensors, thus attempt to providing a large set of capabilities and connectivity interferences. After deployment nodes in the network
must automatically affected heterogeneity of framework and design framework steps, including obtaining knowledge of neighbor nodes for
relaying information. The primary goal of the neighbor discovery process is reducing power consumption and enhancing the lifespan of sensor
devices. The sensor devices incorporate with advanced multi-purpose protocols, and specifically communication models with the pre-eminent
objective of WSN applications. This paper introduces the power and security aware neighbor discovery for WSNs in symmetric and asymmetric
scenarios. We have used different of neighbor discovery protocols and security models to make the network as a realistic application dependent
model. Finally, we conduct simulation to analyze the performance of the proposed EASND in terms of energy efficiency, collisions, and
security. The node channel utilization is exceptionally elevated, and the energy consumption to the discovery of neighbor nodes will also be
significantly minimized. Experimental results show that the proposed model has valid accomplishment.

Keywords- Energy Efficient; Neighbor Discovery; Security; Wireless Sensor Network.

I. INTRODUCTION sensor node maintenance and service due to lack of fixed
infrastructure support [17]. Hence, nodes in the network must
adapt to changes in the environment, topology, configure
themselves and cooperatively operate with other nodes. Every
component of the sensor node and network alone has energy
efficiency parameters. In the life of node neighbor discovery
plays vital role in energy efficiency. Once sensor nodes
deployed in an area of interest needed to operate until the

purpose of node deployment or the battery can be depleted

WSNs primarily involves in various types of applications that
use both in the IoT and mobile computing devices, where
hundreds and thousands of resource constrained nodes are
deployed and interconnected using the wireless communication
channels [1][25]. They are being deployed in numerous areas
such as environmental monitoring (temperature, pressure,
humidity, pollutants, etc.), tracking (animal, vehicle,),
surveillance application, detection (mines, harmful animals,

etc.), smart building applications, health monitoring, industrial
applications, and so on [2][25]. In many WSNSs applications,
sensor nodes are deployed in inaccessible and inhuman areas.
Therefore, good self-organized approaches are required for
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Resource constraints are always the obstruction that controls
the design and development of loT applications based on
WSNs. However, suffer from synchronization, energy
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consumption, security, and collisions in dynamic environments.
Due to the sensor node limited resources such as energy,
processing capabilities, and communication range routing is a
challenging in WSNs and these are basic constraints for many
WSN applications [1] [2]. Since these aspects, the construction
of neighbor discovery can lead to a maximum execution time
of a node and provide efficient processing and communication.
To manage communication, processing, and storage
capabilities of a node in limited infrastructure wireless sensor
network. In recent years, research in WSNs primarily focused
on energy conservation to improve network performance and
elevating its lifetime [2] [3]. Sensor devices are deployed
according to application need, sometimes they are distributed in
biting environment where these devices cannot be replaced and
recharged [2]. The information relaying in WSNs implies route
discovery they obtained information from source node to
destination, leads to multi-hop wireless communication for
network functionality [4]. Therefore, it is necessary to design a
novel model to combine the benefits of the existing neighbor
discovery process and make it available in extremely resource
constrained sensor devices.

As a result of an extremely realistic application, where the
processing of data, synchronization, and security among nodes
are no longer energy efficient in WSNs. Neighbor discovery
process is an emerging fundamental operation with respect to
energy efficiency, and it can handle synchronization even if
nodes deployed densely [8]. By careful design of neighbor
discovery is also able to reduce the data traffic to the sink node.
This makes it timely to investigate new models for neighbor
discovery process and a realistic experimental study shows that
in this area. On the other hand, without careful design
techniques of security and privacy preserving mechanisms of a
node, neighbor discovery process cannot be adopted despite its
effectiveness. To cover sensor devices connectivity and
communication  proposed various neighbor discovery
approaches in the existing literature that can applied on
synchronous and asynchronous strategies [8][12]. The
probabilistic algorithms can minimize energy consumption by
exploiting synchronous based duty cycle. Neighbor discovery
will suffer from the traditional security and privacy issues
which are drawn from the wireless network and Ad-hoc
networks. And neighbor discovery prolonged from unique
threats because of the adoption of sensor devices such as man-
in-the middle attacks [6]. In this paper, we provide insights in
the field associated with WSNs and neighbor discovery
schedule architecture, presenting the new emerging model,
energy efficiency performance evaluated in various algorithms
and improvements, and WSN application developments [25]
[28].
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There are various developments in neighbor discovery models
that allow adaptive and energy efficient resource allocation and
duty cycle or discovery scheduling and proposed models can
secure the data and neighbor node information in WSNs [4] [5]
and satisfy the network key parameter indicators such as
minimize energy consumption, low discovery latency, channel
utilization, maximize the throughput and routing of network
based on the application request. The basic neighbor discovery
algorithms for symmetric and asymmetric scenarios are
analysed and energy efficient neighbor discovery power
management and enhanced node lifespan are the primary issues
in WSN field [30][32]. The goal of neighbor discovery is
reducing the power consumption and enhancing the lifespan of
the network. Therefore, the major contributions of this paper
are as follows:

e Exploring the challenges for neighbor discovery and
security in wireless sensor networks. Reducing the energy
consumption by adapting the delay of an application and
enhance the network lifespan.

¢ Design and developing EASND (Energy Adaptive Secure
Neighbor Discovery Scheme) according to need of the
application. Aggregate the node energy before constructing
its duty cycle schedule to consume limited energy to
discover neighbors.

e We study the security measures for neighbor discovery in
sensor networks and minimizes the node failures. Design
and developing an authenticated communication using
EASND building block.

The remainder of the paper is organized as follows: Section 2
provides the related works in neighbor discovery; next Section
3 describes general overview of communication and neighbor
discovery models. Implementation of our proposed
architecture presented in Section 4. Then, in Section 5
discusses the simulations performed on the proposed scheme
that we compared with existing works. Finally, Section 6

concludes.
Il. RELATED WORK

The neighbor discovery process in WSNSs is a major issue to
which various solutions have been designed and implemented
by many authors in literature. We proposed these implements
into four categories according to their analysis and evaluations.

A Initial Neighbor Discovery Process

Elyes et al [1], provided the impact of node radio interferences
[28] on nearby node identification, the simulation results of
proposed model show that the average number of nearby node
knowledge can be discovered by a node based on the hybrid
model and discussed the impact of mobility of a node in the
neighbor discovery process.
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Authors in [2][31], introduced and analyzed various neighbor
discovery process algorithms according to optimization.
Depending on the distance of the radio communication range,
the battery power of a node exhausted after each transmits or
reception of data packets.

B. Quorum-based Neighbor discovery protocols

According to Quorum-based protocols the authors [5],
proposed two algorithms that are adaptive, distributive and
energy efficient. The energy usage in idle listening is limited by
simulation of the suggested adaptive asynchronous sleep
scheduling.

Quorum-based protocol (QNDP) [7], asynchronous sleep
scheduling protocols has been initially introduced by designing
schedule with equal sized intervals, called slots. If at least two
neighbouring nodes overlap their active slots, QNDP is
required to use. In the proposed model each node has an active
schedule that made by arbitrarily selecting a row and a column
from a n x n matrix space [24][26].

C. Probabilistic and Deterministic Neighbor discovery

Example for Probabilistic protocol, Birthday protocol [12],
allows various probabilistic to perform different modes which

are transmitting, receiving, and listening in discrete slots. In
[13], presents, Birthday paradox with respect to the average
discovery latency, probabilistic approaches provide efficient
performance in WSNs.

The major limitations of probabilistic approaches are well
suited for immobility networks and uncontrolled worst-case
discovery latency. Disco [14], U-Connect [15], Searchlight
[16], Hedis and Tedis [18], Blind Date [21], Hedis and Todis
[22], and WiFlock [17] few very important deterministic
protocols, which are closely incorporated in our proposed
implementation and these protocols have been implemented to
address the common problem of duty cycle for efficient
neighbor discovery.

D. Secure Neighbor discovery Process

Security is a challenging task in WSNs and require careful
decisions and trade-off among security measures are defined in
and provided the issues and models to obtain the secure
communication in sensor networks [6] [7].

TABLE I. SUMMARY OF NEIGHBOUR DISCOVERY SCHEMES IN WSN

Neighbour
Discovery Implementation achievements Limitations
Schemes
OFDMA [39] The strategy adapted using the sleep cycle and duty cycle to identify the The proposed solution does not comply with
neighbor nodes is arguable as the timely detection of the neighbor nodes are the requirements for the lower delay cycles.
always questionable. The adaptation complexity is significantly
higher.
SAQND [36] Quorum based model. Symmetric duty cycle, and not for mobility
[24] [26] Collisions are reduced.
Dynamically adjusting the schedule.
SD-WSN [33] Software-defined Neighbor Discovery for Wireless Sensor Network (SD- The virtualization of the network and other

WSN) architecture proposed to examine the implications for network
performance when making the WSN reprogrammable.
The proposed model consists of breaking down all key functions involved in
the correct functioning of an SD-WSN, namely, neighbor discovery, neighbor
advertisement, network configuration, and data collection.

infrastructure demands higher processing
capacity to the nodes and the base stations,
which makes this solution hard to adapt.

CREDND [35]

CREDND is a localized protocol.
Security based Neighbor discovery
Collaboration occurs during discovery process when a node shares with the
sink its local knowledge of its own neighborhood.
Worst case discovery delay is reduced.

Energy Consumption is high,
Discovery design complexity is high.
Symmetrical duty cycle mode.

U-Connect [15],

These are prime number assisted discovery schemes. Nodes can adopt

Unnecessary active wake-up consumes more

Disco [14], Proactively wakeup model, additional active slots added if needed. And energy.
SPND [38] mobility of node also considered during neighbour discovery.
GBND [40] One-hop nodes form a group. Unnecessary active wake-up consumes more

Uniformly adjusting the distribution of the nodes’ active slots in the group, the
nodes outside the group can be found more quickly.
The nodes in the group selectively share the sleep and wake times of their

energy.

Cannot limit the worst-case maximum

discovery.
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collisions.

existing neighbors to the new discovered neighbor nodes in the group.
Enhances the performance of average case discovery latency. Reduces the

xBOND [37],
Griassdi [34]

latency.

certain time slot.

reduced.

XBOND is proactively recommended potential neighbors to nearby nodes to
reduce the discovery latency.
XBOND achieve a better tradeoff between energy overhead and discovery

Achieves the synchronization among neighbor nodes, and Collisions are

Not for mobile scenarios, and Higher design
complexity.

Control message overhead for discovery is

high. Therefore, energy consumption is very

After a node wakes up to receive the beacon message of other nodes in the high.

The sensors can capture environmental information
dynamically. This scenario has diversified applications
associated with it. The nodes have features like mobility and
sleeping with dynamic topologies. In such networks, there is
difficulty in discovering neighbour nodes faster. There is no
establishment of optimal distribution decisions of nodes
maintained by the network. The problem with existing systems
is that there is long-time waiting delay due to passive
neighbour discovery approaches. Another problem identified in
such networks is availability of efficient asynchronous wake-up
schedules. Due to low duty cycles requirement in many real-
world sensor applications, it is essential to design a protocol for
continuous neighbour discovery with efficient asynchronous
wake-up schedules.

I11. THE BASICS OF SENSOR NETWORK MODEL AND
PROBLEM FORMULATION

In WSN different applications, each node can perform various
operations, such as sensing nearby object information, tracking,
object monitoring, and transmitting data to sink node [2].
Hence, communication through single wireless channel more
energy effective one [23]. Therefore, each sensor node xi in
sensor network and can operate in two modes such as active
and sleep. We assume these two modes [1, 0] in this article:
where 0 indicates the node turns off by radio to save energy
consumption, while 1 to represent the node turns on by radio
for communication. Before communication in multi-hop
communication each node needs to obtain the knowledge of
neighbor nodes in the network. Communication between nodes
can achieve after successful neighbor discovery.

A. Communication Scheme

There are n sensors nodes are deployed in an environment
denoted as {x;,x;,x3,.. , x,} and all these devices are
connected wirelessly in a multi-hop communication [7] for
transmission of sensed data from the field of interest to base
station. Nodes in WSNs are resource constraints such as low
power, less communication range, interference [28] between
nodes, and collisions reflects communication between any two
neighbors in a network and different strange constraints of node
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leads to different design issues in WSNs. Some of the
important constraints and challenges of WSN design are energy
efficient, deployment, power management [1] [2] [5] [25], and
security [6]. In these we try to analyse and provide secure and
an energy efficient protocol to maximize the network existence.
Energy constraint is an important issue in the WSNs, and it is
regularly incorporated in the sensor network design, because of
devices in the network have finite battery power. These devices
should be restored with new batteries, replaced with new
devices, and recharged when node drained energy, but in
surveillance or battlefield, and wild environment applications
neither choice are suitable, then nodes simply be avoided once
their battery drained. As a result, basic design issues of all most
of all limited infrastructure wireless sensor networks energy
efficiency is a primary concern.

B. Neighbor Discovery Problem

In WSNs, after the deployment of nodes in a field, it is
important to obtain knowledge about surrounding nodes in a
multi-hop communication system. The process of obtaining
knowledge about nearby nodes, If any two nodes are called the
neighbors, their communication radio range within each other
and that can be denoted by R,,. is called transmission or radio
range of nodes.

Duty Cycle: the ratio of the amount of time a node in work
mode by total time of a node spends on work and energy saving
mode together. The duty cycle of the node denoted as follows:

Where A,is a duty cycle of node, w total duration of time a
node spends in work mode (i.e., active mode or turning on by
radio), and t total time including work and sleep periods of a
node. Neighbor Discovery: Design procedure to get neighbor
node information for efficient communication in resource
constraint networks. In general, most of the WSN application's
node can adapt two modes, active and sleep mode to save
energy. If a node x; in active mode, it's turning on the radio,
otherwise turning off by radio and node x; in sleep mode, then
no communication established between nodes. To measure
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their discovery operation generally two metrics are considered
such as duty cycle and discovery latency. Let x; start at time
t™and turning on its radio in a particular time t; and attempt to
identify its nearby nodes. To extent node energy, each node in
the network has some efficiency algorithm to construct a duty
cycle schedule. The duty cycle of node defined as follows:

wy, = {2, O]t = t{"}

Wherew,,: Duty cycle schedule of a nodex;. t: Length of

schedule contains a sequence of on and off modes. t™: Time
slot of a nodex;, when it is active. If symmetric, for any two
nodes, in fact for all nodes in the network duty cycle schedule
must be same. Let us consider duty cycles of any two nodes are
same, then it represented as follows:

(‘)xi = wxj- = {xl](t)lt = tlln}

x;;(t)
_ { 1 if both turning on by radio at time slot t
N 0 otherwise, turnning of f radio at time slot t

The process of neighbor discovery between any two nearby
nodes, only if these nodes are active at the same time slot and
they are within communication range of each other, then
discovery achieved between these two nodes as follows:

xl‘(tiin) = x](t]"n) = 1
Where 1 indicates active mode of a node and can make
communication. Another important metric of neighbor
discovery process is discovery latency. The maximum amount
of time needed to obtain knowledge about its nearby nodes

once start their operation and turning on their radio together is
referred as discovery latency.

L(xi,xj) = TV— max{tii”, tji”

IV. ENERGY ADAPTIVE SECURE NEIGHBOR
DISCOVERY ARCHITECTURE

EASND contains five important self-contained building blocks:
i) Energy Unit for efficient utilization of node energy in a
single channel multi-hop communication system. i)
Application block used to construct required latency of various
network applications. iii) Creation of duty cycle schedule by
adapting existing discovery protocols is referred as Algorithm
block, iv) Communication block is accountable for collision
free communication with nearby nodes of a node in the
network and finally, v) security block is responsible to adopt an
efficient security protocol to prevent from intrusion and
malicious attacks in sensor networks. Inputs for our proposed
model are needed application latency, a residual energy of a
node, and security parameter for neighbor discovery. Best
available neighbor discovery algorithm can generate the duty
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cycle schedule and it is the input to the communication unit to
produce energy efficient discovery latency and securely
discovered neighbor nodes. Figure 1, illustrates that the
organization of our proposed model.

A. Energy Block

In EASND, remaining energy of a node and application
required latency parameters are input to block. Then it
produces an application dependent duty cycle as output, which
adopted by node. Energy unit can perform two important
responsibilities such as evaluating the node lifespan and
rearranging the duty cycle. Let assume a node x;, which started
at a particular time slot i.e., t; and constructed schedule for
node is w,, = {x;(t)|t = t/"} and drained out its battery
power at t*. We consider the following equation.

d
[NEIGR I /SP—————e)

N, . Defined as node battery maximum capacity and
An: consumed energy to turn on the radio in each slot.
Therefore, lifespan of a node x; described as follows.

e B EEEER T - 2)

Each node in the network has a duty cycle contains a sequence
of Os and 1s, where O indicates turning off its radio and 1
represents node turns on the radio. These sequences of 0s and
1s indicate the state of a node either in work mode or energy
saving mode. The constructed schedule x; = {x;(t)} describes
that node x; status at time slot ‘t’, more generally x;(t) = 1
sensor node state is on mode, i.e., a node communication mode
and if x;(t) = 0 state of the node is off mode. As a result, the
node is in energy-saving mode. We use two identification
functions as follows:

Sio=13x,t -1 =1and x;(t) =0... . e e ... (3)
Sorr =13 x,(t—1) =0and x;(t) = 1. e ce e oo (4)

Function in 3, describes that the node transforming from on to
off state and other hand equation 4 represents that the node
transforming from off to on state. By merging equations 4 and
5 to evaluate the energy consumption between states in the
node duty cycle schedule as follows:

d
ftz’;t x;(£). Gy + (1 — x;(£)). Co + S1¢0(6)- Cro + Soe1 (£). Cor=

t;

Nbc

As we discussed energy conservation off state of a node is then

Co= Cit0= Cor1= 0 then we reconstruct above equation as
td. L .
ft};} x;(t).C;= Np.. Due to the application requirement a node
A

turn on in complete schedule, then above equation can be
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rearranged as (t,‘}i — t,?}).cl = N, and the lifespan of node

that the maximum value LS, = % . To maximize the lifespan
1

of a node x;, it should turn on the radio for less time duration.

Then a node x; chooses the duty cycle as a fixed value T €

(0,1). If a node C, is O then lifespan of a node can organize as
follows:

(td —t!).n. ¢ + (8 — )1 — 7). Co= Ny and LS,, = ’Z—”T
1

Decf:loyment of
Nodes in an Area

Nodes gather TsEow

about
tpepv] Latency
Application aired?
in?ormation Req 5

l Yes

Obtain
Remaining
Energy of a Node

No

No

Node removed
from design

Duty Cycle of
process Node

Construct Discovery
Schedule for
Implementation of
Neighbor Discovery

Selected Security
Mechanism for ND

!

| Adopted Collision Free Communication |

¥
More Efficient Secured Neighbor Discovery and Required
Latency Schedule Adopted for Node

Figure 1, EASND Organization

Based on the application a node x;, can arrange the duty cycle
schedule time being. If a node initiated the duty cycle at tf{l?
and changed the schedule for the duty cycle Ty <1 < T3 <
-+ < 1) Where t}c’}:To and t,‘fi = T, then we the use equation

as: Yk (fT"“xl-(t). C1) =N,. and

T B, . —
Tm)  Ta; (T Timg1)- 4= Ny . Hence, 7y, (Ty, Trpyq) and
Ty, X; € [0,m] are known then t,‘fi = T,,4+1 Can be evaluated
and we analyze the impact of the node lifespan of different

approaches that adjust duty cycle discussed and also computed
the lifespan of the node in Section 5.

B. Application block

A WSN consist of a set of resource constrained sensor nodes
are deployed in an area to perform various operations such as
sensing environmental conditions (i.e., temperature, humidity,
and pressure), tracking moving objects (animals in wildlife,
enemy tracking in battlefield surveillance, and vehicle
tracking). In order to relay information about objects timely
and nodes need to adopt low discovery latency, where node has
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to discovery its neighbors in less time, that is nodes in the
network are turning on their radios more continuous to achieve
require bounded latency of the application. Two important
functions performed in application block are: 1) To relay
latency requisite at a particular time t, that is discovery latency
should be fixed within L, , and 2) to construct a desire, duty

cycle based on the discovery latency requisite at Ly, .

C. Algorithm block

The main task of the algorithm block is to create an energy-
efficient duty cycle plan that depends on the application.
Energy block passes duty cycle requirements to algorithm
block to construct a duty cycle schedule for maximizing the
lifespan of a node. We use existing neighbor discovery
protocols to design duty cycle schedule for asymmetric
networks. Table 1 illustrates the relationship between discovery
latency and duty cycle schedules in existing protocols in the
literature of neighbor discovery in wireless sensor networks.

D. Communication block

Once nodes are deployed in an area, these devices must relay
sensed information to a base station in a cooperative manner.
Due to numerous network problems, a node can be known to
use most of its energy during the communication phase. Nodes
carry out the operations in accordance with the modified duty
cycle schedule.

The efficient discovery schedule can play vital role in the
single channel system, and communication block also
responsible for secure neighbor discover when collision exists
among multiple nodes must access channel at some instance of
time. Communication block responsible for implementation of
following functions: 1) construct lightweight security measures
for neighbor discovery, 2) maintaining of discovering neighbor
devices information such as node id, initial time, and duty
cycle, 3) maintains the discovery latency of neighbor nodes.

If more than one neighbor node, wants to access channel, then
communication collision often occurred. In this paper, we
adopted two methods to minimize the collisions, and the
existing models rewritten by methods to enhance performance
of EASND.

E. Security block

In WSNs, security is also the important factor when they are
deployed in an unattended environment. To provide secure, the
communication and neighbor discovery in the WSNs.
Generally, the cryptographic algorithm is incorporated, while
adapting cryptographic algorithms there are number challenges
and issues such as communication, storage overhead, and
energy consumption. By keeping these limitations, we
implemented a non-cryptographic algorithm for secure data
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communication []. To study the challenges and issues, we
proposed two functionalities that 1) defining the secure
neighbor route discovery approach that aims on optimality and
2) towards malicious attack vulnerability. We use following
algorithm to obtain the secure neighbor discovery.

Algorithm - 1: Energy Aware Secure Neighbor Discovery
Process

Input: N is collection of sensor nodes {x1, x2, X3, x4, ... xn}
deployed in the field.

Output: N nodes in Network with list of secure neighbour
nodes

1. x1, x2, x3, X4, ... xn sensor nodes in network
2. rk is communication range between nodes

3. mA : malicious node with true of false values
4

schedule contains Os and 1s for specifying active and
sleep modes of node

o

for each node in N do
6. if x1 ==1 and x2 ==1 #Nodes are active at same time

7. 1, :=commRange(x1l, x2) #Used to find common
communication range for every node in network

8. if x2 known neighbour of x1 then
9. nodes schedule is adjusted.
10. else

11. mA = verification(x2) #Used for valid neighbour in
the network

12. if (false= = mA) then

13. x2 become neighbor of x1 #x2 appended to neighbour
list of x1

14. nodes schedule is adjusted
15. else

16. node x2 suspicious node, then restrict to add into
neighbor list.

17. inform to known neighbors.

18. end for.

19.

20. Procedure for Malicious Attack verification

21.  mA: =conduct primary check with node and
application compatible

22. if(mA) then
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23. return true.

24. fori=1to 3do

25. Y: =getDetails(node)

26. t=testFit(Y)

27. end for

28. mA:=verify(t = TH) #TH :Threshold value
29. if(ImA and test) then

30. return warning

31. return mA

V. POWER MANAGEMENT METHODS FOR
ADOPTING DUTY CYCLE
Energy efficient algorithms in WSNs are aimed to reduce
battery power consumption during communication. As we
discussed a large amount of energy is consumed by the radio
unit for transmit or reception of data. Power management
methods are adjusting the duty cycle schedule by switching off
by radio unit, whenever not needed. As per equation 5, node

x; lifespan is LS, = % if node as same duty cycle (z) in the

lifespan. We can enhance node lifespan by adjusting the duty
cycle of a node whenever remaining energy is draining. We use
two strategies to adjust the duty cycle as per requirements and
energy.

A. Node-Wise Reducing (NWR)

Each node can construct r a variety of energy levels and they
have associated duty cycle levels well in advance they
represented as Ny, = Ny > Ny > - > N, > 0 and w,, = f; >
f, > -+ > f,. If node x; remaining energy reduces to N;, the
node adopts the duty cycle to ;. We use N,,; = 0 and
x; choose a duty cycle at t as t,(¢t) =1y, if Ny(t) €
[Ny41, N, | then lifespan of a node x; can be constructed as:

Np=Niyq

— T
LSxi = 4l=1 Ci.fq

. (6)

The proposed method can enhance the node lifespan as
compared with the general duty cycle equated in equation (4).

B. Continuous Energy Reducing (CER)

After deployment of a node in an area of interest, node x; has
initial energy (N,.: Node initial battery capacity) and selects an
initial duty cycle r; assign when it started. Each node in the
network adopts the duty cycle in continuous time intervals
based on the remaining energy of a node, and fixed constant
time. Assuming that the energy level at a particular time t, the
node duty cycle is minimized as:
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in(t) _ Npc

Txi(f) o

- (7)

When the residual energy is comparatively very minimum, i.e.,
Ny, (t) < Npin, Where Ny, fixed constant is and then node

has to adopt a duty cycle as £, = xmi” fo. In order to

max

determine the lifespan, it is mandatory to determine how many
numbers of times that specific node adjusted its duty cycle.
Assume after some fixed (k) periods of length T, the residual
energy is no longer than N,,,;,,. Then lifespan of node can be
derived in following equations:

Ng = Ny, o =Ty
. . ., , Ny
N1:N0_T'F0'C1, [‘1=v—'I‘0
No
Y P N,
Ny =Nj; =T -1..G I =g To
0
- - P , Npe .
(| Nk =Ngg =T g G k=75, To

Then lifespan of a node x; is denoted as follows:

— I NkNmax
LSy, =k T+ N ey ... (9)
C. Discovery Latency Constraints

In realistic WSN applications, node need to obtain nearby node
information timely then the node must adopt or increase the
duty cycle depends on the application required latency.
Therefore, discovery latency between any two nearby nodes is
computed by the selected algorithm and the duty cycles of
neighbor nodes. In table 2, illustrates that the various
symmetric and asymmetric algorithms represent the variety of
discovery latencies. For example, in Disco discovery latency
constraints L, (t) at time t for node x; and it verifies the
availability of the obtained neighbors. Assume duty cycle of a
neighbor node x; is f; and node x; must maximize its duty

, 4 .
cycle as: f; > o In order to obtain all nearby nodes, where
JHt

node x; has to verify the minimum schedule and node can

maximize the duty cycle r; > Then, according to the

4
application needs and remaining energy node x; has to adopt
better duty cycle. Here, two important metrics are considered to
adjust the duty cycle by merging the latency constraints and
remaining energy. The function of the adaptive duty cycle of a
node denoted as follows.

7:(0) = F(N;(©), Li(®)) wee vve e eee o (10)
D. Procedure to Reduce Collisions

In single channel wireless communication avoiding collisions is
a non-trivial task. In multi-hop realistic applications, any two
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nodes can communicate successfully only when they are not
interfered by other nodes. Due to interference, communication
collisions were discovered, and many network nodes were
unable to find their neighbours. In order to detect and reduce
collisions, we peruse the neighbor discovery probability and
propose two procedures to minimize the collisions in single
channel wireless communication system.

E. Probability of Neighbor Discovery

In view of two nodes x; and x; have set of neighbor nodes
denoted as |N,,| and |N,,|. Assume these nodes x; and x; turn
on their radio at time (t), and nearby nodes of these x; and x;
are may turn on their radio as in < Ny, Nj < ij. Here, x; €

N; and x; € N;, x; and x; can discover and communicate each

cgher only if:

IN;| =1,|N;| =1 ... ... ..(1D)

The average duty cycle for a node x; as 7,. We assume the
scenario where node x; turns on its radio with a probability of
7. The two nodes x; and x; turn on the radio at time t, the
probability of discovery of nodes determined as follows:

Dy (IN;] =1, Nj| = 1) < min{fp, (IN:] = 1), £, (IN;] = 1)}
= min {kaEin,kij(l—‘[k)' kaEij,kii(l—Tk)}

We adopt the basic function of the probabilistic algorithm to
minimize the communication collisions and we use two
important procedures are considered as follows.

F. True Probability Reducing Procedure

The TPR procedure can implemented as follows for existing
deterministic discovery algorithms constructs the discovery
schedule for x; as w,,={w,, (t)|t = t/*} at particular time slot t
that w,, (t) = 1, node x; turns on the radio with probability Pry
to construct a modified sequence as S = {w; (t)|t > t/"}.

if wy,(t) =0, 5, =0
{if Wy, () =1, S =0
If two neighbor nodes x; and x; turn on the radio at time t the
expected probabilities of [N, | = 1 and N,,| = 1 are then

Dpr(|Ni| = 1) =1, eNk#i (1 = Pry, 1)
Dpr(INj] = 1) =, € Ny ke # i (1 = Pry, £)
We evaluate the success of these procedures in subsequent

sections of this paper. For example, Pr; = 0.5, and t;,,=1%, the
discovery  probability is less than 1/2  where

max{|in|, ij }2 139.
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VI. IMPLEMENTATION OF PROPOSED METHODS

To evaluate EASND performance and quantify its efficiency,
we borrowed deterministic neighbor discovery algorithms. We
performed simulations of proposed model using the NS2
simulator. We used various approaches for implementation of
proposed EASND. We deployed and borrowed existing
protocols are incorporated with EASND to construct efficient
schedules for static duty cycles. Table 2 describes the initial
parameters of simulation. We consider three strategies for

comparing of existing protocol in neighbor discover:

TABLE Il. BASIC SIMULATION PARAMETERS

Number of Nodes Deployed
Target Area

Location of Nodes

: 100
: 1000 x1000
: Static and uniformly densely

distributed

Transmission rate 1 20m, 50m
Node Initial Energy : 2Joule
Simulation Duration : 1200 Seconds
Communication range (R,,) :50m

Slot length (tp) :20ms
Number of Base Stations 101

Duty Cycle Ratio :01- 07

Idle or Sleep Energy : OJoule
Energy consumed by a node to turn on node 04

each slot (C;)
Neighbour Discovery Schemes used for
Comparison

: Hedis, Hello, Searchlight, and

U- Connect.

i) Discovery with respect to central node. Assume x; has
number of neighbors |N,,| in the network. Node x; duty cycle
Ty, and its neighbors can choose the duty randomly
between [0.1, 0.7].

ii) Discovery with respect to 1000 nodes. Once node’s
deployed in an area can construct duty cycle randomly to make
connectivity and coordination between nodes and each node
can choose a duty cycle randomly between [0.1, 0.7].

iii) Discovery within two nodes. Our proposed model
significantly generates the best available schedule for fixed
duty cycles.

A Enhancing Discovery Rate

Average discovery latency, the discovery rate, and lifespan or
percentage of discovery is determined under various
arrangements, and we described in table 3 the common
parameters for every arrangement.

Number of Neighbors: We assume a central node x; has
number of neighbors |N,,| and choose duty cycle 7,, = 0.3.
Here, we choose Hedis as the example and set m; = m, = 0.5
for TPR and DPR. In Figure 4 that the discovery rate of x; with
a specified duty cycle time slot and number of neighbors are
increasing from 1 to 100.
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In Hedis unable to discover neighbor if |N,,| > 7 and it cannot
obtain knowledge of even one nearby node when |N,,| > 18.
The existing system incorporated with implemented, all nearby
node information can be obtained when |N,| < 43 and |N,,| <
33. We also determine the significance of TPR and DPR at
m, = 0.4 and m, = 0.2 and proposed outer form the models
whenm; = m, = 0.5.

B. Prolonging Lifespan

In this paper, we study two important methods to reduce the
discovery latency Node-Wise Reducing and Continuous
Energy Reducing that can enhance node lifespan. We
computed the performance of node x; in WSNs with set of
|in| neighbors. In continuous energy reducing, duty cycle at
the initial level at 0.3 and N,,,;;, = 200 and node can adopt the
duty cycle every I = 100000 time slots.

Lifespan: Figure 7, shows that the lifespan of a node compared
x; for various existing neighbor discovery algorithms, both
NWR and CER methods node lifespan can expand
significantly. Suppose the lifespan of NWR and CER are
approximately 5 and 6 times higher than the Hedis.

C Enhancing Discovery for Two Neighbor

Our proposed model enables the estimation of symmetric and
asymmetric duty cycles for neighbor discovery in
asynchronous WSNs.

Symmetric Scenario: Assume x;, x; are two neighbors have the
identical duty cycle 7, randomly selected between [0.1,0.5]. In
the Figure, illustrates that the average discovery latency, if the
discovery latency of all existing algorithm minimizes as the
duty cycle of algorithm maximizes.

Asymmetric Scenarios: Assume duty cycle of node x; is
constant at 0.2 and other node x; duty cycle Tojs randomly
selected between [0.1,0.5]. In the Figure, illustrates that the
average discovery latency, if the discovery latency of all
existing algorithm minimizes as the duty cycle of algorithm
maximizes.
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VIl. CONCLUSION

In this paper, we propose efficient adaptive secure neighbor
discovery process. According to the application and remaining
energy of a node, sensor devices in single channel wireless
networks can adapt their duty cycle dynamically. We propose
an extended general scheme to handle the secure neighbor
discovery problem. After deployment of nodes arbitrarily in the
monitoring area and then perform a neighbor discovery process
to obtain knowledge about neighbor nodes. Initially node
doesn’t know about neighbors such as start time, active and
sleep slots of a node. We borrowed various deterministic
algorithms that can generate discovery of the nearby node
according to the dependent discovery latency. In addition, we
are proposing a non-cryptographic algorithm to provide secure
neighbor discovery. From the simulation results, the proposed
EASND has significantly better performance when sensor
devices, select a duty cycle based on the application latency.
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