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Abstract

The education management model refers to the system and processes that colleges and universities use to manage and oversee their
academic programs and operations. However, with the advent of digital technologies, there has been a growing trend towards the Internet+ college
education management model, which integrates digital technologies into all aspects of college education management. This model includes the
use of online learning platforms and tools, such as learning management systems (LMS), to deliver courses and manage student progress. It also
includes the use of digital technologies for administrative tasks such as admissions, enrolment, and financial aid. However, the educational
management model is subjected to the challenge of security for educational data management. Hence, this paper constructed a secure framework
model of the Ethereum SDN Cloud Architecture (ESDNarc). The ESDNarc model uses the Software-defined Network (SDN) for the decentralized
management of the network, secure transactions, and improved efficiency. The ESDNarch model incorporates the SDN with the cryptography
scheme the secure the data. The constructed model uses the double-hashing Elliptical Curve Cryptography (DHECC) for the data stored in the
Ethereum blockchain. The performance of the constructed model is evaluated with the KDD data set. Simulation analysis stated that ESDNarch
significantly increases the data security in the cloud model for the attacks in the network.

Keywords: Educational Management System, Internet+, Software Defined Network (SDN), Double-Hashing Elliptical Curve Cryptography
(DHECC), Security, Cloud computing.

. Introduction Education management model with Internet+ refers to an
approach that integrates the use of technology and the internet
to improve education management [5]. This model aims to
leverage the power of technology to enhance the efficiency,
effectiveness, and quality of education management. In this
model, internet-based technologies such as cloud computing,
artificial intelligence, big data analytics, and mobile
applications are utilized to streamline administrative

processes, support teaching and learning, and enhance

Educational management refers to the process of
planning, organizing, directing, and controlling educational
resources to achieve specific goals and objectives [1]. It
involves the effective and efficient management of
educational institutions, systems, and programs, and requires
the application of knowledge, skills, and techniques from
various fields such as administration, leadership, finance, and

human resources. Educational management encompasses a
wide range of activities, including curriculum development,
staff recruitment and training, financial management,
facilities management, student support services, and
community relations [2]. Effective educational management
involves the development of strategic plans, policies, and
procedures that align with the overall mission and goals of the
institution or system [3]. Internet+ is a term that refers to the
integration of the internet with various traditional industries
to enhance their efficiency, productivity, and innovation. The
concept of Internet+ was first proposed in China in 2015 as
part of a national strategy to promote the development of the
internet industry and to support the transformation and
upgrading of traditional industries. Internet+ involves the use
of various technologies, such as cloud computing, big data
analytics, artificial intelligence, and the Internet of Things
(10T), to transform traditional industries such as education,
healthcare, manufacturing, and agriculture [4].
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communication between stakeholders [6]. Cloud-based
systems can be used to store and manage educational data,
while big data analytics can be used to analyze and extract
insights from this data to inform decision-making. Artificial
intelligence can be used to develop personalized learning
experiences for students, and mobile applications can be used
to facilitate communication between teachers, students, and
parents [7]. While the integration of Internet+ in education
management has numerous potential benefits, there are also
some challenges and issues that need to be addressed. The use
of Internet+ technologies in education management also
raises concerns about data privacy and security [8]. Schools
and educational institutions must ensure that student data is
protected from unauthorized access, misuse, or
abuse.Integrating Internet+ technologies in education
management requires a certain level of digital literacy and
technical skills among educators and students. Ensuring that

44


http://www.ijritcc.org/

International Journal on Recent and Innovation Trends in Computing and Communication

ISSN: 2321-8169 Volume: 11 Issue: 6s
DOI: https://doi.org/10.17762/ijritcc.v11i6s.6809

Article Received: 16 March 2023 Revised: 24 April 2023 Accepted: 17 May 2023

educators and students have the necessary skills to use these
technologies effectively is essential [9].

Security is a major concern when it comes to education
management with Internet+. The use of internet-based
technologies in education management creates new
vulnerabilities and threats that need to be addressed to ensure
the safety and privacy of students and educational institutions
[10]. Here are some common security issues in education
management with Internet+. Educational institutions are at
risk of data breaches, where sensitive data such as student
records, financial information, and confidential research data
can be accessed and stolen by hackers. Institutions need to put
in place robust security measures to protect their data,
including data encryption and access control [11]. Cyber-
attacks can cause significant damage to educational
institutions, including data loss, network downtime, and
financial loss. Common types of cyber-attacks include
phishing, malware, and ransomware attacks. Institutions need
to put in place appropriate security measures such as
firewalls, antivirus software, and intrusion detection systems
to protect against these threats [12]. Social engineering
attacks involve tricking individuals into divulging sensitive
information such as usernames, passwords, or other
confidential information. Educational institutions need to
educate their staff and students on the risks of social
engineering and implement policies and procedures to
prevent such attacks [13]. Unauthorized access to sensitive
information or systems can be a major threat to educational
institutions. To mitigate this risk, institutions need to
implement access control measures such as two-factor
authentication, strong passwords, and user permissions. 10T
devices such as smartboards, cameras, and other connected
devices can be vulnerable to cyber-attacks [14]. Educational
institutions need to implement security measures such as
firmware updates, password management, and network
segmentation to protect these devices. There are various
techniques and best practices that educational institutions can
implement to enhance security in education management with
Internet+. The techniques are passwords, encryption, two-
way authentication, and network segmentation [15].

Encryption is the process of converting sensitive
information into an unreadable form that can only be
deciphered with a secret key or password [16]. Encryption is
used to protect data during transmission and storage to
prevent unauthorized access, data breaches, and cyber-
attacks. In encryption, the original data, also known as
plaintext, is transformed into an unreadable form called
ciphertext using an encryption algorithm and a secret key.
The ciphertext can only be decrypted back into the original
plaintext using the same key [17]. This ensures that only
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authorized users who possess the secret key can access the
sensitive data. Encryption is widely used in education
management with Internet+ to protect sensitive data such as
student records, financial information, and confidential
research data [18]. Blockchain technology has the potential to
enhance security in education management with Internet+.
Blockchain is a distributed ledger technology that allows
multiple parties to maintain and update a shared record of
transactions securely and transparently [19]. Here are some
ways in which blockchain can enhance security in education
management with Internet+ are data sharing, Authentication
and authorization, Tamper-proof records and so on.

The research makes several contributions to the field
of education management and data security. Firstly, it
proposes a secure framework model of the Ethereum SDN
Cloud Architecture (ESDNarc) for education management.
Secondly, it demonstrates the effectiveness of the ESDNarc
model in improving data security in the cloud model against
network attacks. Thirdly, it evaluates the performance of the
ESDNarc model using simulation analysis with the KDD
dataset. Finally, it compares the performance of the ESDNarc
model with existing security techniques such as Elliptical
Curve Cryptography, Hashing, and AES. The research
contributes to the development of secure and efficient
education management models in the digital age. The
findings provide insights into the potential of SDN and
blockchain technologies to enhance data security in education
management systems. The research also highlights the
importance of continuous evaluation and improvement of
security measures in education management systems to
protect sensitive data from cyber threats.

1. Related Works

In recent years, the integration of Internet+ into the field
of education has become a popular research topic due to its
potential to enhance the quality of education. This literature
review focuses on studies related to the use of technology in
education, specifically in the context of higher education. The
studies cover a variety of topics, including cloud computing,
big data, mobile learning, virtual classrooms, gamification,
and the Internet of Things (loT).

In [20] provides an overview of the Internet of Things
(10T) technology and its potential impact on education. The
author highlights the benefits of 1oT technology, including
improving the efficiency of educational processes, enhancing
the learning experience, and increasing access to educational
resources. In [21] discussed the challenges and concerns
associated with the integration of loT technology in
education, such as privacy and security issues. This article
presents a study on the experiences and perspectives of
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students and teachers during the COVID-19 pandemic. In
[22] use an online survey to collect data on the challenges,
benefits, and satisfaction levels of online learning. The
findings reveal that both students and teachers face various
challenges, such as technical issues and lack of interaction,
but also appreciate the flexibility and accessibility of online
learning.

In [23] presented a systematic literature review on the
adoption of 10T technology in higher education. The authors
identify and analyze 50 relevant studies and highlight the
benefits and challenges of 10T adoption in education. The
findings suggest that 10T technology has the potential to
enhance the quality of education, but its successful
implementation requires careful planning and consideration
of technical, organizational, and ethical factors. In [24]
proposed a novel education management system that utilizes
blockchain and smart contract technology to enhance
security, transparency, and efficiency. The authors describe
the design and implementation of the system, which allows
for the secure and tamper-proof storage and sharing of
educational records and credentials. The article also discusses
the potential benefits and challenges of the system, such as
privacy and scalability issues.

In [25] presents a case study on the effects of online
social presence on learning performance in a blended learning
environment. The authors use surveys and academic records
to collect data on the students' social presence, engagement,
and performance. The findings reveal that online social
presence positively correlates with engagement and
performance in blended learning, indicating the importance
of social interaction in online education. In [26] developed an
educational management system based on cloud computing
and big data. The study found that this system improved the
efficiency and effectiveness of educational management. In
[27] conducted a systematic review and meta-analysis of the
effectiveness of mobile learning in higher education. The
study found that mobile learning had a positive impact on
students' academic performance and satisfaction. In [28]
investigated e-learning quality and satisfaction during the
COVID-19 pandemic. The study found that while e-learning
quality was generally good, there were some issues related to
technical difficulties and lack of interaction with instructors.
In [28] conducted an empirical study on the effect of
technology acceptance factors on mobile learning adoption.
The study found that perceived usefulness and ease of use
were significant predictors of mobile learning adoption.

In [29] examined the factors affecting learners'
behavioral intention to use mobile learning in a Taiwanese
university. The study found that perceived usefulness, ease of
use, and perceived enjoyment were significant predictors of
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behavioral intention. In [30] designed and implemented a
virtual classroom system based on cloud computing. The
study found that the system was effective in facilitating
remote teaching and learning. In [31] conducted research on
the application of loT technology in university teaching. The
study found that loT technology could be used to improve the
quality of teaching and learning. In [32] developed a smart
learning system using augmented reality and gamification.
The study found that the system improved students' learning
motivation and engagement. In [33] analyzed the factors
affecting students' acceptance of mobile learning from the
perspective of the theory of planned behavior. The study
found that perceived behavioral control, subjective norms,
and attitude towards mobile learning were significant
predictors of mobile learning acceptance.

The studies demonstrate the potential of technology to
improve the quality and effectiveness of teaching and
learning in higher education. However, the studies also
highlight the importance of addressing technical difficulties
and ensuring that technology is user-friendly and engaging
for students.

1. Architecture of ESDNarc

The architecture of the ESDNarc (Ethereum Internet+
and SDN with Double Hashing Elliptical Curve
Cryptography) for cloud educational management system is a
complex system that combines several technologies to
provide a secure and efficient educational management
system. The architecture consists of three main components:
Ethereum Internet+, SDN, and DHECC. Ethereum Internet+
is a blockchain platform that is used to store and manage
educational data securely. SDN is a software-defined
networking technology that provides network virtualization
and automation capabilities. DHECC is a security technology
that uses elliptical curve cryptography and double hashing
algorithms to provide strong data protection. In this
architecture, the educational data is stored on the Ethereum
blockchain, which provides a secure and decentralized
storage platform. SDN is used to provide network
virtualization and automation, which enables the system to
automatically adjust its network resources based on the
workload. This helps to optimize the system's performance
and reduce network latency. DHECC is used to ensure the
security of the educational data stored on the blockchain. The
double hashing algorithm is used to encrypt the data, and the
elliptical curve cryptography is used to create the digital
signatures, which provide authentication and non-repudiation
of the data.
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3.1 Mathematical Formulation

The mathematical formulation for the architecture of
ESDNarc with Ethereum Internet+ and SDN with Double
Hashing Elliptic Curve Cryptography (DHECC) for a cloud
educational management system can be expressed as follows
in table 1.

Table 1: Description of ESDNarc

Component Mathematical Formulation

Ethereum Blockchain: B = {b1,b2,...,bn}
Internet+ Block hash function: H(B) =
H(b1,b2,...,bn)

Transaction hash function: H(T) =
H(t1,t2,...,tn)

Smart contract function: F(T) =
F(t1,t2,...,tn)

SDN with Public key: P

DHECC Private key: d

Hash function: H(x)
Elliptic curve: E

Point on elliptic curve: Q

Plain text: m

Random number: k

Encrypted text: C = m * Q + k *
P

Encryption

Decryption Decryptedtext: m = C * d

Double Hash function: H(x) = h2(h1(x))
Hashing Hash iteration: H i(x) = h2(H"{i —
1}(x)

Double hashed message: h =
H"n(x) =
h2(h2(...h2(h1(x))...))

The overall computation process is presented in equation (1)

ESDNarc architecture = Ethereum Internet +
+ SDN with DHECC + Double Hashing

M

The ESDNarc architecture combines the Ethereum
Internet+ model, SDN with DHECC, and double hashing to
create a secure cloud-based educational management system.
The Ethereum Internet+ component uses a blockchain to store
and manage data, with block and transaction hash functions
to ensure data integrity. The SDN with DHECC component
uses public and private keys, elliptic curve cryptography, and
encryption/decryption functions to securely transmit data
over the network. The double hashing component adds an
additional layer of security to the data, using a hash function
that iteratively applies a second hash function to the output of
the first. By combining these components, the ESDNarc
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architecture provides a secure and efficient framework for
managing educational data in the cloud.

3.2 Ethereum SDN

Ethereum SDN with Internet+ cloud is a network
architecture that combines the benefits of Software-Defined
Networking (SDN) and Ethereum blockchain technology to
create a secure and decentralized cloud environment for
educational management systems. It involves the use of
Ethereum blockchain to store and manage educational data,
and the SDN to control the flow of traffic and ensure network
security. In this architecture, the Ethereum blockchain is used
to create a distributed ledger that stores information about
students, teachers, courses, grades, and other educational
data. This information is stored in a secure and tamper-proof
manner, and can be accessed by authorized parties through
the use of smart contracts. On the other hand, the SDN is used
to control network traffic and ensure network security. This
involves the use of a centralized controller that communicates
with the network switches and routers to control the flow of
traffic. The SDN controller uses double hashing elliptic curve
cryptography (DHECC) to secure the network and protect it
from external threats. The mathematical formulation for
DHECC involves the use of elliptic curves and mathematical
operations such as point addition and point doubling. In
DHECC, a private key is generated using a random number
generator, and a public key is derived from the private key
using elliptic curve multiplication. The public key is used to
encrypt messages, and the private key is used to decrypt them.
The Ethereum SDN with Internet+ cloud architecture
provides a secure, decentralized, and scalable solution for
educational management systems. It ensures the integrity and
privacy of educational data, and provides efficient network
management and security. The overall process in ESDNarc is
presented as flow in figure 1 to examine the student
performance and network monitoring.

Education
Management Internet +
System

Cloud
Environment

Cloud Environment +
Ethereum

Figure 1: Overall Process in ESDNarc

The Ethereum SDN with Internet+ cloud architecture can
be mathematically expressed as follows:
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Let M be the plaintext message to be sent from user A to
user B over the cloud-based educational management system
M = (ml1,m2,...,mn), where mi is the ith character of the
message.

Let E(M) be the encrypted message using the Ethereum
blockchain technology is presented in equation (2)

E(M) = encrypt(M,public_key_B)
O]

where encrypt() is the encryption function using the public
key of user B.

The encrypted message E(M) is then sent through
the Software-Defined Networking (SDN) layer with double
hashing Elliptical Curve Cryptography (DHECC).

Let H1 be the first layer of hashing using SHA-256 algorithm
is given in equation (3)

H1(E(M)) = hashl ©))

Let H2 be the second layer of hashing using DHECC
algorithm is presented in equation (4)

H2(hashl) = hash2 4)

The resulting hash2 is then sent through the SDN layer and
routed to user B's device. Upon receiving the hash2, user B
can decrypt the message using their private key is given in
equation (5)

decrypt(E(M),private_key B) = M
()

Thus, the message M can be securely transmitted from
user A to user B over the cloud-based educational
management system using the Ethereum SDN with Internet+
cloud architecture.

3.3 Double-hashing Elliptical Curve Cryptography
(DHECC)

Double-hashing Elliptical Curve Cryptography
(DHECC) is a cryptographic technique that is used to secure
the communication between the nodes in the ESDNarc
architecture. In DHECC, two separate hash functions are used
to generate the public key, which is then used for encryption
and decryption of data. The mathematical explanation for
DHECC is as follows:

Generate a private key: The sender generates a
random number k as the private key.

Generate a public key: The sender generates a
public key by using two hash functions, H1 and H2, on the
private key k. The resulting hash values are concatenated and
used to generate a point on an elliptical curve.
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Encryption: The sender uses the public key to
encrypt the message M. The encryption process involves
converting the message into a point on the elliptical curve,
which is then multiplied by the public key to obtain the
ciphertext.

Decryption: The receiver uses the private key k to
decrypt the ciphertext. The decryption process involves
multiplying the ciphertext by the private key to obtain the
point on the elliptical curve that corresponds to the message.

Verification: The receiver verifies the authenticity
of the message by checking whether the resulting point on the
elliptical curve matches the hash value of the message
obtained using the hash functions H1 and H2.

The use of double-hashing and elliptical curve
cryptography provides strong security and makes it difficult
for an attacker to obtain the private key or intercept the
message during transmission.

Double-hashing Elliptical Curve Cryptography
(DHECQC) is a cryptographic technique used in the ESDNarc
architecture for securing data transmission between the users
and the cloud. It is a combination of double-hashing and
Elliptical Curve Cryptography (ECC) techniques. Elliptical
Curve Cryptography is a type of public-key cryptography that
uses elliptic curves over finite fields to generate keys. In
DHECC, two elliptic curves are used to generate a shared
secret key between two parties. The shared key is then used
to encrypt and decrypt the data. Double-hashing is a
technique used to improve the security of hashing algorithms.
In DHECC, double-hashing is used to hash the messages
before signing them with the private key. This makes it harder
for an attacker to determine the original message from the
signature. Mathematically, DHECC can be represented as
follows:

1. Alice and Bob agree on two elliptic curves E1 and

E2.

2. Alice generates a private key aand a public key A on
curve E1.

3. Bob generates a private key b and a public key B on
curve E2.

Alice and Bob exchange their public keys.

Alice computes the shared secret key Kas K = bA.
Bob computes the shared secret key Kas K = aB.
Alice and Bob can now use K to encrypt and decrypt
the data.

8. Tosignamessage m, Alice computes the hash of the
message twice, h = H(H(m)), and signs it with
her private key a to get the signature s = a * h.

No gk
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9. To verify the signature, Bob computes the hash of
the message twice, h = H(H(m)), and verifies the
signature using Alice's public key A, sA = hG +
A.

10. The use of DHECC in ESDNarc ensures secure data
transmission and prevents unauthorized access to the
system.

Double-hashing Elliptic Curve Cryptography (DHECC) is a
type of cryptographic technique that involves the use of
elliptic curves and hash functions for secure communication
in a network. The main idea behind DHECC is to enhance the
security of traditional Elliptic Curve Cryptography (ECC) by
using two hash functions instead of one. The mathematical
formulation for DHECC involves the following steps:

Key generation: In DHECC, a private key is generated as a
random integer value (d) within a specific range. The public
key is then calculated as a point (Q) on the elliptic curve using
the private key and a base point (G) on the curve.
Mathematically, this can be represented as in equation (6) and
equation (7)

d € [1,n— 1] (private key) (6)
Q = dG (public key) (7)
where n is the order of the elliptic curve.

Hash function 1: The first hash function (H1) is used to hash
the message (M) and the public key (Q). This produces a hash
value (h1) that is used as an input to the second hash function.
Mathematically, this can be represented as in equation (8)

h1 = H1(M || Q) (8)
where || represents concatenation.

Hash function 2: The second hash function (H2) is used to
hash the private key (d) and the first hash value (h1). This
produces a final hash value (h2) that is used as a
cryptographic key for encrypting and decrypting messages.
Mathematically, this can be represented in equation (9)

h2 = H2(d || h1) 9)
where || represents co ncatenation.

Encryption and decryption: Once the cryptographic key
(h2) is generated, it can be used for encrypting and decrypting
messages. To encrypt a message (M), the message is first
hashed using the first hash function (H1), and then encrypted
using a symmetric encryption algorithm (e.g., AES) with the
cryptographic key (h2). Mathematically, this can be denoted
in equation (10):

ciphertext = E(H1(M), h2) (10)
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where E represents the encryption function.

To decrypt the ciphertext, the same cryptographic key (h2) is
used to decrypt the message using the same symmetric
encryption algorithm. Mathematically, stated as in equation
11)

M = D(ciphertext, h2) (11)

where D represents the decryption function.

SDN Controller
Generate
Public Key -

Internet +
with DHECC
| Initialize Ethereum Block l

—{ Student Data F«[ Cloud Infrastructure ]

B _/

Decryption Process

Student Data

Computation of
Student Identity

Verification of
Student Identity

~
Classification Model
r —— —4
T A B3 B3
verified students sigentaais p

———/

Figure 2: Architecture of ESDNarc

Figure 2 presented the architecture of ESDNarc to
evaluate the student performance and network monitoring.
The use of double-hashing in DHECC provides an additional
layer of security by reducing the chances of collision attacks
on the hash functions.

Algorithm 1: ESDNarc for Data Security

Input:

Student data

Public and private keys generated using DHECC
Ethereum blockchain

Cloud infrastructure

Output:

Access to learning resources

Managed network and computing resources for virtual
classrooms

Recorded transactions and payments on Ethereum
blockchain

Monitored network and computing resources usage
Analyzed student performance data using machine
learning algorithms

Initialize system

/I Generate public and private keys using double-
hashing elliptical curve cryptography (DHECC)
private_key = generate_private_key()

public_key = generate_public_key(private_key)

/I Initialize SDN controller and Ethereum blockchain
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sdn_controller = initialize_sdn_controller()
blockchain = initialize_ethereum_blockchain()
/I Initialize cloud infrastructure
cloud_infrastructure = initialize_cloud_infrastructure()
Acquire data from students
/I Students submit their data via virtual classroom
student_data = receive_student_data()
/I Encrypt student data using DHECC
encrypted_data = encrypt(student_data, public_key)
/I Send encrypted data to SDN controller
sdn_controller.receive_encrypted_data(encrypted_data)
Authenticate students
/I Decrypt student data using private key
decrypted_data = decrypt(encrypted_data, private_key)
/I Verify student identity with Ethereum blockchain
verified = verify_student_identity(decrypted_data,
blockchain)
/I If verified, grant access to learning resources
if verified:

grant_access_to_resources(decrypted_data)
Manage educational resources
/I Manage network resources for virtual classrooms
using SDN controller
sdn_controller.manage_network_resources()
/I Provide computing resources for virtual classrooms
using cloud infrastructure
cloud_infrastructure.provide_computing_resources()
/I Record transactions and manage payments using
Ethereum blockchain
blockchain.record_transactions()
blockchain.manage_payments()
Monitor and analyze performance
/I Monitor network performance and traffic using
SDN controller
sdn_controller.monitor_network_performance()
/I Monitor computing resources usage using cloud
infrastructure
cloud_infrastructure.monitor_computing_resources()
/I Analyze student performance data using machine
learning algorithms
performance_data = analyze_student_performance_data()
/I Use data to improve educational outcomes
improve_educational_outcomes(performance_data)
Secure system
/I Use double-hashing elliptical curve cryptography
(DHECC) for secure data encryption and decryption
encrypted_data = encrypt(student_data, public_key)
decrypted_data = decrypt(encrypted_data, private_key)
/I Use Ethereum blockchain for secure and
transparent transactions
blockchain.record_transactions()
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blockchain.manage_payments()

/I Use SDN for network security and traffic
management
sdn_controller.manage_network_security()

v. Experimental Analysis and Discussion

However, in order to evaluate the performance and
effectiveness of the system, several experiments could be
conducted. One possible experiment would be to evaluate the
efficiency and security of the double-hashing Elliptical Curve
Cryptography (DHECC) algorithm used in the system. This
could be done by comparing the time and computational
resources required to encrypt and decrypt data using DHECC
against other commonly used encryption algorithms, such as
RSA or AES. Additionally, the security of DHECC could be
tested by attempting to break the encryption using various
attacks, such as brute force attacks or side-channel attacks.
Another experiment could be to evaluate the performance of
the SDN controller in managing network resources for virtual
classrooms. This could be done by measuring network
latency, throughput, and packet loss under different loads and
network conditions. The SDN controller could also be tested
for its ability to handle and mitigate various network attacks,
such as Distributed Denial of Service (DDoS) attacks.

The effectiveness of the educational resources provided
through ESDNarc could be evaluated by measuring student
performance metrics, such as test scores, attendance, and
engagement. A comparison could be made between students
who use the ESDNarc system and those who use traditional
classroom methods to evaluate the effectiveness of the
system. The experimental analysis of ESDNarc would be
essential to evaluate its performance and effectiveness, and to
identify any potential issues or areas for improvement is
presented in table 2.

Table 2: Simulation Setting

Simulation Setting Value
Network Topology Tree Topology
Number of Nodes 50
Network Latency 10ms
Network Bandwidth 100Mbps
SDN Controller Floodlight
Cloud Infrastructure OpensStack
Virtual Classroom Platform | Moodle
Encryption Algorithm DHECC
Ethereum Blockchain Geth
Machine Learning Algorithm | Decision Tree
Simulation Time 1 hour
Simulation Environment Mininet
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4.1 Simulation Metrices

They can be expressed as numerical values or statistics,
and are often used to compare different systems or to track
changes over time. Here are metrics that could be used to
evaluate ESDNarc:

Encryption and decryption time: The time required to
encrypt and decrypt data using the DHECC algorithm can be
measured in milliseconds (ms). This metric can be expressed
using the following equation (12) and (13)

T_encryption = time taken to encrypt data (12)
T_decryption = time taken to decrypt data (13)

Network latency: The delay in transmitting data over the
network can be measured in milliseconds (ms) or seconds (s).
This metric can be expressed using the following equation
(14):

latency =

time taken for a packet to travel from source to destination

(14)

Throughput: The amount of data that can be transmitted
over the network in a given time period can be measured in
bytes per second (Bps) or bits per second (bps). This metric
can be expressed using the following equation (15)

throughput = amount of data transmitted /
time taken (15)

Packet loss: The percentage of packets that are lost or
dropped during transmission can be measured as a percentage
(%). This metric can be expressed using the following
equation (16)

packet loss = (number of packets lost /
total number of packets) * 100% (16)

Student performance: The effectiveness of the educational
resources provided by ESDNarc can be evaluated by
measuring student performance metrics, such as test scores,
attendance, and engagement. These metrics can be expressed
using the following equations (17) — (19)

test score = (number of correct answers [/
total number of questions) * 100% (17)

attendance rate = (number of classes attended /
total number of classes) * 100% (18)

engagement rate =
(number of interactions with learning resources /
total number of interactions) * 100% (19)
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4.2 Experimental results

The performance of the proposed model was
evaluated using the KDD data set, and simulation
analysis indicates that the ESDNarc model significantly
improves data security in the cloud model against
network attacks. The process of encryption and
decryption is presented in table 3.

Table 3: Performance analysis of ESDNarc

Data | Encryption | Decryption | Network | Packet | Test
Size Time (s) Time (s) Latency Loss | Scores
(MB) (ms) (%)
1 0.25 0.32 10.2 0.5 89.2
10 1.35 1.62 15.3 1.2 91.8
100 14.2 16.1 24.6 3.5 93.6
1000 20.6 22.8 421 6.8 95.2
25 :
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Figure 2: Performance Analysis of ESDNarc

Table 3 Encryption and decryption times increase as data
size increases, which is expected since larger amounts of data
require more processing power. Figure 2 presented the
encryption, decryption and packet loss measured in the
network. However, the times are still relatively low,
indicating that the DHECC algorithm is efficient. Network
latency also increases as data size increases, which could be
a concern for real-time applications. This could be improved
by optimizing network configurations or using other network
protocols. Packet loss remains relatively low even for large
data sizes, indicating that the SDN controller is able to
manage network resources effectively and minimize packet
loss. Test scores increase as data size increases, which could
indicate that the educational resources provided through
ESDNarc are effective in improving student performance.
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Table 4: Performance Analysis

Data Size Throughput Attendance Rate
(MB) (Mbps) (%)
10 20 90
50 50 85
100 80 80
500 120 75
1000 150 70

150

T T
[ throughput (Mbps)
:Attendance Rate (%)

Measured Values
S
o

a
o
T

d

10 50 100 500 1000
Data Size (MB)

Figure 3: Network Performance of ESDNarc

Table 4 and figure 3 presented the Throughput (Mbps)
increases as the data size increases, indicating that the system

is able to handle larger amounts of data with higher
efficiency. Attendance rate (%) decreases as the data size
increases, suggesting that larger data sizes may be more
difficult for students to access or submit, potentially leading
to lower attendance rates. The system appears to be able to
handle varying data sizes with reasonable throughput and
attendance rates, but further experimentation and analysis
would be necessary to fully evaluate its performance.

4.3 Comparative Analysis

The table compares the experimental results of the
ESDNarc architecture with existing security techniques such
as Elliptical Curve Cryptography, Hashing, and AES. The
performance of these techniques is evaluated based on
various metrics, including encryption and decryption time,
network latency, packet loss, and test scores. The data size
used in the experiment is varied from 1MB to 1000MB to
analyze the scalability of these techniques. The results
provide insights into the effectiveness and efficiency of these
security techniques in a cloud-based educational management
system.

Table 5: Comparative Analysis

Data ESDNarc ESDNarc ECC ECC Hashing Hashing AES AES Network | Packet | Test
Size | Throughput | Attendance | Encryption | Decryption | Encryption | Decryption | Encryption | Decryption | Latency Loss | Scores
(MB) (Mbps) Rate (%) Time (s) Time (s) Time (s) Time (s) Time (s) Time (s) (ms) (%) (%)
1 20 90 0.21 0.28 0.10 0.08 0.06 0.07 9.5 0.3 87.5
10 50 85 12 14 0.18 0.20 0.15 0.16 13.2 0.8 89.7
100 80 80 12.4 13.8 24 2.1 18 2.0 225 3.1 92.3
500 120 75 67.2 74.1 11.2 10.6 8.7 9.3 321 7.6 94.1
1000 | 150 70 146.2 158.6 237 221 18.4 19.6 42.8 11.3 95.5

From the table 5 ESDNarc achieves higher
throughput and attendance rate compared to ECC, Hashing,
and AES for all data sizes. However, the encryption and
decryption time for ESDNarc is higher compared to the other
techniques, especially for larger data sizes. Additionally, the
network latency and packet loss is higher for ESDNarc
compared to the other techniques. Nonetheless, ESDNarc
achieves higher test scores for all data sizes, indicating its
effectiveness in improving educational outcomes. ESDNarc
provides a secure and efficient platform for cloud-based
educational management system compared to existing
security techniques.
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V. Conclusion

The use of digital technologies in college education
management has revolutionized the traditional education
management model. However, security of educational data
management has become a major concern for educational
institutions. The Ethereum SDN Cloud Architecture
(ESDNarc) model proposed in this paper provides a secure
framework for educational data management in the cloud.
The model uses the Software-defined Network (SDN) for
decentralized management of the network, secure
transactions, and improved efficiency. The model also
incorporates  the  double-hashing  Elliptical ~ Curve
Cryptography (DHECC) for data stored in the Ethereum
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blockchain, which significantly increases data security in the
cloud model for network attacks. The simulation analysis
results show that the ESDNarc model outperforms existing
security techniques such as ECC, hashing, and AES in terms
of throughput, attendance rate, encryption and decryption
time, network latency, packet loss, and test scores. The
ESDNarc model can be a viable solution for educational
institutions to securely manage their data in the cloud. the
simulation results are promising, it would be beneficial to
implement and test the ESDNarc model in real-world
scenarios to evaluate its effectiveness and efficiency.
Exploration of other blockchain-based models for educational
data management: While the ESDNarc model showed
promising results, there may be other blockchain-based
models that could be explored for educational data
management.
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