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Abstract: Finding things that are significantly different from, incomparable with, and inconsistent with the majority of data in many domains
is the focus of the important research problem of anomaly detection. A noteworthy research problem has recently been illuminated by the
explosion of data that has been gathered. This offers brand-new opportunities as well as difficulties for anomaly detection research. The analysis
and monitoring of data connected to network traffic, weblogs, medical domains, financial transactions, transportation domains, and many more
are just a few of the areas in which anomaly detection is useful. An important part of assessing the effectiveness of mobile ad hoc networks
(MANET) is anomaly detection. Due to difficulties in the associated protocols, MANET has become a popular study topic in recent years. No
matter where they are geographically located, users can connect to a dynamic infrastructure using MANETS. Small, powerful, and affordable
devices enable MANETS to self-organize and expand quickly. By an outlier detection approach, the proposed work provides cryptographic
property and availability for an RFID-WSN integrated network with node counts ranging from 500 to 5000. The detection ratio and anomaly
scores are used to measure the system's resistance to outliers. The suggested method uses anomaly scores to identify outliers and provide
defence against DoS attacks. The suggested method uses anomaly scores to identify outliers and provide protection from DoS attacks. The
proposed method has been shown to detect intruders in a matter of milliseconds without interfering with authorised users' privileges. Throughput
is improved by at least 6.8% using the suggested protocol, while Packet Delivery Ratio (PDR) is improved by at least 9.2% and by as much as
21.5%.

Keywords: Anomaly detection, MANET, RFID-WSN, DoS.

I.  Introduction detection work in tandem. A few of the widely used protocols

One of the often-studied topics that have drawn the interest of
numerous fields, including medicine, image processing,
finance, insurance, wireless networking, MANETS, etc. is
anomaly detection. Security is a significant issue that needs
to be further addressed, and research studies and other written
works offer numerous answers to this problem. One of the
key ones for MANET is security through outlier detection [1].
To provide a more secure environment, prevention and outlier
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are included in hybrid techniques that are created. The QoS,
energy optimization, and system performance of the system
are impacted by the detection of outliers utilizing a hybrid
framework that employs various data mining or machine
learning methods [2].

No matter where they are geographically located, users can
connect to a dynamic infrastructure using MANETS. Small,
powerful, and affordable devices enable MANETS to self-
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organize and expand quickly. These devices have the ability
to recognize other devices and put the necessary organization
in place to allow for communication and the sharing of
services and data. In decentralized MANETS, nodes are
responsible for message delivery and network management.
The changing topology of MANET causes a number of
problems with message routing [3]. When compared to wired
networks, MANETS are more susceptible to malicious attacks
due to mobile nodes, risks from compromised nodes within
the network, limited security, dynamic topology, scalability,
and the absence of centralized management. Anomalies in
MANET that impact throughput, packet delivery, connection
capacity, energy consumption, end-to-end delay, etc. must be
addressed. In addition to the explicit needs of the MANET,
such as energy, route stability, resource estimate, etc., the
QoS requirements that MANETS should address include bit
rate error, route length, delay, bandwidth, etc. If possible, an
ideal path is chosen and resources are kept in reserve along
the way [4].

Wireless networks called MANETs are made up of
autonomous nodes that constantly move around and organize
themselves haphazardly. With MANETs, the network
topology is constantly shifting in an unpredictable manner.
MANETSs can be used in a variety of settings, including
military operations, home networks, mobile conferencing,
and disaster relief. A basic MANET's wireless nodes are
joined together without a static infrastructure and
communicate by sending data packets [5]. Due to a number
of reasons, including changeable topology, wireless node
communication, and a lack of appropriate methods for
communication management and control, MANETs are
vulnerable to assaults. As a result, there are numerous
difficult problems with MANETSs that need to be solved. The
main issues that MANET must address include the lack of
centralized control, a lack of resources, changeable topology,
and network dimensions. Other concerns that need to be
solved include the lack of a borderline, scalability, a limited
supply of electricity, and different performance problems
including bandwidth availability. Adequate performance and
secure connectivity between nodes are difficult to achieve [6].

©H

Figure I: Global Outlier points in region R.
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Outliers are trends that differ from what is typically expected
to occur, as indicated. Despite the fact that this strategy seems
straightforward, it is undoubtedly a very difficult assignment
for the reasons listed below. The work of defining a normal
zone in an outlier detection mechanism is difficult since the
boundaries between normal and abnormal objects are often
thin, making it difficult to compute all conceivable normal
items or objects in a dataset [7]. For the items that are close
to the borders, there is a chance that an outlier will be
mistaken for a regular object, and vice versa. Also, it is
difficult to access the labeled data for the training procedure.
MANETSs are among the domains where outlier identification
is frequently used. Because of their dynamic nature,
MANETS are vulnerable to a variety of security risks, making
the development of adaptive security techniques difficult in
these situations. From this vantage point, anomaly-based
intrusion detection systems are useful for defending networks
from malicious attacks. A few hurdles must be overcome in
order to use outlier detection in MANETs for intrusion
detection and improve security and performance [8].

1. In order to enable secure communication in MANETS,
attack signatures must be kept through a distributed technique
because there is no central or reliable supervisory node.

2. Robustness and highly dynamic network topology enhance
the likelihood that routing tables will need to be generated and
modified repeatedly, which requires more energy and
requires sending more packets, increasing overhead.

3. Security is a serious issue because MANETS are open
networks with no clearly defined boundaries. A coordinated
detection system must be used for the identification and
defense against serious threats in order to incorporate
security.

4. In order to counter new and varied threats, it is necessary
to create and apply protocols that can be roughly divided into
proactive, reactive, and hybrid categories. For resource-
constrained networks that can produce the best results, more
advanced protocols, and simpler methods must be developed.

5. Because the mobile sensor devices that makeup MANETS
have limited memory and poor computational power, the
network only offers a small amount of bandwidth. A MANET
anomaly detection system necessitates a high bandwidth
exchange of condensed traffic among nodes [9-10].

1I. Related work done:

A key task in many applications, including criminal activity,
e-business, credit card fraud detection, many medical sectors,
intrusion detection, etc., is extracting information from vast
amounts of data. In contrast to the outcomes of traditional
data mining techniques, which focus on discovering patterns
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that frequently occur in the data, anomaly detection
approaches prioritize pattern determination that arises
sporadically in the data [11]. As the line between normal from
abnormal items is so thin, it is challenging to calculate all the

likely normal behaviour in a dataset connected to a particular
application. It is challenging to distinguish between an
anomaly and a typical thing, and vice versa, because there is
no clear border.

Figure 1l: Route establishment procedure in MANETS [Google].

Care must be used while choosing a distance measurement
between the objects [12]. Also, the applications for which it
must be used must be taken into account in order to model the
relationship between the items. A small deviation, for
example, is considered an anomaly in a dataset connected to
the healthcare industry, yet larger variations are considered
anomalous in a dataset related to marketing. Anomaly
detection is a crucial task during setup in Mobile Ad Hoc
Networks (MANETS). Several currently used protocols and
services for MANETs reflect a compliant network
environment and do not prioritize security as a top priority.
As a result, anomaly detection is essential to MANETS since
it serves as the second line of defence for high-security needs
[13].

In the past, statistical methods were used to detect outliers. A
probability distribution is evaluated in statistical methods for
two reasons. One is used to gather data dissemination, while
the other estimates data occurrences in order to evaluate the
model’s fitness. Other studies have utilized non-Gaussian-
based parametric statistical-based approaches, non-Gaussian-
based parametric statistical-based approaches, and a few
more studies have employed non-parametric statistical-based
approaches [14]. Some researchers have proposed a two-level
method for locating distant sensors. The spatial correlation of
the current measurement is used among nearby sensor nodes
to distinguish between outlying sensors and event boundaries.
The difference between the median reading and the particular
reading of the neighbour is calculated for each node. The node
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is classified as an outlier if the difference exceeds the first
selected threshold and as an inlier otherwise [15].

In the studies conducted by a few academics, spatiotemporal
correlation data from the sensor is used to detect an outlier. In
another research study, a non-Gaussian parametric technique
is applied. It uses sensor data for operations like maximum,
average, etc., and spatiotemporal correlation. A few scientists
employ non-parametric statistical methods for outlier
detection in their work [16]. The approach suggested in a few
additional research is based on the histogram, while a few
authors' proposed work makes use of the kernel function.
Authors have suggested a histogram-based method for
locating global outliers in sensor network data correlation
applications [17]. It is reasonably cheaper to communicate by
gathering histogram data. Nevertheless, in a few older
methods, the histogram data is not collected for centralized
processing; as a result, there is a larger network connection
cost. This method can only be used with one-dimensional data
and cannot be used with multi-dimensional data [18].

The researchers in the paper suggest a clustering-based outlier
identification method for wireless sensor networks. Prior to
connecting with other nodes, this method groups the sensor
readings into clusters and then combines various clusters
[19]. Comparing it to a few other previously suggested ways,
it is demonstrated that the communication overhead is
smaller. Moreover, this method does not require prior
knowledge of the distribution of the data. As a result, this

377


http://www.ijritcc.org/

International Journal on Recent and Innovation Trends in Computing and Communication

ISSN: 2321-8169 Volume: 11 Issue: 5
DOI: https://doi.org/10.17762/ijritcc.v11i5.6690

Article Received: 06 March 2023 Revised: 22 April 2023 Accepted: 07 May 2023

method can be applied to an incremental model, which was
not the primary goal of the preceding methods. In another
article, the same authors offered a classification-based
strategy [20]. The method described used a one-class quarter-
sphere state vector mechanism in which sensor data that are
outlier is regarded to be beyond the quarter sphere. By using
this approach, communication overhead is minimized and
local outlier identification at each node is achieved. Another
classification-based outlier identification method in wireless
sensor networks is suggested in the investigations of
numerous academics. It makes use of a Bayesian network to
isolate local outliers in sensor data streams [21-22].

In a study, the nearest neighbour method was suggested for
locating global outliers in wireless sensor networks. Among
nearby nodes, a collection of representative data transfers
demonstrates the reduction in communication. Each node
uses similarity to determine the outlier's distance locally [23].
A broadcast of the identified outliers is sent to the nearby
nodes for verification reasons. Since it doesn't use any
network structures, the methodology given in was not well
suited for a large-scale network. By adopting the form of the
aggregate tree, the work given by a select group of academics
addresses the shortcomings of earlier work [24]. The
technique given in this study prevents broadcasting to each
node, demonstrating that the communication cost is
significantly reduced. Each node in the tree delivers only the
useful portions of the whole data rather than the entire
amount, and this process is repeated until the sink has
calculated the agreement on the overall results [25].

1. Purpose of the work
1) To research outlier detection methods for the detection
of outliers via anomaly score for network defence
against DoS assaults.
2) To guarantee availability and cryptographic properties
via a MANET outlier detection technique.

Iv. The Projected Algorithm:

The methods provided in the study report to guarantee
availability, reduce anomaly score inaccuracy, and spot
outliers are described in depth here. The anomaly score and
standard deviation are computed. The anomaly score is an
estimate of the interval value within which the proportional
difference between two measurements lies, and it is
calculated using the Limit of Agreement (LoA). In the work
being proposed, an anomaly score is considered valid if and
only if the bounds of agreement are small. In order to
determine an anomaly score with a minimal error probability,
the simulated annealing method is utilised. Choosing the least
error probability between observed and anticipated values
yields the optimum value for the nearby anomaly score. In
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summary, when the likelihood of an incorrect actual result is
less than the likelihood of an incorrect forecast result, an
adjacent point is chosen (represented by an anomaly score).
The complete simulation time is split into n-slots, and outlier
nodes are discovered beginning with the second slot for
outlier detection via anomaly score. Together, active and
passive nodes help find these anomalous hubs. If a passive
node continues to send outbound messages after a certain
threshold is reached, it is classified as a bad actor. The process
for identifying anomalies ensures the availability property. If
a node deviates from the norm beyond the edge conditions, it
is considered an outlier.

The process for identifying anomalies ensures the availability
property. If a node deviates from the norm beyond the edge
conditions, it is considered an outlier. In this study, we use a
metric called the anomaly score to single out active nodes that
deviate from the norm.

Anomaly Score = Total -4vg (A+P) | cTDERR 1)
STDEV (4)
52
STDERR = |- o)
N

Where, S is the standard deviation of the differences and N
represents the sample size used to identify outliers.

Also, the Limits of Agreement (LoA) are taken into account
while calculating an anomaly score. The proportional
difference between two measurements is estimated as an
interval value. This contract's maximum is determined using
the following formula:

LOA = SE(SystematicError) + RE (Random Error) (3)

When the same experimental conditions are used again,
Systematic Error (SE) occurs in the suggested outlier
detection method. Using this method, the anomaly estimation
interval is chosen using SE. The 100 ms timeframe is used for
the anomaly score calculation. Errors in both the number of
outliers and the range of anomaly scores are examples of
Systematic Error (SE). Parameters such as Insufficient
Calibration Error (ICE), Quantity Error (QE), and Drift Error
(DE) are included in both types of SE.

SE = ICE + QE + DE @)

Here, ICE takes into account things like the distance between
nodes, the numerical models used in experiments, the
physical law used to calculate node movement, and any errors
introduced by ambient circumstances (temperature, pressure,
etc.). When the number of nodes expands, QE integrates the
constant value contributed to systematic error. Of fact, adding
more nodes to a given area increases the load on adjacent
infrastructure, which in turn increases the possibility of
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mistakes being made. For the sake of this work, it is assumed
to be constant as the addition of more nodes to a network
results in a constant but variable amount of initial overhead
while the level of error increases proportionally. While
computing constant values in the context of experimentation,
which can veer in any direction, DE integrates diversity in
patterns. For instance, resetting the analysis is preferable for
accuracy if the sum of packets sent from nodes does not equal
the number of times nodes are classified as source nodes.
Variables beyond our control, such as a node's unexpected
failure, a black hole assault, or our own overzealous attempts
to regulate node behaviour, all contribute to Random Error
(RE).

Source, destination, intermediate, sleep, dead, live, idle,
undefined, active, and passive nodes are indicated by the
letters S, D, I, SL, DN, LN, IN, U, A, and P respectively. The
threshold anomaly score is set experimentally and is
determined during implementation.

The plan is to segment the simulation period into n time
intervals, calculate an anomaly score at the end of each slot
(beginning with the second), and then use that score to tally
up the number of outliers and inliers at the end of each slot.

Step 1: Determine the set of dynamic nodes (A=[S, D, I]) and
the set of static nodes (P=[U]).

Step 2: Split the overall simulation duration into n equal
intervals.

Step 3: Make iteration = 1
Step 4: Outlier list =NULL

Step 5: Throughout the iteration of n times, the following are
carried out:

Step 6: if iteration equals one,
Step 7: tally up all the A and A+P nodes.

Step 8: If the condition is not met, continue to iterate until the
condition is met.

Step 9. Figure out Standard deviation (STDEV) of A utilising
(iteration-1)™ and iteration™ slots, anomaly score, and sum of
A and P nodes.

Step 10. Display the node-specific anomaly scores.

Step 11. Add to Outlier list the nodes whose anomaly score is
significantly higher than the set threshold.

Step 12. For node in Outlier list

Step 13. Network node discarding as communication method
number thirteen

Step 14. Exit for
Step 15. Using the formula iteration+1
Step 16. The Finale

Step 17. The Outlier list nodes should be added to the training
dataset along with their characteristics.

V. Result and Discussion:

Throughput and packet delivery rate (PDR) for different
nodes in the presence and absence of outliers are analysed and
compared with the current method. Since the maximum
number of nodes are taking part in the activities of the
network, it is determined that the throughput improves with
an increase in the number of nodes. The suggested network
scenario has throughput within the threshold limits while
there are no outliers, and throughput below the lower worthy
threshold limit when there are outliers.

5.1. PDR (Packet delivery ratio): PDR is the ratio of packets
received to packets sent. The primary success of wireless
networks is the transmission of packets. As far as PDR is

concerned, this delivery ratio is a success.
Recieved Packet Count

PDR = ®)

Delivered Packet Count

5.2. Throughput: The throughput is the rate at which data
packets are successfully relayed from the sending node to
the receiving node.

Forwaded data

Throughput = (6)

Transmission time

Table I: Comparative analysis of throughput comparison with and without the presence of outlier nodes

S.No. | Node Count | Throughput (Without | Throughput Throughput Throughput threshold
outlier) (With outlier) threshold (Lower) (Upper)

1 500 58000 26000 24000 58000

2 1000 62000 41000 58000 62000

3 2000 65000 43000 61000 64000

4 4000 80000 81000 80000 81000

5 5000 92000 94000 90000 140000
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Figure I: Comparative analysis of throughput comparison with and without the presence of outlier nodes

Table Il: Comparative analysis of packet delivery rate (PDR) with and without the presence of outlier nodes.

S.No. | Node Count | PDR (%) (Without outlier) | PDR (%) (With | PDR (%) PDR (%)
outlier) (Lower) (Upper)
1 500 89 72 81 95
2 1000 94 73 72 94
3 2000 84 75 83 82
4 4000 95 78 94 99
5 5000 93 81 82 97
100
80 |
<] 60
o
21 40
20
0
500 1000 2000 4000 5000
H PDR (%) (Without outlier) B PDR (%) (With outlier)
PDR (%) (Lower) H PDR (%) (Upper)

Figure I1: Comparative analysis of packet delivery rate (PDR) with and without the presence of outlier nodes.

As a result, if a cluster of nodes is displaying below a
specified threshold, it is labelled as an outlier. In addition, a
comparison of PDR percentages was performed. The results
show that for networks free of outliers, the PDR percentage
is within the allowable range, whereas in networks containing

IJRITCC | May 2023, Available @ http://www.ijritcc.org

outliers, it is below the minimum allowable value. Hence,
nodes are deemed to be anomalous if they belong to a group
whose PDR falls below some minimum threshold. The results
demonstrate that the proposed technique improves both PDR
and throughput.
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VI. Conclusion:

While there has been a lot of work done on the topic of outlier
detection in MANET, persistent and serious problems like
security breaches and performance dips persist. There is a
need to develop strategies and approaches to help networks
be more secure and robust due to the wide variety of security
and performance challenges. For anomaly identification in
MANET, a hybrid technique is essential. This approach
employs an outlier detection mechanism to guarantee the
availability of a cryptographically secure RFID-WSN hybrid
network with any number of nodes from 500 to 5000. The
detection ratio and anomaly scores are used to put the system
through its paces against anomalous data. Standard error and
anomaly scores were determined. The estimated interval
value within which the proportional difference between two
measurements lies was calculated using the Limit of
Agreement (LoA) for the anomaly score. In the work being
proposed, an anomaly score is considered valid if and only if
the bounds of agreement are small. To prevent Denial-of-
Service (DoS) assaults, the suggested method uses anomaly
scores to single out abnormal behaviour. The proposed
method has been shown to detect intruders in a matter of
milliseconds without interfering with authorised users'
privileges. Throughput is improved by at least 6.8% using the
suggested protocol, while Packet Delivery Ratio (PDR) is
improved by at least 9.2% and by as much as 21.5%.

To better detect new forms of intrusion, future research may
wish to facilitate a defence mechanism that learns from past
mistakes. MANETs rely heavily on the creation and
implementation of network security policies, which presents
another topic for investigation. Furthermore, it would be
fascinating to explore this strategy to other relevant sorts of
applications and assess it in a real-world setting.
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