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 Abstract— The wireless sensor network is the most significant largest communication device. WSN has been interfacing with various 

wireless applications. Because the wireless application needs faster communication and less interruption, the main problem of jamming attacks 

on wireless networks is that jamming attack detection using various machine learning methods has been used. The reasons for jamming detection 

may be user behaviour-based and network traffic and energy consumption. The previous machine learning system could not present the jamming 

attack detection accuracy because the feature selection model of Chi-Squared didn’t perform well for jamming attack detections which 

determined takes a large dataset to be classified to find the high accuracy for jamming attack detection. To resolve this problem, propose a CNN-

based quantum leap method that detects high accuracy for jamming attack detections the WSN-DS dataset collected by the Kaggle repository. 

Pre-processing using the Z-score Normalization technique will be applied, performing data deviations and assessments from the dataset, and 

collecting data and checking or evaluating data. Fisher’s Score is used to select the optimal feature of a jamming attack. Finally, the proposed 

CNN-based quantum leap is used to classify the jamming attacks. The CNN-based quantum leap simulation shows the output for jamming 

attacks with high precision, high detection, and low false alarm detection. 

Keywords- CNN based Quantum leap, wireless sensor networks, Z-score Normalization technique, Fisher’s Score. 

 

I.  INTRODUCTION  

Wireless communication uses by the military and air force, 

government sectors and various places. WSN communication 

needs the privacy of one user to another user. The major 

problem of WSNs is jamming attacks based on users' 

behaviours. The jamming problems mainly occur in energy 

problems, simultaneous multi-users using the network, or 

users uploading a large dataset that places the network 

jamming.The jamming attack detection mostly low and high 

energy consumption might interrupt the network 

communication issues that occur, the third party users 

sometimes hacking the network at time jamming attack occurs. 

So some differences arise in our networks. The problem may 

be packet delay performance, packet dropping problems, 

transmission delays, etc. 

The proposed method is deep learning high-level jamming 

attack detection and accuracy. The above algorithms could not 
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have enough detection accuracy, but CNN has enough given 

some level of accuracy, which is not enough for the proposed 

system to export CNN based Quantum leap method have full 

fill the jamming detection and accuracy. The Quantum Leap 

method has been fast and quickly detecting jamming attacks. 

The proposed experimental evaluation uses the WSN-DS 

dataset (Wireless Sensor Networks DataSet) for using 

jamming attack detection and classification using the CNN-

based Quantum leap method detecting the jamming attack 

detection.  

The proposed system of the CNN-based Quantum leap 

method has improved detection accuracy, increased the packet 

delivery ratio, improved network transmission level and 

quickly found out the jamming attacks and packet loss easily 

found out there.  More wireless applications might cause the 

jamming attack to interrupt the working; the CNN-based 

Quantum leap method has the best result and given the 

excellent jamming attack accuracy of wireless sensor 

networks. 

 

Figure.1 general architecture WSN jamming Attacks 

The figure.1 define the general architecture of wireless 

sensor networks, it has been analysing the data transfer  and 

jamming attack detection The previous machine algorithm of 

linear regression, SVM, Naive Bayes, and Random forest 

algorithm gave low jamming attack detection accuracy. 

Machine learning has low levels of dataset-only classification 

of the networks. The user expert the large dataset classification 

by we are using deep understanding based CNN-based 

Quantum leap method to full fill the jamming detection and 

accuracy of wireless sensor networks 

II. RELATED WORKS 

Utilizing Programming Defined Radio (SDR), four kinds 

of sticking assaults, specifically barrage, convention 

acknowledgement, single tone and progressive heartbeat, are 

sent off and explored. The range of interference, the 

complexity of the launch, and the severity of the attack are all 

considered when evaluating each class qualitatively [1].  

For vehicular traffic environments, a plan based on 

machine learning is proposed as a finite anti-jamming 

protocol. It focuses on discriminative vehicle signal detection 

and filtering to pinpoint the precise location of overloaded 

vehicles. The proposed anti-interference strategy's 

performance is compared to that of cutting-edge technologies. 

[2]. 

Implement a detection framework based on a series of tests 

of multiple hypotheses using algorithms based on variation 

and Channel State Information (CSI) to detect these attacks. 

Using a quaternary hypothesis test, the diagnostic framework 

distinguishes between legal and illegal transfers and the nature 

of unlawful transfers. [3]. 

Propose a structure for mental security diagnostics that 

incorporates an assault identification module that utilizes 

supervised learning (SL), semi-supervised learning (SSL), and 

unsupervised learning (UL) strategies, as well as an assault 

limitation module that decides the area of a messed up 

Connection and terrible association. [4]. 

This model is based on Bayesian learning with discovery 

and moderation parts. Then again, the assault location part 

makes an example of test proof for distinguishing sneak 

assaults. Conversely, the alleviation part utilizes streamlining 

hypothesis to accomplish the vital harmony among execution 

and security. [5]. 

Because of capacity to manage encrypted threat techniques 

are quickly advancing, machine learning (ML)- based 

interruption and peculiarity location has as of late acquired 

notoriety. This paper looks at the advantages, disadvantages, 

and capability of machine learning (ML) and deep learning 

(DL) techniques for IoT gadget security. [6]. 

A lot of research has been done to find a better way to 

protect IoT devices, deal with those problems, eliminate those 

risks, or reduce their impact on user privacy and security 

requirements. There are four parts to the questionnaire. The 

most critical IoT device limitations and their solutions are 

examined in the first section. [7]. 

Two remarkable cases are the focal point of insightful 

models. Because of the intricacy of the general issue, we 

present a calculation that utilizes simulated intelligence 

strategies to manage the open case. Our reenactment exhibits 

that our strategies have high recognition rate and low 

misleading positive rate to recognize unapproved range 

utilization successfully. [8] 

A combination center is utilized in the proposed plan to 

consolidate recognition information from various sub-clients. 

Heavily influenced by the necessary phony problem 

likelihood, the consolidated loads are upgraded to boost the 

recognition likelihood of accessible channels. Likewise, 

inspect what channel assessment mistakes mean for 

recognition probabilities. [9]. 
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A self-cooperative portion's relapse model is examined to 

further develop early assault identification in the proposed 

location framework. The outcome shows the way that this 

strategy can distinguish digital assaults before they have a 

huge effect, with actual effect. A promising methodology for 

safeguarding ICS is a multifaceted information based digital 

assault discovery framework that utilizations organization, 

plan and execution information. [10]. 

Two test rules are created in view of the summed up 

probability proportion test and the Rau test, whose asymptotic 

way of behaving is inspected and an upper bound is given. 

Likewise, a widespread GMNP-based helpful phantom 

identification technique has been created to increment 

discovery effectiveness. Furthermore, point by point re-

enactments are introduced to check the presentation of the 

proposed plans under different boundary settings. [11]. 

Attackers can take advantage of reconfiguration by 

installing malicious code on cognitive radios. Also, since 

cognitive radio organizations are remote, they face every one 

of the exemplary dangers in regular remote organizations. This 

paper means to outline the risks and security challenges 

confronting Mental Radios and Mental Radio Organizations, 

alongside the present status of the artistry in recognizing 

related assaults. In addition, the difficulties that lie ahead are 

addressed. [12]. 

The proposed CR networks characterize an enemy of the 

PUE assault technique by conviction engendering, which tries 

not to utilize other sensor organizations and costly equipment 

on the organizations used in the current writing. Each 

secondary user computes a local and matching function, 

calculates messages and transfers messages with neighbours, 

and calculates beliefs until convergence in our proposed 

method. [13]. 

In a cognitive radio organization, without a trace of 

essential (authorized) clients, optional (unlicensed) clients are 

permitted to get to the authorized range. To prevent PUE 

attacks in the first place, we offer our scan-intensive 

algorithm. The consequences of our reproduction show that 

our proposed power examination strategy gives improved 

results than existing methods. 14]. 

In wired and wireless networks, privacy and security 

challenges are valuable. These difficulties are most severe in 

CR networks. Due to their distinctive features and intended 

uses, these networks are tempting targets for attacks and 

intrusions. Spectrum Sensing faces one of the most significant 

security risks: the master user spoofing attack. [15]. 

The security of mental radio organizations has become a 

critical consider the improvement of mental radio innovation. 

In mental radio organizations, a mix of assaults called 

Principal User Emulation Attacks (PUEA) is utilized. In the 

plan, we pick delicate combination as combination strategy 

and helpful range detecting framework as our model. [16]. 

This optimisation problem aims to identify the beam-

forming coefficients with the lowest probability of spoofing 

sensitive data into the spectrum. The simulation results show 

that the effective countermeasure is effective compared to 

optimized techniques in various channel conditions. [17]. 

Investigate the presentation of the proposed procedure 

utilizing reenactment models and hypothetical examination. In 

basic client pantomime assaults, essential and noxious clients 

can be related to high precision utilizing an AES-helped DTV 

plot. It ought to be underlined that the proposed conspire 

requires no framework design or equipment changes, with the 

exception of a pluggable AES chip. [18]. 

Cognitive radio (CR) is a promising methodology for 

expanding network range use and productivity. In any case, 

individuals from a CR association might consolidate 

destructive enemies who embrace misleading and pointless 

practices to seek after the association. [19]. 

Furthermore, mental radio organizations face each of the 

customary threats related with ordinary remote organizations, 

since they are wireless. Additionally, the forthcoming 

difficulties have been tended. [20]. Most cases cluster 

ensemble approach are implemented with Fuzzy logic based 

on ANN to resolve the detection problem [21]. In addition 

MANET resources Clusters are implemented bases on feature 

selection and classification model [22, 23].  The purpose 

behind this paper is to give an outline of the condition of the 

hardships looked by security danger discovery and insight 

radios, radio organizations and related assaults. 

2.1 Problem Definition  

Jamming attack is one of the main problems in WSN. The 

hacker creates various attack models to affect the data 

transmission using a jammer point in the communication 

medium. So jamming feature principles are more difficult to 

analyse increasing false rate, time complexity give a chance to 

attackers more vulnerable.   

2.2 Objective of the Paper 

The main objective of this paper improving jamming attack 

detection and accuracy performance in WSN. To design a 

proposed methodology deep learning based quantum leap 

method to identify the jamming attack. Pre-processing using 

the Z-score Normalization technique will be applied, 

performing data deviations and assessments from the dataset 

and collecting and evaluating data. Fisher’s Score is used to 

select the optimal feature of a jamming attack. Finally the 

proposed CNN based quantum leap method efficiently 

identifies the jamming attacks in WSN. 
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III. PROPOSED METHODOLOGY 

The wireless application is faster communication and less 

interruption in the real world, the main problem of jamming 

attack detection on wireless networks. Previous various 

detection methods using but not better results for jamming 

attack detection and accuracy.  The proposed system discusses 

the CNN-based quantum leap method to apply here.  This 

method is used to improve the best jamming detection and 

accuracy. 

3.1 WSN-DS Description 

WSN-DS, a specific remote dataset for interruption 

recognition, was utilized to characterize assaults for test 

results. Every one of the 374,661 straightforward linkage 

vectors has 23 capabilities and is sorted as one or the other 

steady. 

 

 

 

Table I: Number of records used in training and testing datasets 

Class 
Number of records used in dataset 

Training set (70%) Testing set (30%) 

 Normal 238103 101963 

Constant jamming 10233 4363 

Random jamming 6960 3089 

Deceptive jamming 4650 1988 

Reactive jamming 2316 996 

 

The particular sorts of attacks, aside from the 

commonplace case (no episode), are assembled into various 

kinds of assault: steady, irregular, tricky, and responsive. 

WSN-DS is parted into 70% of preparing information and 

30% of testing. Table I shows the information division. Fisher 

scientific scoring is a measurable strategy principally utilized 

for dimensionality decrease. The choice of characteristics 

containing fundamental data is not difficult to decipher and 

lessens the computational time expected, as displayed in figure 

2. 

 

3.2. The Deployment Architecture 

 

 

Figure.2 proposed system 

Reasons for interference detection may be based on user 

behaviour and network traffic, and power consumption. The 

currently proposed system uses the CNN-based quantum leap 

method deep learning method shown in Fig. 2. Propose a 

CNN-based quantum leap method that detects high accuracy 

for interference attack detections on the WSN-DS dataset 

collected by the Kaggle repository. 

3.3 Pre-processing based on Z-score normalization  

Preprocessing is used to gather information from the data 

set. The attribute has ordered the training model, and after the 

best training model to apply preprocessing, the processing 

involves three phases. 

(1)The training process has processed the data collection and 

transfer to another node or fed to the node. 

(2)The validation process is used to collect the offline data to 

test data using a new algorithm. 

(3).The testing process is used for real-time data collection and 

to apply the test to find the jamming attacks. 

The Z-score is a proportion of change that addresses how 

much standard deviations from the mean. You will utilize the 

z-score to ensure that your part disseminations mean = 0 and 

sexually transmitted disease = 1. This can be important when 

there are a few exemptions, yet not so many that you need to 

scale back. 

WSN-DS  
Dataset 

Z-score normalization  

Normalized data  

     Pre-processing  

Fisher score  

CNN based quantum-leap classification   

Predicated class  

Feature selection  

Constant jamming  

Random jamming  
Deceptive jamming 

Reactive jamming  

Normal  
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The formula for calculating the z-score of a point, x, is as 

follows: 

Z-score normalization        𝑥′ =
𝑥−µ

𝜎
   (1) 

x is original values , μ: Mean of data, 

σ: Standard deviation of data 

Calculate variance: σ =  √∑(𝑥 − µ)2/𝑁  (2) 

Standardization is the concept and step of putting different 

variables on the same scale. This concept allows comparing 

scores between different types of variables. 

Equation of Standardization: 

𝑧 = (𝑥 − µ)/𝜎    (3) 

Where x is the original feature  

A z-score addresses the quantity of standard deviations a 

worth (x) is above or underneath the mean of the numbers 

when the information is typically dispersed. Utilizing z-scores 

permits you to decipher a worth's mean separation from the 

standard into units of standard deviations. 

Renormalize the ostensible Fisher's F-score to manage 

ordinal information. In this sense, we add a holding up period 

which presents a more exorbitant cost for different classes. 

This cost will compel the element determination technique to 

zero in additional on highlights that assistance to separate 

courses a ways off in the consistency basis (to keep away from 

the above blunder). 

3.4 Fisher score based Feature selection  

Fisher score for include choice We currently depict the 

issue of regulated highlight determination with an 

informational collection {xi, yi} i=1. Our point is to track 

down a subset of elements of size m (where m < d) that 

contains undertakings with extra data. Fisher's score for 

highlight determination [6] is proposed as a heuristic 

methodology to figure a free score for each element utilizing 

the notable idea of Fisher's relationship. 

Let 𝜇𝑘
𝑖  and 𝜎𝑘

𝑖  k be the mean and standard deviation of the 

k-th class and i-th feature (and µ i and σ i the mean and 

standard deviation of the whole dataset for the i-th feature. The 

Fisher score for the  i-th feature (𝑥′) can be computed as: 

𝑓(𝑥′) =
∑ 𝑁𝑘(µ𝑘

𝑖 −µ′)2𝐾
𝑘=1

∑ 𝑁𝑘(𝜎𝑘
𝑖 )2𝐾

𝑘=1

    (3)  

Another measure of dispersion applies the arithmetic mean 

(AM) and the geometric mean (GM). For a given (positive) 

feature Xi on n patterns, the AM and GM are given by 

𝐴𝑀𝑖 = 𝑥′ =
1

𝑛
∑ 𝑥𝑖𝑛

𝑗=1     (4) 

𝐺𝑀𝑖 = ∑ (𝜋𝑛𝑛
𝑗=1 𝑥′)2    (5) 

Respectively; since if ( AMi ≥ GMi,) with equality holding 

if and only  

𝑅𝑀𝑖 =
𝐴𝑀𝑖

𝐺𝑀𝑖
∈ (1 + ∞)    (6) 

Here Equation (6) can be used as a dispersion measure. 

Higher dispersion implies a higher value of Ri, thus a more 

relevant feature 

Nk is the quantity of states of class Ck. As this score is 

determined separately, the chose highlights address a subset. 

Likewise, this heuristic might neglect to choose highlights that 

are repetitive or have a high consolidated discriminative 

power. In exploratory outcomes this strategy is named 

ostensible Nominal Feature Selection (NFS).Constant 

jamming: a constant jammer continuously produces radio 

signals completely random.  

• Random jamming: a random jammer works randomly in 

two states; sleep and jamming. 

• Deceptive jamming: as deceptive jammer is a constant 

jammer that continuously transmits regular packets 

• Reactive jamming: presented a machine learning-based 

jamming detection approach capable of detecting constant 

and reactive jammers under various scenarios 

• Normal: In a false negative, the system decides that the 

situation is normal while in reality there is an attack. 

3.5 CNN-based quantum-leap classification  

The classifier is the best from CNN-based quantum-leap 

classification. This is the best result for jamming detection and 

accuracy of the wireless sensor network because previous 

classification algorithms are differentiated but CNN based 

quantum-leap classification has been best result for jamming 

detection and accuracy.   

The decision limit or so-called hyper plane separating the 

classes has weighting coefficients given by the x is original 

values, which we need to estimate. Figure.3 discuss the CNN 

based quantum-leap classifier tries to maximize the distance 

W ( α ), this 𝑥′𝑖𝑠 z − score normalization and the nearest 

points so that it becomes our constraint. This is equivalent to 

minimizing the following equation: 

 

Figure.3 CNN-based quantum-leap classification 

𝑊(α) =  ∑ 𝑓(𝑥′) + 𝑁𝑘(µ𝑘
𝑖 − µ′)2𝑙

𝑖=1 + 𝑅𝑀𝑖 (4) 

 

Subject to ∑  𝑙
𝑖=1 𝑦𝑖α𝑖= 0   (5) 
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Here equation (4) and (5) where l is the number of data 

points in our training data, y denote the outputs of the data 

points, x is the feature in each training example, and α is the 

constant. Figure.2 is a quantum-leap classification 

performance that has been defined here. How to detect the 

jamming attack in wireless sensor networks. 

 

Algorithm-CNN based quantum-leap 

 Step1: 

 Input d: dataset, dataset true labels W: 

            d=   𝑅𝑀𝑖 

            W=d   

 Step2: 

          Score of CNN Trained model on test dataset (w) 

Step3: 

 Let f be feature select from W 

Step 4: 

         For j in i do 

          Vj <= victories (j, w) 

          Filter the feature select Vj to fi 

          Filter the score of fi to f 

  Step5: 

 ftrain, ftest, ftrain , ltest, - split feature set labels in to train 

subset and test subset 

  Step6:  

 M<= CNN based quantum-leap (ftrain, ftest) 

                 Score <=Evaluate (I, ltest, M) 

  Step7: 

 Return score         

The above algorithm is a CNN-based quantum leap 

classification. Quantum leap has been high-level filtering data 

collection. Here step1 d is the input dataset, and W is the 

actual label of the dataset. Step 2 is the quantum leap model 

applied here. Step 3 W is feature selection; step 4 is processing 

for training and testing. Finally, evaluate the score for 

classification output. 

IV. RESULT AND DISCUSSION 

The proposed system is compared to various learning 

algorithms; GANs, RNNs, LSTMs, CNNs to compare but 

CNN based quantum-leap classification is best accuracy for 

jamming attack detection.                             

Table. I Simulation Parameters of the Proposed Method 

Parameters Value 

OS Window 10 pro 

Language  Python  

Support tool Anaconda  

Dataset WSN-DS 

Total Records  374,661 

Feature ` 23 

From  Kaggle repository 

 

Table.1 displays that the simulation parameters outperform 

one of the measured analogue conditions, in which the 

proposed method's various parameters evaluate their 

performance. 

 

 

Figure.4 WSN-DS feature datasets 

Table II show the classification accuracy obtained for each stage 

Method used Accuracy 

GANs 88% 

RNNs 89% 

LSTMs 92% 

CNNs 93% 

CNN based quantum-leap 95.3% 

 

 

Figure.5 classification accuracy 

Figure.5 define the classification accuracy performance 

compared with various algorithm GANs is 88% of accuracy, 

RNNs is 89% of accuracy, LSTMs is 92%, and proposed is 

95.30% of accuracy. To evaluate the proposed approach, 

compared our multistage model with another work that used 

just applied to the same dataset to confirm that our approach is 

the most appropriate. Table III illustrates that our model can 

provide better accuracy of attacks classification than just the 

CNN- based quantum-leapmodel. 

Table III Accuracy of jamming  attacks. 

Model Accuracy of attacks classification (%) Accuracy 

 Random. Const. React. Decept. Norm.  

Chi-Squared 92.8 75.2 99.4 92.2 99.8 92.1 

CNN based 

quantum-leap 

93.5 78.5 99.5 93.2 99.9 95.4 

88% 89%
92% 93% 95.30%

80%
85%
90%
95%

100%

A
cc

u
ra

cy
(%

)

Methods

classification Accuracy 
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Figure.6 Accuracy of jamming attacks (%) 

   Figure.6 define the jamming attack accuracy 

performance compared with various attack types random is 

92.8 % of accuracy, Constant is 99.4% of accuracy, Deceptive 

is 92.2%, and CNNs is 93% of accuracy; all the algorithms 

compared to the best result for CNN-based quantum leap is 

95.3% of accuracy. 

 

Figure.7 Precision 

Figure.7 defines the Precision accuracy performance 

compared with various algorithms GANs is 84% of accuracy, 

RNNs is 85% of accuracy, LSTMs have 92% accuracy, CNN 

is 95.30% and proposed 96% accuracy. 

 

Figure.8 Recall 

Figure.8 defines the Recall accuracy performance 

compared with various algorithms GANs is 84% of accuracy, 

RNNs is 91% of accuracy, LSTMs have 92% accuracy, and 

CNN is 93% and proposed 95% accuracy. 

 

Figure.9 F-score 

Figure.9 defines the Recall accuracy performance 

compared with various algorithms GANs is 82% of accuracy, 

RNNs is 92% of accuracy, LSTMs have 93% accuracy, and 

CNN is 94% and proposed 97% accuracy. 

Likewise, a CNN based Quantum-Leap classifier is utilized 

to picture the presentation of the classifiers. It gives a 

compromise between the true positive rate (TPR) and the false 

positive rate (FPR) at various grouping edges. As displayed in 

the situations above, TPR is the extent of perceptions 

accurately anticipated as certain, be that as it may, FPR is the 

extent of perceptions erroneously anticipated as sure. 

𝑇𝑃𝑅 =
𝑇𝑃

𝑇𝑃 + 𝐹𝑁
 

𝐹𝑃𝑅 =
𝑇𝑃

𝑇𝑁 + 𝐹𝑃
 

As displayed in the situations over, the TPR is the extent of 

perceptions that are accurately anticipated as certain. 

Notwithstanding, FPR is the extent of perceptions that are 

falsely predicted as positive 

V. CONCLUSION 

The wireless application needs faster communication and 

less interruption, the main problem of jamming attacks on 

wireless networks is that jamming attack detection using 

various machine learning methods has been used. The reasons 

for jamming detection may be user behaviour-based and 

network traffic and energy consumption. The previous 

machine learning system could not present the jamming attack 

detection accuracy because the feature selection model of Chi-

Squared didn’t perform well for jamming attack detections 

which determined takes a large dataset to be classified to find 

the high accuracy for jamming attack detection. To tackle this 

issue, propose a CCNN-based quantum leap method with high 

precision for clog assault discoveries. The proposed 

arrangement ensures high recognition and characterization 

accuracies that can reach up to 95.4%. 
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