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Abstract— Now-a-days, the demand of data storage capacity is increasing drastically. Due to more demands of storage, the
computer society is attracting toward cloud storage. Security of data and cost factors are important challenges in cloud storage. A
duplicate file not only waste the storage, it also increases the access time. So the detection and removal of duplicate data is an
essential task. Data deduplication, an efficient approach to data reduction, has gained increasing attention and popularity in large-
scale storage systems. It eliminates redundant data at the file or subfile level and identifies duplicate content by its
cryptographically secure hash signature. It is very tricky because neither duplicate files don’t have a common key nor they contain
error. There are several approaches to identify and remove redundant data at file and chunk levels. In this paper, the background
and key features of data deduplication is covered, then summarize and classify the data deduplication process according to the key

workflow.
Keywords- Deduplication, Chunking, Hashing, CDC.

*hkkkk

l. INTRODUCTION

With the enormous growth of digital data, the need of
storage is continuously increasing. As the amount of digital
information is increasing, the storage and transfer of such
information is becoming a very challenging task [1]. The new
kind of storage that is gaining much attention in current
scenario is cloud storage. One side, the digital data is
increasing, other side backup problem and disaster recovery
are becoming critical for the data centres. The three quarter of
digital information is redundant by a report of Microsoft
research. This massive growth in storage environment is
balanced by the concept of deduplication. Data deduplication
is technique to prevent the storage of redundant data in storage
devices. Data deduplication is gaining much attention by the
researchers because it is an efficient approach to data
reduction. Deduplication identifies duplicate contents at
chunk-level by using hash functions and eliminates redundant
contents at chunk level. According to Microsoft research on
deduplication, in their production primary and secondary
memory are redundant about 50% and 85% of the data
respectively and should be removed by the deduplication
technology.

The two important aspects to evaluate the deduplication
system are:

i) The deduplication ratio and ii) performance.

Deduplication can be performed at chunk level or file
level. Chunk-level deduplication is preferred over file level
deduplication because it identifies and eliminate redundancy
at a finer granularity. Chunking is one of the main challenges
in the deduplication-system. Efficient chunking is one of the
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key elements that decide the overall
performance.

The chunking step also play a significant impact on the
deduplication ratio and performance. The chunking and the
chunk fingerprinting are the steps that are CPU intensive
whereas fingerprint indexing and querying as well as data
storing and management step require a lot of memory and disk
resources. S. He et al. improve the performance of fingerprint
indexing, querying, data storing and management steps by
reducing the memory and disk resources consumption [2].

An effective chunking algorithm should satisfy two
properties. Chunks must be created in a content-defined
manner and all chunk sizes should have equal probability of
being selected. Chunk level deduplication scheme divides the
input stream into chunks and produce hash value that
identifies each chunk uniquely. Chunking algorithm can divide
the input data stream into chunk of either fixed size or variable
size. If the fingerprints are matched with previously stored
chunk, then these duplicated chunks are removed otherwise
these are stored.

In this survey, section 2 covers the Deduplication Tool. In
section 3, Data Deduplication is presented in details. Section 4
discusses Deduplication Storage System. In section 5,
Encryption in Deduplication and Chunking Techniques are
discussed. Section 6 covers the Hash Mechanism, section 7
represents Routing Strategies. In section 8, its Advantages and
in last, paper is concluded with Conclusion in section 9.

deduplication

1. DEDUPLICATION TOOL

The word Big data is introduced because the growth of
data is drastic and its processing cannot be achieved using
traditional data processing applications. The large volume of
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data- both structured and unstructured is termed as Big data
[3]. For example: Billions of photos are daily shared on
facebook from its users. Now a day, the availability of data is
increasing day by day. Everyone has atleast 1TB data storage
capacity. The characteristics of Big data is shown in figure 1.

A. Hadoop

Hadoop[4]is an open source java based programming
framework. It was created by computer scientist Doug Cutting
and Mike Cofarella in 2006. It is emerged as a foundation for
big data processing tasks such as scientific analytics, business
planning etc. It provides the parallel processing capability to
handle big data. It is composed of four functional modules.
Figure 2 shows the modules of Hadoop. Hadoop kernel
provides the framework of essential libraries required by other
Hadoop module. Hadoop Distributed File System (HDFS) is
capable of storing data across thousands of servers. It was
developed using distributed file system. It holds very large
amount of data distributed across multiple machines. These
files are stored in redundant fashion across multiple system to
prevent system from data losses. Hadoop Yet Another
Resource Negotiator (YARN) provides resource management
and scheduling for user applications. Hadoop Map Reduce is a
YARN based system for parallel processing of large data sets.

1. DATA DEDUPLICATION

Data deduplication is the process of eliminating the
redundant data[5][6].It is the technique that is used to track
and remove the same chunks in a storage unit. It is an efficient
way to store data or information. The process of deduplication
is shown in figure 3. Deduplication is generally divided into
three parts i.e. Data unit based, Location based and Disk
placement based. The classification of deduplication is shown
in figure 4. It is preferably used for platform virtualization and
backup server because at both the places many identical
copies are used and produced.
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Figure 1. Characteristics of Big Data

http://www.ijritcc.org

Map Reduce
(Distributed Operation)

HDFS
Distributed Storage

YARN
Framework

Common
Utilities

Figure 2. Modules of Hadoop

Data deduplication strategies are classified into two parts
i.e. File level deduplication and Block (chunk) level
deduplication. In file level deduplication, if the hash value for
two files are same then they are considered identical. Only one
copy of a file is kept. Duplicate or redundant copies of the
same file are removed. This type of deduplication is also
known as single instance storage (SIS). In block (chunk) level
deduplication, the file is fragmented into blocks (chunks) then
checks and removes duplicate blocks present in files. Only one
copy of each block is maintained. It reduces more space than
SIS. It may be further divided into fixed length and variable
length deduplication. In fixed length deduplication, the size of
each block is constant or fixed whereas in variable length
deduplication, the size of each block is different or not fixed.
In location based deduplication, deduplication process is
performed on different location. It is further divided into two
parts i.e. Source based duplication and Target based
deduplication. In  source based deduplication, the
deduplication is performed on client side or where the data is
created. Before the transmission of actual data to the target,
deduplication is performed. It reduces the huge amount of the
backup data that would be sent through network. In this
process, duplicate data is identified before the transmission
over the network. It creates extra burden on the CPU but
required fewer bandwidth for transmission and reduces the
load on the network. It is further divided into two parts i.e.
Local chunk deduplication and Global chunk deduplication. In
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Figure 3. The Deduplication Process
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Figure 4. Classification of Deduplication Process

the local chunk level, redundant data is removed before
sending it to the destination. In the global chunk level,
redundant data is removed at global site for each client.

In target level, deduplication process is performed through
mobile agents at the backup storage. The mobile agent tracks
the redundancy at backup server and then only the unique data
blocks are stored to the disk. The deduplication is performed
on target i.e. data storage centre and the source is fully
unaware about what is going at target. It does not reduce the
amount of data transmitted. its main advantage is that clients
are saved from unwanted overhead of the deduplication
process.

Disk placement based deduplication is based on how data
is to be placed on disk. Forward reference or backward
reference are techniques that are used for this process. In
forward reference, recent data chunks are maintained and all
the old data chunks are associated to the recent chunks
through pointers. Backward reference introduces the more
fragmentation for the past data chunks.

A. Data Deduplication- performance evaluator[5]

The efficiency or performance of any data deduplication

application can be effectively measured by:

1. Dedupe ratio where dedupe ratio = size of actual data / size
of data after deduplication

2. Throughput (Megabytes of data deduplication / Second)

B. Algorithm/ Working Strategy [5]

The deduplication process removed blocks that are not unique.
The working strategy of Deduplication process is shown in
figure 5. The following steps are used for this process.

1. Divide the input data into chunks or blocks.

2. Hash value for each block needs to be calculated.

3. The values that are generated is used to check whether the
blocks of same data is present in another stored block data.
4. If duplicate data is found then the reference to be created in

database.
5. Based on the results, the duplicates data is eliminated. Only
a unique chunk is stored.
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Figure 5. Deduplication workflow

V. DEDUPLICATION STORAGE SYSTEM [7]

There are several deduplication storage systems that are
preferred for different storage purposes.

Venti [8] is a type of network storage system. The
deduplication technique followed by this storage system is
based on the identification of identical hash values of the data
blocks so that it reduces the overall usage of the storage space.
It follows the write once policy to avoid collision of the data.
This system is not efficiently deal with a vast amount of data
and does not offer scalability.

HYDRAstor[9] is highly scalable secondary storage
solution. It is based on decentralized hash index for the grid of
storage nodes at the backend and traditional file interface at
front end. It efficiently organizes large scale, variable size and
content addressed, highly resilient data blocks with the help of
Directed Acyclic Graph.

Extreme Binning [10] uses paralleled deduplication
approach which aims at a non-traditional backup workload. It
prefers the usage of the file similarity over the locality. The
mechanism involves arranging similar data files into bins and
removes duplicated chunks from each bin. It also keeps only
primary index memory to reduce RAM assumption.

MAD?2 [11] is famous and widely used for its accuracy. It
provides an accurate deduplication backup service which
primarily works on both at the file level and at the block level.
The methodology involves the following techniques — a hash
bucket matrix, a bloom filter array, a distributed Hash table
based load balancing and dual cache, in order to achieve the
desired performance.

Duplicate Data Elimination (DDE) [12] exactly calculates
the corresponding hash values of the data blocks before the
actual transformation of data at the client side. It works on the
combination of copy-on-write, lazy updates & content hashing
to identify and coalesce identical blocks of data in SAN
system.

V. ENCRYPTION IN DEDUPLICATION [13]

Deduplication works by removing the redundant blocks,
files or data. In whole file hashing, an entire file is first sent to
hashing function. The preferred hashing functions are MD5
and SHA-1. Its result is a cryptographic hash which forms the
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basis for the identification of entire duplicate file. The whole
file hashing has fast execution with low computation and low
metadata overhead. But it prevents from matching two files
that only differ by a byte of data. Subfile hashing divides the
file into a number of smaller pieces before the actual data
deduplication. The two types, fixed-size chunking and variable
length chunking is used for dividing a file. In fixed size
chunking, a file is divided into a number of static or fixed
sized pieces called ‘Chunks’ whereas in variable length
chunking, a file is broken down into chunks of varying length.
The cryptographic hash function is applied to the broken
pieces of file to calculate the ‘Chunk Identifier’. The chunk
identifier is the key parameter in locating redundant data.

A. Delta Encoding (DE) [14]

It is used to calculate the difference between a target object
and a source object. Let block A is the source object and B is
the target object then DE of B is the difference between A and
B that is unique to B and not A. The DE is mostly used when
there is a high similarity between the two items or blocks. By
this way, the storing of difference would take less space than
storing the non-duplicate block.

B. Chunking based Data Deduplication[15]

In this method, each file is firstly divided into a sequence
of mutually exclusive blocks, called chunks. Each chunk is a
contiguous sequence of bytes from the file which is processed
independently. Various approaches are discussed in details to
generate chunks.

1. Static Chunking [16]

The static or fixed size chunking mechanism divides the
file into same sized chunks. Figure 6 shows the working of
static size chunking. It is the fastest among other chunking
algorithms to detect duplicate blocks but its performance is
not satisfactory. It also leads to a serious problem called
“Boundary Shift”. Boundary shifting problem arises due to
modifications in the data. If user inserts or deletes a byte from
the data, then static chunking will generate different
fingerprints for the subsequent chunks even though mostly
data in file are intact.

Green Color indicates detected

2. Content Defined Chunking[16]

To overcome the problem of boundary shift, content
defined chunking (CDC) is used. CDC reduces the amount of
duplicate data found by the data deduplication systems,
instead of setting boundaries at multiples of the limited chunk
size. CDC approach defines breakpoints where a specific
condition becomes true. The working of CDC is shown in
figure 7. In simple words, It can be said that CDC approach
determine the chunk boundaries based on the content of the
file. Most of the deduplication systems use the CDC algorithm
to achieve good data deduplication throughput. It is also
known as Variable size chunking. It uses the Rabin fingerprint
algorithm for hash value generation. It takes more processing
time than the fixed size chunking but has better deduplication
efficiency.

3. Basic Sliding Window (BSW) [17]

BSW uses the prototype of the hash-breaking (non-
overlap) approach. The three main parameters needed to be
pre-configured are: a fixed size of window W, an integer
divisor — D, and an integer remainder — R, where R < D. In
BSW method, on every shifts in the window, fingerprint will
be generated and check for the chunk boundary. It is shown in
figure 8.

4. Improved Sliding Window [18]

It has the advantage of fixed chunk size k byte. If the
fingerprints of new chunk have same hash value, then consider
it as redundancy and move the window forward over this data
chunk otherwise assumption is made that the chunk may be
duplicate that has been offset changed by insertion and
deletion.

5. Small Chunk Merge (SCM) [19]

In this algorithm, chunk boundary is decided by sliding
window according to the match of content of data. Repeatedly
merge chunks with adjacent chunk whose size is less than a
threshold value. By merging chunks in this way, we can
eliminate chunk size variance problem.

6. Breaking Large Chunk into Fixed Size Sub chunks [19]

In this, first basic sliding window is used to decide the
chunk boundary according to match of content of data then for
each chunk whose size is bigger than threshold value. Break it

Green Color indicates detected duplicates

|ABDEFG12 | KL78_### | ALKKIDF; | LEWLKDFJ) | FLSKS;LF | K/.,CVB’ | ;KHDSJFH |

| ABDEFG12 | KL78_#Ht | ALKKIDF | LEWLKD | FIFLSKS;LFK/ |.,CVB’;KH| DSJFH

|ABDEFG12 | KL78_### | ALKKIDF; |LEALKDFJ| FLSKS;LF | K/.ICVB’ | ;KHDSJFH |

Five out of Seven Chunks

| AsoEFG12 | K78 s | aLkiior; | LEALKD | morsksies [icveka| psien

Five out of Seven Chunks duplicates

|ABDEFGlZ | KL78_##t | ALKKJDF; | LEWLKDFJ | FLSKS;LF | K/.,CVB’ | ;KHDSJFH |

|ABDEF612| KL78j:‘#:‘ALI KKJDF; | LEWLKD | FIFLSKS;LFK/ | .,C\{B’;K | DSJFH

1ABDEFG1 | 2KL78_#HH# | #ALKKJIDF | ;LEALKDF | JFLSKS;L | FK/.ICVB | ;JKHDSJFH |

All data shifted but boundaries fixed. No duplicates found
One character Insertion
Figure 6. Fixed Size Chunking
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1ABDEFG12| kL78 AL | kioor, [ LEWLKD [ prcsksiew | oveikn| psiex
Data shifted along with boundaries.

One character Insertion Four out of seven chunks are duplicated
Figure 7. Content Defined Chunking
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Figure 8. Basic Sliding Window

into the sequence of sub chunks of fixed size where the size of
each chunk is less than or equal to threshold value. It reduces
the variability of chunk size when the large chunks are broken
into fixed size chunks but then boundary shifting problem is
reintroduced.

7. Two Divisor [20]

BFS algorithm fails to improve due to boundary shifting
problem. To overcome this problem two divisor algorithm is
introduced. Three terms are used in the case of two divisor
algorithm: K — Chunk Boundary, D —Main Divisor, D’—
Backup Divisor

8. Two Threshold Two Divisor Chunking (TTTD) [19]

TTTD algorithm uses the same idea as the BSW algorithm
but four parameters the Minimum Threshold, the Maximum
Threshold, the Main Divisor, and the Second Divisor are used.
Minimum Threshold is used to eliminate the vary large size
chunks and the Maximum Threshold is used to eliminate very
small-sized chunks. The main divisor determines the
breakpoint and the second divisor value is the half of the main
divisor. The second divisor finds the breakpoint when the
main divisor cannot find it. The breakpoint found by second
divisor are larger and very close to maximum threshold. The
working of TTTD is shown in figure 10.

File

Likely been
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Chunk size
>8 Bytes

Figure 9. Improved Sliding Window
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Figure 10. Two Threshold Two Divisor

9. Two Threshold Two Divisor — S [21]

This method overcomes the drawback of TTTD. It
introduces a new parameter S which is the average of the
maximum threshold and minimum threshold. It finds the
chunks of average size. When the average threshold value is
reached then both primary and secondary divisor shrink to
half. Primary and secondary divisor get restored after
chunking is completed.

10. Byte Index Chunking [22]

Byte Index Chunking is source based deduplication
network file system. In source based network file system
deduplication is performed on client side. Index table is
exchanged between source and server until the non-
deduplicated blocks are transferred for storage. There may be

Client | | Server

T—V DBMS
File ID

File
synchronization \ 4
reauest Tndex
Find high probable 256
duplicated data
using Index-table <=
v

Send Index-table

Send Hashes (SHA-
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data Compare hashes to
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duplicated data are real

A

Collect and duplicated
transfers non-
duplicated data ¢

Send duplicated
_ chunk info
Storage I ¢
:I Send Index-table |

Figure 11. Byte Index Chunking
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Figure 12. Multi Level Byte Index Chunking
occasion when a small of these chunks are not proven to be
deduplicated then use lookup process to find duplicated
chunks. Figurell shows the working of Byte Index Chunking.

11. Multi-level Byte Index Chunking [23]

If the chunks of large size are set, then it will consume less
time in processing but deduplication speed decreases and vice-
versa. In multilevel byte index chunking entire file is divided
into multiple size of chunks according to the size of file. If the
file size is lower than 5GB then file deduplication process is
done using 32KB sized index table. If the file size is more
than 5GB then after retrieving data using 4MB chunk size,
then start retrieving process using 32 KB chunk size index
table. It is much better than fixed size chunking and CDC. The
working of Multi-level Byte Index Chunking is shown in
figure 12.

12. Frequency Based Chunking Algorithm [24]

FBC approach is a hybrid chunking algorithm that divides
the byte stream according to the chunk frequency. First, it
identifies the fixed size chunks with high frequency using
bloom filter then the appearance is checked for each chunk in
the bloom filter. If the chunk exists in bloom filter, then it is
passed through the parallel filter otherwise record it in one of
bloom filter then count the frequency for each chunk from
parallel filter. Its working is shown in figure 13.

13. Improved Frequency based Chunking [25]

It overcomes the drawback of FBC algorithm. In this,
CDC algorithm is used to chop the byte stream into chunks.
This process leads to increase in amount of metadata and it
does not allow re-chunking when the chunk size is fixed.

14. Bimodal Content Defined Chunking (BCDC) [26]

A major disadvantage of CDC is that the chunks of very
small size or large size are produced. The chunks of small size
leads to more CPU overhead and large size leads to decrease
deduplication rate. To overcome this problem, Bimodal CDC
algorithm is introduced. It is one of the appropriate chunking
algorithm that decides whether to select the chunks of very
small size or large size. BCDC provides the functionality of
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Figure 13. Frequency Based Chunking
merging the small chunks with adjacent chunks thus avoids
the very small size chunks to reduce the CPU overhead.

15.Multimodal Content Defined Chunking (MCDC) [27]

In MCDC, the chunk’s size is decided according to
compressibility  information. Large files with low
compressibility are barely modified for large chunks and files
with high compressibility result into chunks of small size. In
this first of all, the data objects are divided into the fixed size
chunks then the compression ratio is estimated of fixed size
chunks. After this estimation, mapping table is created which
maps compression range to chunk size.

16. Asymmetric Extremum (AE) CDC [28]

To address the challenges of CDC algorithm, a new
algorithm called as Asymmetric Extremum CDC is employed.
This method employs an asymmetric sliding window to define
cut points. An asymmetric sliding window effectively finds the
local extreme value to speed-up CDC. It resolves the low
chunking throughput that renders the chunking stage
deduplication performance bottleneck.

17. Fast CDC [29]

This approach eliminates the chunks of very small size. It
is 10 times faster than Rabin based CDC and 3 times faster
than AE based approach. Instead of using Rabin fingerprint
hash mechanism, it generates the hash value for each byte. It
normalizes the chunk size distribution to small specified
region. The key idea behind the performance of fast CDC is
use of combination of three techniques: 1. Optimizing hash
judgement 2. Subminimum chunk cutpoint skipping 3.
Normalized Chunking. The modules of Fast CDC is shown in
figure 14.

FastCDC High Performance

|Optimizing Hash JudgementlHCS HDR |

|HDR: High Deduplication Ratinl

| Cut-points Skipping |HCS, LCS| |Hcs: High Chunking Speed |

| Normalized Chunking |HDR, HCSl | LCS: Large Avg. Chunk Size |

Figure 14. FastCDC
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VI. HASHING MECHANISM FOR DEDUPLICATION
[30]

Hash collisions are potential problem with deduplication.

The hash number for each chunk is generated using an
algorithm. Some commonly used hashing algorithms are
Rabin’s algorithm, Alder-32, Secure Hash Algorithm — 1
(SHA-1) and Message Digest algorithm (MD-5). Advanced
Encryption Standard (AES) is rarely used for this purpose.
The encrypted data is out-sourced to the cloud environment.
Rabin’s fingerprinting scheme generate fingerprints using
polynomials. It creates cryptographic hash of each block in a
file. Rabin’s fingerprint is an efficient rolling hash, because
the computation of the Rabin fingerprint of Block B can reuse
some of the computation of Rabin fingerprint of Block A when
block A and B overlap.
Alder-32 was invented in 1995. It calculates two 16-bit
checksums A and B and concatenating their bits into a 32-bit
integer. It can be forged easily and unsafe for protecting
against intentional modifications. MD5 is more secure than
Alder-32.The abbreviation ‘MD’ stands for “Message Digest.”
MD5 process a variable length message into a fixed-length
output of 128 bits. SHA-1 produces a 160-bit hash value. It is
impossible to recreate a message from a given fingerprint. It
generates a collision free hash value.

VII.  ROUTING [31]

Cluster deduplication mainly consist of -Backup client,
Metadata management, Deduplication server node. There are
two types of routing mechanisms which are used to route the
data packet i.e. stateless routing mechanism and state-full
routing mechanism. In stateless routing the hash table is used
to determine the path to server node. Statefull routing requires
the information of deduplication server node to route the
packet to the server node that has the same packet.

A. Extreme Binning[10]

It uses the stateless routing mechanism to find the
deduplication server node. It selects the minimum of
fingerprint then route the data packet. It achieves the low
deduplication throughput but it cannot perform the load
balancing well.

B. Dedupe[6]

To overcome the problem of load balancing Dedupe
technique is developed. It selects the deduplication server
node and check the similarity of chunk before sending the
chunk into server node. It achieves high deduplication rate and
does the load balancing well but there is a more
communication overhead.

C. AR Dedupe [32]

To overcome the problem of load balancing and
communication overhead AR dedupe technique is developed.
In AR Dedupe, routing server is used. Hash table including
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hash information and id of deduplication server node of this
superchunk is stored on routing server then superchunk is
routed according to this id. AR Dedupe mainly consist of four
parts backup client, metadata server, deduplication server
node, routing server.

D. Boafft [33]

Boaftt is used in cloud storage for deduplication. The
working of boafft is explained in following steps: First, it uses
the routing algorithm to determine the address of node. Then it
maintains the indexing in data server so as to avoid the
duplicate read-write. In last, the deduplication is improved
with the help of cache hot fingerprint. Boaftt uses the hash
function or Jaccard coefficient to measure the similarity
between datasets.

Client divides the data stream into smaller chunks.
Fingerprints are created for each chunk separately and
organize these chunks into super blocks. Boaftt finds the
routing address for these chunks as the feature fingerprint by
interacting with meta data server and route the superblock to
appropriate data server. Fingerprints are stored on data server.
Boafft uses the container to store fingerprint and organize the
fingerprint in similarity index then boafft compare the
superblock with similarity index. It avoids the large amount of
input output operation. The working of Boafft is shown in
figure 16.

VIII. DATA DEDUPLICATION: ADVANTAGES

Data deduplication optimizes the storage and saves a lots
of money by reducing the storage and bandwidth cost. This
technique needs less hardware to store the data because the
storage efficiency is increased that reduces the hardware cost
too. It reduces the backup costs because buying and
maintaining less storage will return us with the faster returns.
If effectively increases the network bandwidth and improves
the network efficiency.
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Figure 15. ARDedupe
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Figure 16. Boafft
1X. CONCLUSION

This paper mainly focuses on the Data Deduplication, its
Chunking Techniques, and Storage Systems. The main aim of
data deduplication is to remove redundant data and maintain
unique copy of data files. Data deduplication is an emerging
trend in market and good alternate of data compression. It is
one of the intelligent storage saving mechanism. Data
deduplication well manages the storage spaces and improves
the network bandwidth which is required for transferring data.
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