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Abstract: Cloud deployments are consistently under attack, from both internal and external adversaries. These attacks include, but are not
limited to brute force, masquerading, improper access, session hijacking, cross site scripting (XSS), etc. To mitigate these attacks, a wide variety
of authentication & access control models are proposed by researchers, and each of them vary in terms of their internal implementation
characteristics. It was observed that these models are either highly complex, or lack in terms of security under multiple attacks, which limits
their applicability for real-time deployments. Moreover, some of these models are not flexible and cannot be deployed under dynamic cloud
scenarios (like constant reconfigurations of Virtual Machines, dynamic authentication use-cases, etc.). To overcome these issues, this text
proposes design of a novel blockchain-based Light-weight authentication & access control layer that can be used for dynamic cloud
deployments. The proposed model initially applies a header-level light-weight sanitization layer that removes Cross Site Scripting, SQL
Injection, and other data-level attacks. This is followed by a light-weight authentication layer, that assists in improving login-level security for
external attacks. The authentication layer uses IP matching with reverse geolocation mapping in order to estimate outlier login attempts. This
layer is cascaded with an efficient blockchain-based access control model, which assists in mitigating session hijacking, masquerading, sybil
and other control-level attacks. The blockchain model is developed via integration of Grey Wolf Optimization (GWO) to reduce unnecessary
complexities, and provides faster response when compared with existing blockchain-based security deployments. Efficiency of the model was
estimated in terms of accuracy of detection for different attack types, delay needed for detection of these attacks, and computational complexity
during attack mitigation operations. This performance was compared with existing models, and it was observed that the proposed model
showcases 8.3% higher accuracy, with 10.5% lower delay, and 5.9% lower complexity w.r.t. standard blockchain-based & other security
models. Due to these enhancements, the proposed model was capable of deployment for a wide variety of large-scale scenarios.
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1. Introduction and access control rules. A sample example of the

measures for cloud

Access control and selective ownership modelling is a
multidomain process that includes the design of control rules,
ownership groups, key-exchange techniques, and secure storage
models. This process also includes the design of control rules.
The responsibility of regulating and permitting improved entity-
level access to user nodes that need cloud services falls on
control rules. The nodes that are able to traverse these rules
without error are grouped together into ownership groups, and
the access level of each individual node is either granted or
refused for each individual entity. The linking of user accounts
with cloud services utilizing user-control, group-control, and
role-control layers results in the creation of a virtual private
access (VPA) layer. These levels are controlled by ownership
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implementation of access control
infrastructure that is supported by Amazon Web Services is
shown in Figure 1. (AWS). [1] This architecture establishes
separate user roles for the AWS compute services and the AWS
Internet of Things (loT) services. Within the context of this
paradigm, users have access to a portion of the Main AWS stack
by way of a particular internal rule layer that is part of the AWS
10T stack. Dual rule mapping is the method that cloud service
providers use in order to provide access to a certain user group
for a portion of the services that they offer.
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Figure 1. A typical cloud-level model for access control &
authentication operations [1]

Based on this model, it can be observed that a Standard access
control and ownership architecture requires the development of
efficient rule engines, as well as group control layers,
registration layers, and secure storage layers. For this purpose,
a wide variety of system models are recommended [2, 3, 4],
each of which is unique in terms of the level of security it
provides, the quality of service it provides, the efficiency with
which it enforces access control, its capacity to scale, and so on.
The next section will give a brief assessment of a few of the
most recent approaches for access control and selective
ownership enforcement. This will be followed by a discussion
of the complexities of these systems, as well as their merits and
downsides. Based on this review, it is observed that these
models are either highly complex, or lack in terms of security
under multiple attacks, which limits their applicability for real-
time deployments. Moreover, some of these models are not
flexible and cannot be deployed under dynamic cloud scenarios
(like constant reconfigurations of Virtual Machines, dynamic
authentication use-cases, etc.). To overcome these issues, next
section of this text proposes design of a novel blockchain-based
Light-weight authentication & access control layer that can be
used for dynamic cloud deployments. The model was evaluated
on multiple use cases, and was compared with existing state-of-
the-art techniques in terms of accuracy of attack detection, delay
needed for attack analysis, and computational complexity
levels. Finally, this text concludes with some interesting
contextual observations about the proposed models and also
recommends methods to further optimize its performance for
different deployments.

2. Literature Review

A wide variety of access control and authentication models are
proposed by researchers, and each of them vary in terms of their
real-time performance under different cloud scenarios. For
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instance, work in [5, 6] propose use of Scalable Attribute-Based
Access Control, and Symmetric Searchable Encryption (SSE)
with Attribute-Based Encryption (ABE), which assist in
improving security of cloud deployments. But these models are
not scalable for large-scale clouds. To overcome these issues,
work in [7] proposes use of Fine-Grained Cloud Access
Control, which deploys low complexity layers for highly cloud
deployments. Similar models are discussed in [8, 9, 10] which
propose use of Activity control (ACON), Reputation Centres
(RC), and hierarchical key access mechanisms, which aim at
lowering complexity of deployments via optimizing security &
QoS levels for different attack types. Extensions to these models
are discussed in [11, 12, 13], which recommend use of Stability-
Based Controllers, ciphertext-policy attribute-based encryption
(CP-ABE), and Tenant-Led Ciphertext Information Flow
Control (TLC IFC), but these models have higher complexity
due to integrated attack removal and encryption operations.
Models that propose use of Secure and Efficient Multiauthority
Access Control (SEMAC) [14], Context-Aware Policy
Enforcement (CAPE) [15], Bidirectional Access Control [16],
ordered binary decision diagram (OBDD) [17], Multi-
keyword Ranked Search scheme with Fine access control
(MRSF) [18], Revokable ABE [19], and multi-authority
attribute-based encryption (MA-ABE) [20] are discussed by
researchers for different use cases. These models aim at
integrating general purpose layers for different attack types,
which makes them highly efficient under real-time scenarios.

Similar models are discussed in [21, 22, 23, 24, 25], which
propose use of Traceable Attribute-Based Encryption Scheme
with Dynamic Access Control (TABE DAC), Hybrid CP ABE,
Tactile Networks, extended file hierarchy CP-ABE scheme
(EFH-CP-ABE), and Server-Aided Fine-Grained Access
Control (SAF GAC), that aims at incorporating multilevel
access control mechanisms in order to improve attack detection
capabilities for different cloud types. These models are
extended in [26, 27, 28, 29, 30], wherein researchers have
proposed use of improved ABE, Non-singular Terminal Sliding
Mode Control, Native Components, Trust Management, and
Anonymous Distributed Fine-Grained Access Control Protocol
with Verifiable Outsourced Decryption (VOD ADAC), that
aims at integrating incremental learning mechanisms to support
different cloud infrastructures under real-time deployments for
multiple attack scenarios. Similar to these, the work in [31, 32,
33, 34, 35, 36] proposes use of Decentralized Attribute Based
Access Control, Secure Attribute-Based Access Control With
Identical Sub-Policies, Time and Attribute Factors Combined
Access Control for Time-Sensitive Data samples, Remote Data
Access and Sharing Over Cloud Storage in Cyber-Physical-
Social-Systems, ordered binary decision diagram (OBDD), and
privacy-preserving, revocable ciphertext policy attribute-based
encryption (PR-CP-ABE) that can be applied under different
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real-time applications with higher degree of control and privacy
options for high attack use cases. These models must be
validated for larger clouds and can be extended via Smart-
Contract-Based Access Control [37], Server-Aided Bilateral
Access Control [38], Sanitizable Access Control System [39],
Enhanced Access Control [40], Intelligent Role-Based Access
Control Model [41], Secure Deduplication with User-Defined
Access Control [42], and Lightweight and Expressive Fine-
Grained Access Control [43] that utilize lightweight layers for
filtering requests under multilevel deployed cloud types. But
these models are either highly complex, or lack in terms of
security under multiple attacks, which limits their applicability
for real-time deployments. Moreover, some of these models are
not flexible and cannot be deployed under dynamic cloud
scenarios (like constant reconfigurations of Virtual Machines,
dynamic authentication use-cases, etc.). To overcome these
issues, next section of this text proposes design of a novel
blockchain-based Light-weight authentication & access control
layer that can be used for dynamic cloud deployments. The
model was validated under different use cases, & attack
scenarios, and its performance was compared w.r.t. standard
cloud deployment models under real-time use cases.

3. Design of the proposed novel Blockchain-based Light-
weight Authentication & Access Control layer for Cloud
deployments

Based on the review of existing authentication & access control
models used for cloud deployments, it can be observed that
these models are either highly complex, or lack in terms of
security under multiple attacks, which limits their applicability
for real-time deployments. Moreover, some of these models are
not flexible and cannot be deployed under dynamic cloud
scenarios (like where VMs are constantly reconfigured,
dynamic authentication use-cases, etc.). To overcome these
issues, this section proposes design of a novel blockchain-based
Light-weight authentication & access control layer that can be
used for dynamic cloud deployments. Flow of the model is
depicted in figure 2, where it can be observed that the proposed
model initially applies a header-level light-weight sanitization
layer that removes Cross Site Scripting, SQL Injection, and
other data-level attacks.
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Figure 2. Flow of the proposed authentication model with customized
blockchains

This is followed by a light-weight authentication layer, that
assists in improving login-level security for external attacks.
The authentication layer uses IP matching with reverse
geolocation mapping in order to estimate outlier login attempts.
This layer is cascaded with an efficient blockchain-based access
control model, which assists in mitigating session hijacking,
masquerading, sybil and other control-level attacks. The
blockchain model is developed via integration of Grey Wolf
Optimization (GWO) to reduce unnecessary complexities, and
provides faster response when compared with existing
blockchain-based security deployments. The model design is
segregated into 3 sub modules, and each of them are discussed
in separate sub-sections of this text.
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3.1. Design of the header-level checks layer for initial request
filtering operations

Each request sent by cloud users is initially scrutinized through
a series of light-weighted pattern checks. The computational
complexity of these checks is very low; thus, they require an
infinitesimal delay for checking requests. Each of the requests
is passed through the following checks,

Check & remove presence of < or > symbols, which might
interact with cloud scripts.

Remove all ' quote & — — commend characters for filtering out
SQL & external script attacks

Replace the keywords, wscript, seekSegmentTime, mocha, vbs,
view-source, xmlins:xdp, applescript, jar, livescript, form,
form:action,Javascript, FSCommand, behavior, style,
xlink:href, vbscript, or jscript, with blank characters to avoid
any script level attacks

Remove all characters with encoding other than UTF16, which
ensures that any invisible characters are not processed by the
cloud deployments.

IPs of the requests that are flagged with presence of the given
characters are stored on the server (in the form of sessions) and
reported to the administrator with every authentication request.
This assists in improving authentication attack detection
performance for external adversaries, and also assists in
temporal blocking of unwanted users. Design of this
authentication layer is discussed in the next section of this text.

3.2. Design of the authentication checks layer with user-level
filtering operations

All filtered requests are processed via an authentication checker
layer that uses user id and password combination (or any other
password-based authentication can also be used), for logging in
the users. After each login request is sent by cloud users, the
following processed is used for authentication checks,

A unique session ID is assigned to each user, which is stored on
the server for future checks

For each login, user’s access levels are checked, and if user is
accessing a restricted resource, then their IP is reported to
admins

All requests that pass these rules are allowed into the cloud, else
they are redirected to login panel

For continuously requesting users, their IPs are blocked from
the cloud

After login, a temporal validity metric is estimated for each of
the IPs via equation 1,
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Where, Tvaiiay, , is the validity metric between the time

) (D)

Tvalidtl_tz = (

intervals t; & t;, Rinvaiia, are count of invalid requests during
the same interval sets, while R,q;4, are total valid requests

during the time intervals. For IP checks, a validity threshold
(V;r) is estimated via equation 2,

t2
Zt=t1 Tvalidi

V = *
A
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Where, B is a dynamic validity factor, which is updated as per
equation 3,

N¢
Li5 Nivalidtl_tz
N¢
- X5 Niinvalidtlltz
Ne
= .3
B = 3
Where, N; . don s and N, are the valid requests between time
1.t2

interval t,, t,, and total requests sent by user during the given
time intervals. The value of g is re-evaluated for each login
request, and then an IP-level rank is calculated via equation 4,

ZN ZN BRfoz
t1=1 Lty =t +1 T
@)
tyx(t; — 1)

Where, BRM2 are number of requests that were blocked during

RE,IP 3

the time interval t,, t,, while T, are number of processed

requests during the same time interval between t,,t,. After
each login, a request threshold is estimated via equation 5,

NEent yNip
Zl‘:ln Zj:lRi,j

..(5
Nent & NIP ( )

Riyp =y *

Where, N,,:, & N;p are counts of entities accessed by the user
& total IPs via which the user has previously logged in, while y
is a request constant which is estimated via equation 6,

Blocked,;ps — Attack,ps
Nip )

Y =Youa t .(6)

Where, Blocked,ps, & Attack;p are total blocked requests &
attack requests from given IP addresses. All the IPs with rank
more than R, are blocked from accessing the cloud, while
others are passed for cloud access. To perform this task, a User-
level and IP-level graph is generated, which maps each User ID
with Client IP as per figure 3 as follows,
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Figure 3. The IP and User ID mapping graph for authentication
operations

Based on this graph, administrators are able to visualize
different users and map them according to the IP address and
access patterns. These access patterns are processed via a GWO
based access control layer, which stores these patterns on
customized blockchains. Design of this model is depicted in the
next section of this text.

3.3. Design of the GWO based blockchain layer for efficient
access control operations

Each access request is passed through a simple rule engine,
where access is granted as per equation 7,

AY(U) = 1,whenU'" € P..(7)

Where, Alf represents access grant status for page P and each
of the user IPs. Each of these grant statuses are stored on a
blockchain, which is optimized via GWO based optimizations.
To perform this optimization, a constant representing number
of blocks in each blockchain is estimated via equation 8,

NSC

L;
N(Blocks)®W0 = ZN_ ..(8)
= Nsc
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Where, Ny, & L; are current number of sidechains (parts of
blockchain generated by the GWO process), and length of each
of these chains. Using this value, perform the following GWO
based optimization operations,

e Initialize optimization parameters for the GWO as follows,

o Total optimization iterations decided by the cloud designer
(NiGWO)

o Total Wolves that are setup by the cloud designer (NS"©)
o Cognitive learning rate for each of the Wolves (L&"°)

e Setup all Wolves as ‘Delta’ Wolves, and perform the
following operations for NF" iterations,

o Scan all Wolves, and modify each ‘Delta’ Wolf as per the
following process,

e From the list of sidechains, select a chain stochastically,
and initiate dummy communication requests for this
chain

e Stochastically segregate requests into attack and normal
requests

e Evaluate the delay needed to process the attack &
normal requests via equations 9 and 10 as follows,

A ts
Z 'reques g = t '
j=1 end; start
D(A) = " 2...(9)
requests
N ts
Z ':eques end; — Ustart;
D(N) = ==L m ! L. (10)
requests

Where, Ajequests & Nrequests are total attack and normal
dummy requests, while ty; g+ & teng are time stamps at which
these requests were sent to the cloud for processing operations.
Now estimate attack and normal throughput levels via equations
11 and 12 as follows,

Arequests

T(4) = __RP gy
o = D(A) * Arequests
T(N) = Rx(P)i 1y

D(N) = Nrequests

i=1

Where, Tx(P) & Rx(P) are total bytes transmitted and received
during each of the requests. A combination of these metrics is
used to estimate security level of the user as per equation 13,

D(Normal)
D(Malicious)
T(Malicious)
T(Normal)

SLi = 2

.. (13)
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e  These metrics are estimated for each of the sidechains,
and then a Wolf fitness is estimated via equation 14,
Ns Ny _SLj
[Zi:l SLi B Zj:l Nstoch]
Ny
D(Normal) — D(Malicious)
" [ D(M)
T(Malicious) — T(Normal)
T(Normal)

fw =

. (14)

o Perform this task for each sidechain, and then estimate
Wolf fitness threshold via equation 15 as follows,

Ny
1
fon =% ) fug Ly e (15)
w "
i=1
e Once an iteration is completed, then Wolf status is updated
as per the following process,
o Wolves with f < fzﬂ are marked as ‘Alpha’ Wolves
o Wolves with f < L,. * f;;, are marked as ‘Beta” Wolves
o Wolves with f < f;;, are marked as ‘Delta’ Wolves
o Wolves with f > f;;, are marked as ‘Gamma’ Wolves

e For each iteration, select a stochastic ‘Alpha’ Wolf, and
update learning rate via equation 16,

NV(';/WO ld( GWO)
, l | old(L
NEW(ngo) = Min fVEiWO * NGW+ (16)
i w GWO
i=1 i=1 wi

After completion of NF"? iterations, the ‘Alpha’ Wolves are
used for either splitting or merging operations. To perform these
operations, a set of dynamic rules is evaluated as per table 1,
where Cy represents fitness of current blockchain, while ASW0
represents fitness of the ‘Alpha’ Wolf, which is used for these
decisions.

Level of QoS | Level of | Decision taken
(Eqn. 14) Security (Egn. | for QoS &
13) Security Levels
Cs(QoS) Cg(SL) Merge the
> A0 (QoS) = ASWO(SL) | current  chain
with largest
chain
C(QoS) Cg(SL) Don’t change
= A0 (QoS) = ASWO(SL) | blockchain
configuration
C5(QoS) Cg(SL) Split  smallest
< ASY0(QoS) = ASWO(SL) | chain into 2
equal parts
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C5(QoS) Cg(SL) Merge the
> ASY0(QoS) > ASWO(SL) | current chain
with largest
chain
C5(QoS) Cg(SL) Merge the
= AY0(QoS) > ASWO(SL) | current  chain
with largest
chain
C5(QoS) Cg(SL) Split  smallest
< AS"O(QoS) > ASWO(SL) | chain into 2
equal parts
Cp(QoS) Cg(SL) Split  smallest
> AY0(QoS) < ASWO(SL) | chain into 2
equal parts
C(QoS) Cg(SL) Split  smallest
= ASY0(QoS) < ASWO(SL) | chain into 2
equal parts
C5(QoS) Cg(SL) Split  smallest
< A“"O(QoS) < ASWO(sL) | chain into 2
equal parts

Table 1. Set of dynamic rules for creation of blockchains

Once the blockchain is split into 2 equal parts, then the chain
with higher SL is selected for adding new blocks. Based on this
process, new blockchains are created and access control
requests are stored on it for traceability purposes. Due to which,
the model is highly secure, and can be used for real-time cloud
deployments. Perform this model is evaluated in the next
section of this text.

4. Results analysis and comparison

The model uses a combination of low complexity header-level
checks along with IP based authentication & attack analysis.
This is combined with a GWO based blockchain management
process, which assists in improving its QoS & security
performance under different attacks. The model was developed
to function as a generic signup mechanism, and it requires a
login, password, a verification photo, and more information in
order to complete the registration process. It was planned out to
function as a management system for electronic healthcare
records (EHR). The user has the option of logging in as a
"patient," "doctor," or "administrator." The administration has
the ability to establish rules for access control, validate the
blockchain, manage patients and doctors, inspect logs, and
perform analysis on them. Patients are able to submit their
reports, provide viewing access to physicians, search for
physicians who are requesting ownership access, and grant or
withdraw ownership access while checking in using their
credentials and a numeric captcha (and transfer requests to
public blockchain). Doctors are able to log in using their
credentials and a numeric captcha, check for patient records that
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have read access, ask patients to take ownership of reports at the
report level (and add the data to a private blockchain), and alter
reports for which the patients have given them access. All of
these actions can be performed after successfully logging in
from different account types.

The model was evaluated on a total of 15 million login & access
control requests. These requests were segregated as 15%
authentications, 45% doctor access requests, 30% patient access
requests, and 10% admin requests. For each of the requests,
30% were attack requests, while remaining 70% were normal
requests. These requests were processed, and the following
parameters were estimated for CP ABE [12], CAPE [15], and
VOD ADAC [30], which assisted in comparison,

e Authorization attack accuracy (A3)

e  Access control attack accuracy (ACAA)
e  User input attack accuracy (UAA)

e  Ownership attack accuracy (OAA)

e Authorization attack delay (A2D)

e  Access control attack delay (ACAD)

e  User input attack delay (UAD)

e  Ownership attack delay (OAD)

Based on this evaluation strategy, the Authorization attack
accuracy (A3) for different Number of Test Requests (NTR)
was evaluated in figure 4, where the accuracy was averaged in
order to estimate its true value under real-time use cases,

A3 Levels
101
100
99
98
97
96
95
94
93
“,QQ F&QQ D‘QQQ &F @)Q* 6@" N 6@* \?ﬁ\ %5%\ @ /ﬁ\

mCP ABE [12] ®CAPE [15] ®VOD ADAC [30] mBLA2 C2

Figure 4. Authorization attack accuracy (A3) for different model
scenarios

As per the observations in figure 4, it can be evaluated that the
proposed model is capable of showcasing 1.5% better A3 levels
than CP ABE [12], 2.5% better than CAPE [15], and 4.5%
better than VOD ADAC [30], which makes it highly useful for
identification of authentication attacks under real-time use
cases. This accuracy is improved because of the light-weight
attack detection layer, and use of highly efficient authentication
models that can classify attacks with high accuracy levels.
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Similar observations were made for Authorization attack delay
(A2D), and can be observed from Figure 5 as follows,

A2D Levels
2000
1500
1000
500
0
NN %QQQ b(QQQ & %Q* 5@*’ N 6@\“ \@\ r\:ﬁ\ @ /ﬁ\

—0—CPABE[12]  ==8==CAPE [15]

VOD ADAC [30] ==@==BLA2 C2

Figure 5. Authorization attack delay (A2D) for different model

scenarios
As per the observations in figure 5, it can be evaluated that the
proposed model is capable of showcasing 15.4% faster A2D
performance than CP ABE [12], 19.4% faster A2D performance
than CAPE [15], and 16.5% faster A2D performance than VOD
ADAC [30], which makes it highly efficient for high-speed
identification of authentication attacks under real-time use
cases. This speed is improved because of the light-weight attack
detection layer, and use of delay during modelling the GWO
process. Similar observations were made for Access control
attack accuracy (ACAA), and can be observed from Figure 6 as
follows,

ACAA Levels

™
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4000

2000

500

0 20 40 60 80 100 120
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u CAPE [15]

\VOD ADAC [30]
mCP ABE [12]

Figure 6. Access control attack accuracy (ACAA) for different model
scenarios
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As per the observations in figure 6, it can be evaluated that the
proposed model is capable of showcasing 2.5% higher ACAA
performance than CP ABE [12], 1.8% higher ACAA
performance than CAPE [15], and 3.5% higher ACAA
performance than VOD ADAC [30], which makes it highly
efficient for high-accuracy identification of access control
attacks under real-time use cases. This accuracy is improved
because of the light-weight attack detection layer, and use of
low complexity access control operations. Similar observations
were made for Access control attack delay (A2D), and can be
observed from Figure 7 as follows,
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Figure 7. Access control attack delay (A2D) for different model
scenarios

Based on this study, it can be shown that the recommended
model performs better for real-time deployments since its
access control check latency is 45% lower than CP ABE [12] &
CAPE [15] and 20% lower than VOD ADAC [30]. This is due
to the fact that request monitoring, together with the relatively
small weight header level constraints, has improved the speed
of its detection. Similar findings were found for the User input
attack accuracy (UAA), which includes cookie hijacking, SQL
injection, access control, and cross-site scripting (XSS). Figure
8 illustrates these vulnerabilities as follows,
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Figure 8. User input attack accuracy (UAA) for different model
scenarios
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In light of the findings of this research, it is possible to
demonstrate that the model being proposed has a user attack
detection accuracy that is 1.5%, 2.3%, and 2.9% more accurate
than CP ABE [12], CAPE [15], and VOD ADAC [30]. This is
as a result of the use of pattern analysis as well as header level
rules. This enables the model to be deployed in real-time cloud
environments by requiring it to accept requests only after they
have successfully completed the pattern checks that are
specified. Similar results were discovered regarding the User
Input Attack Delay (UAD), and the following is seen in Figure
9,
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Figure 9. User input attack delay (UAD) for different model scenarios

On the basis of this study, it can be shown that the proposed
model identifies user assaults with 25%, 18%, and 20% less
latency than CP ABE [12], CAPE [15], and VOD ADAC [30],
respectively; this demonstrates the model's increased
performance for real-time deployments. This is due to the
implementation of a lightweight pattern analysis engine at the
header level, which has led to the current state of affairs.
Injecting data modification packets and performing an analysis
of invalid ownership requests were both found to provide results
that were comparable to those observed for ownership attack
accuracy (OAA) in figure 10 as follows,
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Figure 10. Ownership attack accuracy (OAA) for different model
scenarios

In light of the investigation's results, it is evident that the
recommended model has 1% better ownership assault detection
accuracy than CP ABE [12], 1.5% better ownership assault
detection accuracy than CAPE [15], and 3.1% better ownership
assault detection accuracy than VOD ADAC [30]. This is the
outcome of applying header level rules, pattern analysis, and a
blockchain model created by a consortium. This enables the
model to be deployed in real-time cloud environments by
allowing it to only accept ownership queries after they have
been handled by the given blockchain model. Similar findings
were found in relation to the Ownership attack delay (OAD),
and the findings are shown as follows in figure 11,
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Figure 11. Ownership attack delay (OAD) for different model
scenarios

On the basis of this study, it has been shown that the proposed
model can identify ownership assaults 20% quicker than CP
ABE [12], 10% faster than CAPE [15], and 15% faster than
VOD ADAC [30]. This demonstrates the model's superior
performance for real-time deployments. This is due to the fact
that the GWO based sidechains, which only stores requests that
have been completed, enables quicker detection of ownership
attack detection operations under real-time use cases.

5. Conclusion and future scope

The proposed model is able to combine IP-based authentication
and threat analysis with simple checks at the header level.
Combining this with a blockchain-based GWO management
mechanism improves its QoS and security performance in the
face of a variety of threats. Comparing the model to other
models revealed that the proposed model can achieve A3 levels
that are 1.5%, 2.5%, and 4.5% better than CP ABE [12], CAPE
[15], and VOD ADAC [30], respectively. This makes it very
useful for detecting authentication attacks in real-world
application cases. The deployment of extremely effective
authentication models and the lightweight attack detection
layer, which can effectively classify attacks, increases
precision. In a similar vein, it was established that the suggested
model has 15.4% faster A2D performance than CP ABE [12],
19.4% faster A2D performance than CAPE [15], and 16.5%
faster A2D performance than VOD ADAC [30], making it very
useful for high-speed detection of authentication assaults in
real-time use scenarios. Performance is enhanced by the
introduction of a lightweight attack detection layer and a delay
during the modelling of the GWO process.

The proposed model provides access control performance that
is 2.5% greater than CP ABE [12], 1.8% higher than CAPE
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[15], and 3.5% higher than VOD ADAC [30]. This makes it
very useful for detecting access control attacks with great
precision in real-time application situations. This accuracy has
risen due to the inclusion of low-complexity access control
actions and a lightweight attack detection layer. It can also be
shown that the proposed model beats CP ABE [12] & CAPE
[15] and VOD ADAC [30] in terms of real-time deployments,
with access control check latency that is 45% lower than CP
ABE [12] & CAPE [15] and 20% lower than VOD ADAC [30].
This is due to the fact that request monitoring has accelerated
its discovery, and the relatively lightweight header level
constraints have also assisted.

In the presence of user level assaults, it was determined that the
proposed model's user attack detection accuracy is 1.5%, 2.3%,
and 2.9% more accurate than CP ABE [12], CAPE [15], and
VOD ADAC [30]. This is because header-level rules and
pattern analysis are applied. By requiring the model to accept
requests only after they have successfully completed the
supplied pattern checks, the model may be deployed in real-time
cloud environments. Noting that the proposed model
differentiates user assaults from CP ABE [12], CAPE [15], and
VOD ADAC [30] with 25%, 18%, and 20% decreased latency,
respectively, demonstrates the model's enhanced performance
for real-time deployments. This is due to the implementation of
a lightweight pattern analysis engine at the header level, which
led to the current scenario.

When ownership of records was analyzed, it was discovered
that the proposed model had a detection accuracy for ownership
assaults that was 1% better than CP ABE [12], 1.5% better than
CAPE [15], and 3.1% better than VOD ADAC [30]. This is the
outcome of using pattern analysis, header level rules, and a
consortium-developed blockchain model. This permits the
model to be deployed in real-time cloud environments by
allowing it to accept ownership queries only after they have
been processed by the chosen blockchain model. In contrast, it
has been shown that the proposed model can identify ownership
assaults 20 percent quicker than CP ABE [12], 10 percent faster
than CAPE [15], and 15 percent faster than VOD ADAC [30].
This demonstrates the performance of the model in real-time
deployments. This is due to the fact that GWO-based sidechains
may detect ownership attack operations in real-time usage
circumstances more rapidly since they only store requests that
have been properly completed.

In future, researchers can validate the model under different
cloud deployments, and also can be extended via use of
bioinspired security models like Genetic Algorithm, Bacterial
Foraging Optimization, etc. The model’s performance can also
be extended via integration of deep learning methods like
Convolutional Neural Networks (CNNs), Autoencoders (AES),
etc. under real-time scenarios.
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