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Abstract: As the field of image processing and computer vision continues to develop, we are able to create edited images that seem more
natural than ever before. Identifying real photos from fakes has become a formidable obstacle. Image forgery has become more common as the
multimedia capabilities of personal computers have developed over the previous several years. This is due to the fact that it is simpler to produce
fake images. Since image object fabrication might obscure critical evidence, techniques for detecting it have been intensively investigated for
quite some time. The publicly available datasets are insufficient to deal with these problems adequately. Our work recommends using a deep
learning based image inpainting technique to create a model to detect fabricated images. To further detect copy-move forgeries in images, we
use an CNN-LSTM and Improved VGG adaptation network. Our approach could be useful in cases when classifying the data is impossible. In
contrast, researchers seldom use deep learning theory, preferring instead to depend on tried-and-true techniques like image processing and
classifiers. In this article, we recommend the CNN-LSTM and improved VGG-16 convolutional neural network for intra-frame forensic analysis

of altered images.

l. Introduction

Since the recent contemporary digital media technology,
digital content has become the most popular form of
communication due to the ease of use, portability, and rich
information content. Press, politics, insurance claims,
defence, and legal cases are only a few of the many important
areas where it has developed into a crucial piece of evidence
[1]. Digital content may be easily manipulated by certain non-
professionals because to the available latest technology usage
of powerful editing capacity, while it may be difficult for
experts to tell some hoaxes apart from the actual thing. As a
result of these factors, some people are suspicious of digital
images [2]. This highlights the importance and requirement
of appropriate forensic shames that can identify the veracity,
uniqueness, and data integrity. This method's capacity to
mitigate damage caused by malicious video manipulation and
its contribution to maintaining social peace and stability make
it very relevant in the real world. Frame deletion, insertion,
and duplication are all examples of full frame forgery, which
is the manipulation of individual image frames as forging
units [3]. Forgery in which individual image and video clips
are used as forgery units is known as "object forgery." Whole-
frame forgery and object forgery are the two main categories
of digital content manipulation. Object forgery is when a
video's time domain and space domain are altered
simultaneously while a specific frame region is used as the
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"forgery object.” The most common methods of digital image
modification employed in forgery include intra-frame copy-
move forgery, content removal, and image synthesis fraud[4].
Some methods that may be used to spot whole frame forgeries
include those based on scene dependencies, flow approaches,
the exploitation of compression artefacts, and deep learning.
Scene dependency-based algorithms examine the pixel score
of every frame in a movie in order to spot irregular periodic
artefacts[5]. Optical Flow methods used the variations in an
image's brightness along with motion gradients as proof of
fabrication. Compression and artefacts are the base for the
latest technology rely on a broad range of compression
artefacts created during image encoding and decoding for the
aim of spotting unusually quick changes in images [6][7].
Using training samples extracted from real images, the latest
image processing based solution can automatically recognise
and understand key properties.

Il. Related work

Applying CNNs to the problem of detecting forgeries has
been taken up by a number of researchers. Convolution neural
networks (CNNs) [8] were originally considered as a
potential tool for steganography using greyscale images. As
such, the initial convolutional neural network (CNN) layer in
our implementation is a simple high pass filter. Specifically
for the detection of image splicing, a model of the relevant
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visual features was developed. The scientists used a technique
called discrete cosine transformation (DCT) [9] to
accomplish their goal. The strategy was developed to avoid
having important features fall within the purview of DCT. By
relocating, the DCT domain contributes to the input of the
CNN. This procedure occurs when the organism is being fed.
The data will be processed by creating a each patch histogram
and then during the stage of classification, concatenating each
one of the histograms in order to input them into the
CNNJ[10]. One result of applying deep learning techniques to
computer vision problems is the data-driven local
convolution feature. Research conducted by CNN and others
indicated that methods for identifying copy-move fraud relied
heavily on computer vision tasks such as segmentation,
extraction and identification of the objects. Recent progress
[11] in computer vision challenges has been driven in part by
breakthroughs in CNN and graphics processing unit
technology. Recent CNN-based approaches to image
classification use an end-to-end structure, in contrast to
traditional techniques that depend mostly on regional
descriptors. Through the usage of end-on-end multilayers,
deep neural networks are able to include high-, medium-, and
low-level classifiers and features, with the latter two tiers'
enhancements corresponding to the number of hidden layers.
As the field of CNN has advanced recently [12], it has
allowed for significant performance gains in many image
classification and object recognition tasks. The following
table classifies the most common CNN subcategories. The
stated intermediate layers of CNNs provides characteristics
of descriptors at the image level[13][14]. Having this trait
may make class differences more apparent, but it does not
distinguish between social strata. Unfortunately, copy-move
forgery detection is not a good fit for the deep learning
methods often used for computer vision challenges. There
have been applications of deep learning in this domain as
well. As was said in the introductory paragraph, this kind of
detection looks for the same sorts of scaled, rotated, or
distorted regions as those described above. The use of suitable
patch-level descriptors [15-19] may allow data-driven patch-
level descriptors to replace handmade ones, as shown by the
output of CNNs features. The CNNs' expressive feature
representations output suggests this is a real possibility.
Several deep local descriptors with excellent matching and
classification abilities have been provided in recent studies
[20]. Since CNNs have already been shown successful in
detecting natural image distribution, it is to assume that they
will also be effective in detecting image copy-move forgeries.
The reason for this [21] is because the objective of this
exercise is to identify the "natural” or "pristine” image amid
any artificial or manipulated versions. CNNs have shown [22]
[23] to be useful for analysing the distribution of images in
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their natural environments. To spot copy-move forgeries and
locate them, image properties are the major consideration
during classification. This means that CNNs' ability[24] to
extract image features is vital to their role in detecting copy-
move frauds. We'll show how the automated CNN technique
differs from the conventional approach to feature extraction
and how its usage might potentially eliminate the requirement
for the conventional method in certain situations [25][26].

1. Dataset:

The CASIA.2.0 image forgery database contains a total of
12,614 images, 7,491 of which are Genuine Images and the
remaining 5123 are Tempered Images. The training data
include 80% of the images, which total 10091. Out of these,
5993 are the real images, and 4098 are the tempered images.
The test data comprise 20% of the images, totaling 2523. The
1498 actual images were taken into consideration for the
testing data, while 1025 images were manipulated.

Figure 1(B). forgery CASIA 2.0 Genuin Images

V. Propoed System
a. CNN-LSTM Network

The image is downsampled by the first convolution layer of
CNN [27][28], which extracts information from neighbouring
pixels. The convolution may thus be seen as a simple addition
of the relative significance of the input image with intensity
values. In the CNN-LSTM network, this is performed by
convolving a 64-by-64-pixel input image with a 5-by-5 filter
kernel. The approach eith generated image that is a more
manageable file size. Each convolutional-layer of the LSTM
will generate convolutions in multiplication, which will
generate a tensor weight proportional to the same of
convolutions, n. In this specific case, the dimensions of the
tensor's will be 5x5 n.

The convolution-1 layer of the CNN-LSTM will produce a
matrix weight with the size 128 by 5 by 5. This will result in
1600 parameters being generated. As the final layer along
with Maxpolling is the prediction layer aids in the completion
of the class categerization for classification.
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Figure 2. CNN-LSTM Model

Recent studies have shown that CNNs do very well in
detecting and reporting instances of photo fraud. Therefore,
this research aims to offer a complete CNN-LSTM that can
handle and identify copy-move forgeries.
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Figure 3. CNN-LSTM Network Layers

An input layer, several convolutional layers, multiple fully
connected layers, a classification layer, and an output layer
are the building blocks of the proposed LSTM. Using
convolutional neural networks (CNNs) with LSTM to aid in
a copy-move forgery detection model is advantageous
because of CNNs' effectiveness as a feature extraction
strategy, which in turn boosts the model's overall
performance.In addition, the capacity of the CNN to learn
may be enhanced to provide better output results, and this in
turn can be achieved by exposing it to a larger set of input
samples and repeating the training process more often. It's
feasible to do so. Utilizing CNNs [29] for the purpose of
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identifying copy-move fraud is far more cost-effective than
the conventional method. Lastly, CNN may use a wide
variety of images as input, which improves the precision of
the model's predictions.

b. Improved VGG Network

After doing extensive study on the different methodologies,
we determined that the great majority of transfer learning
methods for biomedical imaging used VGG gives the
maximum prediction accuracy. The authors of this work were
driven to construct VGG16 by Hyper-tuning the various
parameters to achieve the best achievable degree of accuracy.
This architecture, known as VGGL16, is a deep CNN. It has
sixteen levels of thickness. In around 92.7% of the top-five
ImageNet tests, the VGG16 model obtains a satisfactory
score. ImageNet has about 14 million images that may be
organised into over a thousand separate categories. In
addition, the most votes were cast for one of the models
shown at the 2018 ILSRC Conference. As seen in Figure 4,
the VGG16 architecture needs an input image with 224 by
224 pixel size. VGG16's architecture is composed of five
distinct components. In the first and second blocks, 64 and
128 filters are used to apply two convolution layers (3 * 3)
and one max pooling layer (2 * 2), respectively. In the third,
fourth, and fifth blocks, three use 256, 512, and 512 filters,
respectively. This is followed by a maximum pool layer that
is twice as big as the preceding layer. As a consequence, the
VGG16 model is modified further in the proposed work by
adding 2 dense layers, 1 flatten layer with the three RelLU
activation function, and a multiple dense layer with the
activation function. This is performed to increase the model's
precision.
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Improved VGG | 1o - OlnO L&Y
Model

Image Dataset Fully Connected Layers

SoftMax Layer

Improved VGG
Trained Model
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Figure 4. Propoed VGG Model

A fully connected layer is inserted before the input of the
VGG-16 network to facilitate training and testing, and to
facilitate the construction of the same-sized characteristic
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map. This layer's job is to transform multi-dimensional
qualities into one-dimensional characteristics so that they
may be utilised in building the characteristic map. Table |
shows the values for the parameters of the RELU function
utilised as the activation function for the model.

First, choose the feature set collected random featured data is
then pass it on to the first completely linked layer. A 1024-
dimensional feature will be the end outcome of this operation.
First, a 32x32x1 feature image is built; next, using that image
as input, the convolution block is carried out using the values
from the table. | in each iteration, producing an image with
dimensions of 1 by 1 by 512; 3) The output is formed using
as input the images of dimensions 1 by 1 by 512 produced by
the convolution layer sequence. In each cycle, this input is
sent into a fully linked layer followed by another completely
connected layer.
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Figure 5. Proposed VGG Network Layers

V. Results
a. DATA AUGMENTATION

Table 1 show the different data augmentation technique
used to increase the number of image samples and table
2 shows the different tuning parameters used for deep
learning classification.

Tablel. Data Augmentation

DATA AUGMENTATION TECHNIQUE VALUES
Rescale 1./255
rotation_range 40
width_shift range 0.2
height_shift range 0.2
shear_range 0.2
Zoom_range 0.2
horizontal _flip True
fill_mode "nearest'
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b. TUNING PARAMETERS
Table2. Tuning Parameter

PARAMETERS VALUES
Activation Relu / Sigmoid
Optimizer RMSprop
Loss binary_crossentropy
Epochs 30
Dropout 0.5
Batch Size 64

c. CNN + LSTM Model Building

Layer (type) Output Shape Param #
:‘:imefdi:tr‘ibute;il (Time;is (N;::, 1, 25;;;) 6648;::::
tributed)

lstm_1 (LSTM) (None, 512) 52430848
dropout_5 (Dropout) (None, 512) 2]
dense_4 (Dense) (None, 512) 262656
dropout_6 (Dropout) (None, 512) 2]
dense_5 (Dense) (None, 512) 262656
dropout_7 (Dropout) (None, 512) 2]
dense_6 (Dense) (None, 64) 32832
activation_8 (Activation) (None, 64) 2]
dense_7 (Dense) (None, 1) 65
activation_9 (Activation) (None, 1) 2]

d. CNN-LSTM Training and Validation

Figures 6 and 7 illustrate the training and validation plots for
the CNN-LSTM network's behavior during training and
testing of the model on the CASIA.2.0 image forgery
database, respectively.

Training and validation accuracy

—— Training acc
—— Validation acc

09 1

D&

07

06

o 5 10 15 20 5 30

Figure 6. Training and Validation accuracy
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Figure 7. Training and Validation Loss

e. IMPROVED VGG 16: MODEL 1 (VGG 16
With Last 4 Layer Removed)

Layer (type) output Shape Param #
:;nput_ﬁ (InputLayer) [(Mone, 224, 224, 3)] 5] N
blockl convl (Conv2D) (None, 224, 224, 64) 1792
blockl_conv2 (Conv2D) (None, 224, 224, 64) 36928
blockl pool (MaxPooling2D) (Mone, 112, 112, 64) [2]
block2_convl (Conv2D) (MNone, 112, 112, 128) 73856
block2 conv2 (Conv2D) (Mone, 112, 112, 128) 147584
block2_pool (MaxPooling2D) (Mone, 56, 56, 128) 2]
block3 convl (Conv2D) (Mone, 56, 56, 256) 295168
block3_conv2 (Conv2D) (MNone, 56, 56, 256) 590830
block3_conv3 (ConvaD) (Mone, 56, 56, 256) 590030
block3_pool (MaxPooling2D) (Mone, 28, 28, 256) 5]
block4 convl (Conv2D) (None, 28, 28, 512) 1180168
block4 _conv2 (Conv2D) (MNone, 28, 28, 512) 2359808
blocka conv3 (Conv2D) (MNone, 28, 28, 512) 2359808
block4 _pool (MaxPooling2D) (Mone, 14, 14, 512) 2]
blocks convl (Conv2D) (MNone, 14, 14, 512) 2359808
block5_conv2 (Conv2D) (Mone, 14, 14, 512) 2359808
block5_conv3 (ConvaD) (MNone, 14, 14, 512) 2359808
block5_pool (MaxPooling2D) (Mone, 7, 7, 512) 2]

Total params: 14,714,688
Trainable params: 7,079,424
Non-trainable params: 7,635,264
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Layer (type) output Shape Param #
=;gg16 (Functional) (None, 7, 7, 512) 14714688==
conv2d_5 (Conv2D) (None, 7, 7, 512) 262656
activation_5 (Activation)  (none, 7, 7, 512) 2
max_pooling2d 5 (MaxPooling (Mone, 3, 3, 512) [

2D)

dropout 16 (Dropout) (None, 3, 3, 512) [
flatten 5 (Flatten) (None, 4608) [
dense_1@ (Dense) (None, 1024) 4719616
dropout 11 (Dropout) (None, 1824) [
dense_11 (Dense) (None, 1) 1025

Total params: 19,697,985
Trainable params: 12,862,721
Non-trainable params: 7,635,264

Improved VGG Training and Validation

Figures 8 and 9 depict the training plots and
validation plots for the enhanced VGG model
behavior during training and testing of the model on
the CASIA.2.0 image forgery database,
respectively. These plots were generated using the
CASIA.2.0 image forgery database.

Training and validation accuracy

090 4

085 4

0.80 1

0.75

0.70 1

065 1

060 1

055 1

—— Training acc
— VWalidation acc

Figure 8. Training and Validation accuracy
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Figure 9. Training and Validation Loss

Figures 10 and 11, show the accuracy and loss plots for the
CNN-LSTM network as well as the enhanced VGG model
behavior during training and validation of the model on the
CASIA.2.0 image forgery database, respectively. Also shown
in these figures is the improved VGG model behaviour.

Accuracy Comparison Graph
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o []
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Accuracy
Algorithms

B Training Accuracy

Figure 10. Accuracy plot for CNN-LSTM and Improved
VGG
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Loss Comparison Graph
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Figure 11. Loss plot for CNN-LSTM and Improved VGG
Conclusion:

As research and development in the fields of image
processing and computer vision continue to advance, we are
gaining the ability to modify images so that they seem more
authentic than in the past. The process of distinguishing
genuine images from counterfeit ones has evolved into a
challenging challenge. The proliferation of multimedia
capabilities inside personal computers over the course of the
most recent few years has led to an increase in the incidence
of image counterfeiting. This is as a result of the fact that it is
now much easier to create tempered image sequences. Since
the manufacture of image objects has the potential to disguise
important evidence, methods for uncovering its presence have
been the subject of extensive research for quite some time.
The datasets that are accessible to the public are inadequate
to deal with these issues in an acceptable manner. As a result
of our research, we suggest developing a model to identify
manufactured images by using a image forgery detection
approach that is based on deep learning. We make use of a
CNN-LSTM and an improved VGG 16 adaptation network in
order to improve our ability to identify copy-move forgeries
in photographic images. When it comes to situations in which
the data cannot be classified, our method could come in
handy. On the other hand, academics only sometimes make
use of deep learning theory, opting instead to rely on tried-
and-true methods such as image processing and classifiers.
For the purpose of doing intra-frame forensic analysis of
changed images, the CNN-LSTM gives accuracy above 90%
and improved VGG 16 networks gives accuracy around 90%
come highly preferred. Thus we recommend CNN-LSTM as
a method for forgery detection in the images.
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