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Abstract— In this paper author tries to focus on the review on the K Nearest Neighbor (KNN) tied by one or more specific types of inter
dependency, such as values, visions, ideas, financial exchange, friendship, conflict, or trade. Social network analysis views social relationships
in terms of nodes and ties. It also focuses the network analysis, application as well as problem statement. In this paper presents a outline for the
privacy hazard and sharing the anonymized data in the network. This includes a proposed architecture design flow, for which the author
considers the several variations and make connections. On several real-world social networks, we show that simple anonymization techniques
are inadequate, it results in considerable breaks of privacy for even modestly informed opponents. It also concentrates on a new anonymization
technique. It based on the network and validate analytically that leads to saving of the privacy threat. It also analyses the effect that anonymizing
the network has on the utility of the data for social network analysis.
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In contemporary sociology, social network analysis has
become a critical methodology. Additionally, it has grown
significantly in popularity as a subject of discussion and
research in the fields of anthropology, biology, communication
studies, economics, geography, information science,
organisational studies, social psychology, and sociolinguistics.

The value of a social network to its members is influenced
by its shape. Smaller, more tightly knit networks may not be as
beneficial to their members as networks with many loose links
(weak ties) to other people. Compared to closed networks with
lots of redundant relationships, more open networks with plenty
of weak ties and social connections are more likely to provide
new ideas and possibilities to its members. In other words, a
group of friends who only engage in activities together already
has access to the same opportunities and expertise. A group of
people who are connected to different social realms are
probably able to get a larger variety of information. More links
inside a single network are not better for personal success than
several connections to other networks. Similar to this, people

I.  INTRODUCTION

A social network is a network of nodes on which people or
organizations are typically connected. In a network, nodes are
the individual players, while ties are the connections between
them. Graph-based structures that are produced are frequently
extremely complicated. The relationships between the nodes
might take many different forms. Research in a variety of
academic subjects has demonstrated that social networks
function on many levels, from families up to the level of
nations, and play a crucial role in deciding how problems are
handled, organizations are run, and the extent to which people
succeed in reaching their goals. A social network is essentially
a map of all the connections between the nodes under
investigation. The social capital of certain players can also be
estimated using the network. A social network diagram, in
which nodes are the points and ties are the lines, is a common
way to illustrate these ideas.

Social Network Analysis
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can exert influence or serve as middlemen inside their social
networks by connecting two unconnected networks (called
filling structural holes).

Applications of Social Networks

The strength of social network analysis comes from
how it differs from conventional social science research, which
make the assumption that individual actors' characteristics—
such as whether they are nice or unfriendly, intelligent or
foolish, etc.—are what count. A different perspective is
produced by social network analysis, one in which connections
and links between actors within the network are more
significant than individual characteristics. This method has
proven to be helpful in describing a wide variety of real-world
occurrences, but it leaves less room for human agency—the
capacity for people to affect their own success—because so
much of it depends on the design of their network.

In order to characterize the numerous informal relationships
that bind CEOs together, as well as associations and
connections between specific employees at various firms, social
networks have also been used to study how organizations
interact with one another. For instance, influence within
businesses frequently stems less from a person's actual job title
and more from how central a role they play in a network of
relationships. Additionally, social networks are important for
hiring, corporate growth, and job effectiveness. Companies can
use networks to acquire information, stifle competition, and
coordinate the establishment of prices or regulations. However,
the blessing also comes with it privacy and security issues, one
of which we address in this project.

II. MOTIVATION

Social networks are being widely used in today’s world. Their
use has been well established in almost all sectors. Starting from
marketing, brand building to investigations social networks
have been found to be very useful. Also making the data
available publicly added to its uses and advantages. But
availability of so much information at hand might prove
hazardous. This is where the question of security comes into the
picture. The privacy of the users can be easily attacked by an
opponent with some network knowledge. Despite the fact that
privacy preservation in data publishing has been thoroughly
investigated and a number of models and algorithms have been
put forth in this field, the majority of the current studies can only
deal with relational data, making them inapplicable to social
network data. The research therefore focuses on utilizing
security techniques in social networks.

I1l. AiIM AND OBJECTIVE OF THE PROPOSED WORK

Recently as more and more social network data has been made
publicly available; preserving the privacy in the social network
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has become a major concern. The project deals with providing
the security in the social networks against a special category of
attacks known as the neighborhood attacks. The term”
neighborhood attack” means that if the adversary has some
knowledge about the neighbors of the target victim and the
relationship among the neighbors, then the victim may be re
identified from the social network even if the victim’s identity
is preserved using conventional anonymization techniques.
Hence the project aims at achieving security in social networks
against the neighborhood attacks by reducing the probability of
an adversary successfully identifying any individual in the
network.

IV. ANONYMIZATION METHOD

To protect privacy, one way is to guarantee that any
individual cannot be identified correctly based on the knowledge
about the neighborhoods. This can be achieved by anonymizing
the social network. In this method, the anonymization is carried
by anonymizing the neighborhood of the vertices taken from the
same group.

The process consists of three main phases:

1. Extracting the neighborhood of each vertex.

2. Organize the vertices into groups based on the
isomorphism of the neighborhoods

3. Anonymize the vertices in the same group.

V. REQUIREMENTS

A. Functional Requirements

The project requires to make the network anonymized such that,
no vertex is unique in the published network according to its
structure and hence it cannot be isolated under an attack.

B. System Requirements

The algorithm to be used must be efficient as the problem might
be involving many nodes.

VI. PROBLEM FORMULATION

The problem of preventing the neighborhood attacks using
anonymization needs the consideration of various factors before
the actual procedure. The anonymization algorithm depends on
these factors. These factors basically determine the
requirements for the algorithm. The steps involved in the
formulation of the problem are depicted in the figure 4.
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1. Identify the privacy information to be
preserved

2. Model the background knowledge
that can be used to attack privacy

|

3. Use the anonymization method to
anonymize the network ensuring the
utility of the network is not lost.

Figure 4. Problem Formulation

VII. ARCHITECTURE DESIGN

The overall project architecture design is shown using the
figures 5, 6, 7, 8 below using different UML diagrams. The
context diagram shows the various systems that are connected
to the anonymization algorithm. All these algorithms are
required for the execution of the anonymization algorithm.

Representation of
Social network
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Vertices Display of

Social Network

Figure 5. shows the classes and how they are connected to
each other

The Label class is associated with the Vertex and Anonymize
class for its various functions. Each vertex has its specific label.
The class check similarity is required during anonymization
procedure for checking the similarity between each pair of
vertices and then anonymizing the pair with least cost. The class
digraph is for providing a user interface where the graph entered
by the user can be displayed. Also, the finally anonymized
graph can be displayed using the adjacency matrix.
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Figure 6. Class diagram

Figure 7 gives the overall design and flow of the project along
with the basic inputs and constraints. The first step is to input
the social network and extract the neighborhood of each vertex.
Then the cost of anonymization is calculated for every vertex
pair. For the calculation of cost various parameters like the
addition of vertices, edges and label hierarchy are considered.
Based on the cost factor the vertices are grouped together. Now
the similarity between the different vertices is checked. After
finding out the similar vertices anonymization algorithm is
applied on them.
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1. Modeling - Representation of the network using Graph
Terminology.

2. Neighborhood Extraction - Collects the 1-neighborhood of
each vertex.

3. Cost Calculation - Calculates the cost of anonymization.

4. Grouping and Anonymization - Groups the vertices into
groups based on the similarity of the neighborhoods and
Anonymizes the vertices in the same group or with minimum
cost difference.
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Figure 7. Overall Architecture

The following figure depicts the way in which the data flows in
the anonymization algorithm.
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Figure 8. Data Flow Diagram

VIIl.MODULAR DIVISION

The project has been divided into 4 modules for the sake of easy
implementation. The modules are as follows.
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MODULE 4
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Figure 9. Module Diagram

CONCLUSION
Privacy protection when sharing information via social networks
has grown to be a major concern. An opponent may simply
invade the privacy of some victims if they have some local
knowledge about the users of a social network. As a result,
numerous strategies have been devised to address this issue in
the past. However, the majority of these research on privacy
preservation primarily address relational data and do not apply
to data from social networks. This issue is addressed by a recent
approach suggested and investigated by Zhou and Pei using the
k-anonymization method. This approach, however, has a lot of
drawbacks.
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