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Abstract—The nodes of the MANET are connected by an autonomous that has no predetermined structure (Mobile ad hoc Network). When
a node's proximity to other nodes is maintained dynamically via the use of relying nodes, the MANET network’s node-to-node connection is un-
trusted because of node mobility. If a node relies on self-resources at any point in time, it runs the risk of acting as a selfish or malicious node,
the untrusted selfish or malicious node in the network. An end-to-end routing route that is secure has been presented to enhance the security of
the path based on the AODV routing protocol using ST AODV (Secure and Trust ADV). To do this, we must first identify the selfish/malicious
nodes in the network and analyse their past activity to determine their current trust levels. A node's stage of belief is indicated by the packet

messages it sends. In order to resolve each route, trust must be identified and the path's metadata in RREP must be updated.
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I. INTRODUCTION

The Dynamic Mobility and Infrastructure Fee Network are
Ad Hoc Networks. All of the network's nodes stay connected to
each other through wireless networks. VANETS (Vehicular Ad
Hoc Networks), SPAN (Smart Mobile Phone Ad Hoc
Network), MA-NET (Mobile Ad Hoc Networks) and iMANET
(Internet-based Ad Hoc Networks) are all types of Ad Hoc
networks. [7] MA-NET is a major cause of network swells in
Ad Hoc networks. P2P wireless network features and a shared
wireless channel [8]. Ad-Hoc, like dispersed acts, has many of
the features of ad-hoc. In the multi-Hop routing, the network
topology is self-motivated, with independent access points and
common medium [9, 10], self, infrastructure-less, dynamic
system topology and self-action, and self-administration [11].
Every network has its own set of properties that make it unique.

Finding a middle ground is not the goal in MANET path
security; the goal is to secure a route. End-to-end mobile node
route message security in MANET must be resolved.
Transporting RREP packets through Ad-Hoc networks, which
are also within range, is how the communication nodes
communicate with one other. RREP packets are sent out by the
destination node to its neighbours, who then forward them to
the source.
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While travelling from its origin to its destination, a packet
may encounter a node connection that views it as a harmless
piece of data. We let the packet RREP to fall and not range the
target in the typical Ad-Hoc manner.

Denial-of-service, wormhole, spying, and black hole attacks
are all addressed by Protocol AODV [13] [12, 14]. Black-hole
attacks in MANET use a single-hop node to display packets
that have been completely transmitted. The broadcasts they
own will also have an in-elevation target sequence[15]. Packets
will be discarded at that point.

MANET has three different types of routing protocols [16].
AODV, DSR [17, 18] are examples of reactive routing,
whereas OLSR, DSDV [19, 20] are examples of proactive
routing, group the characteristics of routing is hybrid protocols
they are ZRP [21].

We are using the reactive routing protocols AODV is used.
For the ST AODV routing protocol, the proposed work is to
design a safe and trust-based AODV rotting to minimise the
security of the route from escaping malicious nodes in an Ad-
Hoc network. All nodes in the RREP packet compute a safety
position value for arriving sequins direction and disconnect
malicious nodes from the network if the dangerous route node
packet identifies the safety and trust level of the source node.
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The paper's road map is discussed in section 2, the existing
work. Section 3 proposed a method of detection and prevention
of path. Section 4 the simulation results and analysis.

Il. LITERATURE SURVEY

Path failure detection and prevention, but safe and trust-
based association for all nodes is recommended. The
innovative routing is unaffected by any of the offered methods.
To catch rogue nodes, Marti [22] suggests using a watchdog or
path score. Certificate-based node snooping is used in this
source to verify that the next hop node has been des patched.
Nodes are harmful if they have not been sent at a
predetermined interval.

A lot more effort is required for this strategy. An approach
is defined by Tan and Kim [15] as the identification of a safe
path to the AODV protocol. For small, moderate, and
exceptional surrounds they mention six percent, four percent
and two percent of the sequence no. in a single sentence. This
strategy, which used a longer sequence to look for the node,
succeeded in isolating it.

The speed of the routing protocol was further impacted by
the addition of more fields and tables to attempt. Also, it needs
extra bandwidth and buffers for performance, leading to
overhead problems. Banerjee's [23] method uses two messages
called intro, and the epilogue is sent to inform to receiver node
transmission information from the start, at the end node
informs to postlude message. The author Tamilselvan,
Sankaranarayanan ensures the projected set of rules contains a
table for gathering RREP table, the arrival time, and sequence
number of any inwards packet [24]. Depending on the
transition, the path is chosen dynamically among the paths in
the path table.

Hybrid technology modifies routing protocol and trust
relationships to form the path in secure end-to-end
communication. Routing overhead and maintaining routing
tables are the key drawbacks of these systems. Reliable AODV
was suggested by the [25] writers Jhaveri, Patel, and Jinwala.
They added several tables to the RREQ and RREP packet files
and then modified them. As soon as a malicious node was
discovered, a malicious node-list table informed RREQ and
RREP, and the RREP packet replay node was used as an
infiltrator for the harmful node list. Our network can be
protected against rogue nodes thanks to this. The updated
version was submitted by the author Jhaveri [26], who
eliminated the Do-not-consider option, which causes node
misbehaviors’ to stop forwarding RREP to other nodes, hence
reducing routing.
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I11. PROPOSED METHODOLOGY

A ST AODV Route-Reply-Mechanism
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Fig. 1 depicts the ST AODV Route-Reply-Mechanism.

Let's put a Pi node in place (in this manner): pa | Pa in any
location This is the set of Take part nodes in the network, with
Pa=p1, p2, p3, pN" and N being the number of a take part node
that is i= p1, 2, 3... N. Tables for each node's Trust Level (TL)
and Mischievous Nodes (MN) are available. The trust level of
the TL network is maintained by each node.

The value will be changed to reflect the arrival of new route
responses after all nodes have been trusted. The safety S of
each received response was then computed, and the threshold
had to be established. The T value is calculated using (1).

N
T= %Zizl(RpSNopi —CtSNoy,; ) (1)

Nodes in the N(p) routing table have a total count of N.
RpSNo and CtSNo are found in the destination node(s). Node-
i, node-p routing table is the current Seq-number for an
endpoint. An additional consideration in the choice of a route is
a node's hop count and Seq number to the destination. the
number of sequences and hops is derived from where the
primary path will take. In the MN table, every route response
will be reviewed. The route is deleted since the reply route
node is in the MN table. S value will be computed if it is not
inspected in each RREP otherwise (3).
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ASeq =RpSNoy,; — CtSNoy,; (2)
S=ASeq—aT 3)
The safety of the next node will be calculated (4) using the
S value (3). The barrier that protects the passage is in place.
If S>0 unsafe RREP
If S <=0, Safe RREP 4)

The TL cost of a node will be reduced by one if RREP has
security problems. — The impact of the node in the MT routing
table is driven by the TL assessment node.

If the Route Reply-RREP value is safe, the threshold cost
must be raised by averaging the biased changes to the CtSNo
and Seg-no values in the routing table (5).

T=(Tod X Nseg) + Aseq / Nseg+1  (5)

The CtSNo routing table is a feature of RREP packets that
have been bluffed; the Nseq is unchanged. The routing
database maintains a match for each incoming RREP with the
one that was deposited. In order to identify conventional safety
information, CtSNo of the incoming value difference and
routing value difference between info is used. CtSNo is added
to the routing table as a new field if there is no information
about the endpoint. Without the malicious DST-seg-no being
added to the routing table, any RREP may be checked for
valuable information using (6) instead of (3).

S=RpSNo,; — o T (6)

IV. RESULTS AND DISCUSSION

A Simulation Parameters

NS2.35 is used in the simulation, which has an area of 800
x 800 metres and 25 nodes. A random waypoint model is also
utilized in the simulation. Simulator environment settings are
shown in the Table:

TABLE: Network SIMULATIONPARAMETERS
A malicious node uses a fraudulent RREP packet to keep

bl m
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track of the number of hops, while the fictitious destination
sequence number is chosen at random from 30 to 90.

B. Simulation Results with Analysis

Packet delivery ratios (PDR), latency from the end to the
beginning, and throughput have all been suggested as measures
of network performance [28]. Packets received by the end node
are counted as part of the PDR success full packet delivery
ratio between sources and destinations.

No selfish/malicious network node means that PDR is at its
highest compared to an existing network with such nodes.
PDR, AODV and ST AODV are equal if malicious nodes in
the network drop packets in the ratio of 25 percent and 0
percent, respectively, when there are one and three
selfish/malicious nodes in the network. ST AODV's PR ranged
from 98 percent to 97 percent for this time period.
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Fig. 2. PDR of AODV and STAODV

The rate at which successful bits are sent each second is
known as throughput. As can be seen in Figure 3, the
throughput of AODV and ST AODV in different circumstances
is shown. There were no self-centered or malicious nodes in the
AODV or ST AODV in the typical situation.

The malicious nodes discard the packets and forward them.
The throughput was dropped to 180bps and 80bps with 3 and 4
selfish/malicious nodes, while the ST AODV is between 99.5
and 98 kbps.
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Fig. 3. Throughput of AODV and STAODV

Routing, protocol, and number of nodes may all affect the
delay of packets from point A to point B. AODV with ST
AODV is shown in Figure 4 as an End-2-End Delay.

Our goal is to find route-replay RREPS sent by nodes that
take a different route to their destination in ST AODV and
separate selfish or malicious node RREPs. Delays of up to 140
ms are possible depending on the RREP and sequence number
of selfish or malicious nodes. RREP packet transmissions are
seeing an increase in end-to-end latency as a result.
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Fig. 4. End to End Delay of AODV and STAODV

In order to maintain contemporary routing between nodes,
the protocol may use the steering network overhead, unicasted
packets, and extra broadcasted packets. The total number of
extra packets sent over a network is what's known as the
"normalised routing overhead." Selfish or malicious nodes may
have an impact on AODV, as seen in figure 5. The ST AODV
is stable in the presence of malevolent or selfish nodes if the
routing overhead is normalised.
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Fig.5. Normalized Routing Overhead of AODV and STAODV

V. CONCLUSION

Assuming that every node in the network of the RREP
packet is trustworthy, a safe and trust-based technique is too
local from end to end to end to secure the route. End-to-end
latency and throughput rise as time lapse reduces in ST AODV.
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