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Abstract— As the data is increasing day-by-day, the mobile device storage space is not sufficient to store the complete information and also 

the computation capacity also is a limited resource which is not sufficient for performing all the required computations. Hence, cloud computing 

technology is used to overcome these limitations of the mobile device. But security is the main concern in the cloud server. Hence, secure 

communication model for dynamic task offloading in multi-cloud environment is proposed in this paper. Cloudlet also is used in this model. 

Triple DES with 2 keys is used during the communication process between the mobile device and cloudlet. Triple DES with 3 keys is used by 

the cloudlet while offloading the data to cloud server. AES is used by the mobile device while offloading the data to the cloud server. 

Computation time, communication time, average running time, and energy consumed by the mobile device are the parameters which are used to 

evaluate the performance of the proposed system, SCM_DTO. The performance of the proposed system, SCM_DTO is compared with ECDH-

SAHE and is proved to be performing better. 
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I. INTRODUCTION 

The systematic use of the cloud platform to connect 

smaller mobile devices and other machines to the network 

for data exchange, different mobile operating systems, 

processing power, apps, storage, etc. is called mobile cloud 

computing (MCC). Millions of interconnected mobile users 

can quickly and easily access a variety of homogenous and 

heterogeneous resources at their locations throughout the 

world. Applications that are running on a distant server with 

powerful computing power are accessed by MCC. Different 

formats are required for the massive storage and mobile 

devices to service mobile customers. A cloud operating 

system, mobile devices, network devices, various resource-

rich servers, as well as local and remote applications, 

comprise MCC. These are kept in a certain structured 

manner and connected. The resources must be effectively 

managed, kept up, and distributed among the cloud devices. 

Today, the world is moving toward MCC because of the 

cloud's many advantages. 

Processor speed, battery life, encrypted copying, 

and distributing various mobile programmes from the cloud 

to MCC users are some of the primary research areas for the 

company. efficient task submission and processing enabling 

fault tolerance, resource sharing, reusing computing 

resources across numerous devices, or even the same 

computing device, to enable internet-based applications like 

games, online simulation approaches, etc. t, are the problems 

with mobile devices nowadays with MCC. By shifting some 

resources and computationally demanding tasks to the 

mobile cloud, MCC enables mobile devices to conserve 

power and processing time. The research observed that task 

precedence needs and the ability to break down large tasks 

into smaller ones. The task level offloading's precise 

granularity can result in time and energy savings. 

Additionally, MCC optimises task scheduling by offloading 

it from a mobile device to the MCC VM. Offloading all 

computations to the computational cloud for processing and 

returning the results to the mobile cloud service is one of the 

more effective deployment techniques for MCC. In order to 
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decrease the energy and time consumption of mobile 

devices, several existing methodologies are introduced, 

including smart batteries, power scheduling, efficient 

operating systems, energy-aware communication protocols, 

and apps. Offloading of tasks is thus introduced to minimise 

the demands of these mobile device tasks. The handling of 

mobile device energy and time optimisation is improved and 

the battery life of the devices is decreased. 

II. RELATED WORK 

A novel Adaptive Task Offloading (ATO) auction 

mechanism is presented in [1] to select the MEC server to 

offload with access capability and security constraints, and 

how to schedule tasks with various deadline constraints, 

which incentivizes the third party of MEC providers to share 

their computing resources with the maximum profit. The 

efficiency, truthfulness, and individual rationality of the 

suggested auction system are its features. ATO auction 

performance has been extensively simulated, and the 

experimental studies indicate that the method maximises the 

utility of the MEC server more effectively than the 

traditional greedy methods. 

The resource-constrained edge devices are made 

feasible for task offloading by a task offloading approach 

with a centralised low-latency, secure, and reliable decision-

making algorithm with strong emergency handling capacity 

(LSRDM-EH) is proposed in [2]. Additionally, a thorough 

blockchain-based two-layer and multidimensional security 

plan is suggested to properly assure the security of the entire 

network. Furthermore, a blockchain sharing method to 

minimize system time latency in order to address the 

fundamental time-inefficiency issue of blockchain is 

proposed. Numerous simulations have been performed in 

order to validate the effectiveness of the suggested 

measures, and the results show that our solutions are 

superior in terms of time-latency, dependability, and 

security. 

An algorithm for module placement based on 

classification and regression trees (MPCA) is proposed in 

[3]. By MPCA, we choose the top FDs for modules. First, it 

is determined whether the power consumption of MDs 

exceeds that of Wi-Fi; if so, offloading will take place. 

Authentication, privacy, integrity, availability, capacity, 

speed, and cost are among of the criteria used by the MPCA 

to determine which FD is best. We examine and use the 

likelihood of network resource utilisation in module 

offloading in order to optimise MPCA. This function is 

invoked by (MPMCP). 

A blockchain network based on mobile edge 

computing (MEC) is presented in [4] in which several 

mobile users (MUs) serve as miners by wirelessly offloading 

their data processing and mining activities to a nearby MEC 

server. Our goal is to minimise the long-term system 

offloading utility and to maximise the privacy levels for all 

blockchain users. Specifically, we formulate task offloading, 

user privacy preservation, and mining profit as a combined 

optimization issue that is treated as a Markov decision 

process. 

A Customized List Scheduling based Offloading 

(CLSO) algorithm is proposed in [5] that aims to reduce 

overall completion time while taking the end devices' energy 

constraints into account. The outcomes of the experiment 

demonstrate that our approximation technique greatly 

exceeds the current state-of-the-art offloading strategy and 

can successfully lower the overall completion time. 

  A bargaining-based approach's is proposed in [6] 

that main benefit is that it offers an axiom-based strategic 

solution for the task offloading problem while adapting 

quickly to the current network settings. In-depth simulation 

studies are carried out to show how successful the suggested 

plan is, and it is found that it performs better than existing 

schemes.  

To choose the best task offloading method in the 

IoT, a novel energy-conscious task offloading methodology 

is proposed in [7]. The architecture of mobile edge 

computing (MEC) in the Internet of Things is first 

examined. The difficulties of task offloading in MEC for 

IoT are introduced in the second section. Third, the ideal 

task offloading approach for computing tasks is 

accomplished using the framework for MEC. Finally, 

simulation findings demonstrate that, when compared to the 

traditional method, the suggested approach can significantly 

increase task offloading efficiency. 

A promising network paradigm has been put forth: 

vehicle edge computing networks (VECNs) is proposed in 

[8], which combine MEC and vehicular networks. MEC 

offloading allows for a significant reduction in the 

computational strain on ICVs by placing MEC servers at the 

network's edge. However, given the rapid changes in 

communications, computing resources, and other areas, 

prior task offloading techniques did not adequately account 

for quickly changing ICVs and frequent handover. 

Nimbus, a task placement and offloading solution 

for a multi-tier edge-cloud infrastructure is proposed in [9] 

that allows deep learning tasks to be taken out of the 

pipeline for AR applications and sent to nearby GPU-

powered edge devices[10] . Our goal is to reduce energy 

consumption on mobile devices and end-user latency. 

Comprehensive analysis, which is based on benchmarked 
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performance of AR jobs, demonstrates the effectiveness of 

our solution. For real-time object detection in AR 

applications, Nimbus lowers task latency by a factor of four 

and energy usage by a factor of seventy-seven percent[11]. 

To separate the original issue into two problems: a 

task offloading (TO) problem that improves the optimal-

value function corresponding to the RA problem, and a 

resource allocation (RA)[12] problem with fixed task 

offloading decision is proposed in [13]. Convex and quasi-

convex optimization methods are used to tackle the RA 

problem, and an unique heuristic algorithm for the TO 

problem that yields a suboptimal result in polynomial time is 

provided[14].  Simulation findings demonstrate that our 

algorithm performs nearly as well as the ideal solution and 

greatly outperforms more conventional methods in terms of 

the utility of offloading for consumers[15]. 

III. PROPOSED METHODOLOGY 

3.1 Secure Communication Model for Dynamic Task 

Offloading in Multi-Cloud Environment 

(SCM_DTO) 

Task offloading process is required in order to send 

the task to be executed in the environment like cloud, 

cloudlet, etc which is external to the mobile device as the 

resources like computation capacity, power, etc are limited 

in the case of mobile device. In this paper, three different 

environments are considered for performing computations. 

They are device environment, multi-cloudlet and multi-

cloud environment. The system model is shown in Fig. 3.1 

 

Fig. 3.1 System Model 

In the proposed system model, the mobile device can offload 

the task for computation to any cloudlet or any cloud server. 

The cloudlet can also offload the task to cloud if required. 

Existing encryption techniques are used while offloading the 

task to cloudlet and cloud. Triple DES with 2 different keys 

is used while offloading the task by the mobile device to 

cloudlet. The task is decrypted in the cloudlet and is 

computed. Once the process is completed, cloudlet encrypts 

using the same Triple DES with 2 different keys to send the 

results to the mobile device. If the task need to be forwarded 

to the cloud server by the cloudlet, then Triple DES with 3 

different keys is used while offloading the task by cloudlet 

to cloud server. The task is decrypted in the cloud server and 

is computed. Once the process is completed, cloud encrypts 

using the same Triple DES with 3 different keys to send the 

results to the cloudlet. AES is used while offloading the task 

by the mobile device to the cloud server. The task is 

decrypted in the cloud server and is computed. Once the 

process is completed, cloud server encrypts using the same 

AES[16] to send the results to the mobile device.  

The power consumption by the mobile device and the 

completion time are the two important parameters 

considered in this paper.  

Completion time when the task is offloaded from mobile 

device to cloudlet: 

• Time for encrypting the task using Triple DES with 2 

different keys in mobile device 

• Time to offload the task from mobile device to 

cloudlet 
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• Time to decrypt the task using decryption process of 

Triple DES with 2 different keys in cloudlet. 

• Time to process the task in the cloudlet. 

• Time for encrypting the task using Triple DES with 2 

different keys in cloudlet. 

• Time to send the results from cloudlet to mobile 

device. 

• Time to decrypt the task using decryption process of 

Triple DES with 2 different keys in mobile device. 

 

Completion time when the task is offloaded from cloudlet to 

cloud server: 

• Time for encrypting the task using Triple DES with 3 

different keys in mobile device 

• Time to offload the task from cloudlet to cloud server 

• Time to decrypt the task using decryption process of 

Triple DES with 3 different keys in cloud server. 

• Time to process the task in the cloud server. 

• Time for encrypting the task using Triple DES with 3 

different keys in cloud server. 

• Time to send the results from cloudlet to mobile 

device. 

• Time to decrypt the task using decryption process of 

Triple DES with 3 different keys in cloudlet. 

 

Completion time when the task is offloaded from mobile 

device to cloud server: 

• Time for encrypting the task using AES in mobile 

device 

• Time to offload the task from mobile device to cloud 

server 

• Time to decrypt the task using decryption process of 

AES in cloud server. 

• Time to process the task in the cloud server. 

• Time for encrypting the task using AES in cloud 

server. 

• Time to send the results from cloud server to mobile 

device. 

• Time to decrypt the task using decryption process of 

AES in mobile device. 

 

IV. RESULTS AND DISCUSSION 

The most popular programming language, Python 

is used for simulating the proposed system, SCM_DTO. The 

graphs shown in Fig. 2 – Fig. 6 are the results taken as an 

average of 25 runs of the simulation. The computation time, 

communication time, average running time and energy of 

the mobile device are the parameters which are used to 

evaluate the performance of the proposed algorithm, 

SCM_DTO.  

Computation time: Time taken to divide the task into sub 

tasks if required + Time taken to compute the task either in 

the device or any cloud server. 

Communication time:  

Case 1: Offload task by Mobile device to one of the cloud 

server directly. 

• Time taken to offload the task by mobile device to any 

cloud server + Time taken to offload the task by cloud 

server to mobile device.  

Case 2: Offload task by Mobile device to one of the cloud 

server via cloudlet. 

• Time taken to offload the task by mobile device to any 

cloudlet + Time taken to offload the task by cloudlet to 

cloud server + Time taken to offload the task by cloud 

server to cloudlet + Time taken to offload the task by 

cloudlet to mobile device. 

Case 3: Offload task by Mobile device to one of the cloudlet 

• Time taken to offload the task by mobile device to any 

cloudlet + Time taken to offload the task by cloudlet to 

mobile device. 

Average Running Time: The time from when the 

simulation started to the time at which simulation is 

completed. 

Energy Consumption by the mobile device: 

• During encryption process of the task using Triple DES 

with 2 different keys/Triple DES with 3 different 

keys/AES encryption algorithms 

• During offloading process from mobile device to 

cloudlet or cloud server 

• While receiving the results from cloudlet or cloud 

server 

• During decryption process of the results using Triple 

DES with 2 different keys/Triple DES with 3 different 

keys/AES encryption algorithms 

The performance of the proposed algorithms, SCM_DTO is 

enhanced when compared to ECDH-SAHE by 15.69%, 

23.99%, 15.49%, 63.94%, and 56.2% in terms of 

computation time, communication time, and average 

running time, energy of the mobile device for varying data 

size, and energy of the mobile device for varying number of 

instructions respectively. The learning automata is used to 

enhance the performance of the proposed algorithm. In 

ECDH-SAHE, the data is categorized based on sensitivity 

and is stored in various cloud servers whereas the proposed 
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algorithm, SCM_DTO offloads the data to various cloudlets 

or cloud using various encryption techniques, Triple DES 

with 2 different keys, Triple DES with 3 different keys or 

AES.  

 
Fig. 2 Computation Time for varying data size 

 
Fig. 3 Communication Time for varying Data Size 

 
Fig. 4 Average Running Time for varying data size 

 
Fig. 5 Energy for varying data size 

 
Fig. 6 Energy for varying number of instructions 

V. SUMMARY 

In this section, a communication model for 

dynamic task offloading which is secured for multi-cloud 

environment is proposed. In this model, cloudlets are also 

involved. Many-to-many communication is maintained 

among the cloudlets and the cloud servers. The encryption 

technique used while offloading the tasks to the cloudlet by 

the mobile device is triple DES with 2 keys. The encryption 

technique used while offloading the tasks to the cloud server 

by the cloudlet is triple DES with 3 keys and the encryption 

technique used while offloading the task to the cloud by the 

mobile device is AES. The parameters used to test the 

performance of the simulated version of the proposed 

algorithm are computation time, communication time, 

average running time, and energy consumed by the mobile 

device for varying data size and varying number of 

instructions. The performance of the proposed algorithm is 

compared with ECDH-SAHE and is proved to be 

performing better 15.69%, 23.99%, 15.49%, 63.94%, and 

64.18% in terms of computation time, communication time, 

and average running time, energy of the mobile device for 

varying data size, and energy of the mobile device for 

varying number of instructions respectively. 
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