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Abstract 

Millions of devices are predicted to be connected via the Internet of Things (IoT), which is a promising technology for the future. In 

numerous industries, interest in leveraging the Internet of Things is predicted to expand. Various IoT applications in the healthcare industry 

are being studied, and the potential for IoT to improve healthcare will be huge. The rise in communications is likely to result in mountains of 

data, posing a danger to data security. The architecture's gadgets are substantially smaller and less powerful. Due to their complexity, 

traditional encryption algorithms are computationally demanding, requiring a significant number of rounds for encryption, and draining the 

limited power of devices. A less sophisticated method, on the other hand, may jeopardise the desired result. Many encryption techniques have 

recently been suggested to guarantee the security of data transmission across the Internet of Things. Because it requires less memory and is 

simple to implement in both hardware and software, of all the algorithms, the Tiny Encryption Algorithm (TEA) seems to be the most 

appealing. TEA has a number of flaws, particularly when it comes to equivalent keys and matching key assaults. As a result, in this study, we 

present "AL-TEA: An Alternative TEA Technique for Healthcare Images in the IoT," a lightweight encryption algorithm. 
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1. Introduction 

The Internet of Things (IoT) brings the virtual and physical 

worlds together by creating an integrated communication 

environment of networked devices and platforms [1]. The 

sharing of medical data has become a regular habit with 

the introduction of IoT devices based on digital health 

remotely. As a result, an effective methodology for 

ensuring It is necessary to develop the confidentiality and 

reliability of diagnostic information compiled and obtained 

from the IoT environment. This is accomplished by hiding 

digital information in the image using a combination of 

steganography techniques and system encryption 

algorithms. The confidentiality and reliability of diagnostic 

information has become a key problem for healthcare 

applications as the Internet of Things (IoT) has grown in 

importance in the medical industry [2]. This approach can 

also be used in the healthcare industry, in situations where 

a patient's medical report, record, and history must be sent 

to a new institution for treatment or other reasons. The 

secrecy of the report between the doctor and the patient is 

essential in medical science. The main aim of this study is 

to improve the secureness of medical data transmission 

using a lightweight algorithm in order to create a highly 

dependable healthcare system that consumes less power. 

 

2. Steganography in Healthcare 

Because hiding communications using cryptography 

appears to be "simple" cryptanalysis (although this is a 
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subjective term), it's critical that we utilise a more secure 

approach (in this instance steganography) to hide texts on 

media like photos, audio, and video. This research focuses 

on leveraging the least significant bit (LSB) approach to 

develop picture steganography for safer data transport, 

particularly over the Internet [3]. Picture steganography is 

a technique for hiding data in images so that the original 

image remains unchanged. 

2.1. To carry out the work, image steganography 

necessitates the following elements: 

• Cover medium:  

This is an image with a message concealed inside it. 

• The Secret message: 

This is the message that has to be sent out. Text, pictures, 

or other data can be plain or encrypted. 

• The Stego-key:  

This is the code that was used to encrypt the message (it 

may or may not be used). 

EXAMPLE: 

We can make use of picture files to conceal data in 

steganography by replacing the final bit of each byte  of 

color with a bit from the message. Here the message: 

Message: 11110110 

 

        

An image with three-pixel  

Pixel 1 : 10101010 11010101 11101111 

Pixel 2 : 11111000 11001001 11101111  

Pixel 3 : 11111000 11001001 11101111 

Now we hide the message in this image. 

Message: 11110110 

Pixel 1 : 10101011 11010101 11101111  

Pixel 2 : 10101011 11010100 11101111  

Pixel 3 : 10101011 11010100 11101111 

New image: 

        

 

 

 

 

 

3. Related Work 

The most essential encryption techniques for data 

transmission in IoT networks are discussed here. We go 

into the design and implementation of these algorithms in 

detail, as well as their flaws and issues. We also go into the 

concept, implementation, and shortcomings of TEA and its 

newest versions in great depth. cryptography algorithms 

are just a few examples: Tiny Encryption Algorithm 

(TEA) and TEA Extension (XTEA) [4]. Tiny Encryption 

Algorithms are the subject of a paper. The TEA is a 

cryptographic algorithm that is meant to save space with 

time. This is a Feistel-type encryption which employs 

mixed (orthogonal) algebraic groups to operate. Also 

offered was a modest encryption method (TEA) for 

various random number generator test criteria [5]. The 

TEA is amongst the most simple hardware implementation 

techniques. Where there is a time restriction, it can be 

mentioned. The trade-off between the required security 

level in terms of the number of cycles and the time to 

encrypt or decrypt data, for example, can be closed. 

Validating random numbers is critical in all cryptographic 

applications. Because there are no widely agreed criteria 

for measuring and clarifying cryptography's capabilities, 

it's best to do a series of tests on various numbers to 

identify their strengths and shortcomings. In order to do 

this, we conducted a set of randomness and security 

experiments, which are detailed in this article [6]. The use 

of the same key in all stages of encryption is one of the 

fundamental drawbacks of TEA and its numerous modified 

variations, which leads to a reduction in security, as 

evidenced by the avalanche effect of the algorithm [7]. 

Furthermore, text encoding and decoding take a long time, 

reducing the embedded IoT network's efficiency. By 

providing extra key confusions for each encryption round, 

these offers a NTSA (novel tiny symmetric encryption 

algorithm) that gives improved security mechanism for 

text file transmission over IoT [8]. In comparison to the 

complex current encryption techniques, the suggested 

NTSA algorithm is safer and more efficient. The flow 

diagrams of the encryption and decryption processes are 

shown in Figures 1 and 2. 
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Figure 1: Image Encryption Flow Chart        Figure 2: Image Decryption Flow Chart 

 

The symmetrical key block cypher RC5 was one of the 

earliest efforts in this field. Many flaws exist in TEA, 

primarily as a result of assaults using similar and related 

keys. As a result, a Modified TEA Algorithm (MTEA) is 

presented, which employs a Linear Feedback Shift 

Register (LFSR) to mitigate the TEA algorithm's 

weaknesses against assaults. The MTEA method is 

implemented in this paper, along with a comparison of the 

regular TEA algorithm in terms of area and energy usage 

[9]. To achieve security, plain text is encrypted and 

decrypted in TEA using orthogonal algebraic group 

operations with lots of rounds. A total of 2883 gates are 

utilised throughout the TEA encoding procedure along 

with a 16.73ns delay, and 2805 gates are utilised 

throughout the decoding procedure with a 14.78 ns latency 

in a round of 64 feistel cycles. The architecture may be 

adapted to mobile devices that demand a high level of 

security based on these findings [10]. Using a 128-bit key 

and a 64-bit block size, there are 32 rounds. However, the 

algorithm in question is vulnerable to saturation assaults. 

The suggested SIT is a lightweight encryption technique 

that improves data transfer security among Internet of 

Things (IoT) devices SIT employs a Feistel structure and a 

network with similar substitution-permutation properties 

[11]. 

4. Proposed Work 

When in comparison to other cryptographic algorithms like 

IDEA and AES, the TEA is a lightning-fastest, simplest, 

and Feistel-based structure that is one of the fastest and 

most efficient. The TEA, which was established by David 

J. Wheeler and Roger M. Needham in 1994, has a number 

of flaws, mostly owing to comparable key attacks and key 

attacks. 

 

4.1. Notation  

Here are some notations which are used in TEA.    

• Exclusive-OR:  

The x⊕y the operation Exclusive-or.  

• Bitwise Shifts:  

The logical left shift of x by y bits is represented 

by x<<y. 

The logical left shift of x by y bits is represented 

by x>>y. 

• Integer Addition:  

It is indicated by x 2n y (where x, y, ∈). The 

context should reveal the value of n. 2nZ 

• Integer Subtraction:  

 2n denotes the integer subtraction modulo 

operation. x y (where x, y ∈) 

 

4.2. Feistel Cipher:  

Using the substitution and permutation option, a Feistel 

cipher encryption structure is presented to disguise the 

numerical properties of plain text. Claude Shannon was the 

first to propose the development of block codes to replace 

diffusion and confusion. Shannon was worried about 

cryptanalysis, which assumes that some communications 

in many languages have a frequency distribution, such as 

letters, words, or phrases, which may be transmitted to the 

ciphertext with the same frequency distribution. If an 

attacker has a basic understanding of these statistics, they 

can get the encryption key and encrypt the plain text. 

http://www.ijritcc.org/
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Shannon proposes diffusion and confusion as two ways for 

masking the numerical properties of plain text [12]. 

- Diffusion:   

The purpose is to make statistical analysis of the link 

between plain text and ciphertext as difficult as possible to 

prevent an attacker from obtaining a key. 

- Confusion:  

Its purpose is to make the statistical analysis of the 

relationship between the ciphertext and the encryption key 

as difficult as possible so that an attacker cannot uncover 

the key. 

- Substitution:  

After being applied to the right half of the plaintext, 

function F is performed in the left half, and its result is 

XORed with the left half. Each round, the structure of 

function F is the same. 

- Permutation:  

Each round is completed by substituting two bits of plain 

text for one another. The decryption method is identical to 

the encryption process, with the exception that the function 

F sub key is utilised in reverse order. Many symmetric 

block ciphers, such as Data Encryption Standard (DES) 

and Tiny Encryption Algorithm, employ the Feistel cypher 

architecture (TEA). 

 

 

4.3. The Encryption of TEA : 

At start, the 64-bit image is divided into two 32-bit inputs 

(which are X and Y). The user can choose from four 

passkeys to use as their passcode. These passkeys are 

assigned in the TEA architecture as inputs. The whole 

TEA encryption technique is depicted in Figure 3. The first 

four bits of the Y input value are left-shifted, and the 

output is further added with K[0], the first passkey, and the 

output is taken  in the Y_1 memory. The initial Y input 

value is multiplied by a Golden Ratio constant (GRC) with 

a decimal value of 2654435769, and the output is recorded 

in the Y_2 memory. The following step is to three-bit 

right-shift the initial Y input value, then add the result with 

the second passkey, K[2], and record the result in the Y_3 

memory. The final output is then saved in the Y_4 

memory. Furthermore, the Y_4 value is added to the X, 

and the result is stored in memory X_0.  

By right-shifting the value of X_0 by 5-bits and adding the 

result to the third passkey, K[1], this encryption process is 

forwarded for next round. Then the result is saved in a 

memory called X_1. The method is repeated, this time 

addition to the X_0 value to the GRC and recording the 

result in the X_2 memory. After that, the value of X_0 is 

used to make a 2-bit left shift, which is then summed with 

K[3], the fourth passkey. Then the result is recorded in 

X_3. 

 

Figure 3: AL-TEA Encryption Process 

For all three values in X_1, X_2, and X_3, the XOR 

procedure is used once more. This means that X_1 is 

XORed with X_2, with the result being XORed again with 

X_3. After that, The X_4 memory is used to save the final 

result. In addition, the X_4 value is to be added to the Y 

input value, and then the result kept in Y_0. Final_X and 

final_Y are the names of the output (encrypted image). The 

second TEA round is now complete 
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Above TEA encryption complete cycle is now repeated 32 

times to meet the criterion. 

4.4. Operation of XTEA in iteration 

Delta = The magic constant 2654435769 

Right-Shift = >> 

Left-Shift = << 

XOR = ⊕ 

X_0 = ((Y<<4 + K[0] ⊕ (Y + delta) ⊕ (Y>>3 + [2])) ⊕ 

X 

Y_0 = ((X_0>>5 + K[1] ⊕ (X_0 + delta) ⊕ (X_0<<2 + 

[3])) ⊕ Y 

 

4.5. The Decryption of TEA 

TEA decryption is nearly identical to TEA encryption, 

with the exception that the function is reversed. Figure 4 

shows how the TEA decryption mechanism works. The 

algorithm's input is now the decryption process, which 

began with the encrypted image, with final_X referred to 

as input_X and final_Y referred to as input_Y. The output 

is further added to the second passkey, K[1], and the result 

is recorded in memory as X_1. After that, the GRC is 

multiplied by the input_X, and the resultant is saved in 

X_2. The input_X value is then left-shifted by two bits, 

and added with K[3], the fourth passkey and then it is 

saved in the X_3 memory. The X_1 was XORed with X 2, 

and resultant is XORed with the X_3 once again to ample 

the decryption. After that, the final result is recorded in 

memory as X_4. Utilizing the one-round TEA decryption 

at this point, it lower the value of X_4 by the input_Y 

value and save in memory X_0. By left-shifting the X_0 

by 4-bits and adding the result to the first passkey, K[0], 

the decryption process is forwarded to the next round. 

After that, the output is saved in the Y_1 memory. 

Multiplying the X_0 value by the GRC and recording the 

resultant in  Y_2 memory is how the operation is carried 

out. The X_0 value is then used to perform a 3-bit right-

shift, with the output being added to the value of the third 

passkey, which is K[2]. 

 

 

Figure 4: AL-TEA Decryption Process 

After that, the final resultant is saved in the Y_3. XORing 

the Y_1 with the Y_2 and then XORing the result with the 

Y_3 completes the decryption process. The name Y 4 is 

subsequently assigned to this final outcome in the memory. 

Furthermore, the input_X must be used to reduce the value 

of Y_4, and the resultant is saved in the Y_0. To achieve 

the criterion of a full TEA decryption, The TEA cycle has 

now been completed thirty-two times. To take the same 

value or message, the output (decrypted image) is 

compared to the encryption process's input (original 

image).  

 

4.6. Implementation and result 

MATLAB is used to develop TEA. To begin, a new file is 

generated in the MATLAB programme, and the TEA 

encryption code is built in MATLAB. After that, the TEA 

encryption result is simulated. Following the successful 

modelling of the TEA encoding, the TEA decoding code is 

constructed. The TEA decryption result has been 

http://www.ijritcc.org/
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simulated. By putting an image into TEA encoding process 

and getting the encoded image, both the encryption and 

decryption outputs may be compared. To acquire the 

decrypted image, insert the encrypted image into the TEA 

decryption procedure. Finally, the decrypted picture is 

compared to the original image, and if the two images are 

identical, the encryption and decryption processes have 

been effective. This proposed work was completed using 

MATLAB R2020b and a MacBook Air.  

 

4.7. Performance Comparison of proposed AL-TEA with 

TEA, XTEA, XXTEA, NTSA 

Tables 1 and 2 compare the encryption and decryption 

timings of AL-TEA, TEA, XTEA, XXTEA, and NTSA 

using a key of 128 bits with file sizes ranging from 0.37 

kB  to 26.7 kB. It's worth noting that, compared to all other 

IoT security algorithms, AL-TEA achieved a quicker 

encryption time with a larger key size, as shown in Table 

1. The AL-TEA technique takes 0.4ms to encrypt a 0.37 

kB image file with a 128-bit key, which is substantially 

quicker than the TEA, XTEA, NTSA, and XXTEA 

algorithms. Because to the AL-design TEA's simplicity, 

the approach was able to achieve quicker encryption 

speeds with a variety of file sizes and key sizes. 

 Table 1: Encryption Time for key size of 128 bits 

 

Table 2 reveals that the decryption timings followed the 

same trend. When it comes to decryption, AL-TEA 

surpassed its competitors with a key size of 128-bit and a 

variety of file-sizes. AL-TEA took 0.44 milliseconds to 

decode a 0.37 kB picture file, compared to 0.058 

milliseconds, 0.143 milliseconds, 0.068 milliseconds, and 

0.49 milliseconds for TEA, XTEA, XXTEA, and NTSA 

for similar file sizes. In 1.02, 1.09, and 1.952 milliseconds, 

AL-TEA encrypted files with size of 12.2 kB, 16.2 kB, and 

26.7 kB, respectively. Even with bigger text files, AL-TEA 

was able to achieve faster decryption speeds, similar to the 

results observed during encryption. Because of its quicker 

encryption and decryption speeds with 128-bit keys, AL-

TEA might be the appropriate security mechanism for 

mobile devices and other IoT devices with different 

processing capabilities for successfully sending 

information. 

Table 2: Decryption Time for key size of 128 bits 

FILE SIZE (in 

kilo bytes) 

DECRYPTION TIME (in milliseconds) 

TEA XTEA BLOCK TEA 

(XXTEA) 

NTSA AL-TEA 

0.37 0.058 0.143 0.068 0.49 0.44 

0.95 0.125 0.276 0.179 0.101 0.102 

1.6 0.195 0.43 0.233 0.174 0.171 

2.6 0.324 0.673 0.388 0.311 0.232 

6.8 0.673 1.57 0.75 0.556 0.557 

8.6 0.936 1.641 1.21 0.889 0.863 

12.2 1.241 2.764 1.538 1.03 1.02 

16.2 1.111 3.184 1.956 1.1 1.09 

26.7 2.179 5.178 2.193 1.989 1.952 
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5. Conclusion 

The Internet of Things will become a fundamental part of 

our daily lives in the future. For this aim, AL-TEA: 

ALTERNATIVE TEA ALGORITHM FOR 

HEALTHCARE IMAGE IN IOT is a lightweight security 

algorithm detailed in this paper. The purpose of this project 

is to employ image steganography with the Least 

Significant Bit (LSB) technology to make data 

transmissions more secure, especially over the internet. 

There are a few weaknesses in TEA, the most famous of 

which are attacks that use identical keys and related-key 

attacks. As a result, we've developed a strategy for 

overcoming the issue of equivalent keys using the AL-

TEA described algorithm. 

 

6. Future Scope 

One of the easiest algorithms to implement in hardware is 

TEA (Tiny encryption algorithm). We want to use our 

algorithm in the defence and military sectors in the future 

to create systems that fulfil throughput, power 

consumption, and security requirements for sensitive data 

transmitted over public networks. 
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