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Abstract—Cloud computing is future for upcoming generations. Nowadays various companies are looking to use Cloud computing services, as
it may benefit them in terms of price, reliability and unlimited storage capacity. Providing security and privacy protection for the cloud data is
one of the most difficult task in recent days. One of the measures which customers can take care of is to encrypt their data before it is stored on
the cloud. Recently, the attribute-based encryption (ABE) is a popular solution to achieve secure data transmission and storage in the cloud
computing. In this paper, an efficient hybrid approach using attribute-based encryption scheme and ECC is proposed to enhance the security and
privacy issues in cloud. Here, the proposed scheme is based on Cipher text-Policy Attribute Based Encryption (CP-ABE) without bilinear
pairing operations. In this approach, the computation-intensive bilinear pairing operation is replaced by the scalar multiplication on elliptic
curves. Experimental results show that the proposed scheme has good cryptographic properties, and high security level which depends in the

difficulty to solve the discrete logarithm problem on elliptic curves (ECDLP).
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l. INTRODUCTION

With the enormous growth in cloud computing services, data
and network security are important issues in cloud computing
environment. The information technology model for computing
is composed of the components like hardware, software,
networking and services (Figure 1). Hence, it is necessary to
enable the development and delivery of cloud services via
the Internet. There are users in the cloud. Cloud Provider and
Cloud User are the prominent actors in Cloud Computing.
Cloud Provider provides cloud services. Hence, security,
confidentiality and visibility with respect to the cloud
providers is much essential. As the cloud computing resources
and services are open for public use and communication is
performed over the Internet, data security risks and challenges
are raised under untrusted cloud environments. The main aspect
is to protect the data from hacking. Security in cloud computing
is an evolving area in today’s world. Confidentiality, integrity
and availability are the greatest concerns with regards to
security in cloud computing [1]. Recently, the attribute-based
encryption is one of the emerging solutions to achieve secure
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data transmission and storage in the cloud. The attribute-based
encryption (ABE) techniques are preferred in cloud-based
secure data storage. To provide efficient access control and
protection to user information, different kind of ABE
encryption techniques are used in cloud environment. But, the
security strength of the ABE depends on the number of
attributes, key values or roles are involved in an encryption
process. There are two categories of ABE techniques called
key-policy attribute-based encryption (KP-ABE), and cipher
text policy attribute-based encryption (CP-ABE).

- The KP-ABE is an encryption scheme based on the key
strategy. Here, the cipher text is associated with an attribute set
and the secret key is associated with an access policy. The
cipher text can be decrypted with the secret key if and only if
the attribute set of cipher text satisfies the access policy of
secret key.

- The CP-ABE is an attribute encryption scheme based on the
cipher text strategy. Here, the cipher text is associated with an
access policy and the secret key is associated with an attribute
set. The cipher text can be decrypted with the secret key if and
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only if the attributes of the secret key satisfies the cipher text
access policy.

In the literature, most of the existing CP-ABE schemes use the
bilinear maps and also produce the large size secret keys and
cipher texts [2, 3, 4]. The bilinear map loses the high efficiency
over ECC because of the requirement of the security
parameters of larger size. Therefore, designing an expressive
access structure CP-ABE using ECC is an emerging research
problem in this area [5, 6]. In the present paper, our research
will focus on CP-ABE such as an efficient attribute-based
encryption scheme using ECC for enhancing the security in
cloud. Here, we attempt to develop a hybrid encryption scheme
which combine the most commonly used symmetric-key
algorithm AES with the CP-ABE based ECC for cloud security
enhancement.

The rest of the paper is organized as follows. We briefly review
some basic notions connected with elliptic curve cryptography
and the attribute-based encryption in section 2. Section 3 is
devoted to the description of the proposed approach. Section 4
presents the experimental result and comparison with other
existing schemes. Finally, section 5 ends with conclusion.
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Figure 1. General framework for Cloud Computing.

Il. BACKGROUD INFORMATION

In this section, we give a brief review on some cryptographic
background and attribute based encryption technology. Next,
we give all preliminaries and definitions associated with
ciphertext-policy attribute-based encryption.

A. Cryptography

Cryptography is one of the broad areas for researchers today.
Encryption is most effective way to achieve data security.
Generally, there are two types of algorithms, symmetric-key
algorithms and asymmetric-key algorithms. Cryptographic
system entails the study of mathematical techniques of
encryption and decryption to solve security problems in
communication. Public-key cryptography usually uses complex
mathematical computations to scramble the message. There are
some popular public-key encryption algorithms, for example,
RSA, ElGamal. The security of the most public-key encryption
algorithms is based on discrete logarithms in finite groups or
integer factorization [7]. Recently, the bit length for secure
RSA use has increased and this has put a heavier processing
load on applications using RSA. Then, a competing system that
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has emerged is elliptic curve cryptosystem (ECC)[8] and have
been attracting increased attention of many authors, because
they have opened a wealth possibilities in terms of security.
1) Elliptic Curve Cryptography

Elliptic Curve Cryptography(ECC) was introduced by
Victor Miller and Neil Koblitz [9] as an alternative to
other established public key cryptosystem such as RSA,
Elgamal Cryptosystems, etc. The mathematical background
of ECC is more complex and thus it provides greater
security and more efficient performance than other first
generation public key cryptosystems. With elliptic curves
one of the main advantage is that the similar level of
security can be achieved with considerably shorter keys than
in methods based on the difficulties of solving discrete
logarithms over integers or integer factorizations.

a) Mathematical operation

An elliptic curve over a finite field is defined by the
following equation:
E: x3+ax+b=0 mod p (1)
By substituting different values for x and y in equation (1), the
ECC points are generated. The set of all elliptic curve points is
denoted by Ey(a, b) and defined as:
Ep(a, b)={(x,y): y>=x3+ax+b mod p}

together with the point at infinity. The point at infinity denoted
by 'Q' is the additive identity for the abelian group. All
the entities in the elliptic curve cryptosystem agree upon a, b, p,
G, n which are called Domain parameters ofECC.

The dominant operation in ECC cryptographic schemes is
scalar point multiplication. It can be done by a series of
doubling and addition operations of a point on EC. The
mathematical operation using in the elliptic curve cryptography
are described in [10].

b) Elliptic Curve Discrete Logarithm Problem

The security of ECC depends on the difficulty of Elliptic Curve
Discrete Logarithm Problem (ECDLP). Let P and Q be two
points on an elliptic curve such that aP = Q, where o is a
scalar. Given P and Q, it is computationally infeasible to obtain
a, if o is sufficiently large. o is the discrete logarithm of Q to
the base P. Hence the main operation involved in ECC is point
multiplication. i.e. multiplication of a scalar o with any point P
on the curve to obtain another point Q on the curve.

B. Attribute-based encryption (ABE)

Attribute-Based Encryption (ABE) is a public key encryption
scheme that allows users to encrypt and decrypt messages
based on user attributes. In ABE system, a user’s identity is
composed of a set of strings which serve as descriptive
attributes of the user. Messages are encrypted under a set of
attributes describing the intended receivers, and the secret or
private key of these users is also associated with the attributes
set for encryption. Attribute-based encryption schemes allow
any user to decrypt cipher-text as long as it has the attributes
satisfying a threshold policy. This feature makes ABE a very
popular solution to provide data security. The performance of
the ABE is high compared to other encryption methods. Thus
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attribute based encryption is the solution to all cloud
applications.

In recent years, Attribute-based encryption provides good
solutions to the problem of anonymous access control by
specifying access policies among private keys or cipher texts
over encrypted data. The first ABE scheme introduced by A.
Sahai and al.[11] only supports threshold access control
strategies. Subsequently, V. Goyal and al. proposed two
different and complementary schemes [12,13] called key-
policy ABE and cipher text-policy ABE to support more
flexible access control strategies. Since then, a number of novel
ABE schemes have been proposed with different properties
[14,15,16] for supporting flexible and fine-grained access
control of sensitive data. Moreover, specialized ABE schemes
have been proposed and applied in various domains [17-23].

C. Preliminaries of CP-ABE
a) Definition
The attribute and access policy are defined as follows:

Let the attribute universe U = {A1, A, ..., An} be the set of n

attributes Ag, Ay, ..., An.

An attribute set of a user is denoted by AcU and presented

with an n-bit string (a;a; ... an) defined as follows:
a=1ifAieA

ai=0,if Aig A

We define an access policy by P specified with attributes in U
and represented with an nbit string (bibz ...bn), where:
bi=1, if AieP

bi =0, if Ai gP.

b) Ciphertext-policy attribute-based encryption scheme
A cipher text-policy attribute-based encryption scheme is
composed of four algorithms, which are summarized as a
generic system model in Figure 2.

KeyGen
7| Input:A, pk, msk
| Output:sky
])k. msk/f.',f Sk.h
Setup pk .| Decrypt
Input: U | nput:p, A, sky, €, pk
Output: pk, msk Output: M
o ¢
Encrypt
Input: P, M, pk
Output:C

Figure 2. A Generic system model of CP-ABE.

- Setup: this algorithm is provided with a security parameter A
and the universe of attributes U = {Al, A2, ..., An} as inputs,
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and it produces a public key pk and its corresponding master
secret key msk.

- Encrypt: It takes an access policy P, the public key pk and a
plaintext M as inputs. The encryption algorithm E(P, M) then
outputs a cipher text C.

- KeyGen: Taking as input an attribute set A, public parameters
pk and the master secret key msk. The key generation
algorithm outputs the decryption key of A, which is denoted by
ska.

- Decrypt: Taking as input a cipher text C generated with
access policy P, public parameters pk and the decryption key
ska corresponding to the attribute set A. The decryption
algorithm Dec(C, P, ska, A) outputs the message M or an error.

Ill.  PROPOSED METHODOLOGY

In this section, our proposed scheme is presented. The
proposed hybrid encryption scheme has advantages of both
AES and CP-ABE based ECC computing. In encryption, AES
is more suitable. CP-ABE based ECC is considered to be more
expensive. So, the plaintext is first encrypted symmetrically
using AES algorithm. Then, the secure key is again encrypted
asymmetrically with CP-ABE algorithm based ECC according
to the access policies over a set of attributes that specifies with
them the owner is able to share her/his data. Figure 4 and
Figure 5 show encryption and decryption of data using both
AES and CP-ABE based ECC respectively.

Our proposed hybrid encryption scheme includes of 4 entities
as shown in Figure 3: Data Owner, Cloud storage server,
Attribute Authority and Data User.

- Data Owner: it can define access control policy over
attributes in the system and under which encrypt the data
before outsourcing it to the cloud. Only the user, with enough
attributes satisfying the access policy, can decrypt the
ciphertexts.

- Cloud storage Server: it is responsible for storing the data
and responding to user queries.

- Attribute Authority: it is in charge of issuing and revoking
users' attributes according to their identities in the system. The
secret key of each attribute is generated by it and the
corresponding public key is published to all of the users in the
system.

- Data User: it tries to access data stored in the data storage
server. Each user possesses a set of attributes to decrypt the
authorized cipher text using his decryption key.
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Cloud Storage Server

Data Owner Data User

Then after reception of the cipher text C, the user should do

following steps:

download encrypted data

g Upload encrypted data
L —_— y —_—
)

Attribute List

Public parameter Public parameter

Decyption key

Attribute Authority
Figure 3. Hybrid cloud security model.

Here, the proposed approach adopts ECC to perform the
cryptographic operations. The proposed hybrid encryption
scheme consists of three algorithms as follows:

a) Generation key

1. Generates the elliptic curve parameters (p; a; b;G).

2. For each attribute AttieU, chooses a humber aieFp
and computes Ai =aG as its public key, where U
denotes the attribute space.

3. publishes the public parameters pp= {p, a, b, G, Aaui,
Aaz, ..., Aan} and secretly keeps the privacy
parameter sp= {Qa1 ; ... ; Aatn}

a) Encryption process

The encryption process works as follows:

1. Input the plaintext as a text file and store it as a secret
data into the encryption algorithm.

2. Generate a random session key.

3. Encrypt the message using AES encryption algorithm
The results cipher text is C1.

4. Imbed the symmetric key as a point on the elliptic
curve E. Then, encrypt the result key using CP-ABE
with an attribute policy based ECC to give cipher text
c2.

5. C1 concatenated with C2 represents the ciphertext C.
Then the encrypted data is stored on the cloud server.

1. Get the cipher text C= (C1, C2) from the cloud storage
server.

2. Decrypt C2 using his private attribute set A and ECC
private key. On successful decryption, the code points are
recovered.

3. Reverse the embedding to get the secure key.

4. Apply AES decryption process to get back the original
data.

Thus, the Data User obtains the original plaintext sent by the
Data Owner securely.

Decrypt file
with AES

Encrypted .
data (C1, C2) @%

2

S

n

AESSecurekey  Kug | DOCTYPtKas Private
“« with CP-ABE 1< Attribute set
e based ECC ’
ECC private key

Figure 5. Decryption process.

IV. PERFORMANCE ANALYSIS
In this section, we present the performance analysis of the

proposed hybrid encryption scheme.

Here, we carried out

experiments to measure the time required for encryption and
decryption process. We compared our scheme with the

existing methods:

ABE and the model

proposed by

Jaichandran et al. [24]. The authors in [24] propose a hybrid
architecture invoking attribute based encryption (ABE) for
encrypting the key and advanced encryption standard (AES)
for file encryption. Table 1 provides the execution time
required for encryption and decryption of a message of size

1KB using different number of attributes.

Random key ECCkey
Generation Generation
AES Secure key E?C}:’th Kas Attribute
PR— —  with CP-ABE policy
based ECC
Plaintext \LKAES ﬂ o Cipher text
Encrypt file | © Encrypted
I:> with AES |:> data (€L, C2) :>

TABLE 1. EXECUTION TIME FOR ENCRYPTION AND DECRYPTION
USING DIFFERENT NUMBER OF ATTRIBUTES

Encryption (sec) Decryption (sec)
'\;‘tjtfl‘gﬁze‘;f 5 10 20 5 10 20
ABE 0038 | 0.052 | 0.063 | 0.018 | 0.034 | 0.047
Ref.[24] | 0.031 | 0044 | 0.052 | 0,015 | 0.029 | 0.042
Psrc"h‘ﬁffed 0.026 | 0.038 | 0.044 | 0011 | 0.022 | 0.032

Figure 4. Encryption process.
b) Decryption process

To recover the plain text from the cipher text, the Data user
will first determine which of his attributes satisfy the policy.
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Figure 6 and Figure 7 show the execution time of the
encryption and decryption, respectively, over various numbers

of attributes.
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0.07
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)]
£ 0.05
= 0.04
5 N ABE
g 0.03
g 0.02 | Ref. [24]
& 0.01 Prop. scheme
0
5 10 20
Number of attributes
Figure 6. Encryption time for the proposed scheme vs ABE
and Ref [24] for different number of attributes.
0.05
=
o 0.04
E
= 0.03 —
S m ABE
2 0.02 - —
g M Ref. [24]
Q i |
8 0.01 Prop. scheme
0 -

5 10 20

Number of attributes

Figure 7. Decryption time for the proposed scheme vs ABE and
Ref [24] for different number of attributes.

In summary, our algorithm is giving hopeful results for
different number of attributes. From the results, it is found that
the encryption time increases linearly with increase in the
number of attributes, but the time taken to decrypt is lesser
than the encryption time. Similarly, when the number of
attributes increases, the time taken for encryption and
decryption also increases. It proves that the computational
complexity is less.

V. CONCLUSION

In this paper, we have proposed a hybrid approach based on
the amalgamation of AES and Cipher text-Policy Attribute
Based Encryption (CPABE) without bilinear pairing
operations. Here, our goal is to enhance the security and
privacy issues in cloud using the CP-ABE based ECC. In this
approach, the computation-intensive bilinear pairing operation
is replaced by the scalar multiplication on elliptic curves. The
use of ECC in the proposed approach makes it more strong
and secure than traditional method. The performance analysis
shows that the proposed scheme very suitable for high storage
requirements in the cloud environment. As future work, the
proposed approach will be implemented and evaluated in
realistic 0T scenarios.
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