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Abstract—Now a day, with the rapid use of internet and implementation as well as development of medical sensor for healthcare applications, 

Internet of Things (IoT) has gained raising popularity. IoT is the paradigm of connectivity, sensor connected with the embedded system. All 

sensor and device connected to each other so transmission and communication between those sensors become easily. In healthcare system the 

medical data are sensitive in nature so without considering security and privacy is worthless. Cloud computing is the most important paradigm in 

IT-health.  All the medical data of the patient as well as the doctor and patient personal information store in local mode as well as cloud, so 

whenever it needed the data will be easily available.Patient medical data is stored in system as well as cloud, so malicious attack and unwanted 

access may cause a harmful to patient health.  Security is most important and crucial part of healthcare. The access control policy is based on 

right to access of medical data and privilege to authorized entity which is directly and indirectly connected with the patient health. 
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I. INTRODUCTION 

Internet of Things (IoT) is an ideal extensive technology to 

effective the internet and communication technologies. In the 

General way Internet of Things is an approach to connect 

living and nonliving things with the help of Internet. In 

traditionally   way everything in the world is conceive as an 

object, but in the IoT paradigm everything in the world is 

considered as a smart object, and allows them to communicate 

each other through the internet  by physically or virtually. IoT 

get approval to people and things to be connected and 

communicate Anytime, Anyplace, with anything and anyone 

[19]. 

 
Figure 1: The Growth Rate and Revenue for healthcare 

Very huge medical information which is sensitive in 

nature is being collected, transmitted, stored, and shared 

among different medical organizations.Enormous transaction 

of such electronic and even exchange and transmit personal 

and medical information is offered through the Internet [7]. 

Therefore, it is clear, specific measures are necessary to ensure 

that patient medical data can access some authorized person 

not everyone. For the purpose, privacy of data and security 

privacy, it will be necessary to authorized can access the data 

and according them to perform the task, and the data could be 

obtained.  

The problem of security is rising nowadays. 

However, especially the privacy of communication through 

Internet may be at risk of attacking in a number of ways. On-

line collecting, transmitting, and processing of personal data 

make up a severe threat to privacy. Once the utilization of 

Internet-based services is concerned on-line, the lack of 

privacy in network communication is the main conversation in 

the public. This problem is far more significant in modern 

medical environment, as healthcare networks are implemented 

and developed. According to common standards, the network 

linked with general practitioners, hospitals, and social centers 

at a national or international scale. While suffering the risk of 

leaking the privacy data, such networks can reduce the costs 

and improve the effectiveness of the healthcare system.  

Generally speaking, intruders include hacker, spies, 

terrorists, co-intruder, and profession. They use operator 
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commands, macro, and Java Script to break through a 

computer network with the purpose to retaliate, steal 

confidential information, and fulfill themselves’ senses of 

accomplishment. For a further conclusion, their success 

depends on some current problems in the whole computer 

networks, such as errors in network framework design, 

management negligence, illegal downloading.  

II. RELATED WORK AND MOTIVATION 

The advancement of healthcare system have made patient 

monitoring more feasible. Recently, several wireless 

healthcare researches and projects have been implied, which 

can aim to provide continuous patient monitoring, in-

ambulatory, in-clinic, and open environment Monitoring. In 

this area, an outline of these advances, alongside their 

possibility, is given.   

CodeBlue [6] is in-vogue healthcare research project based 

on  developed at Harvard Sensor Network Lab. In this project, 

many cheap bio-sensors are placed on patient’s body. These 

sensors sense the patient body and transmit it wirelessly to the 

end-user device (PDAs, laptops, and personal computer) for 

further analysis. The basic idea of the CodeBlue is 

straightforward, a doctor or medical professional issues a 

query for patient health data using their personal digital 

assistant (PDA), which is based on a published and subscribed 

architecture. Besides, CodeBlue’s authors acknowledge the 

need of security in medical applications, but until now security 

is still pending or they intentionally left the security aspects 

for future work. 

Subsequently, another healthcare research project named 

was Alarm-net, which is designed at the university of Virginia 

[7]. The project is specifically designed for patient health 

monitoring in the assisted-living and home environment. 

Alarm-net consist of body sensor networks and environmental 

sensor networks. Besides, the authors have pointed out some 

confidentiality infringement scenarios on Alarm-net, but some 

security parameter still pending or we can say that as an 

address to as a future work.  

Meanwhile, another healthcare system was designed by Ng 

et al, named UbiMon [10] was proposed in the department of 

computing, Imperial College, London. Theaim of this project 

was to address the issues related to usage of wearable and 

implantable sensors for distributed mobile monitoring. 

Although Ng et al. proposed and demonstrated the ubiquitous 

healthcare monitoring architecture, it is widely accepted that 

without considering the security for wireless healthcare 

monitoring, which is a paramount requirement of healthcare 

applications, according to government laws.[11] 

Chakravorty designed a mobile healthcare project called 

MobiCare [12]. MobiCare provides a wide-area mobile patient 

monitoring system that facilitates continuous and timely 

monitoring of the patients physiological status. Although, 

Chakravorty acknowledged the security issues in MobiCare, 

but only addressing security issues are not sufficient for real-

time healthcare applications. Thus, security and privacy is still 

not implemented in MobiCare healthcare monitoring or may 

have been left out for future work. 

As we have seen, all the above ongoing healthcare 

monitoring projects enable automatic patient monitoring and 

provide potential quality of the healthcare without disturbing 

patient comfort. All the projects focus on the reliability, cost 

effectiveness and power consumption of their prototypes, but 

although most of the healthcare projects mentioned above 

addresses the requirement for security and privacy for 

sensitive data, only a few embed any security. Besides, none 

of the above projects addressed all the security requirements 

and their implication, which is greatly imperative for critical 

applications. 

III. SECURITY REQUIRMENTS IN IOT BASED 

HELATHCARE SYSTEM 

Security is one of the most imperative aspects of any 

system. People have different perspective regarding security 

and hence it defined in many ways. In general, security is a 

concept similar to safety of the system as a whole. 

A. Authentication 

It is one of the most important requirements in any IoT based 

healthcare system, which can efficiently deal with the 

impersonating attacks. In healthcare system, all the sensor 

nodes send their data to a coordinator. Then the coordinator 

sends periodic updates of the patient to a server. In this 

context, it is highly imperative to ensure both the identity of 

the coordinator and the server. Authentication helps to confirm 

their identity to each other. 

B. Confidentiality 

Confidentiality is emergent requirement in healthcare 

system. As health-care records contain sensitive information, 

the storage systems must ensure their confidentiality. 

Moreover, only authorized personnel should have access to 

confidential medical records. Consequently, to ensure 

confidentiality, storage systems must deploy strong encryption 

in both the actual storage and the data pathways leading to and 

out. Moreover, in the case of storage media re-use or disposal, 

the confidentiality of records previously stored in such media 

should be ensured. 

C. Integrity 

The storage system must ensure the integrity of medical 

records. In particular, it must ensure the integrity of medical 

records even in the case of malicious insiders. The security 

mechanisms must identify any tampering of information. 

D. Availability 

Availability is most important requirement in healthcare 

system. The health-care records must be accessible in a timely 
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manner. Medical records are frequently expanded, and patients 

may also ask for correction of records. Medical data is always 

available from its storage when it’s needed. 

E. Access Control 

Access control is of particular importance when the database 

storing the composite EHR is using a database-as-a-service 

(DAS) paradigm, where an organization’s database is stored at 

an external third-party service provider. The access control 

policy is typically based on the privilege and right of each 

practitioner authorized by patient or a trusted third party. We 

argue that access control policies should be consistent with the 

structure of the stored EHR record and the usage of the 

encryption scheme. 

 

F. Data Privacy 

Data privacy is considered to be most important issue in 

healthcare system. It is required to protect the data from 

disclosure. It should not leak patient’s vital information to 

external or neighboring networks. In IoT-based healthcare 

system, the sensor nodes collect and forwards sensitive data to 

a coordinator. An adversary can eavesdrop on the 

communication, and can overhear critical information. This 

eavesdropping may cause severe damage to the patient since 

the adversary can use the acquired data for many illegal 

purposes. 

IV. PROPOSED WORK 

 
 

Figure 2: Proposed Design scenario1 

 
Figure 3: Proposed Design scenario2 

 

The main objective of the proposed work is to resolve several 

security issues existing in healthcare system and also to 

guarantee reasonable computational overhead.  

 

TABLE I 

NOTATIONS 

µ : Unique ID 

p : patient 

d : doctor 

µ𝑑   : patient unique id 

µ𝑝  : doctor unique id 

𝑛𝑔  : random number generate by server 

𝑘𝑝 : secret key for patient 

𝑘𝑑  : secret key for doctor 

𝑃𝑈𝑠  : server public key 

PR𝑝  : private key for patient 

PR𝑑  : private key for doctor 

E : Encryption 

D : Decryption 

 

Scenario 1: The process of the access control and 

authentication mechanism  

Input: Unique ID for patient & doctor 

Output: allow to access medical data 

Begin 

1. Initialization process 

2. µ is the unique Id which having p & d has registered 

user 

3. if µ ϵ p, d 

then login and go to step 4 

else 

firstly patient & doctor go to administration and need 

to add some general information 
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4. system will check whether p, d has to be authorized 

or not 

 if p, d authorized then go to step 5  

otherwise go to step 1 

5. after authorization process system will check whether 

user is patient , doctor or admin  

if patient – can edit/view/update/delete their 

personal information but he/she can’t able to 

modify the medical data 

if doctor – can edit/update/view patient medical 

data accordingly their disease  

if admin – can be edit/update/view/delete all the 

data 

6. End 

 

Scenario 2: The process of the encryption and decryption 

 

1. A new user p and d submit their unique identity µ to 

the server 

2. After receiving the request from p & d server 

generate random number 𝑛𝑔  and compute secret key 

for p & d.  

secret key 𝑘𝑝  = h( µ𝑝 ||𝑛𝑔  ) and  = 𝑘𝑑 h( µ𝑑 ||𝑛𝑔  ) 

respectively and transmit to p & d. 

3. Encrypt data with server public key 𝑃𝑈𝑠 , E(𝑃𝑈𝑠 , 𝑘𝑝 ) 

& E(𝑃𝑈𝑠 , 𝑘𝑑 ) 

4. Encrypted data will be store on the cloud 

5. In the time of receiving the data, patient and doctor 

decrypt the data with their private key 

D (PR𝑝  , E(𝑃𝑈𝑠 , 𝑘𝑝 ) ) and D (PR𝑑  ,   E(𝑃𝑈𝑠 , 𝑘𝑑)) 

6. End 

In order to analyze the proposed scheme especially in security 

front, proposed scheme has been compare with various 

schemes in terms of various security requirements in 

healthcare system. The proposed healthcare system can satisfy 

all the security requirement of the healthcare system which is 

clearly shown in Table II. 

 

TABLE II 

Performance Benchmarking Based on Security Requirement  

 

Security 

Requirement 

Code 

blue 

Alarm 

net 

Ubi

Mon 

Mobicar

e 

Ours 

Authenticati

on 

Yes Yes Yes Yes Yes 

Confidentiali

ty 

No Yes No Yes Yes 

Integrity No No No No Yes 

Availability No No Yes Yes Yes 

Access 

Control 

No No No No Yes 

Data Privacy No No No No Yes 

 

In the last, proposed healthcare system causes less 

than half computational overhead and execution time as 

compared to existing system, which is greatly useful for the 

resource constrained sensor devices. The detail of the 

comparison between the execution time and computation cost 

is shown in Figure 3 and Figure 4. 

 

 
 

Figure 4: Performance benchmarking based on CPU cycles. 

 

 

 
 

Figure 5:  Performance benchmarking based on execution time. 

V. CONCLUSION  

In this paper, discussed, reviewed and analyzed numerous 

different security requirements which is used in healthcare 

system. Most of the popular healthcare based research projects 

acknowledge the issue of the security, but they fail to embed 

strong security services that could be preserve patient privacy 

so the main goal of this work is fulfill all the security 

requirement in healthcare system.   
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