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Abstract— In Regenerating-code-based cloud storage using Privacy-Preserving public auditing scheme there is no need of data owners for data 

change, we can change data using proxy and partial keys. Using Third Party Auditor which provide more security and allows  the  user  to  know  

the  information  about  the  data  stored  in  the  cloud. We elaborate on the correctness of verification with public auditing scheme and 

regenerating codes have gained Data integrity on cloud data storage.  
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I.  INTRODUCTION  

Now a day’s cloud storage is gaining popularity due 

to it offers a flexible on-demand data outsourcing service with 

appealing benefits: relief of the burden for storage 

management, universal data access with location 

independence, and avoidance of capital expenditure on 

hardware, software, and personal maintenances, Using privacy 

preserving public auditing, data hosting service also brings 

new security threats toward users data, thus making 

individuals or enter prisers still feel hesitant. Sometimes data 

owners lose ultimate control over the fate of their outsourced 

data so there is risk that availability and integrity of the data 

might be lost. To protect outsourced data in cloud storage 

against corruptions, adding fault tolerance to cloud storage 

together with data integrity checking and failure reparation. 

Due to lower repair bandwidth while providing fault tolerance 

Regenerating codes have gained popularity. 

II. LITERATURE SURVEY 

In the cloud storage to protect outsource data by adding fault 

tolerance with data integrity checking and failure reparation 

becomes critical.  Due to lower repair bandwidth while 

providing fault tolerance of regenerating codes have gained 

popularity. By using existing methods for regenerating-coded 

data it only provide private auditing and it requires data 

owners to always stay online and for repairing also there is 

data owner is require which is sometimes impractical.  

By manipulating the classic Merkle Hash Tree construction for 

block tag authentication, it improves the existing proof of 

storage models and as well as achieve efficient data dynamics, 

multiple auditing tasks explore the technique of bilinear 

aggregate signature to extend the result into a multi-user 

setting with the help of TPA which can perform multiple 

auditing tasks simultaneously. The proposed schemes are 

highly efficient and provably secure as per Extensive security 

and performance analysis. 

III. PROBLEM STATEMENT 

Protect outsourced data in cloud storage against corruptions, 

adding fault tolerance to cloud storage together with data 

integrity checking and failure reparation. We elaborate on the 

correctness of verification with public auditing scheme and 

regenerating codes have gained Data integrity on cloud data 

storage. 

IV. PROPOSED SYSTEM 

  In the privacy auditing there are some problems for designing 

public auditor in the regenerating-code-based cloud storage 

using privacy auditing, Using Third Party Auditor which 

provide more security and allows  the  user  to  know  the  

information  about  the  data  stored  in  the  cloud, there are 

some schemes which make data change even if data owner is 

not online 

V. SYSTEM OVERVIEW 

 In  the system, by using the technique  which 

providing  more  security   that is  Third  Party  

Auditor (TPA) . 

 The  TPA   allows  the  user  to  know  the  

information  about  the  data  stored  in  the  cloud. 

 When  anyone  tries  to modify  or steal  the  data  

TPA   informs  the  user  by      verifying  the  data. 
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The system model for Regenerating-Code-based 

cloud storage as Fig., which involves four entities: web-

application,database-system,webserver,web client the third 

party auditor (TPA), who has expertise and capabilities to 

conduct public audits on the coded data in the cloud, the TPA 

is trusted and its audit result is unbiased for both data owners 

and cloud servers; and a proxy agent, who is semi-trusted and 

acts on behalf of the data owner to regenerate authenticators 

and data blocks on the failed servers during the repair 

procedure. 

VI. CONCLUSION 

A survey is done to propose a new method to offer a better 

Regenerating-code-based cloud storage using Privacy-

Preserving public auditing .This system is public auditing  for 

regenerating code and it does not require data owner to always 

stay online Regenerating codes have gained popularity due to 

their lower repair bandwidth while providing fault tolerance. 
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