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Abstract - The live memory image acquired in live forensics is always view in terms of integrity and reliability when presented as evidence. In
this work, | describe how evidence like live memory obtained from physical memory image (RAM) and trustworthiness of evidence is studied.
The evidence in live memory image can be taken as how accurately the memory image of RAM shows the real memory of the target machine.
Based on a live memory analysis, investigator can test memory acquisition tool and after that live memory image is analyzed. Then, | describe
the part of live memory analysis in the digital cyber forensics process and its use to address many challenges of the digital forensic investigation.
In this work, I provide a method to overcome these problems. | highlight at some of the existing methods to live memory analysis. This work is

done using acquisition and analysis tools.
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. INTRODUCTION

From recent time, an increasing amount of attention has
been given to research in the area of live memory forensic
analysis. Very few forensic investigators have the time to
include live memory (RAM) for the digital investigation
purpose. There is also lake of labs, experts, resources and tools
for live memory analysis in the digital investigation process.
Some of them feel it as it is waste of time for the investigation.
For that reason, investigators won’t give priority to collect live
memory during incidence response phase. The main reason of
this work is to highlight that live memory analysis for forensic
purpose should not be taken as burden for the digital
investigator, but important part of digital investigation process.

There are a lots of significant forensic principles to study
when pull out data from live system (RAM). This concerns on
trying to reduce the modifications to the system [1]. Small
work has been done to calculate how live data is collected can
follow to these principles. | will make available some primary
awareness into the limits and obtrusiveness of several tools
and methods that are typically used for live response and
analysis.

A. CONCEPTS OF WINDOWS PHYSICAL MEMORY
ANALYSIS

The digital data collected in current live forensics is always
doubted in terms of truthfulness and consistency when
observed as evidence. In this work, | determine the part of live
memory analysis in the digital investigation process and how
that analysis can be used to report many of the challenges of
digital forensic investigation process. And the credibility of
evidence acquired from live memory image is considered. The
reliability of evidence in physical memory image of live
memory can be addressed as how carefully the memory image
precisely or truly characterizes the real memory of the target
machine. Firstly, the conclusion of memory acquisition tool on
live forensic evidence is analyzed. Then, this image will be
stored in database with particular time stamp at Digital
Evidence Collector.

http://www.ijritcc.org

Preservation of Memory

Acquisition of Memory

Analysis Of Memory

Figure 1. Memory Analysis Steps

B. Key Technology of windows physical memory analysis

There are two main aspects for windows physical memory
analysis: one is how to get the physical memory, and generate
physical memory image files; the other is how to analyze the
physical memory image file, and find out the important
invasion evidence.

C. How to acquire physical memory

1) Methods based on hardware[2]:
a) Tribble
b) FireWire

2) Methods based on software[2][3]:
a) FTK manager
b) Dumplt
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c) Redline
d) Microsoft crash dump

Il. RESEARCH METHOLOGY

There has been a good attention paid to acquisition and
analysis of physical memory in the past years. For physical
memory acquisition, Sarmoria and Chapin (2005) presented a
runtime monitor to log read and write operations in memory-
mapped files [3] [4].

For this research, first | have to preserve the evidence. Here,
Preservation is the process by which we can make sure that the
evidence is un-tampered with and continues to be in the state
in which it is found. After preservation, acquisition is
conducted. Acquisition is the process of acquiring or gaining
the evidence. Various hardware-based and software-based
tools have been recently developed for memory acquisition.
And after acquisition, | can analyze this evidence. Analysis is
the process of going through and discovering what type of
information and evidence that we have acquired. There are
some tools for analyze the memory like FTK Imager, COFEE,
EnCase, etc.

A. ACQUIRE MEMORY

By using this tool we can:

= Acquire the physical memory in raw image using multiple
methods, and preserve this image in device.

= Convert this raw memory “image” to Microsoft crash
dump format so that the resulting data can be analyzed
using the Microsoft Debugging Tools [7].

= Acquire to a local removable (USB, FireWire) storage
device as well as via the network using TCP/IP

= Designed specifically for forensic use, with audit logging
and cryptographic integrity checks

B. ANLYSIS OF MEMORY

Going through and discovering what type of information
and evidence that we live memory analysis, investigator
analyzes RAM memory. RAM contains different type of data
and these data can be modified at any time.

Different types of data have acquired in RAM:
1) Systemtime
2) Logged on user
3) Open filesNetwork information
4) Process information
5) Process-to-port mapping
6) Process memory
7) Service/driver information
8) Command history

Next step after the analysis process is to find out relative
information from memory. This can be done by answering
some question like:

1) What hidden processes were running on the system,

and how were they hidden?

2) What other evidence of the intrusion can be extracted

from the memory dumps?

3) What computer was the intrusion launched from?

4) s there any indication of who the intruder might be?
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I1l.  PROPOSED METHOD

In this work, | show the important role of live memory
analysis in the digital investigation process and its use to
provide solutions for many problems that faced by the digital
forensics investigation process.

I describe some of the existing approaches to live response
in digital forensic investigation. There are number of important
forensic principles to consider when extracting data from a live
system. These considerations focus on trying to reduce the
changes to the system, understanding the effects of the changes,
and minimizing the trust that is placed in the system. [11]

Small work has been done to evaluate how good existing
methods in live data collection follow to these principles. I will
provide some initial insight into the limitations and
trustworthiness of different tools and methods that are normally
used for live response. | will also introduce FTK Imager,
Dumplt, Redline, a toolkit for windows operating system that
will allow digital investigator to extract useful information that
is available on live system, i.e. take image of raw data of RAM.

A. PROCESS FLOW FOR GAINING/ANALYSING LIVE
MEMORY

1) Preservation
Making sure the system, i.e. evidence is un-
tempered with and continues to be in the state in
which it is found. It is difficult to preserve live
memory because it can be modified with time.
2) Acquisition
The process of acquire or gaining the
evidence. This process includes taking image of
RAM using FTK toolkit. Back up of this image
file must be taken for any future use.
3) Analysis
Going through and discovering what type of
information and evidence that we have acquired.
Find related information from image using tools
and techniques like which process is running and
which IP Address and port is used for connection.
4) Discovery
Breaking down the acquired evidence and
isolating what is called relevant or interesting
evidence. In this process, investigator finds
relevant evidence from collected information
from the crime scene or incident scene. This can
be useful to find out the attacker and purpose of
the attack.

B. MEMORY ANALYSIS

1) Identifying Context
a) Find the Kernel Processer Control Region
(KPCR)
2) Parse Memory Structures
a) Executive Processes (_EProcess) blocks
b) Process Environment Blocks (PEB)
c) Tracks DLLs loaded
d) List of process memory sections
e) Kernel modules


http://www.ijritcc.org/

3)

f)  Drivers
Scan for Outliers
a) Unlinked Processes,
threads
b) Unmapped pages with execute privileges

DLLs, sockets and

In proposed method, there are various steps to collect live
memory image from running device. With this method,
investigator can make sure that he/she will get raw image of
live memory at every time stamp and stored in database. So,
this database is used later to analyze live memory and also
used to collect evidence of wrong doing which can be used to
present in law of court.

- RAM TS

Time stamp
Chain of
Storage Compare
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Presentation

Authentication

of evidence

Figure 2. Process flow of collecting live memory image

There are following steps for this method:

1)

2)

3)

4)

5)

6)

Identify available sources and different types of
potential evidence. This includes running devices and
also not running devices. Keep all devices in the state
in which they are found.

Now, for running device investigator has to collect
RAM image for discover useful evidence. It can be
collect using FTK Imager.

After that, FTK start copying live memory into raw
image bit by bit. This raw image then stored into
storage database called digital evidence collector. In
this database, time stamp and digital signature is also
included for authentication purpose.

Then after this process is repeated and generate
another image with second time stamp.

Now this both image is compare and only changed
bits are stored in database with second time stamp.
And this whole process is repeated for every time
stamps in storage.

Now for analysis process this image is used. So there
is possibility of compromising integrity of this
evidence item. To prevent this situation, various
backups can be taken and stored. Also chain of

http://www.ijritcc.org

By using Redline analysis tool, I find many malicious
process. Like, the correct spelling should be sVChost.exe NOT
sCVhost.exe. The correct svchost.exe should occur more than

custody document is prepared to keep track of

persons who analyze this evidence.

7) After all this process, authentication is done to verify
process,
investigator can verify that evidence is inacceptable
stage and chain of custody document make sure that

all the process. authentication

By

only authenticate person accessed the evidence.

8) So that this evidence is applicable in law of court

procedure.

IV. DISCOVERY OF EVIDENCE AFTER ANALYSIS

one time on a windows system.
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\Device'HarddiskVolumel\WINDOWS\system32\scvhost exe 1
\Device\HarddiskVolume1\WINDOWS\system32\rasapi32.dil 2
\Device\HarddiskVolumel\WINDOWS\system3Z\rasman.dll 2
\Device\HarddiskVolumel\WINDOWS\system32\sensapidll 2
\Device\HarddiskVolumel\WINDOWS\system32\urimondil 2

mal

Figure 3. Malicious process

It gives you the ability to quickly triage memory processes.
The below process indicates that the “Process has a known
mutant for “sobig” malware”. Using Redline’s Malware Risk
Index (MRI) hits, you are able to quickly tell that this is a

icious process.
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Figure 4. A few processes that indicate DLL Injection
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Figure 5. Malware Risk Index (MRI)

V. CONCLUSION

For collecting live memory image, many tools are available
to discover valuable evidence from the live memory image.
With hardware method to acquire the system live memory is an
ultimate key, as it has simply no effect on the system live
memory, won’t terminate or replace the information in live
memory, and can acquire whole memory. We have some
software tools to acquire the system live memory, but using this
tools will unavoidably terminate even replace the data and
information in live memory.

Since there is no algorithm developed on described
solution. There are various tools available for extracting live
memory image. Also there are different methods to store this
image. But there is no such tool that can verify the integrity of
this image. | proposed the solution for this problem. With
previously described method investigator can make that
extracted image is authenticated and acceptable in law court.
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So | am looking forward to implement algorithm for given
solution.
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