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Abstract—Rijndael algorithm is an efficient cryptographic technique consist of different operations in iterative looping approach
in order to minimize hardware consideration, with block size of 128 bit, lookup table implementation of S-box. It includes
generation of ciphers for encryption and inverse ciphers for decryption by performing four rounds of transformations. This paper
presents 192 bit key size cipher. Synthesizing and implementation of the VHDL code is carried out on Xilinx-Project Navigator

ISE 14.5 software.
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. INTRODUCTION

Cryptography is the science of information security which
has become very critical in modern computing system to secure
data transmission and storage. The need for privacy has
become a major priority as widespread use of personal

In cipher and inverse cipher, round function is composed
of four different byte oriented transformations-Sub Byte, Shift
Rows , mix column and Add round key .

Encryption and Decryption process for 192 bit key shown
in figure 1.
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Rijndael algorithm to be introduced in Octomber 2000
replacing the DES algorithm. Rijndael is a symmetric byte
oriented iterated block cipher that can process 128 bits using
keys with length of 128,192,256 bits.

Il.  RIINDAEL ALGORITHM

Rijndael algorithm composed of three main parts: Cipher,
Inverse Cipher and Key expansion. Cipher converts data in a
coded form called Cipher text and inverse cipher converts data
back into its original form called plaintext. Key expansion
generates a key schedule used in cipher and inverse cipher
procedure and composed of specific number of rounds.
Number of rounds is dependent on the key length. Rijndael
algorithm specifies three encryption: 128 bit, 192 bit, 256 bit.
Number of rounds Nr based on key length of Nk words. Nb is
constant for all versions.
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Figure 1:Rijndael Algorithm
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The data / plaintext will first XOR with initial key and
basic round operation repeated Nr-1 times.Nr depends on the
key length. Last round will execute only three functions.

A.  Subbyte and Inverse Subbyte

In this, each input byte of the state matrix is independently
replaced by another byte from look-up table called S-box is
replaced with its multiplicative inverse in GF (2% with the
element {00}being mapped onto itself ,followed by affine
transformation over GF(2® ).For decryption ,inverse S-box is
obtained by applying inverse affine transformation followed by
multiplicative inversion in GF(2%) shown in figure 2.

S’he *— S-box (Sr,c )
S’ S’ S’ S’
Soo | Sox | Soz | Sos 0,0 0,1 0,2 03
S’ S’ S’ S’
Sio | Sis | Siz | Sis Sbox 1,0 11 12 13
Soo | So1 | S22 | Sos S0 | 8’21 | 8722 | 8723
S3,0 83'1 83'2 83'3 S’3v0 S’3,l S’3,2 S’3,3
Figure 2: Subbyte Transformation
FLLDEED] (PTG T T

Figure 3: Rijndael S-box and inverse S-box

B. Shift Row and Inverse Shift Row

It is a cyclic shift operation, each row is repeated cyclically
to the to the left using 0,1,2,3byte offset for encryption as
shown in figure 4,while for decryption to the right.

Soo | So1 | Soz2 | Sos — Soo | Sox | So2 | Sos
Sio | S11 | S12 | Sis E Si1 | Sz Si3 Si0
S0 | S21 | S22 | Sas @ S22 | S23 | Sao | S2a
53,0 S3,1 53,2 53,3 ﬁ' S3,3 S3,0 S3,1 53,2

Figure 4: Rijndael Shift Row Operation
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C. Mix Column and Inverse Mix Column

In this transformation, each column of the state matrix is
multiplied by a constraint fix matrix is shown in figure 5,for
i =0,12, 3respectively.

MixColumna (]

— S0 P T s T

So0 02| “na Snn _ So,2 |
51 Y 512 | S13 50 Cie Sia | Sia
2.0 $2e “22 | ¥23 S20 Y2 Is 2[5
T-l 83, ¥3.2 | ¥33 -‘.Il.n 'S.l‘\r ¥3.2 | 53

S’0c= ({02}.Soc) Ex-or ({03}.S;¢ ) Ex-or S, Ex-or Sz
s1c = SocEx-0r ({02}.S, ) Ex-0r({03}.S,. ) Ex-or S,
s2.c = Soc EX-0r S; ¢ Ex-or ({02}.S,. ) Ex-or({03}. Ss¢)
53¢ = ({03}.So) Ex-0r S; ¢ Ex-or S, Ex-or ({02}. S;;)

Similarly for decryption we compute inverse mix column
by multiplying each column of state matrix by constant fix
matrix.

S’0.c= ({0e}.So) Ex-or ({0b}.S; ¢ ) Ex-or ({0d}. S;.)

Ex-or ({09}. S3¢)

S’1c= ({09}.So.) Ex-or ({0e}.S: ¢ ) Ex-or ({0b}. Sc)

Ex-or ({0d}. S3¢)

S’2¢= ({0d}.So) Ex-or ({09}.S, ¢ ) Ex-or ({Oe}. Sy.c)

Ex-or ({Ob}. S3¢)

S’30= ({0b}.Sp ) Ex-or ({0d}.S, ¢ ) Ex-or ({09}. S;)

Ex-or ({0e}. Ss¢)

i Soo | So1 | So2 | Sos
— Mix Columns | .| 1
Sio | S11 | S12 | Sis
So0 | Sa1 | S22 | S23
Sz0 | Ss1 | Ss2 | Sss

Figure 5: Rijndael Mix-column

D.  Add Round Key

The output of mix column is XOR-ed with corresponding
Round Sub key derived from user key. The Add round key step
is same for encryption and decryption.

ing |ing | ing ing,
ing |ing | ing ing3
inp |ing | ing | iNga
ing in; ing | ings
Input Byte
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KO,O KO,l KO,Z K0,3 K0,4 K05
Round keys Kio | Kit | Kio | Kiz | Kia | Kis
KZ,O K2,1 KZ,Z K2,3 K2,4 K2,5
K3,0 K3,l K3,2 K3,3 K3,4 K3,5
|
Output Bytes outy | outy | outg | outy,
out; | outs | outy | outyg
Out, | outg | outyg | outy,
out; | out; | out;; | outys

Figure 6: Rijndael Add Round key

E. key expansion

The AES key expansion algorithm takes as input a 6-word
key and produces a linear array of 52 words. Each word
contains 32 bytes which means each subkey is 192 bits long.

Ko | Ka | Kg | Kip | Kig | Kyo
Kl K5 K9 K13 K17 K21
K2 K6 KlO Kl4 K18 K22
Kf K; | Kig KT Kig K23
[Wo [ wi[w2 [WwW3|w4 [ws ]

10

v

Plaintext:

00112233445566778899%aabbccddeeff

Key:
000102030405060708090a0b0c0d0e0f1011121314151617
Cipher text:

dda97ca4864cdfe06eaf70a0ec0d7191

Figure 8: waveforms of Encryption process
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Figure 7: Rijndael key Expansion

I1l.  RINDAEL IMPL.EMENTATION

Rijndael algorithm is implemented using VHDL coding in
Xilinx ISE 14.5 .Algorithm is tested by block size. 128 bits.
only one block data is encrypted at a time, the number of clock
cycle necessary to encrypt a single block of data is equal to
number of cipher rounds. Cipher feedback is used in encryption
and decryption process.

IV.SIMULATION RESULTS

A) Encryption Process

Rijndael block length/Plaintext = 128 bits (Nb=4)
Key length = 192 bits (Nk = 6)

No. of rounds = 12 (Nr = 12)

http://www.ijritcc.org

Figure 9: RTL Schematic of Encryption process

B) Decryption Process

Rijndael block length/Plaintext = 128 bits (Nb=4)

Key length = 192 bits (Nk = 6) No. of rounds = 12 (Nr = 12)
Input/Cipher text:

dda97ca4864cdfeO6eaf70a0ec0d7191

Key:
000102030405060708090a0b0c0d0e0f1011121314151617
Plaintext:

00112233445566778899aabbccddeeff
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Figure 10: waveforms of Decryption process

Figure 11: RTL Schematic of Decryption process

V.CONCLUSION

Rijndael Algorithm is an iterative symmetric block
cipher that can process data blocks of 128 bits and key lengths
of 128,192,256 bits. In this paper, 128 bit block and 192 bit
key is used.VHDL code is developed and results are verified

http://www.ijritcc.org

using Xilinx ISE 14.5 Simulator both for encryption and
decryption process.
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