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Abstract— In this paper, a semi fragile watermarking scheme based on compressive sensing theory proposed for detection of
spoofing or modification of biometric template. This proposed scheme is explored sparseness, incoherent and computation
security provided by compressive sensing for biometric template protection. The Discrete Cosine Transform (DCT) coefficients of
biometric template are used to compute sparse measurement vector which is used as secure watermark information. This sparse
measurement vector of biometric template as a watermark is embedding into two LSB of selected block of host biometric template
of same individual. Extracted sparse measurement vector is required for CS theory recovery algorithm to reconstruct the original
watermark biometric image at detector side. The biometric spoofing can be detected by comparing extracted sparse measurement

vector and original sparse measurement vector of watermark biometric.

Keywords - Biometric Spoofing; Compressive Sensing; Sparse Watermarking; Spatial Domain

*kkkk

. INTRODUCTION

Watermarking schemes are used for copyright protection
and content authentication of multimedia content like images,
videos and text over internet [1, 2 and 3]. In most of
watermarking schemes, embed random sequences into host
medium according to secure watermark logo or image bit [1, 2
and 3]. In 2001, Ratha and its researcher team introduced
issued like biometric template spoofing or modification at
system database and biometric template stone at
communication system in biometric system [4]. For solving
these issues, watermarking is one solution is proposed by Jain
and its researcher team in 2003 [5].

In this paper, a semi-fragile watermarking scheme using
compressive sensing theory framework proposed for spoof
detection of biometric template. NxN dimensional biometric
watermark is converting into its transform domain using DCT
and then multiple Nx1dimensional of DCT coefficients with
MxN dimensional of random seed with to generate Mx1
dimensional sparse measurement vector. This sparse
measurement vector used as watermark information for embed
and extraction. This sparse measurement vector is used for
spoof or modification detection for biometric template. The
watermarking idea is taken from [7, 14] with significant
modification and improvements in computation security in
implementation. The work also goes a step further wherein it
sparse measurement vector of biometric watermark is
generated using compressive sensing theory which used as
watermark and extracts this sparse measurement vector at
detector side for comparing with original sparse measurement
vector for detection of spoofing or modification of biometric
template.

The Compressive Sensing theory is provides computational
security and compression to biometric data. The bit error rate
(BER) measure is used for detection of biometric spoofing or
modification. Section 2 describes the related work and
literature review followed by section 3 describes the proposed
watermarking scheme followed by section 4 describes
implementation and analysis of experimental results. Finally
gives the conclusion of the paper.
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Il.  RELATED WORK

Many researchers are introduced and proposed various
watermarking schemes for biometric template and content
authentication in last decade are reviewed below. Authors in
[6] described fragile watermarking scheme which provides
more securing protection and verification using watermarked
version of fingerprint images for copyright protection
application. Authors in [7] described simple data hiding scheme
based on LSB substitution for standard images for copyright
protection application. Authors in [8] introduced multimodal
biometric image watermarking scheme based on blind and
spread spectrum scheme for face and fingerprint data using two
stage integrity verification. The authors in [8] also described
that proposed method is able to find tamper region in
watermarked data using feature vectors of face image is embed
as watermark pattern into fingerprint image.

Authors in [9] described fragile watermarking for remote
multimodal biometric authentication for embedding biometric
feature values into facial image using combination of amplitude
modulation and determining bit priority level of feature values
over network base authentication system. This proposed
method is improving security of biometric data and reduce
bandwidth. Authors in [10] described using PSO algorithm is
used for find best location in spatial domain of host medium
where embeds secure watermark pixel. Authors in [11]
introduced image watermarking scheme using CS theory for
detection of image tampering using wavelet transform for
reducing dimension and improved security of data.

Authors in [12] proposed watermarking scheme with flexile
self recovery quality based on compressive sensing and discrete
cosine transform. Then extracted watermark data for checking
sparseness in DCT domain without any modification. This
scheme is used for image tampering identification. Authors in
[13] proposed robust watermarking method to enhance security
of multimodal biometric authentication system. The authors in
[13] are described that fist convert face feature into raw data as
watermark and embed into fingerprint with a blind SS — QIM
scheme. The authors in [14] are described simple LSB



substitution method for standard video where embed logo into
video frame.

Ill.  PROPOSED WATERMARKING SCHEME

This section described proposed watermarking scheme
where applied image transform like DCT on watermark
biometric image and convert into its sparse measurement vector
using compressive sensing framework which is described in
[15, 16 and 17]. Then encode this sparse measurement vector
into logic 0 and 1 using uniform quantization procedure. After
encoding, embed sparse measurement vector as a watermark
into two LSB of selected block of host biometric image in
spatial domain. This proposed scheme is divided into four
phases like watermark preparation using Cs theory framework,
embedding procedure, extraction procedure and spoofing
detection procedure. The block diagram of proposed scheme is
shown in figure 1.
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Figure 1. Proposed Watermarking Scheme
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. Watermark Preparation Using CS Theory Framework

e  Take watermark biometric image of an owner and compute
size of watermark biometric image.

e Apply image transform like Discrete Cosine Transform
(DCT) on watermark biometric image and convert into its
sparse coefficients vector using below equation [16, 17]:
X=yxf 1)
Where x is representing sparse coefficient of watermark
biometric image; ¥ is representing appropriate basis
function (DCT); f is representing original watermark
biometric image.

e Generate measurement matrix using length of sparse
coefficients and random seed which is same for embedder
and detector side.

e Then generate sparse measurement vector of watermark
biometric image using below equation for size of row data
of watermark biometric image [16, 17].
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y=¢xx )

Where y is representing sparse measurement vector with
size of Mx1; ¢ is representing measurement matrix which
is multiplication of appropriate basis coefficients and
random seed with size of MxN; x is representing sparse
coefficient vector of watermark biometric image with size
of Nx1.

e Then sparse measurement vector is quantized using a
uniform quantizer and encode into logic 0 and 1 and
reshape this encoded sparse measurement vector into
matrix form which is denoted as Wgncoqe: This encoded
sparse measurement vector use as a watermark
information.

[s9)

. Embedding Procedure

e  Take host biometric image of an owner and compute size
of M x N. Then divide host biometric image into equal
blocksize and chose one block for embedding watermark.

e For entire size of sparse measurement vector repeat below
step for generation of watermarked biometric image where
two LSB of each pixel of host biometric is modified
according to encoded sparse measurement vector.

Fori=1:Nm
Forj=1:Mm
IW_block (i, J) = bitset (I (i, J), Wencoded: 2);
End
End
e Reshape all pixels and generate watermarked biometric
image.

C. Extraction Procedure

e  Take watermarked biometric image and compute size of M
x N. Then divide watermarked biometric image into equal
blocksize and take block which is used for generation of
watermarked image.

e  For entire size of sparse measurement vector repeat below
step for extraction of sparse measurement vector of
watermark biometric image.

Fori=1:Nm
Forj=1: Mm
WExtracted (i, J) = bitget (IWbeock (i, J): 2);
End
End
e Reshape extracted matrix and which is denoted as
WExtracted-

D. Spoofing Detection Procedure

e For spoofing detection, Compare the BER value between
the encoded sparse measurement vector Wenegeq and
extracted sparse measurement vector Weyyracted IS
equivalent to comparing MSE value between the two
images which is described in [19] and MSE value
between the two hash values which is described in [12].

e Here two condition based on some fixed threshold value
ger are formulated for spoof detection of biometric
template.



e Condition 1: Biometric Template is authentic and not
spoof or modified by imposter if BER (Wencodeds Wextracted)
< TBER;

e Condition 2: Biometric Template is unauthentic and spoof
or modified by impOSter BER (WEncodet‘h WExtracted) > TBER;

e If condition 1 is fulfill then decode actual sparse
measurement vector from extracted sparse measurement
vector and applied CS recovery algorithm described in
[18] to reconstruction watermark biometric image at
detector side.

IV. EXPERIMENTAL RESULTS

Performance of the scheme is evaluated using Face samples
from Indian Face database [22] and Fingerprint samples from
FVC 2004 [23] which is shown in figure 2. For experiments 8
bits gray scale fingerprint images taken as watermark
information and face images taken as a host medium. The size
of watermark and host biometric image is M x N = 256 x 256
pixels selected.

Figure 2. Standard Test Biometric Template Images

For generation of sparse measurement vector of fingerprint,
DCT coefficients of fingerprint image is get using 1D Discrete
Cosine Transform (DCT) and generated sparse measurement
vector using equation 2 are as follows y256x1= $256x%256 x
x256%1. Measurement matrix ¢ is generated with help of rand
function in MATLAB where input of rand function is length of
row data of watermark biometric image and length of sparse
coefficients. Then sparse measurement vector values y are
quantized using 256 uniform level quantizer to obtain the
encoded sparse measurement vector with 1 bits / level. The size
of encoded sparse measurement vector is 256 x 1. This
encoded sparse measurement vector is converted in to a matrix
of size 16 x 16 which is used as a watermark information. The
encoded sparse measurement vector is shown in figure 3.

BhSS Tt
Figure 3. Encoded Sparse Measurment Vector of watermark biometric

This watermark information is embedding into two LSB of
16 x 16 block size of host biometric image which is depending
on programmer. Because of this approach is provide
computational security to algorithm because of only
programmer is known which 16 x 16 blocksize of pixels of
host medium is modified according to encoded sparse
measurement vector of watermark biometric. The same
quantizer is used at detector side for decoding of sparse
measurement vector if not spoofing is detected. The result of
experimentation is summarized in Table 1 and figure 4 with
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PSNR and NCC of watermarked image as 69.24 dB and 1.00
respectively. Figure 4 shows that watermarked biometric image
having high perceptual quality and figure 5 shows that
reconstruct watermark biometric image having high similarity
with original watermark image. Structural Similarity Measure
Index (SSIM) [24] used for finding similarity between original
watermark image and reconstruct watermark image at detector
side when biometric is not modified by imposter.

Figure 4. (a) Original Host Biometric Face Image; (b) Watermarked
Biometric Face Image with PSNR = 69.24 dB and NCC = 1.0

Figure 5. (a) Original Watermark Biometric Fingerprint Image; (b)
Reconstruct Watermark Fingerprint Image with SSIM = 99.62

Peak Signal to Noise ratio (PSNR), NCC and BER are used
as a quantitative measure for performance evaluation in term of
perceptual invisibility and fragility property of proposed
watermarking algorithm. The threshold value tBER is chose
0.1 for compare of sparse measurement vector for spoof
detection. Comparing the BER between the extracted and
encoded measurement vector is similar to comparing MSE
between the two images [12, 19].

For checking fragility of proposed scheme, different attacks
like JPEG compression (Quality factor Q = 90), Gaussian noise
(mean = 0, variance = 0.001), Salt & Pepper noise (density =
0.005), Speckle noise (variance = 0.004), Median Filter (size =
3 x 3), histogram equalization and cropping applied on
watermarked image. Results shows in table 1 is indicate that
the proposed scheme is shows robustness against cropping and
salt & Pepper noise attack and not robust against JPEG
compression, Gaussian noise, Speckle noise, Median filter and
Histogram equalization attack which indicated that this
proposed scheme having property of semi-fragility.

TABLE I. QUANTITATIVE MEASURES OF PROPOSED SCHEME
Attacks P(?j';;? NCC BER Decision
No Attack 69.24 1.00 00 Authentic
JPEG Compression 49.04 1.00 118 Unauthentic
Gaussian Noise 30.00 0.99 133 Unauthentic
Salt & Pepper Noise 28.27 0.99 00 Authentic
Speckle Noise 29.77 0.99 136 Unauthentic
Median Filter 52.09 1.00 58 Unauthentic
Histogram Equalization 21.39 0.98 167 Unauthentic
Cropping 27.26 0.99 00 Authentic




BER values in table 1 is indicates that watermark biometric
image is declared not spoof and authentic only if BER value is
less than 0.1 for comparison of extracted sparse measurement
vector and encoded sparse measurement vector considering all
attacks on watermarked image otherwise biometric image is
spoof or modified by imposter.

In order to show the effect of proposed watermarking
scheme on biometric system, face matching algorithm
described in [20, 21] used for face recognition and fingerprint
matching algorithm described in [25, 26] used for fingerprint
recognition which gives Euclidean distance between query
biometric image and its closest match in database. Here stored
150 watermarked versions of face images and 150 reconstruct
versions of fingerprint images is generated using proposed
scheme in a database. The threshold distance selected 1500 for
face recognition and 1000 for fingerprint recognition. The
accuracy of face and fingerprint recognition is 100 % before
applying proposed scheme and after applying proposed scheme
is 100 % which shows that proposed scheme does not effect on
performance of biometric system.

The computational security of proposed scheme is excellent
compare to existed scheme in [7, 14] after applying bit plane
slicing attack on watermarked image because when bit plane
slicing attack is applied on watermarked biometric image
generated using scheme described in [7, 14] then secure
watermark information is easy retrieved by imposter which is
shown in figure 6(a). When bit plane slicing attack is applied
on watermarked biometric image using proposed scheme then
secure watermark information is not retrieved by imposter
which is shown in figure 6 (b) because of two reasons. First
reason is that instead of watermark pixels, embed sparse
measurement vector of watermark and second reason is that
sparse measurement vector of watermark information embed
into particular block of host biometric medium instead of all
pixels of host biometric medium.

A

(b)

Figure 6. (a) Bit Plane Representation of Watermarked Image generated
using Scheme described in [7, 14]; (b) Bit Plane Representation of
Watermarked Image generated using Proposed Scheme
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V. CONCLUSION

This paper shows a semi-fragile watermarking scheme
using compressive sensing theory for spoof detection of
biometric template. The encoded sparse measurement vector of
secure watermark fingerprint image used as a reference data.
This reference data may be destroyed by imposter than secure
watermark biometric data recovery is not possible at detector
side which is indicated spoofing or modification of template is
done by imposter. Proposed scheme is partially robust against
salt & pepper noise and cropping attack. The computational
security of proposed scheme is excellent compare to existed
scheme in [7, 14] after applying bit plane slicing attack on
watermarked image. The proposed scheme is compared with
existed scheme which is described in [7, 10, 11 and 14] shows
that proposed scheme provide more quality perceptual to
biometric template in term of PSNR values and computational
security because of compressive sensing framework. The
comparison of proposed scheme with existed scheme in
consideration of various features is given in table 2.

TABLE Il COMPARISON OF PROPOSED SCHEME WITH EXISTED SCHEME
IN [7], [10], [11] AND [14]
Scheme Bedi Zhang
Features in[7]& | Schemeet | Scheme et Psr gﬁ:r;eed
[14] al. [10] al. [11]
Type Robust Robust Fragile Semi-fragile
PSNR (dB) 46.37 40 37.90 69.24
Three bit of
8x8DCT
No. of LSB One One block of Two
image
Standard Any
Host Medium image or S}ﬁ:\:agd S}ﬁ:\:agd biometric
video 9 9 image
Encoded
Random Logo or measurement
mwf?)tfr:]?t?g:\ numbers standard R?;iﬁm vector of
or logo image biometric
image
COnngqu?ittuonal No such PSO CSTheory | CS Theory
Achiev e)é scope Algorithm | Framework Framework
Authentication
through No such No such No such .
Template scope scope scope Possible
Matching
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