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Abstract—With the advancement in the field of information technology, many users have share their files on cloud are bound to have many 

security related issues. One of them is password file.  Password files have got more security problems which affect millions of customers 

worldwide as well as many organizations. In Existing system, password is stored in the encrypted form, if password stolen, then by cracking of 

password technique and decryption method which very easy to get most of plaintext and encrypted passwords. In propose work, it generates 

honeyword passwords i.e. untrue passwords by using flawlessly honeyword generation way, and also it tries to invite prohibited or unauthorized 

users. Hence we notice the illegal users. Here also protects original info from illegal users using other file format. 
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I. INTRODUCTION 

Today, most of the companies and software industries store 

their operational/transactional data in databases like ORACLE 

or Mysql or may be others. So, an entry point of scheme 

requires user names and password, those are kept in encrypt 

format in database. If password whipped the by using 

password cracking method most plaintext password is 

achieved.  To avoid this two issues are there which should be 

considered to overcome these security problems:  

1. Passwords should protected by appropriate algorithm 

2. Secure systems detect entry of illegal user in system.  

In proposed work it focuses on honeyword. Administrator 

deliberately makes customer account with established dummy 

account called as honeypot account and notices password 

disclosures.  

For user improper logins with some password which results in 

honeypot accounts which is nothing but malicious behavior is 

identified. The system creates password in plane text, and kept 

it along fake passwords. We examine honeyword and give 

some comments on security. When illegal user try to enter 

systems and try to access database, alarm is fired and sends 

warning to admin, since the time illegal users catch decoy 

document i.e. fake and admin take actions on illegal user. 

II. LITERATURE SURVEY 

This [1] study analyzed security of honeyword scheme and 

notice flaws which need to control earlier success of 

realization of systems. This also shows that strong point of 

honeyword directly rest on algorithm selected. Flatness of 

algorithm controls chance of unique password out of 

respective sweet words. Also it is having some disadvantage 

that DoS opposition of chaffing-by-tweaking is weaker and 

flatness is quizzed by weaknesses of chaffing-by-tweaking 

techniques which accepted by creators. It also believes that it 

would not consider as substitute methods due to predicted 

nature and DoS weakness. 

In article[2] spite of all reports of WEB security breaks over 

years, together with current attack on Google's service, some 

people responded to break with sign. Rendering to novel 

analysis, out of five users chooses to leave numerical 

equivalent of key underneath doormat: they select simple, 

simply predicted password alike "abcd1234," "ilikeyou" or 

"password" to defend data. That proposes hacker can easily 

breakdown by trying common password. Because of incidence 

of computers and networks, hacker fire off mass number of 

passwords estimates per minute. 

This article [3] presents approach to secure individual and 

commercial info in system. It also proposes observing info 

access by summarize users to define and when a malicious 

insiders are illegally try to accesses someone’s document in 

system services. Fake or Decoy document stowed in system 

along with users actual data also serve as a sensor to notice 

illegal access. Once illegal info access is suspected, later 

confirmed, with the challenges question for instances, we 

drown malicious insiders with bogus info in order to weak or 

distract user’s actual data. Such defensive attack that trusts on 

deception technologies could deliver unparalleled level of 

security in systems and in common network models. 

 

Article [4] is selecting effective word mangling rule to usage 

during performance of dictionary based passwords cracking 

attacks can difficult tasks. This paper discusses novel methods 

which generates passwords structure in maximum probability 

orders. First create probabilistic context free grammars base on 

the training sets of earlier disclose password. The grammars 

then allow us to produce words mangling rule, and from 

which, passwords guesses are used in password crackings. We 

show that such approach appears to deliver effective method 

for cracking the password which is compared to outdated 

methods by trying tools and technique on actual password set.  

 

Article [5] summarized best deal of info on history of 

honeypot and decoy for usage in protection of systems. There 

is great contract to know how trickery used in past, and seems 

quite strong that there is more to distinguish regarding 

dishonesty in future. The info defense fields have 

progressively persistent need for the innovation that changes 

balances between attacks and defenses. It clears from 
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deception technique s have demonstrated capability to growth 

attackers work load and decrease attackers effectiveness, and 

while reducing guard efforts vital for detections and provides 

considerable rises in defenders understandings of attackers 

capability and intents. 

III. SYSTEM ARCHITECTURE 

A. Existing Work. 

The existing system has any one of the following set of 

Honeyword Generation: 

It shares in two sets:  

1. It consists of legacy UI (user’s interface) events and  

2. Another one contains modified UI events whose 

password changes UI which adapted to let improved 

password/honeyword generation.   

Take-a-tail method is given as example of the second category. 

According to this approach arbitrarily particular tail is created 

for customer to add suffix to go into passwords and 

consequence converts new password. For case, let customer go 

for password prash01, and system let suggest ’403’ as tail. 

Now password converts prash01403.  

 

 
 

Fig. 1: System Architecture of Proposed system overview  

B. Proposed System 

The proposed work is based on the security aspect of using 

Hybrid scheme which is explained below. 

 

It contains of grouping of chaffing with password and chaffing 

by tweaking digit. By expending such method, arbitrary 

passwords produce for tweaking digit to produce Honeywords. 

Work shows to make hybrid legacy- UI structure which 

combines chaffing-with-a-password-model with chaffing-by-

tweaking digits. We undertake password arrangement strategy 

which needs atleast 1 digit, so tweaking digits is possible. 

Here is hybrid system: 

 

1. Use chaffing-with-a-password-model on user-supplied 

password p to generate a set of a (≥ 2) seed sweetwords W0, 

one of which is the password. Some seeds may be “tough 

nuts.”  

 

2. Apply chaffing-by-tweaking-digits to each seed sweetword 

in W0 to generate b (≥ 2) tweaks (including the seed 

sweetword itself). This yields a full set W of k = a × b 

sweetwords.  

 

3. Randomly permute W. Let c(i) be the index of p such that p 

= wc(i), as usual. 

The other method of tweaking first and then chaffing-with-a-

password-model would reveal p to opposition as only tweaked 

password. 

As example, supposing system have a = 3, b = 4, and k = 12.  

List W look as: 

abacad513 snurfle672 zinja750  

abacad941 snurfle806 zinja802  

abacad004 snurfle772 zinja116  

abacad752 snurfle091 zinja649 

 

Since hybrid technique is legacy UI, attains outstanding 

flatness underneath sensible assumptions, and delivers 

opposition to DoS attack, it is suggested honeyword 

generation technique. 

IV. MATHEMATICAL MODEL 

The proposed system can be denoted using set theory as 

below, 

1. U is the set of Users 

U= u1, u2, u3, where U is main set of Users like u1, u2, 

u3…ui 

2. g is the set of password 

g= g1, g2, g3 where g is set of Cluster Head g1, g2, g3.., gi 

3. X is Honey Set correspond to users U. 

4. H(g) is the Hash value function correspond to the password. 

 

System firstly checks whether entered password, g, is correct 

for the corresponding username u. To accomplish this, firstly 

the Xi of the corresponding ui is attained from the F1 file. 

Then, the hash values stored in F2 file for the respective 

indices in Xi are compared with H(g) to find a match.  

 

If a match is not obtained, then it means that g is neither the 

correct password, nor one of the honeywords, i.e. login fails. 

On the other hand, if H(g) is found in the list, then the main  

server checks whether the account is a honeypot. If it is a 

honeypot, then it follows a predefined security policy against 

the password disclosure scenario.  

 

Notice that for a honeypot account there is no importance of 

the entered password is genuine or a honeyword, so it directly 

manages the event without communicating with the 

honeychecker. If, however, H(g) is in the list and it is not a 

honeypot, the corresponding j ϵ Xi is delivered to 

honeychecker with username as < u ; j > to verify it is the 

correct index. Honeychecker controls whether j = ci and 

returns the result to the main server. At the same time, if it is 

not equal, then it assured that the proffered password is a 

honeyword and adequate actions should be taken depending 

on the policy. 

A suitable choice of factors is a = b = √ k 

We undertake choice in telling possessions of hybrid system, 

concretely, a = b = 10 is conceivable choice, which given T(p) 

≥10. 

A challenger has whipped F and predicts honeyword, will be 

trapped with chance 

1 − 1/a = 1 − 1/ √ k. (For a = b = 10, this is 90%.) 

 

Reminder that system is only flat if together flatness 

circumstance is hold. If whichever circumstance is 

encountered, system is still secure: it’s protected for 
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 e = 1/ min (a, b) = 1/ √ k. (For a = b = 10, 

A challenger caught by 90% probability.) Since the hybrid 

technique is legacy UI, attains outstanding evenness 

underneath sensible assumptions and gives resistance to the 

DoS attack which is our suggested honeyword method. 

V. ALGORITHM 

Step1: Start 

Step2: Enter the user name 

Step3: if (username!=true) go to step8 

Step4: Enter the password 

Step5: if(password!=true) go to step8 

Step2: Enter the answer of Question 

Step3: if(answer!=true) go to Step8 

Step6: Enter the OTP 

Step7: if(OTP!=true) go to step8 

Step8: Create the honeyword i.e; false password using SHA-1 

Algorithm. 
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CONCLUSION 

     Here we analyzed security of honey words scheme and try 

to find number of faults which need to handled beforehand 

effective realizations of scheme which is in use. We pointed 

that strengths of honey words scheme depends on generation 

algorithms, i.e. flatness of originator algorithms decides 

chances of unique correct password respective of sweet word. 

We also defined reactions strategies in the case of honey 

words entrance can exploit by opponent to realize DoS attacks. 

This is serious risk if chance of rival in hitting honeywords 

given the respective password is not negligible. To combat 

such a problem, also known as DoS resistance, low probability 

of such an event must be guaranteed. This can be achieved by 

employing unpredictable honey words or altering system 

policy to minimize this risk. Hence, we have noted that the 

security policy should strike a balance between DoS 

vulnerability and effectiveness of honey words. We propose to 

use the hybrid method. Since the hybrid technique is legacy 

UI, attains outstanding evenness underneath sensible 

assumptions and gives resistance to the DoS attack which is 

our suggested honeyword method. 
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