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Abstract— Each individual in the planet are mobile phone users in fact smart-phone users with android applications. So, due to this 

attractiveness and well-known concept there will be a hasty growth in mobile technology. And in addition in information mining, mining the 

required information from a fastidious application is exceptionally troublesome. Consolidating these two ideas of ranking frauds in android 

market and taking out required information is gone exceptionally tough.The mobile phone Apps has developed at massive speed in some years; 

as for march 2017, there are nearby 2.8 million Apps at google play and 2.2 Apps at Google Apps store. In addition, there are over 400,000 self-

governing app developers all fighting for the attention of the same potential clients. The Google App Store saw 128,000 new business apps alone 

in 2014 and the mobile gaming category alone has contest to the tune of almost 300,000 apps.  

Here the major need to make fraud search in Apps is by searching the high ranked applications up to 30-40 which may be ranked high in some 

time or the applications which are in those high ranked lists should be confirmed but this is not applied for thousands of applications added per 

day. So, go for wide examination by applying some procedure to every application to judge its ranking. Discovery of ranking fraud for mobile 

phone applications, require a flawless, fraud less and result that show correct application accordingly provide ranking; where really make it 

occur by searching fraud of applications. They create fraud of App by ranked high the App by methods using such human water armies and bot 

farms; where they create fraud by downloading application through different devices and provide fake ratings and reviews. So, extract critical 

data connecting particular application such as review which was called comments and lots of other information, to mine and place algorithm to 

identify fakeness in application rank. 

Keywords - mobile application; fraud detection; ratings and reviews. 
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I. INTRODUCTION 

A. DIGITAL MEDIA 

Google Play (formerly Android Market) is 

a digital sharing service operated and developed by Google. 

It functions as the reputable app shop for the Android 

operating system, allowing users to browse and download 

packages developed with the Android software development 

package (SDK) and posted via Google. Google Play 

additionally functions as a virtual media store, imparting 

music, magazines, books, films, and television applications. 

It formerly supplied Google hardware devices for buying  

till the beginning of a separate on line hardware retailer, 

Google save, on March 11, 2015. 

Applications are accessible through Google Play at 

no cost of charge. They can be downloaded from Android 

device through the Play Store or by deploying the 

application to a system from the Google Play website. 

Applications exploiting hardware abilities of a device will 

focus on users via particular hardware components, such as 

a motion sensor (for motion-dependent games) or a front-

facing camera (for online video calling). The Google Play 

store had 82 billion app downloads and has reached over 2.7 

million apps published in 2017. It has been the theme of 

multiple issues concerning to security, in which malicious 

software has been approved as standard and uploaded to the 

store and downloaded by users, with unreliable levels of 

severity. 

Google Play was once launched on March 6, 2012, 

bringing collectively together the Android Market, Google 

Music, and the Google eBook store under one kind, marking 

a shift in Google's digital distribution approach. The 

services working under the Google Play standard 

are: Google Play Books, Google Play Games, Google Play 

Movies & TV, Google Play Music, and Google Play 

Newsstand. Following their rebranding, Google has slowly 

improved the geographical help for all of it’s services. 

B. ANDROID App MARKETS 

Commercial achievement of Android app market 

such as Google Play and the incentive model they offer to 

popular apps, create them interesting targets for fraudulent 

and malicious behaviors. Various fraudulent developers 

dishonestly boost the search rank and fame of their apps 

(e.g., via fake reviews and bogus installation counts), while 

malicious developers make use of app markets as a launch 

pad for their malware. The impulses for such behaviors are 

for: app popularity surges translate into economic benefits 

and expedited malware proliferation. 

On daily basis, an app leader board can be updated 

by app store which display chart rankings of most admired 

apps, also it is an inspiring thing to make encouraged the 

growth of mobile apps. In fact, for promoting mobile phone 

Apps, leader board of apps is the mainly important way of 

up gradient in the market. An app should be ranked 
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advanced depending upon how its chart of growth raise and 

progressively it can create number of downloads and 

ultimately high income. There were dissimilar ways to 

promote Apps in order to get peak position in App leader 

boards, the official one is white hat basis to promote their 

App to get famed and alternately more number of 

downloads. But there are also some illegal ways say black 

hat basis for bumping up the App by using some unreliable 

means used by fraudulent App developers to get famed in 

some short time period. This technique generally 

implements ―internet bots‖ or ―human water armies‖ to 

expand the App downloads ratings and reviews with-in a 

small time period. Some are required points that are to 

restrict fraud, showed as given two constraints. The first 

restriction is that an app can be rated only one time from a 

user login and the second is implemented with the support 

of IP address that restricts more number of users to log in 

one day. Finally, the proposed system will be evaluated with 

actual real world App data which is to be collected from the 

App Store for a long-time period called collected historic 

records. In the existing system, from the collected historic 

records, the peak event and leading session of an app is 

determined. The two main steps for mining leading sessions 

are as follows: First, need to notice leading events from the 

App’s historical ranking records. Second, need to combine 

adjacent leading events for constructing leading sessions. 

Careful inspection shows that the mobile Apps are not 

constantly at top most places in leader board. But only in 

some time period called leading event which form different 

leading sessions means ranking fraud mostly arise in this 

leading session. 

Then from the person’s hypercritical feedbacks, 

three distinct kind of evidences are gathered namely ranking 

based evidence, rating based evidence and review based 

evidence. As the project based on evidences collected from 

app data; the one of the mostly judgment by people is rating 

based evidences which can be used to rate the app while 

downloading it or rate it later seeing its performance. It is 

significant proof to judge the app. But as discussed above 

there are some techniques with help of which the rating can 

get increases by doing fraud. So, another judged evidence 

based technique is review based evidence; which finds the 

exact specification of app whether it is good or bad app to 

download. In Review Based Evidences, in addition to 

ratings, most of the App stores additionally permit 

customers to write some textual remarks as App reviews. 

So, people may sure about downloading that particular app 

by reading comments specified in review part and also give 

their view about that app. Due to more number of apps, it is 

tough to search ranking fraud for each and every apps; so, it 

is main to have a scalable way to mechanically aware of 

finding ranking fraud without using any benchmark 

information.  

C. ANDROID MALWARE DETECTION 

In recent years, smart phones have experienced 

unstable growth. Gathered reports suggest that worldwide 

Smartphone sale in 1/3 quarter of 2011 reached 115 million 

units, an increase of 42 percent from 0.33 quarter of past 

years. CNN similarly shows that smart phone shipments 

have tripled in the precedent three years. Not surprisingly, 

multiple smart phone platforms are varying for authority on 

these mobile devices. At present, Google’s Android 

platform has been overtaken by Symbian and iOS to become 

the most famous smart phone platform, being established on 

more than half (52.5%) of  all smart phones shipped. The 

performance of different malware families is provided in 

later sections.  

 

D. Trojans  

          Trojans emerge to a user as a benign app. In fact, they 

essentially steal the user’s private information without the 

user’s knowledge. Such apps can easily get right of entry to 

the browsing history, messages, contacts and gadget IMEI 

numbers etc. of victim’s device and take this information 

besides the permission of user. Fake Netflix is a case of such 

malwares that propose user interface identical to original 

Netflix app and gather the client’s login credentials. SMS 

Trojans exploit the finest services to incur monetary loss to 

the victim. Fake player is a well-known SMS Trojan that 

sends messages to premium rate numbers without user 

awareness. Zone and Android honey are additional 

examples of such SMS Trojan apps. Malwares also capture 

the user’s banking information such as account number and 

password. Zitmo and Spitmo Trojans are designed to take 

the user’s mTANs (Mobile Transaction Authentication 

Number) which then complete the transactions silently.  

E. Backdoors  

Backdoors make use of the root exploits to grant 

root privileges to the malwares and aid them to hide from 

antiviruses. Rage against the cage (RATC) and Zimperlich 

are the pinnacle root exploits which get full-control of 

device. DroidKungFu uses root exploits, Exploid and Rage 

against the cage, in an encrypted form. When DroidKungFu 

executes, it first decrypts and launches the root exploits. If 

the root exploit achieve to gain control over device and root 

privilege, the malware turn to perform any operation on the 

device yet the installation of applications maintain the 

person unaware of this act.  

 

F. Worms  

Such malwares create copy and share them over the 

network. For example, Bluetooth worms multiply malware 

through the Bluetooth community by distributing copies of 

it to the paired devices. Android.Obad.OS is an example of 

Bluetooth worm.  

 

G. Spyware  

Nickspy  and GPSSpy are the examples of spyware 

apps which visible as benign app, but it actually monitors 

the user’s secret information such as messages, contacts, 

bank mTANs, place etc. for some undesirable consequences. 

Personal spywares can deploy the malicious payload except 

the victim’s knowledge. It sends the user’s information such 

as text messages, contacts etc. to the invader who installed 

that software on victim’s machine. 

 

H. Botnets 

Botnet is a network of compromised Android 

devices. Botmaster, a remote server, controls the botnet 

through the C&C network. Geinimi is one of the Android 

botnets.  
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I. Ransom wares 

Ransom ware prevents the user from accessing 

their data on device by locking the machine, until ransom 

amount is paid. Fake Defender, a malware that masquerades 

itself as avast!, an antivirus. It locks the victim’s device and 

forces the user to give ransom amount to unlock the 

machine.  

 

J. Risk wares 

Risk wares are the lawful software exploited by the 

malicious authors to minimize the performance of 

computing device or to damage the record e.g., delete, copy 

or modify etc.  

Table below shows the top malware types detected 

in 2015 by Trend Micro. 

Malware 

types 

Threat 

Percentag

es 

PUAs 50% 

Adware 27% 

Trojans 22% 

Riskwares 11% 

SMSsenders 7% 

Downloader’s 3% 
 

TABLE 1: TOP ANDROID MALWARE   TYPES 

K. Information Extraction 

Compromises the system and steals individual 

records such as IMEI number, user’s non-public 

information, etc. 

 

L. Automatic Calls and SMS 

User’s phone bill is increased by making calls and 

sending SMS to some premium numbers. 

M. Root Exploits 

The malware will get system root privileges and takes power 

of the system and modifies the information. 

 

N. Search Engine Optimizations 

Artificially search for a word and simulate clicks 

on centered websites in order to elevate the income of a 

search engine or to amplify the traffic on a website. 

 

O. Dynamically Downloaded code 

An installed benign application downloads a malicious code 

and deploys it in the portable devices. 

 

P. Covert channel 

A defenselessness in the devices that facilitates the 

information leak between the processes that are not 

supposed to share the information. 

 

Q. Static Analysis 

In static analysis, the features are extracted from 

the application file without executing the application. This 

technique was resource and time efficient as the application 

is no longer executed. But at the same time, this evaluation 

suffers from code obfuscation techniques. Malware authors 

employ to evade from static detection techniques. One of 

famous evasion technique is the Update Attack: a benign 

application is installed on the mobile device and when the 

application receives an update, the malicious content is 

downloaded and installed as part of the update. This cannot 

be detected by static analysis techniques which will scan 

only the benign application.  

 

R. Dynamic Analysis 

It used Droidbox, a tool to check the application 

real time, to dynamically examine the performance of 

android applications. IP address of the source is extracted 

from the network traffic after then application is run in a 

sandbox environment. The research concentrated only on 

the network characteristics of the malwares leveraging the 

fact that they will find their next target soon. The extracted 

IP address is used to find the spatial address using external 

services and to find out the uniformity of geographic 

distribution of the hosts because infected hosts will spread 

worldwide.  

After extracting the features, a MxN APP-GEO 

Matrix is constructed with M representing the android 

applications (rows) and N network features. ICA 

(Independent Component Analysis) to mine the latent 

concept or sparse from the noisy spamming data.Weka and 

FastICA, the two open source libraries to evaluate the 

model. A total of 310 malware samples were used and they 

could reach about 93% accuracy rate.  

 

S. Hybrid Analysis 

The hybrid methodology involves combining static 

and dynamic features gathered from analyzing the 

application and extracting information while the application 

is in use. Though it could enhance the accuracy of the 

detection rate, it makes the system cumbersome and analysis 

of the process time consuming.  

 

II. LITERATURE REVIEW 

A. CROWDTURFING FOR FUN AND PROFIT 

Popular Internet service offerings in current years 

have revealed that remarkable things can be executed by 

means of harnessing the control of the masses using crowd-

sourcing systems. However crowd-sourcing systems can 

additionally create a real task to existing security 

mechanisms deployed to guard Internet services. Many of 

these protection strategies rely on the assumption that 

malicious activity is generated robotically by using 

computerized programs. Thus they would operate badly or 

be easily bypassed when attacks are generated by actual 

users working in a crowd-sourcing system. Through 

measurements, it indicates shocking evidence showing that 

not only do malicious crowd-sourcing systems exist, but 

they are rapidly growing in both user base and total income.  

Use entire crawls to extract facts about the size and 

operational structure of these crowdturfing systems. 

Examine details of campaigns offered and performed in 
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these sites, and assess their end-to-end efficiency by running 

active, benign campaigns of own. Finally, study and 

evaluate the source of personnel on crowdturfing websites in 

different countries. Results reveals that campaigns on these 

systems are effective at reaching users, and their ongoing 

growth poses a concrete threat to online communities. 

Major evidence of these systems were found in a 

number of countries, including the US and India, but focus 

on two of the largest crowdturfing systems with readily 

available data, both of which are hosted in and targeted 

users in China. From anecdotal evidence, discover that these 

systems are familiar to young Internet users in China, and 

have persisted despite threats from law enforcement 

agencies to shut them down. Unexpected evidences were 

determined displaying that now not only malicious crowd-

sourcing systems exist, but they are quickly increasing in 

both user base and profits.  

Because of their similarity with both traditional 

crowd-sourcing systems and as torturing behavior, they are 

called as crowdturfing systems. More specifically, define 

crowdturfing systems as systems where customers begin 

―campaigns,‖ and a major number of users obtain financial 

compensation in exchange for performing simple ―tasks‖ 

that go against accepted user policies. [2] 

 

B.SCALABLE AND ACCURATE ZERO-DAY ANDROID 

MALWARE DETECTION 

Smartphone sales have recently experienced 

explosive growth. Their fame also encourages malware 

authors to enter various mobile marketplaces with malicious 

applications (or apps). These malicious apps hide with in 

other  normal apps, which makes their detection difficult. 

Existing mobile anti-virus software are not sufficient in their 

reactive nature by relying on identified malware samples for 

signature mining. It describes a proactive technique to spot 

zero-day Android malware. Without relying on malware 

samples and their signatures, this scheme is stimulated to 

evaluate possible security risks posed by means of these 

untrusted apps. Specifically, an automated system called 

RiskRanker to scalably have a look at a particular app that 

exhibits risky behavior (e.g., launching a root exploit or 

sending background SMS messages). The output is then 

used to make a prioritized list of reduced apps that merit 

further investigation. When applied to investigate 118, 318 

total apps accrued from diverse Android markets over 

September and October 2011, the method takes less than 

four days to process all of them and successfully reviews 

3281 risky apps. Among these reported apps, it efficiently 

uncovered 718 malware samples (in 29 families) and 322 of 

them are zero-day (in 11 families). These results show the 

effectiveness and scalability of RiskRanker to police 

Android markets of all stripes. 

The availability of feature-rich applications (or 

simply apps) is one of the key selling points that these 

mobile platforms advertise. By making it suitable for app 

developers to develop and publish apps, and simple for users 

to locate and install these apps, platform providers hope to 

set up a positive feedback loop in which apps will further 

attract users to their platforms, which in turn drive 

developers to extend more apps. Various organizations, 

therefore, have created app stores to assist this process. 

Platform providers have a tendency to present official 

distribution services such as Google’s Android Market1 or 

Google’s App Store. Cellular carriers also offer their own 

markets and stores, such as AT&T’s AppCenter. Moreover, 

there are third-party markets, ranging from publishing giant 

Amazon’s Appstore to small, specialty markets like 

Freeware Lovers. A proactive format is proposed to spot 

zero day Android malware by scalably and perfectly sifting 

through the huge number of untrusted apps in existing 

Android markets, together with both official and alternative 

ones. Without relying on malware specimens (and their 

signatures), the scheme is motivated and they are designed 

to measure potential security dangers posed by means of 

these untrusted apps. Specifically, split potential risks into 

three categories: high-risk, medium-risk, and low-risk. 

High-risk apps make use of platform-level software 

vulnerabilities to compromise the smart-phone integrity 

except suitable approval from users. Medium-risk apps do 

not make use of software vulnerabilities, however cause 

users monetary loss or disclose their sensitive information. 

For example, these apps may illicitly subscribe to top rate 

services to the user. Low-risk apps are similar, but milder; 

they may gather device-specific or generic, generally 

readily-available personal information.[3] 

The phenomenal enlarge of the Android platform in 

the previous years made it a worth-while target of malicious 

application (app) developers. There are numerous instances 

of malware apps that send top rate SMS messages, track 

users’ non-public data, or apps that, even if not 

characterized as malware, conduct disputed actions affecting 

the user’s privacy or costing them money. Examine the 

opportunity of usage of each of  the permissions ,an app 

requests, the class of the app, and what permissions are 

requested by other apps of same type to better notify users 

whether the risks of installing an app is commensurate with 

its estimated gain. Existing approaches consider only the 

risks of the permissions requested by an app and ignore both 

the benefits and what permissions are requested by other 

apps, thus having a restricted effect. Various risk signals are 

assessed using two datasets, one of the risk signal consists of 

158,062 Android apps from the Android Market, and 

another risk signal consists of 121 malicious apps. 

Effectiveness of the proposal is demonstrated through 

extensive data analysis. 

 An efficient risk signal is a signal that: (1) has a 

easy semantic meaning that is simple to understand by both 

the users and the developers; (2) is triggered through a small 

proportion of apps; and (3) is triggered through various 

malicious apps. When a customer observes that a risk signal 

is triggered by an app, understanding the reason helps the 

customer makes the selection whether or not to use the app. 

When a developer observes that the app triggered a risk 

signal, understanding the reason help the developer to make 

a conclusion whether or not  the app can be changed to not 

raise the signal. This approach takes into account both the 

advantage and the risk present with installing an app to 

create a more effective risk signal. Specifically, capture the 

benefit of an app by using the category and sub-category of 

the app. The Android Market at present split  apps into 

―Games‖ and ―Applications‖, which are further separated 

into 8 and 26 sub-categories, respectively.     
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 A successful way to capture risk includes the 

occurrence of the permissions across apps with similar 

functionality. The examination is that if a permission 

requested by an app is also requested by a large number of 

applications with similar functionality, then the permission 

is more likely to be needed and the risk related with 

installing the app is smaller. On the other hand, if a 

permission requested by an app appears to be requested by a 

very small number of applications with similar functionality 

then the risk of allowing the permission by installing the app 

is higher. [4] 

C. PROBABILISTIC GENERATIVE MODELS FOR 

RANKING RISKS OF ANDROID APPS 

One of Android’s core protection methods against 

malicious apps is a risk communication method which, 

before a user installs an app, warns the user about the 

permissions the app requires, trusting that the user will make 

the correct judgment. This approach has been shown to be 

useless as it presents the risk information of every app in a 

―stand-alone‖ fashion and in a way that needs too much 

practical awareness and some time to extort valuable 

information. Begin the notion of risk scoring and risk 

ranking for Android apps, to build up risk communication 

for Android apps, and recognize three desired data for an 

efficient risk scoring scheme. Probabilistic generative 

models are used for risk scoring schemes, and recognize 

several models, ranging from the simple Naive Bayes, to 

advanced hierarchical mixture models. Experimental results 

carried out using real-world datasets reveal that probabilistic 

general models considerably do better than other existing 

approaches, and that Naive Bayes models give a promising 

risk scoring approach. 

Research on effective risk communication for 

mobile devices is carried out. The focal point is on the 

Android platform. The Android platform has emerged as 

one of the fastest ever rising operating systems. In June 

2012, Google showed that 400 million Android devices have 

been activated, with 1 million gadgets being activated daily. 

An growing wide variety of apps are offered for Android. 

The Google Play (formerly known as Android Market) 

crossed 15 billion downloads in May of 2012, and was 

adding about 1 billion downloads per month during Dec 

2011 to May 2012. Such a broad user base coupled with 

ease of developing and sharing applications makes Android 

an attractive target for malicious application developers that 

seek individual gain while costing users’ money and 

invading users’ privacy. Examples of malware activities 

accomplished by malicious apps includes stealing of user’s 

private data and sending SMS messages to top rate numbers. 

Currently, risk signals primarily based on the set of 

permissions, an app requests have been proposed as a 

mechanism to enhance the existing warning method for 

apps. In inquiring for certain permission or combinations of 

two or three permissions triggers a warning that the app is 

dangerous. In requesting a critical permission that is 

infrequently requested is viewed as a signal that the app is 

unstable.  

Probabilistic generative models were proposed to 

use for risk scoring. Probabilistic generative models have 

been used widely in a range of applications in machine 

learning, computer vision, and computational biology, to 

model complex facts. The foremost strength is to model 

functions in a large quantity of unlabeled information. Using 

these models, it is believed that some parameterized random 

procedure generates the app data and learn the model 

parameter based on the information. Then, calculate the 

probability of each app generated by the model. The risk 

score can be any function that is inversely related to the 

probability, so that lower probability interprets into a higher 

score.[5] 

D. MACHINE LEARNING APPROACHES 

Android OS is one of the broadly used mobile 

Operating Systems. The range of malicious applications and 

malwares are growing continuously with the wide variety of 

mobile devices. A great number of commercial signature 

based tools are presented in the market which avoids the 

penetration and distribution of malicious applications. 

Various researches have been performed which claims that 

traditional signature based detection system work well up to 

certain degree and malware authors use numerous strategies 

to evade these tools. So given this state of affairs, there is a 

growing need for an alternative, really tough malware 

detection system to complement and resolve the signature 

based system. Latest substantial research centered on 

machine learning algorithms that examine features from 

malicious application and hire those features to categorize 

and spot strange malicious applications. This study 

summarizes the evolution of malware detection strategies 

based on machine learning algorithms focused on the 

Android OS.  

Malware authors utilize many techniques to evade 

the detection such as (i) code obfuscation technique, (ii) 

encryption, (iii) including permissions which are not needed 

by the application, (iv) requesting for unwanted hardware’s, 

(v) download or update attack in which a benign application 

updates itself or update another application with malicious 

payload, which is tough to detect. This also encourages the 

need for new studies on other detection techniques, 

including machine learning techniques. Many studies have 

shown that machine learning algorithms to identify the 

malicious activities are successful in detecting them with 

very high accuracy. The regularly used static functions are 

the Permission and API calls. They are extracted from the 

application AndroidManifest.xml and control the malware 

discovery rate to a high extent, wide research has been made 

with these as features as well as combined with other 

capabilities extracted from meta-data available in Google 

Play-Store consisting of version name, version no., author’s 

name, last updated time, etc.,[6] 

With the current emergence of mobile platforms 

capable of executing complex software and the growing 

ubiquity of using mobile platforms in sensitive applications 

such as banking, there may be a growing risk related with 

malware focused at mobile devices. The complexity of 

detecting such malware gives precise challenges due to the 

poor resources presented and limited privileges granted to 

the person, but also present specific opportunity in the 

required metadata attached to each application. A machine 

learning based system is used for finding the malware on 

Android devices. System extracts some of the functions and 
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trains a One-Class Support Vector Machine in an offline 

(off-device) manner, in order to leverage the better 

computing power of a server or cluster of servers. 

Each APK needs to comprise a manifest record 

that, requests permission to access certain restricted 

elements of the Android working system. These elements 

include access to a variety of hardware devices (e.g. GPS, 

camera), sensitive capabilities of the operating system (e.g. 

contacts), and get right of entry to certain exposed parts of 

other applications. As an example, the permission 

―android.permission.INTERNET‖ needs the right to access 

the Internet, and ―android.permission.READ CONTACTS‖ 

needs the right to access the users phone contacts database. 

Mine the list of requested permissions and separate 

them into two groups: standard built-in permissions and 

non-standard permissions. For standard permissions, 

construct a binary vector where every entry corresponds to a 

built-in permission which is set to one if the application 

requests that permission, and zero otherwise. For non-

standard permissions, split the strings into three segments: 

the prefix (usually ―com‖ or ―org‖), the organization and 

product section, and the permission name. Ignore any 

occurrence of the word ―android‖ or ―permission,‖ which 

are ubiquitous. [7] 

 

E. PERMISSION USAGE TO DETECT MALWARE IN 

ANDROID 

The existence of smart phone devices has improved 

in lives which provide nearly the identical capability as a 

personal computer. Android devices have appeared these 

days and the number of programs available for this 

operating system has advanced exponentially. Google 

already has its Android Marketplace where applications are 

structured and it is far at risk to misuse. In fact, malware 

writers put in malicious applications into this market, but 

additionally among other different markets. Therefore, 

PUMA, a new method for detecting malicious Android 

applications via machine learning strategies by analyzing the 

extracted permissions from the application itself. In the last 

decade, users of these devices have experienced problems 

when installing mobile applications. There was not a 

centralized place where users could obtain applications, and 

they had to browse the Internet searching for them. When 

they found the application they wanted to install, the 

problems begin.  In order to guard the device and avoid 

piracy, numerous operating systems, such as Symbian, 

employed an authentication system based on certificates that 

brought some inconveniences for the users (e.g., they could 

not install applications regardless of having bought them). 

The platforms have used special approaches to 

protect against this type of software. In line with the reaction 

to the US Federal Communication Commission's July 

20093, Google applies a unique review technique made by 

at least two reviewers. In comparison, Android relies on its 

security permission system and at the the user's sound 

judgment. Unfortunately, users have usually no security 

awareness and they do not read required permissions before 

installing an application. Although both AppStore and 

Android Market include clauses within the terms of services 

that urge builders not to submit malicious software, both 

have hosted malware in their stores. To resolve this 

problem, tools are developed for removing malicious 

applications. Both models are inadequate to ensure user's 

safety and new models should have been incorporated in 

order to get better the security of the devices. Machine 

learning techniques were substantially carried out for 

classifying applications that are specifically targeted on 

generic malware detection. Besides, several strategies have 

been proposed to categorize applications specifying the 

malware class; e.g., Trojan, worms, virus; and, even the 

malware family.[8] 

 

F. DISCOVERING OPINION SPAMMER GROUPS BY 

NETWORK FOOTPRINTS 

Online reviews are useful resource for consumers 

to evaluate products/services on the Internet (e.g. Amazon, 

Yelp, etc.).But, fraudulent reviewers write false opinions to 

mislead users. To maximize their effect and share effort, 

numerous spam attacks are organized as campaigns, by a set 

of spammers. A new two-step approach is proposed to 

discover spammer groups and their targeted products. First, 

introduce NFS (Network Footprint Score), a new measure 

that quintiles the likelihood of products being spam 

campaign targets. Second, carefully devise Group Strainer to 

cluster spammers on a 2-hop sub graph induced by top 

ranking products. The efficiency and effectiveness of the 

technique are confirmed on both synthetic and real-world 

datasets from various domains with millions of products and 

reviewers. Find out the interesting strategies that spammers 

use through case studies of detected groups. 

 NFS (Network Footprint Score): A new graph-

based measure that quantizes the statistical 

distortions caused by spamming activities in well-

understood network characteristics. NFS is quick to 

compute and more dynamic to evasion than 

linguistic and behavioral measures, provided that 

spammers have only a partial view of the review 

network. 

 Group Strainer: A quick technique to group 

spammers on a cautiously promoted sub network of 

particularly suspicious products and reviewers. 

Group Strainer employs a hierarchical clustering 

algorithm that leverages similarity sensitive 

hashing to hurry up the merging procedures. The 

output is a set of spammer groups and their nested 

hierarchy, which facilitates sense making of their 

organizational structure, as well as validation by 

end analysts. 

 Neighbor diversity: The associates of a node in a 

real network are expected to consist of nodes with 

various behavior and stages of activity. As such, 

the neighbors should not be overly dependent on 

one another; alternatively, they should spread 

across various sources of varying quality or 

importance. As an instance, in social networks a 

person has friends with various degrees of 

popularity".  

 Self-similarity: Real-world networks are self-

similar; that is, parts of the network have functions 

similar to the entire network. In particular, the 

importance of the neighbors of a node follows a 
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skewed, power-law-like distribution, just as the 

case for all of the nodes in the complete 

network.[9] 

G. OPINION FRAUD DETECTION IN ONLINE REVIEWS 

BY NETWORK EFFECTS 

User-generated online reviews play a chief function in 

the victory of retail products, hotels, restaurants, etc. 

However, review systems are oftently targeted by opinion 

spammers who request to distort the best quality of a 

product via creating fraudulent reviews. A quick and 

efficient framework called FRAUDEAGLE, for spotting 

fraudsters and fake reviews in online review datasets. The 

technique has various advantages: (1) it exploits the network 

effect among reviewers and products, unlike the vast 

majority of existing methods that focus on review text or 

behavioral analysis, (2) it consists of two complementary 

steps; scoring users and reviews for fraud detection, and 

grouping for visualization and sense making, (3) it operates 

in  a completely unsupervised fashion requiring no labeled 

data, while it incorporates additional information if 

available, and (4) it is scalable for  large datasets as its run 

time grows linearly with network size. The efficiency of the 

framework is expressed on artificial and real datasets; where 

FRAUDEAGLE efficiently exhibits fraud-bots in a large 

online app review database.  

The opinion fraud detection problem is to spot the false 

reviews in online sites, given all the reviews on the site, and 

for every review, its text, its author, the product it was 

written for, timestamp of posting, and it’s star-rating. 

Typically no user profile information is available (or is self-

declared and cannot be trusted), while supplementary 

information for products (e.g. price, brand), and for reviews 

(e.g. number of (helpful) feedbacks) could be available 

depending on the site. 

    Finding opinion fraud, is a non-trivial and complex 

problem. Fake reviews are frequently written by 

knowledgeable professionals who are rewarded to write high 

quality, believable reviews. As a result, it is not easy for an 

average potential client to differentiate bogus reviews from 

truthful ones, just by looking at individual reviews text(Ott 

et al. 2011). As such, manual labeling of opinion is difficult 

and ground fact information is frequently unavailable, which 

makes training supervised models less attractive for this 

trouble. 

 Formulate the opinion fraud finding trouble as a 

network classification task on signed networks.  

 Present a novel framework that (1) employs a 

propagation-based algorithm that exploits the 

network effect for categorization, and (2) provides 

a review and analysis of results.  

 The proposed technique is (a) general; which can 

be carried to all varieties of review networks, (b) 

unsupervised; that can work without  prior 

knowledge, and (c) scalable; with its run time 

linear in network size. 

 Examine the technique compared to alternative 

methods on artificial and actual online app review 

data, where efficiently spot fake users and bots that 

unfairly alter product ratings.[10] 

H. ENUMERATING ALL MAXIMAL CLIQUES 

Consider the issues to get enhanced over all the existing 

algorithms, where it is both dense and sparse. Moreover, 

computational experiments provide an explanation that the 

algorithms for sparse graphs have appreciably good 

performance for graphs which are generated randomly and 

appear in real-world problems.  

One of the reasons is that there has been beginning 

to study the problems whose objective functions and/or 

constraints are difficult to be defined mathematically. For 

such problems, one of the simplest way is that first generate 

all the candidates (polynomially many candidates or as 

many candidates as computational resources can allow), and 

then choose one or a few from them according to a 

preference or plausibility relation which may be based on 

subjective intuition. For example, in data mining, the 

process above is usually used to find ―interesting‖ objects, 

since it is hard to define the term ―interesting.‖ Searching a 

webpage by keywords is another example. Search engines 

usually output the pages together with all or some keywords 

as the candidates of desired web pages. 

This addresses the two problems of (1) generating 

all maximal cliques (equivalently, all maximal independent 

sets or all minimal vertex covers) of a given graph and (2) 

producing all maximal bipartite cliques of a given bipartite 

graph. Seeing that cliques are essential graph objects, the 

problem of generating all maximal cliques is appeared as 

one of the central problems in the field of enumeration, and 

has involved considerable awareness in the past. The 

problems have not only theoretical interest, but also a 

number of potential applications in many areas. The next 

part presents two examples for generating all maximal 

bipartite cliques.[11] 

I. ENUMERATING PSEUDO CLIQUES  

The difficulty of finding dense structures in a given 

graph is quite basic in informatics consists of data mining 

and data engineering. Clique is a properly preferred version 

to represent dense structures, and broadly used due to its 

simplicity and simplicity in managing. Pseudo cliques are 

natural extension of cliques which are sub graphs acquired 

by disposing of small variety of edges from cliques. Outline 

a pseudo clique by using  a sub graph such that the ratio of 

the number of its edges in comparison to that of the clique 

with the equal number of vertices is not much less than a 

given threshold value. Concentrate on the difficulty of 

enumerating all pseudo cliques for given a graph and a 

threshold value. First show that it seems to be complicated 

to find polynomial time algorithms using straightforward 

divide and conquer approaches. Then, it is advised for a 

polynomial time, polynomial delay in precise, algorithm 

based on reverse search. The efficiency of the algorithm in 

practice was shown by computational experiments. 

Then, as a next step, people wanted to use a 

affluent model than cliques. In very sparse graphs, a sub 

graph containing most effectual small cliques may be taken 

into consideration as a dense structure if it has a lot of edges 

in comparison with others. If the data is incorrect so that 

some edges are missing, then a vertex set should be a clique 

will not be a clique. For robust computation, ―pseudo 

cliques‖ should be used. As an instance, such pseudo cliques 
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are used for web page clustering. Some other model is to 

define a pseudo clique by means of a sub graph that has at 

least a constant ratio of edges compared to a clique of the 

same size. Precisely, describe the thickness of a sub graph 

by the number of edges over the number of its vertex pairs. 

A sub graph is a pseudo clique if its density is not less than 

the particular threshold value. In this definition, the family 

of pseudo cliques no longer satisfies the monotone property. 

It is a drawback of this definition. On the other hand, small 

sub graphs are pseudo cliques only if they are cliques, since 

the limitation of the variety of edge removals changes as the 

size of sub graphs. This is an advantage of this 

definition.[12] 

J. SENTIMENT CLASSIFICATION USING MACHINE 

LEARNING TECHNIQUES 

Consider the problem of classifying documents not 

by the way of topic, but by using overall sentiment, e.g., 

figuring out whether a review is positive or negative. Using 

movie reviews as data, get that standard machine learning 

techniques definitively out-perform human-produced 

baselines. However, the three machine learning methods 

(Naive Bayes, maximum entropy classification, and support 

vector machines) that do not carry out properly on  

sentiment classification as on traditional topic-based 

categorization. Then wind up by examining factors that 

make the sentiment classification problem tricky. 

The aim was to check whether or not it suffices to 

deal with sentiment classification uniquely as a special case 

of topic-based categorization (with the two topics" being 

positive sentiment and negative sentiment), or whether 

special sentiment-categorization strategies need to be 

developed. Then experimented with three typical 

algorithms: Naive Bayes classification, maximum entropy 

classification, and support vector machines. The 

philosophies behind these three algorithms are quite 

dissimilar, but each has been proven to be efficient. 

 Observe the effectiveness of applying machine 

learning techniques to the sentiment classification problem. 

A tough issue of this problem that seems to distinguish it 

from traditional topic-based classification is that while 

topics are often identifiable by keywords alone, sentiment 

can be expressed in a more subtle manner. For example, the 

sentence ―How could anyone sit through this movie?‖ 

contains no single negative word. Thus, sentiment requires 

more accepting than the usual topic-based classification. So, 

apart from presenting the results obtained via machine 

learning techniques, examine the problem to achieve a better 

understanding of how difficult it is.[13] 

 

K. TERA-SCALE GRAPH MINING FOR MALWARE 

DETECTION 

Polonium is a scalable and helpful method for 

finding malware. Then evaluate it with the most anonym zed 

file submissions dataset ever available, which spans over 60 

terabytes of disk space. Formulate the problem of detecting 

malware as a large-scale graph mining and inference task, 

for which construct a giant bipartite graph of just about 1 

million nodes from the data, 48 million of which are users, 

and 903 million are files. Edges, denoting a file appearing 

on a machine, go beyond 37 billion. The method for 

identifying malware is to locate files with low reputation. 

Polonium algorithm calculates file reputation based on the 

speedy and scalable Belief Propagation algorithm (O(|E|)), 

which improves quality. With one iteration, this method 

attained 85% of true positive rate (in detecting malware). 

With more iterations, the true positive rate further improves 

for an additional 2%, which is a significant improvement 

given the baseline performance is already very good. Then 

detail significant design and implementation features of the 

method which enable its successful application on the 

dataset. Experimental observations are presented on 

characteristics and patterns in the large billion-node graph. 

Symantec introduced the new protection model that 

computes a reputation score for every application that users 

may encounter, and protects them from files with poor 

name. Good applications which are used by many users, 

from recognized publishers, have other attributes that 

contains their legitimacy and good reputation. Bad 

applications, on the other hand, come from mysterious 

publishers, have appeared on few computers, and have other 

attributes that indicate poor reputation. The application 

status is computed by leveraging tens of terabytes of 

information anonymously contributed by the millions of 

users participating in the worldwide Norton Community 

Watch program. These nameless data contain significant 

characteristics of the applications running on their systems. 

[14] 

 

L. LARGE SCALE MALWARE DETECTION BY MINING 

FILE-RELATION GRAPHS 

The increasing complexity of malicious software 

calls for new defensive techniques are harder to avoid and 

are able to guard users from novel threats. Aesop, an 

algorithm that identifies malicious executable files by 

applying Aesop’s moral that ―a man is known by the 

company he keeps‖. The vast dataset was contributed by the 

members of Norton Community Watch, consisting of 

incomplete lists of the files that continue to exist on their 

machines, to locate relationships among files that often 

appear together on machines. Aesop leverages locality-

sensitive hashing to calculate the strength of those inter-file 

associations to create a graph, on which it performs large 

scale inference by propagating information from the labeled 

files (as benign or malicious) to the preponderance of 

unlabeled files. Aesop attained 99% of exclusive files and 

79% of wicked files, over a week before they are labeled by 

the state-of-the-art techniques, with a 0.9961 true positive 

rate at flagging malware, at 0.0001 false positive rates. 

Computer security providers identify the need to respond 

with better security against novel threats. The role of this 0-

day threat protection is to limit the efficiency of malware’s 

window, so that malicious files are detected soon after their 

first appearance. A new dangerous measure of achievement 

is a vanishingly small false positive rate, as labeling  a 

original file as malicious can have vast consequences, 

mainly if it is a popular file or one that is essential to the 

constancy of the system, as in the case of operating system 

and driver files. 

This makes the following assistance: 
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 Make the malware finding problem as a large scale 

graph mining and inference problem, where the 

main objective is to spot an unknown file’s 

relations with other files so that it is able to 

establish guilt or innocence by its association with 

files that are known to be benign or malicious. 

  Aesop algorithm that leverages locality sensitive 

hashing to efficiently compute file similarity values 

to construct a file-relation graph for inferring file 

goodness based on belief propagation. [15] 

 

II. CONCLUSION 

Here, analyzed a ranking fraud detection method for mobile 

Apps. Specifically, here it shows that ranking fraud 

happened in leading sessions and provided a technique for 

extracting leading sessions for each App from its past 

historic records. Then, identified ranking based evidences, 

rating based evidences and review based evidences are used 

for detecting ranking fraud. Moreover, it proposed an 

optimization based aggregation technique to merge all the 

evidences for evaluating the stability of leading sessions 

from mobile Apps.  

An exclusive standpoint of this method is that all the 

evidences can be modeled by statistical hypothesis tests, 

thus it is simple to be extended with other evidences from 

domain knowledge to detect ranking fraud. Finally, validate 

the proposed scheme with extensive experiments on real-

world App data gathered from the App store. Experimental 

results showed the success of the proposed method. 

The next procedure is to install the android client on 

Google's Android market and share this with many users as 

possible. Users running the application will be able to see 

their own Smartphone behavior. The users were made aware 

when one of their applications shows an irregular trace. The 

system can also perform as an early warning scheme, which 

has the ablility of detecting malicious behaving applications 

in the early stages of propagation. 
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