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Abstract

Existing IoT-based access control systems for COVID safety, such as the referenced “Covid Safety Guidelines Detection”
prototype, suffer from high inference latency, coarse ambient temperature sensing, and limited scalability. In this work, we
propose an intelligent IoT-based autonomous access-control framework that overcomes these gaps through real-time deep
learning, edge computing, and precise thermal sensing. The system integrates a camera for mask detection, an RFID reader
for user authentication, and a contactless IR temperature sensor for fever screening. We develop a multi-stage decision
model D(R,C,T) combining RFID validity (R), mask-classification confidence (C), and measured temperature (T) against
thresholds, with D=1 granting entry only if all conditions are met. A convolutional neural network (CNN) is optimized for
mask vs. no-mask classification with cross-entropy loss L = —[yIn§ + (1 — y) In(1 — 7)]. On-device (edge) processing
on a Raspberry Pi 4 reduces round-trip delay. In experiments with 8,000 images (50% masked), our system achieves >98%
mask-detection accuracy, 0.95 precision, and a mean inference latency of ~50 ms — 3% faster than a cloud-based baseline.
Thermal sensing with an MLX90614 IR sensor attains £0.5°C accuracy. By integrating real-time CNN inference, RFID
authentication, and accurate body-temperature validation, our framework significantly improves upon prior work with
rigorous mathematical modeling and quantitative validation. Key outcomes include high detection accuracy (>96%), low
end-to-end latency (~60ms), and robust real-world performance, demonstrating the feasibility of a scalable smart
surveillance gateway.

Keywords: [oT, Edge Computing, Deep Learning, Face Mask Detection, RFID Access Control, Thermal Sensing,
Embedded Systems.

Literature Review yielding ~97% mask accuracy with +£0.5°C thermal
precision[1][2]. Despite this, conventional ambient

Recent studies demonstrate the feasibility of combining
sensors (e.g. DHT22) lack the accuracy for fever

IoT devices with deep learning for public health

surveillance [1,2]. For example, Dubey et al. [2] employ
a hybrid ResNet50-MobileNetV2 model optimized via
metaheuristic search, achieving 97.8% accuracy on face-
mask datasets. However, many existing works rely on
cloud inference, introducing unacceptable latency for
real-time access control [4]. Similarly, Parikh ef al. [1]
propose an IoT entrance system integrating
MobileNetV2+VGG19 for mask/shield detection and an
MLX90614 IR sensor for temperature screening,
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detection and can suffer from environmental bias [1].

In IoT healthcare systems, accurate sensing and low
latency are critical. Mani et al. [3] developed a fully
automated gateway using a Raspberry Pi, camera, and
contactless IR sensor: any high temperature or mask
absence triggers an access lock[3]. This illustrates the
benefit of integrating temperature and mask detection,
but simple thresholding without probabilistic modeling
can produce false positives. On the access-control side,
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RFID-based authentication is well-studied; for instance,
Canlas et al. [8] built an [oT entry system combining
RFID attendance, mask detection, and temperature
monitoring, showing the practicality of multi-modal
screening. However, such systems often report moderate
detection rates (~90%) and do not optimize the decision
policy [2].

Edge Al approaches address latency and resource
constraints. For example, a YOLOv5+MobileNetV2
pipeline on IoT achieved 97.5% accuracy and ~45 FPS
on edge hardware[4], demonstrating real-time feasibility.
Yet many CNN-based mask detectors struggle with
occlusion and environmental variability, leading to lower
recall in practice [4,90]. Moreover, most solutions lack a
formal decision framework; they simply gate individuals
on independent conditions, rather than optimizing for
trade-offs between false rejects and accepts. In summary,
existing literature shows high potential but identifies key
limitations: computational delay on low-cost hardware,
lower accuracy in unconstrained settings, coarse thermal
sensing, and absence of integrated probabilistic decision
logic [1-4]. Our work addresses these by designing an
optimized edge model, precise IR temperature
monitoring, and a mathematically-grounded decision
function [3].

Methodology

We extend the baseline system into a modular edge-AloT
architecture (Figure 1) that tightly integrates sensor
fusion, deep inference, and decision control. The system
has three sensing modalities: (1) an RFID RC522 reader
for user identification, (2) a Pi Camera for facial image
capture, and (3) an MLX90614 IR sensor for contactless
body-temperature measurement. Sensor data first
undergoes preprocessing (e.g. image normalization,
temperature filtering) on the Raspberry Pi edge device
[4]. A lightweight CNN (MobileNetV2-based) processes
the camera frames to compute a mask-class probability
C € [0,1] [5]. Meanwhile, the RFID reader verifies user
identity R € 0,1. The IR sensor reading T is transformed
into a body-temperature estimate via calibration. A
multi-stage decision function D(R,C,T) determines
access:
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EDGE AloT GATEWAY
(Raspberry Pi 3)

Figure 1: Proposed Intelligent Covid Safety
Framework

This system architecture diagram shows the edge-AloT
gateway. Input modules (RFID reader, camera, IR
sensor) acquire user data. The camera image is
preprocessed and passed to a CNN inference engine
(TensorFlow on Raspberry Pi) to yield a mask
confidence C(x). The IR sensor provides a temperature
reading T. These feed into a decision controller
implementing D(R,C,T): valid RFID (R=1) and C above
the mask-probability threshold and T below the fever
threshold are required. The controller then actuates a
servo-locked gate if D=1.

The core decision logic can be formalized as:
D(R,C,T)

— 1' 1L A= 1' €=z Pmask T < Tth:

- {0, otherwise,

€y

where R is a binary RFID-authentication flag, C is the
CNN’s softmax score for the “mask” class, pyais the
detection threshold (e.g. 0.5), and T th is the fever
threshold (e.g. 37.5°C) [6]. The CNN’s output C itself is
derived from the last-layer logits z via a sigmoid or
softmax: = o(z). We train the mask classifier using the
binary cross-entropy loss:

Lmask o —[yll’l(}/;) r (1 - y)ln(l - }7)], (2)

where y € 0,1 is the ground-truth mask label. This loss
encourages the model to assign high \hat y to masked
faces.

The temperature module applies a simple linear
normalization: Thorm = (Traw — 32) X 5/9 (for
Fahrenheit-to-Celsius  if needed), followed by
comparison T, < Ty. For robustness, we implement a

running-average filter on T to reduce noise [7]. The
RFID stage uses EEPROM-based access lists to check R.
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Finally, the actuator locks/unlocks the door via a servo
controlled by the Pi GPIO.

We define performance metrics as usual: accuracy,
precision, recall. For instance,

TP+TN

Accuracy = TP+ TN +FP+FN’ Precision
__TIP Recall
“TP+FP "

TP g
TP + FN’ ®

where TP etc. refer to true/false positives/negatives for
mask detection. System throughput is inversely related to
per-frame latency: throughput = 1/(per-frame processing
time). All parameters (e. g. Ty, Pmask) are listed in Table
1. These mathematical models ensure that sensor
readings and inference scores are combined in a
principled way.

Table 1: System parameters and thresholds.

Parameter Value Description
Drmask 0.50 Mask-detection
probability
threshold
T 37.5°C Fever temperature

threshold

CNN learning 0.001 Initial training rate

rate (Adam optimizer)

Batch size 32 Mini-batch size for
training

Epochs 50 Total training
epochs

IR Sensor | +0.5°C MLX90614

accuracy specified
accuracy|[2]

RFID 13.56 MHz RC522  operating

authentication frequency

We cite in-text to support design choices: for example,
Parikh et al. report that hybrid CNN models on edge can
achieve ~97% mask accuracy with real-time
constraints[7]. Unlike prior prototypes that used ambient
sensors and static gating [8], our design uses accurate IR
sensing and a combined logic to reduce false rejections
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and improve reliability. The proposed architecture
(Figure 1) thus tightly integrates acquisition (camera, IR,
RFID), edge inference (CNN), and actuation (servo-gate)
under a unified decision model.

Experimental Setup

We validate our framework via simulation and a
prototype implementation. For mask detection, we
compile a dataset of 8,000 face images (50% with masks)
drawn from public Kaggle datasets and real captures.
These are split 80/20 into training and test sets (see Table
2). The CNN model (MobileNetV2 backbone) is trained
in  Python/TensorFlow with Adam  optimizer.
Hyperparameters (Table 1) were tuned to balance
accuracy and speed. We evaluate on metrics: accuracy,
precision, recall for mask classification, plus system
latency and throughput. Latency is measured as per-
frame end-to-end time (including sensor read,
preprocessing, inference, decision).

A flowchart of the experimental pipeline is illustrated in
Figure 2. In the Data Acquisition stage, images are
collected via the Pi camera and annotated [9].
Preprocessing applies image resizing (224x224) and
normalization (x » x/255). The Model Training stage
uses the above datasets to optimize CNN weights
minimizing L, For Evaluation, the CNN is deployed
on a Raspberry Pi 4 (quad-core Cortex-A72,4 GB RAM)
for on-device inference, connected to an RC522 reader
and MLX90614 sensor [10]. We measure the
classification metrics on the test set, and measure latency
by timestamping sensor-read to action.

Figure 2: Experimental workflow

Data flows from acquisition (video/images and RFID
scans)  through preprocessing (image  resizing,
normalization) into the trained CNN inference engine.
The model outputs mask probability C, which along with
RFID status R and temperature T enters the Decision
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Module D(R,C,T), ultimately driving an actuation signal
(e.g. unlocking a gate). The workflow is implemented
both in simulation (MATLAB/Python) and on a physical
Raspberry Pi prototype with the listed hardware [11].

Table 2: Dataset and hardware configuration.

Aspect Details

Dataset 8,000 total images (4,000 masked;
4,000 unmasked)

Split 6,400/1,600 images

(train/test)

Hardware  Raspberry Pi 4 Model B (Cortex-A72,
1.5 GHz, 4 GB); Logitech 2K camera;
MLX90614 IR sensor; RC522 RFID
reader; 12 V servo.

Software Python 3.8, TensorFlow 2.x, OpenCV

4.x, Firebase Realtime DB for logging.

We also compare the Raspberry Pi edge deployment
against a desktop baseline (Intel i7 CPU). Throughput
(= 1/latency) and accuracy are recorded. Evaluation
metrics are computed as:

TP +TN B
Accuracy = T Precision
S Recall
TP P’ R
TP 0
" TP +FN’ )

where N is total test samples. We also compute the F1-
score =2TP/(2TP+FP+FN). For system efficiency, we
define throughput 1 = N /T, (samplespersecond)
and end-to-end latency as Ty = Teensor + Tine + Tdecision:
These expressions allow quantitative comparison.

Results

The proposed system shows significant improvements
over the baseline. The mask-classification CNN reached
98.2% accuracy, with precision 0.95 and recall 0.96 on
the test set. In contrast, the original system’s OpenCV-
based classifier (baseline) achieved only ~90% accuracy
on the same data. Figure 3 plots the training vs.
validation accuracy over 50 epochs: the model converges
by ~30 epochs with no overfitting. The high accuracy
demonstrates that the MobileNetV2 architecture
effectively captures mask features under various lighting
conditions.
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Latency measurements reveal major gains (Figure 4).
The average inference time per frame on the Raspberry
Pi was ~50ms (20 FPS), compared to ~150ms in a
cloud-based implementation. End-to-end latency
(including sensor reads) was ~60ms (=16Hz
throughput), enabling real-time gating. By contrast, the
baseline system (original paper) reported latencies of
over 200 ms per decision, making it unsuitable for rapid
entry scenarios. Table 3 compares performance: our
edge-enabled model achieves 3% higher throughput and
~8% higher mask-detection accuracy.

The thermal sensing accuracy was also improved. The
MLX90614 IR sensor yielded an average error of +0.3°C
(within its £0.5°C spec) when tested against a calibrated
forehead emitter. Figure 5 shows the distribution of
temperature measurement errors, indicating robust fever
screening. This is a substantial improvement over the
DHT22 ambient sensor in the original system, which can
easily fluctuate by several degrees depending on
environment. With accurate T readings, the decision
function only rejects <0.5% of healthy users.

Qualitative results confirm system behavior: subjects
without masks (but authenticated) were denied entry
with high confidence, and any high temperature reading
immediately triggered the lock, as expected by
DR,C,T). We also tested scalability by simulating
multiple concurrent cameras (via separate Pi instances).
The system scales linearly: two cameras on two Pis each
maintained ~20 FPS without degradation, owing to local
processing.
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Figure 3: Mask Classification Training

18U

160 150 ms

140

120

100

80

60

Inference Latency (ms)

50 ms

40

20

01— =
Proposed Edge System Baseline System
{Raspberry Pi 3 + Optimized CNN) (Cloud-based Inference)
System Configuration

Figure 4: Latency Comparison
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Figure 5: Temperature Sensing Accuracy

Table 3: Performance comparison.

Metric Proposed Baseline

System (Original)
Mask-detection = 98.2% ~90%
accuracy

CNN Inference @50 ms/frame 150 ms/frame

speed

System ~16 FPS ~5 FPS
throughput

Temperature +0.3°C +1.5°C (DHT22,
error (avg) ~ambient)

Each result directly reflects our methodology: deeper
CNN yields higher accuracy; edge deployment yields
lower latency; precise IR sensing yields better thermal
screening. These results validate that our design choices
— optimized deep learning on-device, rigorous threshold
logic, and improved sensors — lead to quantifiable gains.

Discussion

Compared to the original Covid-safety system, our
enhanced framework provides notable improvements.
The mask classifier’s accuracy (98.2%) substantially
exceeds the prior ~90%, thanks to the modern CNN and
extensive data augmentation. This reduces both false
negatives (unmasked persons missed) and false
positives. The integration of RFID authentication adds a
layer of identity security absent in simpler prototypes.
Crucially, processing on the Raspberry Pi edge node
dramatically lowers decision latency from ~200 ms to
~60ms, enabling near-instant access control. This
latency reduction meets practical real-time requirements
and outperforms cloud-centric models[4]. Throughput of
~16 FPS also ensures the system can handle queues of
entrants.

Our use of the MLX90614 infrared sensor addresses the
limitation of ambient sensing noted in [88]. The +0.3°C
accuracy eliminates ambiguity in fever screening;
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original DHT22 readings could be off by several degrees,
potentially missing fevers. By combining mask and
temperature checks within a single decision function
DR,C,T), the system reduces unnecessary gate
activations: only subjects satisfying all safety criteria are
admitted. This holistic decision logic contrasts with
disjoint checks in earlier work[3], yielding better overall
specificity.

However, challenges remain. The system’s reliance on a
frontal camera view means it may fail on heavily
occluded or side-facing subjects, a limitation common to
CNN detectors [90]. Scalability is bounded by hardware:
while multiple Raspberry Pi nodes can be networked,
high-density crowd scenarios may require more powerful
edge devices or hardware acceleration (e.g. Coral TPU)
to sustain low latency. Integration with cloud databases
(we used Firebase for logging) simplifies record-
keeping, but future work could optimize this to reduce
network traffic. Finally, harsh outdoor lighting or
extreme temperatures might affect sensor readings; these
factors should be calibrated in field deployment.

Overall, our analysis confirms that the proposed system
enhances detection accuracy, reduces latency, and
improves automation over the baseline. It demonstrates
how edge Al techniques can be seamlessly integrated
into IoT frameworks for health surveillance. Future
efforts will address extreme lighting, explore multimodal
sensing (e.g. thermal cameras), and validate the system
in real operational environments.

Conclusion

We present a novel IoT-Al integrated architecture for
autonomous access control under Covid safety
guidelines, significantly enhancing prior systems. The
contributions include a multi-stage decision model
DR,C,T) that mathematically fuses  RFID
authentication, precise infrared temperature validation,
and CNN-based mask classification. We derived closed-
form decision logic and optimized classification loss
functions to maximize mask-detection accuracy while
minimizing latency. Experimentally, our edge-deployed
CNN achieved >98% accuracy, with end-to-end latency
reduced to ~60ms, outperforming the reference
implementation on both metrics. The contactless IR
sensor provided +0.3°C thermal accuracy, enabling
reliable fever screening. These improvements were
validated through rigorous tests on curated datasets and
a Raspberry Pi prototype, demonstrating robust real-
world applicability. In summary, our work advances
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intelligent IoT surveillance by combining deep learning
and edge computing to create a faster, more accurate and

scalable Covid-compliance gateway

system. This

architecture has strong potential for deployment in smart
entry systems, hospitals, schools, and other facilities
requiring automated health monitoring.
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