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Abstract

Network File System (NFS)—based storage has been a foundational component of enterprise infrastructure for decades due
to its simplicity, shared access model, and POSIX-compliant semantics. However, as organizations modernize
infrastructure and migrate workloads to cloud environments, traditional NFS architectures increasingly struggle to meet
scalability, availability, and operational efficiency requirements. Object storage services such as Amazon Simple Storage
Service (S3) offer high durability, elastic scalability, and managed operations, but differ fundamentally from file-based
storage systems. This paper presents a comprehensive architecture for migrating on-premises NFS workloads to Amazon
S3 and documents lessons learned from practical migration efforts. The proposed approach addresses architectural
adaptation, data transfer mechanisms, application compatibility challenges, performance considerations, and operational
tradeoffs. Through controlled experiments and observational analysis, this study evaluates the feasibility of replacing NFS-
backed storage with S3-based object storage for selected enterprise workloads. The results highlight both the benefits and
limitations of such migrations and provide guidance for organizations considering similar transitions.

1. INTRODUCTION This paper investigates the migration of on-premises
NFS workloads to Amazon S3, focusing on architectural
design choices and practical lessons learned during the
migration process. Rather than proposing new storage
technologies, this work examines how legacy file-based
workloads can be adapted to leverage object storage
effectively. The primary contributions of this paper are:

On-premises storage infrastructures have traditionally
relied on Network File System (NES) servers to provide
shared access to files across multiple hosts. NFS has been
widely adopted due to its straightforward deployment
model, compatibility with UNIX-like operating systems,
and support for common enterprise workloads such as
analytics pipelines, backups, media repositories, and I. A detailed migration architecture for
application data stores. Despite these advantages, NFS- transitioning NFS workloads to Amazon S3.
based architecture present several limitations when
deployed at scale, including performance bottlenecks,
complex high-availability configurations, and increasing
operational overhead. 3. An evaluation of performance and
manageability tradeoffs observed in practice.

2. Ananalysis of application-level and operational
challenges encountered during migration.

As organizations adopt cloud computing platforms,

storage modernization has become a critical component Fig:1
of digital transformation initiatives. Cloud object storage

systems, particularly Amazon S3, provide virtually Sh.D
unlimited scalability, high durability, and simplified

management. These characteristics make object storage ‘
an attractive alternative to traditional network-attached

storage systems. However, migrating existing NFS

workloads to object storage introduces significant . .4____’—~*“’.ty
rfor leteck————__
technical and operational challenges due to fundamental

differences in access semantics, consistency models, and
performance behavior.
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2. BACKGROUND AND RELATED WORK

Figure 2. NFS vs Object Storage (S3) Comparison
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2.1 Network File System (NFS)

NFS is a distributed file system protocol that enables
clients to access remote files over a network as if they
were stored locally. Its POSIX-compliant interface
allows applications to perform standard file operations
such as open, read, write, and close without modification.
NFS servers typically centralize storage resources,
enabling multiple clients to share data efficiently.

Despite its widespread adoption, NFS has inherent
scalability limitations. Performance often degrades as the
number of clients increases, and high availability
configurations require additional complexity such as
clustering, replication, or failover mechanisms. These
challenges become more pronounced in large-scale or
geographically distributed environments.

2.2 Object Storage and Amazon S3

Object storage systems differ fundamentally from file-
based storage. Instead of hierarchical file systems, object
storage organizes data as objects within flat namespaces.
Each object consists of data, metadata, and a unique
identifier. Amazon S3 is a widely used object storage
service that provides high durability, availability, and
elastic scalability through a managed service model.

While object storage excels at handling large volumes of
unstructured data, it does not natively support POSIX
semantics. Applications designed for file-based access
often require adaptation or intermediary layers to interact
with object storage systems effectively.

2.3 Related Work

Prior research has explored cloud storage architectures,
hybrid storage systems, and data migration strategies.
However, much of the existing literature focuses on

IJRITCC | August 2024, Available @ http://www.ijritcc.org

cloud-native applications rather than legacy workload
migration. Industry whitepapers often present best
practices but lack empirical evaluation. This paper
contributes to the field by documenting architectural
decisions and lessons learned from practical NFS-to-S3
migration scenarios.

3. PROBLEM
REQUIREMENTS

STATEMENT AND

Migrating NFS workloads to Amazon S3 presents
several technical challenges. Applications may rely on
file locking, directory traversal, and low-latency access
patterns that are not directly supported by object storage.
Additionally, large datasets stored on NFS systems must
be transferred efficiently without disrupting ongoing
operations.

The migration architecture must satisfy the following
requirements:

1. Preserve data integrity during transfer.

2. Minimize application downtime.

3. Support incremental migration.

4. Maintain acceptable performance.

5. Reduce long-term operational complexity.

3.1 Limitations of Traditional On-Premises NFS
Deployments

Enterprise NFS deployments are typically designed
around centralized storage appliances or clustered file
servers. While such systems provide shared access and
strong  consistency  guarantees, they introduce
architectural constraints that become increasingly
problematic at scale. Performance bottlenecks often
emerge due to single-server throughput limits or
contention at shared network interfaces. Scaling capacity
frequently requires costly hardware upgrades or
disruptive migrations to larger storage arrays.

High availability for NFS further increases complexity.
Active—passive failover configurations may introduce
service interruptions during node failures, while active—
active designs require careful coordination to maintain
consistency. Backup and disaster recovery solutions for
NFS environments often rely on periodic snapshots or
replication mechanisms that add operational overhead
and storage inefficiencies.

As data volumes grow and application workloads
become more distributed, these limitations motivate
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organizations to consider cloud-based storage
alternatives that decouple capacity scaling from
infrastructure management.

3.2 Challenges in Migrating File-Based Workloads to
Object Storage

Object storage systems such as Amazon S3
fundamentally differ from file systems in their
abstraction model. NFS exposes hierarchical directories,
file permissions, symbolic links, and advisory locking
semantics. In contrast, S3 organizes data as immutable
objects accessed through RESTful APIs, with limited
native support for hierarchical structures or atomic file
updates.

Applications originally designed for NFS frequently
assume:

o Low-latency metadata operations

e Atomic rename and append behavior

e  Strong consistency for directory listings

e  Concurrent write coordination via file locks

These assumptions do not always hold when data is
moved to object storage. As a result, migration requires
careful analysis of application behavior and, in some
cases, architectural adaptation.

4. NFS VS OBJECT STORAGE FUNDAMENTALS

Figure 3. File System vs Object Storage Semantics Mapping

4.1 Consistency and Semantics

NFS provides strong consistency semantics by default,
ensuring that file operations are immediately visible to
all clients. This behavior is critical for workloads that
rely on coordinated access across multiple systems.
Amazon S3, while offering strong read-after-write
consistency for new objects, differs in behavior for
overwrite and delete operations.

These differences require applications to avoid reliance
on frequent in-place updates or directory-based
synchronization patterns. Instead, applications benefit
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from adopting object-oriented access patterns, such as
versioned writes and immutable data objects.

4.2 Metadata and Namespace Management

In NFS environments, metadata operations such as
directory traversal and file stat calls are common and
relatively inexpensive. Object storage systems, however,
treat metadata as part of object attributes and may incur
higher latency for operations involving large numbers of
objects.

This distinction significantly affects workloads
involving millions of small files or frequent directory
scans. Such workloads may require restructuring,
aggregation of small files, or the introduction of indexing
layers to remain performant on S3.

4.3 Performance Characteristics

NFS performance is influenced by server CPU capacity,
network bandwidth, and caching behavior. S3
performance scales horizontally but is optimized for
large, sequential object transfers. Applications
performing streaming reads or writes typically
experience improved throughput on S3, while random-
access workloads may experience higher latency.

Understanding these performance characteristics is
essential when evaluating migration suitability.

5. MIGRATION ARCHITECTURE
Fig:4
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5.1 Architectural Patterns for NFS-to-S3 Migration

The migration architecture follows a layered approach
that isolates application logic from storage
implementation. Common patterns include:

o  Gateway-Based Access: File system gateways
expose a POSIX-like interface backed by S3.

e Application-Level Adaptation: Applications
are modified to use S3 APIs directly.
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e Hybrid Access Models: Read-heavy
workloads access S3 directly, while write-
intensive operations remain on NFS during
transition.

Each pattern introduces tradeoffs in complexity,
performance, and long-term maintainability.

5.2 Network Connectivity and Security

Secure connectivity between on-premises environments
and AWS is established using encrypted network links.
Access control policies restrict S3 access to authorized
applications and migration tools, ensuring data
confidentiality throughout the process.

5.3 Hybrid Coexistence Strategy

During migration, NFS and S3 coexist to allow gradual
workload transition. Synchronization mechanisms
ensure data consistency between the two storage systems
until full cutover is achieved.

6. DATA MIGRATION STRATEGY

Data migration from on-premises Network File System
(NFS) environments to Amazon S3 is a complex, multi-
phase activity that must carefully balance transfer
performance, data integrity, and operational continuity.
Unlike simple data copy operations, enterprise storage
migrations must accommodate active workloads, large
data volumes, and strict availability requirements. The
migration strategy presented in this section is designed to
minimize risk by decomposing the process into well-
defined phases, each with specific objectives and
validation criteria.

Fig:5
Figure 5. Phased Dala Migralion Workflow
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6.1 Migration Planning and Discovery Phase

The migration process begins with a comprehensive
discovery and planning phase. The primary objective of
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this phase is to build a detailed understanding of the
existing NFS environment and the workloads that
depend on it. This includes identifying the total volume
of data, file size distribution, directory depth, and growth
trends. Large enterprise NFS environments often contain
a mix of large sequential files and a high volume of small
files, each of which has different implications for object
storage performance and cost.

In addition to static data characteristics, access patterns
must be analyzed. Metrics such as read-to-write ratios,
frequency of metadata operations, and concurrency
levels provide critical insight into workload behavior.
For example, workloads that primarily perform
sequential reads are generally better candidates for
migration to Amazon S3 than workloads that rely heavily
on frequent file updates or locking mechanisms.

The discovery phase also identifies application
dependencies on filesystem semantics, such as atomic
rename operations, file locking, or shared directory
coordination. These dependencies influence whether
workloads can be migrated transparently or require
architectural adaptation. The outcome of this phase is a
workload classification that guides tool selection,
migration scheduling, and risk assessment.

6.2 Bulk Data Transfer Phase

The bulk data transfer phase is responsible for migrating
the existing dataset from NFS to Amazon S3. Given the
potentially massive size of enterprise NFS repositories,
this phase must be optimized for throughput while
minimizing  impact on  production  systems.
Parallelization is a key strategy, enabling multiple
transfer streams to operate concurrently and fully utilize
available network bandwidth.

Transfer tools are configured to support resumable
uploads, checksum validation, and retry mechanisms to
ensure reliability. Data integrity verification is
particularly important during bulk transfer, as silent
corruption or partial uploads can compromise application
correctness. To mitigate risk, transfer jobs are often
scheduled during off-peak hours and throttled to prevent
saturation of network links or excessive load on the NFS
server.

For environments with limited network capacity, bulk
transfer may be staged over extended periods or
combined with physical data transfer mechanisms.
Regardless of the approach, the completion of the bulk
transfer establishes an initial synchronized copy of the
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dataset in Amazon S3, forming the foundation for
subsequent phases.

6.3 Incremental Synchronization Phase

Once the bulk transfer is complete, the migration enters
the incremental synchronization phase. During this
phase, changes made to the NFS dataset while migration
is in progress are propagated to Amazon S3. Incremental
synchronization is critical for minimizing downtime
during final cutover, particularly for workloads that
remain active throughout the migration window.

Incremental updates may be implemented using periodic
delta scans, filesystem change tracking, or application-
level event notifications. Each approach involves
tradeoffs between accuracy, overhead, and complexity.
Periodic scans are simpler to implement but may
introduce latency, while event-based mechanisms
provide near-real-time synchronization at the cost of
increased architectural complexity.

Care must be taken to handle conflict resolution and
ordering of updates, especially in environments where
files may be modified frequently. Consistency validation
checks are performed regularly to ensure that the S3
dataset remains aligned with the source NFS data. This
phase continues until the rate of change is sufficiently
low to allow safe cutover.

6.4 Cutover and Application Transition Phase

The cutover phase marks the transition from NFS-based
access to S3-backed storage. This phase is typically
executed during a planned maintenance window to
reduce user impact and allow controlled validation.
Applications are reconfigured or redirected to access data
from Amazon S3, either directly or through an
abstraction layer introduced as part of the migration
architecture.

Prior to cutover, final synchronization is performed to
ensure that all recent changes have been applied to S3.
Application owners validate functionality, performance,
and data correctness in the new storage environment.
Monitoring systems are closely observed to detect
anomalies, such as increased latency or unexpected error
rates.

Rollback procedures are predefined and tested to allow
rapid recovery in the event of critical issues. Successful
completion of the cutover phase indicates that
applications can operate reliably using S3-based storage.

7. EXPERIMENTAL SETUP

IJRITCC | August 2024, Available @ http://www.ijritcc.org

The experimental setup is designed to evaluate the
feasibility, performance characteristics, and operational
implications of migrating on-premises NFS workloads to
Amazon S3 using the proposed migration architecture.
Rather than attempting to emulate hyperscale production
environments, the setup focuses on controlled, repeatable
experiments that capture representative enterprise
workload behaviors. This approach enables meaningful
analysis of migration tradeoffs while avoiding
assumptions that cannot be validated in a research
context.

7.1 Test Environment Overview

The experimental environment consists of two primary
components: an on-premises NFS storage system and an
Amazon Web Services (AWS) cloud environment
hosting Amazon S3. Secure network connectivity is
established between the two environments to support
data transfer and application access during migration.

The on-premises environment includes a dedicated NFS
server configured with commonly used enterprise
storage settings. The server exports shared file systems
accessed by multiple client hosts, simulating a shared
storage scenario typical of enterprise deployments. The
NFS server hosts datasets of varying sizes and file
distributions to reflect realistic usage patterns rather than
synthetic benchmarks.

The cloud environment includes Amazon S3 buckets
configured with default durability and availability
settings. Identity and access management policies are
applied to control access to migrated data. No specialized
performance-enhancing services are enabled, ensuring
that observations reflect baseline S3 behavior rather than
optimized configurations.

7.2 Workload Selection and Characteristics

Workloads selected for evaluation are designed to
represent common enterprise NFS usage scenarios.
These include batch analytics workloads that process
large files sequentially, mixed read-write workloads that
involve frequent updates, and archival workloads
characterized by infrequent access but long retention
periods.

Each workload is evaluated independently to isolate its
behavior and interaction with the storage system. File
size distributions include a mix of small files, medium-
sized files, and large objects to capture the impact of
object storage request overhead and transfer efficiency.
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Directory depth and file count are varied to assess
metadata operation performance.

Workload execution patterns are controlled to ensure
repeatability. Applications are executed under similar
conditions before, during, and after migration, allowing
direct comparison of behavior across storage backends.

7.3 Migration Tooling and Configuration

Migration tooling is selected based on its ability to
support  large-scale data  transfer, incremental
synchronization, and data integrity verification. Tools are
configured to use parallel transfer streams, retry logic,
and checksum validation to ensure reliability. Transfer
concurrency levels are tuned experimentally to balance
throughput and resource utilization.

Incremental synchronization mechanisms are configured
to detect changes in the NFS dataset and propagate them
to S3 at defined intervals. Synchronization frequency is
chosen to minimize data divergence while avoiding
excessive overhead on the NFS server.

All tooling configurations are documented and version-
controlled to ensure repeatability and transparency. No
proprietary or experimental tools are used, reinforcing
the applicability of the setup to real enterprise
environments.

7.4 Experimental Procedure

Each experiment follows a consistent procedure. First,
baseline measurements are collected while workloads
access data exclusively from NFS. Next, bulk data
transfer is initiated, and performance metrics are
recorded. Incremental synchronization is then enabled,
and workloads continue to operate during migration.

Following cutover, workloads are redirected to access
data from Amazon S3. Performance and correctness are
validated, and metrics are collected over an extended
observation period. This procedure ensures that
comparisons between NFS-based and S3-based access
are grounded in consistent experimental conditions.

8. EVALUATION AND OBSERVATIONS

The evaluation focuses on understanding how different
workload characteristics influence migration outcomes
and how operational behavior changes as storage
transitions from NFS to Amazon S3. Rather than
emphasizing absolute performance metrics, the analysis
highlights relative trends, tradeoffs, and qualitative
observations that inform architectural decision-making.
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8.1 Data Transfer Performance

Bulk data transfer performance varies significantly based
on file size distribution and concurrency configuration.
Large sequential files achieve high throughput when
parallelized effectively, demonstrating that object
storage is well-suited for data-intensive workloads.
Transfer performance scales predictably with available
network bandwidth, confirming that network capacity is
a primary limiting factor rather than storage backend
limitations.

In contrast, datasets composed of numerous small files
exhibit lower effective throughput. The overhead
associated with object creation and API requests
becomes more pronounced, resulting in increased
transfer times. These observations highlight the
importance of workload profiling during the planning
phase and suggest that file aggregation or batching
strategies may be beneficial for certain workloads.

8.2 Incremental Synchronization Behavior

Incremental synchronization proves effective in reducing
final cutover downtime. For workloads with moderate
change rates, synchronization intervals are sufficient to
maintain near-real-time alignment between NFS and S3
datasets. However, workloads with frequent updates
introduce challenges related to conflict resolution and
synchronization overhead.

The evaluation indicates that incremental
synchronization mechanisms must be tailored to
workload behavior. Aggressive synchronization reduces
divergence but increases load on source systems, while
relaxed schedules risk longer cutover windows. These
tradeoffs must be carefully balanced based on business

requirements.
8.3 Application Access Performance

Application performance after migration depends
heavily on access patterns. Batch-oriented workloads
that process large files sequentially demonstrate
comparable or improved performance when accessing
data from S3. This behavior aligns with the design goals
of object storage systems.

Workloads that rely on frequent metadata operations,
such as directory traversal or file existence checks,
experience increased latency. While caching and
prefetching mitigate some of these effects, the evaluation
confirms that not all file-centric workloads are ideal
candidates for object storage without redesign.
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8.4 Summary of Key Findings

The evaluation demonstrates that migrating NFS
workloads to Amazon S3 is feasible for a wide range of
enterprise use cases, provided that workload
characteristics are well understood and migration
strategies are carefully planned. Object storage excels at
scalable, throughput-oriented workloads but requires
adaptation for latency-sensitive or metadata-intensive
applications.

9. LESSONS LEARNED

The migration of on-premises NFS workloads to
Amazon S3 yields several important lessons that extend
beyond the mechanics of data transfer. These lessons
highlight = the architectural,  operational, and
organizational considerations that determine whether
such migrations succeed or fail in practice. While object
storage provides compelling scalability and durability
benefits, its effective adoption requires deliberate
planning, realistic expectations, and cross-functional
coordination.

9.1 Not All NFS Workloads Are Suitable for Object
Storage

One of the most significant lessons learned is that NFS
workloads are not uniformly compatible with object
storage paradigms. Applications that rely heavily on
POSIX filesystem semantics—such as file locking,
atomic rename operations, and low-latency metadata
access—often exhibit degraded performance or
functional limitations when migrated to Amazon S3
without modification.

Workloads that perform sequential reads or writes over
large files, such as batch analytics or backup pipelines,
adapt well to object storage. In contrast, workloads that
involve frequent small file updates, directory traversal,
or tight inter-process coordination require either
architectural adaptation or continued use of file-based
storage. This observation reinforces the importance of
workload classification during the discovery phase and
cautions against assuming universal suitability for object
storage.

9.2 Access Pattern Analysis Is More Important Than
Data Volume

While data volume is often the most visible characteristic
of storage systems, access patterns prove to be a more
decisive factor in migration outcomes. Large datasets
with predictable access patterns can migrate successfully
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even when they exceed typical enterprise storage sizes.
Conversely, smaller datasets with highly dynamic access
patterns may present disproportionate challenges.

The evaluation demonstrates that metadata-intensive
operations introduce significant overhead when mapped
to object storage APIs. This insight underscores the
necessity of profiling access behavior, not just storage
capacity, when planning migrations. Organizations that
invest time in understanding how data is accessed are
better positioned to make informed architectural
decisions.

9.3 Incremental Migration Reduces Risk and Builds
Confidence

Incremental migration strategies emerge as a critical
enabler of successful transitions. By allowing NFS and
S3 to coexist during migration, organizations can
validate behavior, performance, and data integrity
without committing to irreversible changes. Incremental
synchronization minimizes downtime and provides
opportunities for early detection of issues.

This phased approach also builds organizational
confidence. Stakeholders gain visibility into migration
progress and outcomes, reducing resistance to change. In
contrast, large-scale “big bang” migrations increase risk
and amplify the impact of unforeseen issues.

10. LIMITATIONS AND FUTURE WORK

While this study provides valuable insights into
migrating NFS workloads to Amazon S3, it is subject to
several limitations that constrain the generalizability of
its findings. Recognizing these limitations is essential for
interpreting results accurately and identifying directions
for future research.

10.1 Scope of Workloads Evaluated

The evaluation focuses on a subset of representative
enterprise workloads rather than an exhaustive set of
application types. While the selected workloads capture
common access patterns, they do not encompass all
possible behaviors observed in large-scale production
environments.  For  example, latency-sensitive
transactional ~workloads and highly concurrent
collaborative applications are not explicitly evaluated.

Future studies should expand workload diversity to
include additional use cases and stress scenarios,
enabling more comprehensive assessment of migration
suitability.
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10.2 Controlled Experimental Environment

Experiments are conducted in a controlled environment
designed to ensure repeatability and observability. While
this approach provides clarity, it does not fully capture
the variability and unpredictability of large,
geographically distributed production systems. Factors
such as network congestion, multi-region access, and
concurrent migrations may influence outcomes in ways
not observed in this study.

Future work should evaluate migration strategies in
larger-scale and more heterogeneous environments to
better understand real-world behavior.

10.3 Limited Exploration of Performance
Optimization Techniques

This study primarily evaluates baseline migration and
access behavior without extensive optimization.
Techniques such as client-side caching, object
aggregation, and adaptive concurrency control are not
explored in depth. While these techniques can
significantly = improve performance for certain
workloads, they introduce additional complexity that
warrants separate investigation.

Future research may explore adaptive optimization
strategies that dynamically adjust behavior based on
observed access patterns.

10.4 Security and Compliance Considerations

Although security and access control are addressed at an
architectural level, this study does not perform a
comprehensive security analysis of migrated workloads.
Topics such as fine-grained access auditing, compliance
reporting, and integration with enterprise governance
frameworks remain outside the scope of this work.

Future research may examine how object storage
migration interacts with regulatory requirements and
organizational security policies.

11. CONCLUSION

The migration of on-premises Network File System
(NFS) workloads to cloud-based object storage
represents a significant architectural shift for enterprise
environments. While object storage services such as
Amazon S3 offer compelling advantages in scalability,
durability, = and  operational  simplicity, they
fundamentally differ from traditional file-based storage
systems in terms of access semantics, performance
behavior, and operational models. This paper examined
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the migration of NFS workloads to Amazon S3 through
a structured architectural approach and detailed analysis
of practical lessons learned.

The findings of this study demonstrate that successful
migration is not solely a function of data transfer
capability, but rather the result of informed architectural
decision-making that aligns workload characteristics
with storage system strengths. Workloads that exhibit
predictable, sequential access patterns and limited
dependence on fine-grained filesystem semantics adapt
effectively to object storage. In contrast, workloads that
rely heavily on metadata operations, file locking, or low-
latency coordination require careful adaptation or may
remain better suited to file-based systems. This
distinction underscores the importance of workload
analysis as a prerequisite to migration planning.

The proposed migration architecture emphasizes
incremental  transition, hybrid coexistence, and
controlled cutover, enabling organizations to mitigate
risk while validating functionality and performance. By
decomposing the migration process into well-defined
phases—discovery,  bulk  transfer,
synchronization, cutover, and decommissioning—the
approach supports operational continuity and provides
opportunities for validation at each stage. This phased
methodology proves effective in reducing downtime and
building confidence among stakeholders, particularly in
environments supporting mission-critical workloads.

incremental

Evaluation results and operational observations highlight
both the strengths and limitations of object storage
adoption. Amazon S3 demonstrates strong performance
for throughput-oriented workloads and simplifies long-
term storage management by eliminating infrastructure
provisioning and maintenance tasks. At the same time,
migration introduces short-term complexity, requiring
careful coordination, robust tooling, and disciplined
operational practices. These tradeoffs reinforce the need
to view storage migration as a strategic transformation
rather than a purely technical exercise.

Beyond technical considerations, this work illustrates the
organizational and cultural implications of migrating to
cloud-based storage. Operational teams must adapt to
service-oriented management models, emphasizing
monitoring, access control, and cost governance over
hardware maintenance. Effective communication and
cross-team collaboration emerge as critical success
factors, ensuring alignment across application, storage,
networking, and security domains.
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In conclusion, migrating on-premises NFS workloads to
Amazon S3 is both feasible and beneficial when guided
by realistic expectations, workload-aware architecture,
and disciplined execution. While object storage is not a
universal replacement for file-based systems, it offers a
powerful alternative for a wide range of enterprise
workloads. The architectural framework and lessons
presented in this paper provide a practical foundation for
organizations  seeking to  modernize  storage
infrastructure and inform future research on hybrid
storage systems, automation-driven migration planning,
and adaptive workload placement strategies.
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