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Abstract

Service unavailability in cloud computing environments poses significant challenges for organizations relying on cloud-
based applications and services, leading to disrupted operations, financial losses, and compromised user experience. These
challenges are particularly critical in sectors such as healthcare, finance, and e-commerce, where continuous service
availability is essential for business operations and customer satisfaction. This research addresses these challenges with a
novel Dynamic Multi-Cloud Security and Availability Optimization (DMCSAOQO) algorithm, designed to enhance service
reliability and system resilience across multiple cloud providers. Comprehensive experimental analysis using network
graph visualization and simulation techniques to evaluate system behavior under various failure scenarios, including
network partitions and datacenter failures. The experimental framework tests different node densities (30, 50, and 100
nodes) and compares multi-cloud versus single-cloud deployments in real-world application scenarios. patterns and
recovery strategies, while our network partition simulations show sub- linear response time scaling but exponential
recovery time growth in larger deployments. The DMCSAO algorithm maintains high service availability during failure
scenarios, compared to single-cloud results demonstrate substantial improvements in multi-cloud implementations,
achieving reduction in average response times (23.5ms versus 27.8ms), lower packet loss rates (2.3% versus 3.8%), and
fewer failover incidents. The visualization-based analysis reveals crucial insights into failure propagation environments.
These findings provide practical guidelines for implementing resilient cloud security services and contribute significantly
to the field of multi-cloud architecture optimization. Our research addresses critical challenges in cloud computing
reliability and offers valuable insights for organizations adopting multi-cloud strategies, while also identifying important
directions for future research in cloud security and availability optimization.

Keywords: Multi-cloud computing, service availability, cloud security services, network partition, datacentre failure,
performance optimization, network visualization, cloud computing reliability

1. Introduction optimizing costs, and improving performance [1].
However, using multiple clouds also brings new
challenges, especially when it comes to keeping services up
and running. In a multi-cloud environment, ensuring that
services are always available is crucial. When a service
goes down, it can lead to lost productivity, unhappy
customers, and financial losses. This makes service
availability a top priority for businesses using multi-cloud
setups [2].

In recent years, businesses and organizations have
increasingly turned to cloud computing to meet their IT
needs. As this trend has grown, many have found that
relying on a single cloud provider isn't enough. This has led
to the rise of multi-cloud computing, where companies use
services from two or more cloud providers. Multi-cloud
setups offer benefits like avoiding vendor lock-in,
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The figure 1, provides a clear picture of the rapid growth in
cloud computing adoption over recent years. It shows that
global spending on public cloud services has been steadily
increasing, with a significant jump from $242.7 billion in
2020 to $304.9 billion in 2021. This represents a
remarkable 25.6% year-over-year growth, likely driven by
the sudden shift to remote work and digital operations
during the global pandemic. The upward trend is expected
to continue, with projections indicating spending will reach
$362.3 billion in 2022, an additional 18.8% increase. This
consistent and substantial growth underscores the
increasing reliance of businesses on cloud services for their
operations and digital transformation efforts. The graph
visually emphasizes the expanding role of cloud computing
[54] in the global business landscape, supporting the trend
towards more complex, multi-cloud environments as
organizations seek to leverage the benefits of diverse cloud
services.
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Figure 1: Worldwide Public Cloud Services End-User
Spending (Billion $) [4]

To address these challenges, cloud providers and third-
party companies have developed various cloud security
services. These services aim to protect data, manage access,
and ensure that systems keep running even when problems
occur. Some examples include tools for monitoring system
health, backing up data, and automatically switching to
backup systems when main systems fail [3]. Despite these
advances, many organizations still struggle with service
unavailability in multi-cloud environments. It's not always
clear which security services work best or how to use them
effectively across different cloud platforms. This leads us
to our research problem: How can existing cloud security
services be used and evaluated to gain a full understanding
of resource usage and overcome service unavailability in
multi-cloud computing?

The main goals of this research are:
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1. To identify and test current cloud security services
that can help prevent service outages in multi-
cloud setups.

2. To develop ways to measure how well these
services work in real-world scenarios.

3. To provide practical advice on using these services
to improve service availability in multi-cloud
environments.

By achieving these objectives, this research aims to help
organizations make better decisions about using cloud
security services and ultimately improve the reliability of
their multi-cloud systems. The paper is framed as follows:
section 1, provides the need of cloud services world wide
and challenges and problem statement, section 2, gives the
existing cloud services and its challenges section 3 provides
detailed explanation of proposed methodology, section 4
presents the obtained results and analysis and finally
discussion is provided in section 5 and conclusion is
presented in section 6.

1I. Literature Review

Multi-cloud computing refers to the use of cloud services
from two or more providers. This approach has gained
popularity as organizations seek to optimize their
resources, avoid vendor lock-in, and leverage the unique
strengths of different cloud platforms [3]. In a multi-cloud
setup, companies might use Amazon Web Services (AWS)
for computing power, Google Cloud for data analytics, and
Microsoft Azure for office productivity tools. While multi-
cloud strategies offer numerous benefits, they also present
significant challenges. Gartner's research highlights that
managing multiple cloud environments increases
complexity, making it harder to maintain consistent
security policies and ensure seamless integration between
services [4]. Another major hurdle is the need for
specialized skills to work with different cloud platforms,
which can strain IT departments and increase operational
costs [5].

Service unavailability remains a critical concern in cloud
computing, particularly in multi-cloud scenarios [6]. A
study by the Uptime Institute found that 31% of data
centers experienced downtime in 2021, with human error
being the leading cause [7]. In multi-cloud environments,
the risk of service disruption is amplified due to the
increased number of potential failure points and the
complexity of managing interdependencies between
services hosted on different platforms. The impact of
service unavailability can be severe. For example, an hour
of downtime can cost large enterprises an average of
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$300,000, according to a report by ITIC [8]. Beyond
financial losses, service disruptions can damage brand
reputation, lead to customer churn, and in some cases,
result in regulatory non-compliance [9].

To address the challenges of multi-cloud environments,
various cloud security services have emerged. These
services aim to provide unified security management across
different cloud platforms. For instance, Cloud Access
Security Brokers (CASBs) offer a single point of control
for multiple cloud services, helping organizations enforce
security policies consistently [10]. Another important
category is Cloud Workload Protection Platforms
(CWPPs), which provide security for applications and
workloads running in public cloud Infrastructure as a
Service (IaaS) environments [11]. These tools help
organizations maintain visibility and control over their
cloud resources, regardless of the provider. Additionally,
Cloud Security Posture Management (CSPM) tools have
gained traction. These services continuously monitor cloud
infrastructure configurations to detect misconfigurations
and compliance violations, which is crucial in complex
multi-cloud setups [12].

Several strategies have been developed to mitigate service
unavailability in multi-cloud environments. One common
approach is the use of multi-cloud orchestration tools,
which automate the deployment and management of
applications across multiple clouds. These tools can
improve resilience by automatically failing over to backup
resources when primary services become unavailable [13].
Another strategy involves implementing robust disaster
recovery and business continuity plans. This often includes
geo-redundant deployments, where applications and data
are replicated across geographically dispersed cloud
regions or providers [14]. Such setups can significantly
reduce the risk of service disruption due to localized
outages or disasters.Recent research has also focused on
developing intelligent load balancing algorithms for multi-
cloud environments [15] [52]. These algorithms can
dynamically distribute workloads across different cloud
providers based on factors like cost, performance, and
availability, thereby reducing the impact of service
disruptions [16]. Furthermore, the adoption of cloud-native
technologies, particularly containerization and micro
services architectures, has shown promise in improving
service availability [17]. These approaches allow for
greater flexibility in deploying and scaling applications
across multiple cloud environments, potentially reducing
the impact of localized failures [18].
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1II. Proposed Methodology

This work employs a mixed-method research approach to
thoroughly evaluate the effectiveness of cloud security
services. The methodology integrates quantitative
performance measurements with qualitative assessments,
offering a multidimensional understanding of the
capabilities and limitations of these services. By combining
numerical data with contextual insights, the study aims to
address both the technical and operational aspects of cloud
security in a holistic manner.

The research work is structured as an experimental study,
where various cloud security services are implemented and
rigorously tested within a controlled multi-cloud
environment. This environment simulates real-world cloud
operations, enabling the evaluation of security services
under a variety of conditions, including different failure
scenarios. The multi-cloud setup was carefully designed to
replicate common configurations used by organizations,
ensuring the relevance and applicability of the findings.

Quantitative performance metrics, such as latency,
throughput, and resource utilization, are collected to
provide a detailed analysis of how well each security
performs under These
measurements are supplemented with qualitative
assessments gathered from expert evaluations and user
feedback, which provide deeper insights into usability,
reliability, and adaptability.

service stress. numerical

A key focus of the research work is the behavior of cloud
security services in the presence of failures, such as
network disruptions, service outages, and cyberattacks. By
simulating these scenarios, this work captures the resilience
and recovery capabilities of the tested services. This
approach not only highlights the strengths and weaknesses
of individual services but also identifies critical areas for

improvement.
Overall, this mixed-method approach ensures a
comprehensive evaluation, balancing empirical

performance data with contextual analysis to present a
nuanced understanding of cloud security
effectiveness.

service

A. Research design

The research is conducted in phases, started with the setup
of a multi-cloud test environment, followed by the
implementation of selected cloud security services,
execution of test scenarios, data collection, and finally, data
analysis. This phase approach ensures a systematic
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evaluation of each service's effectiveness in overcoming
service unavailability [19].

B. Multi-CloudSecurity ServicesEvaluation

Figure 2 shows the methodology framework used in this
study. The framework consists of four main layers:
infrastructure, security services, testing, and analysis. The
infrastructure layer comprises three major cloud providers,
forming the foundation of the multi-cloud environment.
The security services layer implements various security
mechanisms across these providers. The testing layer
contains the four main failure scenarios, designed to
evaluate system resilience. Finally, the analysis layer
encompasses the comprehensive evaluation approach,
including performance metrics, availability analysis,
security assessment, and cost analysis. This layered
approach ensures systematic evaluation of cloud security
services across multiple providers while maintaining
consistency in testing and analysis

Multi-cloud Security Services Evaluation Framework

Infrastructure Layer

Cloud Service Provider 1 Cloud Service Provider 2

v

Security Services Layer

Cloud Service Provider 3

Access Control Data Protection Monitoring Failover

v

Testing Layer

Load Balancer

Network Partition y
Failure

Data Center Failure Application Failure

v

Analysis Layer

Performance Metrics | A

lysis | Security A

Figure 2: Multi cloud security services evaluation
framework

Infrastructure Layer: The foundation of the multi-cloud
evaluation framework is built upon three leading cloud
service providers (CSPs), each offering distinct capabilities
and services. This infrastructure layer establishes the
physical and virtual resources necessary for comprehensive
testing and evaluation. Each CSP environment is
configured with standardized compute instances, storage
solutions, and networking components to ensure consistent
baseline performance [20]. Utilized Infrastructure as Code
(IaC) through Terraform to maintain deployment
consistency and repeatability across all providers. The
infrastructure layer also implements redundancy across
multiple availability zones within each CSP, creating a
resilient foundation for the security service evaluation[21].
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Security Services Layer: Building upon the infrastructure
layer, the security layer implements a
comprehensive suite of protection mechanisms across all
cloud providers. This layer incorporates four primary
security components: systems, data
protection services, continuous monitoring solutions, and
automated failover mechanisms [22]. The access control
systems manage identity verification and authorization
across the multi-cloud environment, while data protection
services ensure information security through encryption
and secure key management. The implementation follows
the defense-in-depth principle, creating multiple security
layers that work in concert to protect against various threat
vectors. Research has shown that this layered security
approach can reduce successful breach attempts by up to
85% in multi-cloud environments [23].

services

access control

Testing Layer: The testing layer executes four distinct
failure scenarios designed to evaluate system resilience and
security service effectiveness. These scenarios include
network partition tests, datacenter failure simulations,
application-level disruptions, and load balancer failure
assessments [24]. Each test scenario is carefully crafted to
replicate real-world challenges faced in multi-cloud
deployments. Employed automated testing frameworks to
ensure consistent execution and reliable results collection.
The testing methodology incorporates gradual degradation
patterns, allowing us to observe system behavior across
various failure conditions. Studies indicate that
comprehensive failure testing can identify up to 92% of
potential vulnerabilities in cloud security implementations
[25].

Analysis Layer: The final layer of the framework focuses
on comprehensive performance and security analysis. This
layer collects and processes data from all test scenarios,
evaluating metrics such as response times, throughput,
recovery time objectives (RTO), and recovery point
objectives (RPO) [26]. The implemented real-time
monitoring and data collection mechanisms to ensure
accurate measurement of system performance and security
effectiveness. The analysis layer also incorporates cost
assessment tools to evaluate the economic efficiency of
different security configurations. The analytical approach
combines  quantitative  metrics  with  qualitative
assessments, providing a holistic view of security service
effectiveness [27].

The methodology framework's layered approach provides
the essential foundation for implementing the Dynamic
Multi-Cloud Security and Availability Optimization
(DMCSAO) algorithm. Each layer of the framework
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contributes specific inputs and constraints that the Algorithm 1: Dynamic Multi-Cloud Security and Availability
Optimization (DMCSAO)

DMCSAO algorithm uses to optimize service placement
and security configurations. The infrastructure layer
provides real-time resource availability data, which the
algorithm uses to calculate its availability function A(p),
while the security services layer supplies security metrics
that feed into the security function S(p) [28]. This
integration enables the algorithm to make informed
decisions about service placement while considering both
the physical infrastructure capabilities and security
requirements[29][53].

The testing and analysis layers of the framework work in
conjunction with the DMCSAO algorithm's dynamic
reallocation function to evaluate and improve system
performance continuously. When the testing layer identifies
a failure scenario, such as network partition or datacenter
failure, the algorithm's DynamicReallocation function
immediately initiates service redistribution based on the
current state of all framework layers [30]. This real-time
adaptation is guided by the comprehensive metrics
collected through the analysis layer, including response
times, throughput, and security scores. The algorithm's
weighting factors (o, B, y) are continuously adjusted based
on the analysis layer's findings, ensuring optimal balance
between availability, security, and cost[31].

In response to the growing complexity of multi-cloud
environments and the critical need for robust security and
availability, this work propose a novel approach: the
Dynamic  Multi-Cloud  Security and Availability
Optimization (DMCSAO) algorithm. This innovative
methodology addresses the challenges of service allocation
across multiple cloud providers while simultaneously
optimizing for security, availability, and cost-effectiveness.
The DMCSAO algorithm employs a dynamic replication
strategy and real-time load balancing to enhance system
resilience against failures and cyber threats. By considering
the unique characteristics of each cloud provider and the
specific requirements of individual services, the approach
offers a flexible and adaptive solution to the multi-faceted
problem of cloud resource management. The algorithm's
ability to quickly reallocate resources in response to
provider failures or performance degradation ensures
continuous service availability, making it particularly
suitable for mission-critical applications in diverse industry
sectors. The detailed description of the DMCSAO
algorithm are as follows:
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Input:

Output:

(VR

10

11

12

13

14

-P={p1, p2, ..., pn}: Set of cloud providers
-S={sy, 82, ..., Sm}: Set of services
-R={r}, o, ..., 1x}: Set of resources

- A(p): Availability function for provider p
- S(p): Security function for provider p

- C(p, r): Cost function for provider p and resource
r

- T(s): Resource requirements for service s

- a, B, y: Weighting factors for availability, security,
andcost(0<a,B,y<1)

- 0: Threshold for load balancing (0 <6 < 1)

- X: Allocation matrix

- p: Replication factor

- Availability Score, Security Score, Total Cost
Function DMCSAO(P, S, R, A, S,C, T, o, B, v, 0):
Initialize X[i][j]=0foralliin S, j in P

p =1 // Initial replication factor

while not converged:

for each si in S:

Popt = {} // Optimal providers for service s;

forj=1to p:
p* = argmax(p in P \ Popt) (a *
A(p) + B * S(p) - v * Clp, T(s1)))
Popt = PoptU {p*}
X[i][p*] =1
/I Calculate provider load
for each p in P:

L[p] = sum(X[i][p] * T(si) for si
in S)

Lavg = average(L[p] for p in P)

if max(|L[p] - Lavg| for p in
P)>0 * Lavg:

p=p+ 1 // Increase replication
for better load balancing
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I Update A(p), S(p), C(p, r) based
on current allocation
if allocation is stable or max
16 . .
iterations reached:
17 converged = true
// Calculate final scores
18 Availability Score = (1 /|S[) * sum(1 - product(1
- X[i][p] * A(p) for p in P) for si in S)
19 Security Score = (1 / [S|) * sum(max(X[i][p] *
S(p) for p in P) for si in S)
20 Total Cost = sum(X[i][p] * C(p, T(si)) for siin S
for p in P)
21 return X, p, Availability Score, Security Score,

Total Cost

22 Function DynamicReallocation(X, Pfail):

2 for each si in S where X[i][p] = I for any p in
Pfail:
24 Pavail = P \ Pfail
25 p = argmax(p in Pavail) (a * A(p) + B * S(p)
-y * Cp, T(s1)))
2 X[i][p]
=1
27 X[i][p] = 0 for all p in Pfail
23 Update A(p), S(p), C(p, r) based on new
allocation

29 return X

C. Evaluation Metrics and Data Collection Methods

This study, employs a comprehensive set of evaluation
metrics designed to assess the effectiveness of cloud
security services in maintaining availability across multi-
cloud environments. The primary metrics include service
availability percentage, response time, throughput, and
recovery time objectives (RTO). Service availability is
measured through continuous health checks performed
every 30 seconds across all cloud providers, while response
time data is collected through distributed monitoring agents
deployed across different geographical locations [32].
These agents simulate real-world user interactions and
measure the time taken for service requests to complete,
providing insights into system performance under various
conditions[33].
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The data collection infrastructure incorporates three main
components: monitoring  systems, log
aggregation services, and performance metric collectors.
Real-time monitoring systems utilize specialized probes
deployed across each cloud provider's infrastructure,
collecting data about system health, resource utilization,
and security events at 5-second intervals [34]. This work
specifically focus on measuring four critical aspects of
multi-cloud operations: security effectiveness, service
reliability, performance efficiency, and cost optimization
[35]. Security effectiveness is evaluated through metrics
such as threat detection rate, false positive ratio, and
incident response time. Service reliability measurements
include availability percentage, mean time between failures
(MTBF), and mean time to recovery (MTTR) [36]. For
performance efficiency, this track CPU utilization, memory
usage, network latency, and request throughput. Cost
optimization metrics encompass
efficiency, operational overhead, and return on investment
(ROI) for security implementations [37].

real-time

resource utilization

The data collection process is automated through custom-
developed collection agents that implement robust error
handling and data validation mechanisms. These agents use
secure channels with end-to-end
encryption to transmit collected metrics to centralized
analysis systems. The collection frequency varies based on
metric type: performance metrics are collected every
second, security events are processed in real-time, and cost
data is aggregated hourly [38]. To ensure accuracy, all
collected data undergoes validation checks for
completeness and consistency[39].

communication

1V Test Scenarios

To comprehensively evaluate the effectiveness of cloud
security services in overcoming service unavailability in
multi-cloud environments, this work designed five distinct
test These scenarios simulate real-world
challenges that organizations commonly face when
operating across multiple cloud platforms. By subjecting
the test environment to these controlled disruptions, the
work assess how well different cloud security services
maintain availability, manage failover, and ensure data
consistency.

scenarios.

A Network Partition Scenario

The network partition scenario simulates a situation where
connectivity between different cloud providers or between
cloud and on-premises infrastructure is disrupted. This type
of failure can occur due to internet service provider (ISP)
outages, misconfigured network devices, or cyber-attacks
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[40]. In the test, this work will use network access control
lists (ACLs) and firewall rules to artificially create network
partitions between the cloud environments. This work
gradually increases the severity of the partition, starting
with introducing packet loss and latency, and progressing
to a complete network segregation. This approach allows
us to evaluate how cloud security services detect and
respond to degrading network conditions, as well as their
effectiveness in maintaining service availability during a
complete partition. This work measure metrics such as
failover time, packet loss rates, and application response
times to quantify the impact and recovery efficiency [41].

B Datacenter Failure Scenario

The datacenter failure scenario replicates a situation where
an entire datacenter or availability zone becomes
unavailable. Such failures, while rare, can have severe
impacts on service availability and business continuity
[42]. To simulate this, this work shut down all virtual
machines and services within a specific availability zone or
region in one of the cloud providers. This test will evaluate
the effectiveness of disaster recovery and business
continuity features provided by cloud security services
[43]. This work assess how quickly services can failover to
backup resources in alternative locations, the consistency
of data after recovery, and the ability to maintain normal
operations during the outage. Metrics such as Recovery
Time Objective (RTO) and Recovery Point Objective
(RPO) will be key in evaluating performance in this
scenario [44].

V. Results and Analysis

The simulation of multi-cloud security services was
performed using Python 3.8 with NetworkX 2.6.3 library,
creating a comprehensive virtual representation of cloud
providers and their interconnected services [45]. The
deployed on a high-
performance computing system equipped with an Intel
Xeon E5-2680 v4 processor (14 cores, 2.4 GHz), 128GB
DDR4 RAM, and 2TB NVMe SSD storage [46]. This
configuration enabled us to simulate complex network
scenarios and process large volumes of performance data
efficiently. The simulation framework utilized Docker
containers  (version 20.10.8) to create isolated
environments for each cloud provider, ensuring consistent
and reproducible test conditions [47].Each simulated cloud
provider was allocated specific resources to mirror real-
world cloud infrastructure capabilities:

simulation environment was

e CSPI1: 48 vCPUs, 192GB RAM, 2TB storage,
configured with high-availability zones

IJRITCC | October 2025, Available @ http://www.ijritcc.org

e (CSP2: 36 vCPUs, 144GB RAM, 1.5TB storage,
with geo-redundant setup

e (CSP3: 24 vCPUs, 96GB RAM, 1TB storage,
optimized for failover scenarios The resource
allocation was based on industry-standard
configurations and validated against published
cloud provider benchmarks [48]. Each provider's
infrastructure was segmented into three
availability zones, with resources distributed
evenly to ensure realistic simulation of failover
and recovery scenarios.

The network topology was designed using NetworkX's
graph modeling capabilities, implementing a mesh network
architecture with the following specifications:

e Inter-provider bandwidth: 10 Gbps with Sms
baseline latency

e Intra-zone bandwidth: 25 Gbps with 2ms baseline
latency

e Cross-zone bandwidth: 15 Gbps with 3ms
baseline latency Network paths were configured
with dynamic routing capabilities and Quality of
Service (QoS) parameters to simulate real-world

conditions [4]. The

incorporated varies link capacities and latencies
based on geographical distribution patterns
observed in actual cloud deployments.

network simulation

The security services were implemented as distributed
components across the network graph, with each service
node containing specific security attributes and monitoring
capabilities:

security services = { 'access_control': {'capacity’: 50000,
'latency': 0.5}, 'encryption': {'capacity': 40000, 'latency":
0.8}, 'monitoring': {'capacity’: 60000, 'latency: 0.3},
'failover": {'capacity': 45000, 'latency": 0.6} }

These services were distributed across providers using a
weighted graph algorithm that optimizes for both
performance and redundancy [49]. The implementation
achieved an average service response time of 2.3ms under
normal conditions and maintained 99.99% availability
during failure scenarios. The simulation environment was
monitored using Prometheus (version 2.30.3) for metrics
collection and Grafana (version 8.2.0) for visualization,
allowing real-time tracking of performance metrics and
system behavior. Network traffic patterns were generated
using custom workload generators that simulated various
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application profiles, including web services, database
operations, and batch processing tasks [50].

A. Network Partition Failure Simulations

In the experimental evaluation, this work conducted
comprehensive network partition failure simulations across
three distinct scenarios with varying node densities: 30
nodes, 50 nodes, and 100 nodes. This progressive scaling
enabled us to assess the impact of network size on system
resilience and recovery capabilities in multi-cloud
environments. Figure 3 shows the baseline simulation of
network deployment. Each simulation was executed over a
180-second duration, incorporating graduated failure
and measuring key performance metrics
including response time, packet loss rates, and failover
efficiency.30-Node Simulation: The baseline simulation
with 30 nodes consisted of resources distributed across
three cloud service providers (CSPs) and on-premises
infrastructure. The distribution comprised 8 nodes in CSP1,
7 nodes in CSP2, 7 nodes in CSP3, and 8 nodes in the on-
premises environment. Under normal operations, the
network maintained an average response time of 23.5ms
with a packet loss rate of 2.3%.Figure 4, shows the failover
occurred for node 28, time: 0.00s, introduced 10.0% packet
loss During induced network partitions, the system
demonstrated robust failover capabilities, with recovery
times averaging 1.8 seconds. The relatively small network
size allowed for quick convergence in routing updates and
efficient reallocation  during  failure
scenarios.Figure 5 shows the network failover occurred for
node 29, time: 0.00s, Increased latency by 20ms. Figure 6
shows the network failover occurred for node 11, time:
0.00s and failover occurred for node 4, time: 0.00s.

scenarios

resource

Scaling to 50 nodes revealed more complex interaction
patterns and resource dependencies. The node distribution
was expanded to 15 nodes in CSP1, 12 nodes in CSP2, 12
nodes in CSP3, and 11 nodes in on-premises infrastructure.
This medium-scale deployment exhibited different
characteristics under stress, with baseline response times
averaging 28.7ms and packet loss rates of 3.1%. The
increased node count led to more sophisticated failover
patterns, with recovery times averaging 2.4 seconds. The
additional complexity introduced by the larger node count
resulted in a 25% increase in convergence time compared
to the 30-node scenario [3].

The large-scale simulation with 100 nodes provided
insights into the scalability limits of the multi-cloud
architecture. The deployment consisted of 30 nodes in
CSP1, 25 nodes in CSP2, 25 nodes in CSP3, and 20 nodes

in on-premises infrastructure. This configuration
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demonstrated more pronounced effects during network
partitions, with baseline response times averaging 35.2ms
and packet loss rates reaching 4.2%. Failover mechanisms
showed increased complexity, with recovery times
averaging 3.6 seconds. The larger network size introduced
additional overhead in route recalculation and resource
reallocation, resulting in a 50% increase in convergence
time compared to the 50-node scenario.The experiments
revealed that while the multi-cloud architecture maintains
robust performance different scales, larger
deployments require additional optimization strategies.
Specifically, the 100-node simulation highlighted the need
for more sophisticated resource allocation algorithms and
improved failover mechanisms to maintain performance
metrics comparable to smaller deployments.

across

Multi-Cloud Notwork Status

Figure 3: Initial Network State

Multi-Cloud Netwark Status

Figure 4: Failover occurred for node 28, time: 0.00s,
Introduced 10.0% packet loss
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Multi-Cloud Network Status

Figure 5: Failover occurred for node 29, time: 0.00s,
Increased latency by 20ms

Mt Cloud Network Status

Figure 6: Failover occurred for node 11, time: 0.00s,
Failover occurred for node 4, time: 0.00s, Introduced
30.0% packet loss

Experimental results demonstrate significant differences in
performance and reliability between multi-cloud and
single-cloud deployments. The analysis focuses on four key
performance metrics: response time, packet loss rate,
failover events, and aggregate performance statistics.
Figure 7, shows the temporal analysis of response times
reveals distinct behavioral patterns between multi-cloud
and single-cloud environments. The multi-cloud setup
maintained a more stable response time profile, averaging
23.5ms compared to the single-cloud's 27.8ms. During
periods of network stress (60-90 seconds into the
simulation), the multi-cloud architecture demonstrated
superior stability, with response time variations staying
within £15% of baseline, while the single-cloud
environment experienced fluctuations of up to +35%. This
enhanced stability can be attributed to the multi-cloud
environment's ability to route traffic through alternative
paths when performance degradation is detected.

Figure 8, packet loss measurements showed a marked
difference in reliability between the two approaches. The
multi-cloud environment maintained a lower average

IJRITCC | October 2025, Available @ http://www.ijritcc.org

packet loss rate of 2.3% compared to 3.8% in the single-
cloud setup. More significantly, during simulated network
partition events (120-150 seconds),
architecture limited maximum packet loss to 4.7%, while
the single-cloud environment experienced peaks of up to
8.9%. This superior performance in the multi-cloud
scenario can be attributed to intelligent traffic routing and
the availability of redundant paths across different cloud
providers.Figure 9, shows the analysis of failover events
provides compelling evidence of the multi-cloud
architecture's superior resilience. The multi-cloud
environment recorded 12 failover events over the test
period, with an average recovery time of 1.8 seconds,
compared to 18 events and 2.9 seconds recovery time in the
single-cloud setup. Notably, the multi-cloud architecture
demonstrated more consistent recovery patterns, with a
standard deviation in recovery time of +0.3 seconds,
compared to £0.8 seconds in the single-cloud environment.
This improved stability is largely due to the availability of
pre-configured backup resources across multiple providers

[3].

A summary comparison bar graph figure 10, visualizes
these aggregate metrics, clearly demonstrating the multi-
cloud architecture's superior performance across all
measured parameters. The most notable improvements
were observed in packet loss rates and failover recovery
times, where the multi-cloud architecture demonstrated
significant ~ advantages over  the  single-cloud
deployment.These results indicate that the multi-cloud
approach provides substantial benefits in terms of both
performance and reliability. The most significant
improvements were observed during periods of network
stress and simulated failures, where the multi-cloud
architecture's inherent redundancy and distributed nature
provided robust resilience against service disruptions.

the multi-cloud

Response Time Comparison

Figure 7: Response Time comparison
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Figure 10: Comparison of Average response time, max
response, average packet loss, total failures.

B. Datacentre Failure Simulation Analysis with
Network Graph Visualization

Conducted comprehensive datacentre failure simulations in
a multi-cloud environment using a network graph-based
approach to visualize and analyze system behavior. The
simulation environment was implemented using
NetworkX library, which provided robust graph
modelling capabilities and sophisticated visualization tools
for complex network interactions. Figure 11 shows the
multi-cloud environment network graph.Experimental
setup encompassed three major cloud service providers

IJRITCC | October 2025, Available @ http://www.ijritcc.org

(CSPs) and their interconnected resources, with each
datacentre’s operational status and network connectivity
monitored and visualized in real-time.The network graph
visualization initially depicted three distinct cloud provider
zones, each represented by different color schemes: CSP1
(light blue), CSP2 (light green), and CSP3 (light coral).
Each provider zone contained compute nodes (represented
as circles) and storage nodes (represented as squares), with
edge weights indicating network bandwidth capacity. Inter-
datacentre connections were visualized as weighted edges,
with thickness corresponding to bandwidth capacity and
color intensity reflecting current utilization levels. This
visualization approach provided immediate visual feedback

on the network's operational status and resource
distribution.The initial network state visualization
demonstrated:

e Node Distribution: Equal distribution of compute
and storage resources

e  Connection Density: High-bandwidth inter-
provider links

e Resource Utilization: Baseline operational
metrics

e Service Dependencies: Critical path
identification

e Redundancy Paths: Alternative routing options
(3]

Failure Scenario Implementation: The datacentre failure
simulation was executed in three distinct phases, each
visualized through dynamic graph updates:

Pre-failure State Failure Recovery Phase
Initiation
e Balanced e Systematic e Dynamic
workload node workload
distribution shutdown in redistribution
e Normal inter- target e Alternative
datacentre datacentre path
communication | e Real-time activation
e Optimal path | edge weight | e Resource
routing adjustments rebalancing
e Regular e Path e Service
resource recalculation restoration
utilization visualization progress
patterns e Resource
reallocation
tracking
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Figure 11: Multi-cloud environment network graph
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V. DISCUSSION
A. Interpretation of Results

Experimental results reveal significant insights into multi-
cloud security services and their effectiveness in
overcoming service unavailability. The network partition
simulation with varying node densities (30, 50, and 100
nodes) demonstrated that system performance scales
differently with network size. The response time increase
was sub-linear (23.5ms to 35.2ms), indicating effective
load distribution mechanisms. However, recovery times
showed exponential growth (1.8s to 3.6s), suggesting that
larger deployments require more sophisticated failover
strategies.The comparative analysis between multi-cloud
and single-cloud deployments yielded compelling evidence
for multi-cloud advantages. Multi-cloud environments
demonstrated 15.5% lower average response times and
39.5% reduction in packet loss rates. Most notably, the
failover incident rate was reduced by 33.3%, with
significantly faster recovery times (1.8s versus 2.9s). These
improvements can be attributed to the inherent redundancy
and distributed nature of multi-cloud architectures.

C. Implications for Multi-Cloud Strategy and Architecture

The research findings have several important implications
for organizations considering or implementing multi-cloud
strategies:

1. Resource Distribution:

e Optimal node distribution across providers is
crucial

e Balanced workload allocation improves resilience
e  Geographic diversity enhances availability
2. Network Design:

e Inter-provider connectivity requires redundant
paths

e Bandwidth allocation needs careful planning
e Network segmentation improves security isolation
Vi. CONCLUSION

This work provides comprehensive insights into the
effectiveness of cloud security services in addressing
service unavailability within multi-cloud environments.
Through extensive experimentation and analysis, this work
demonstrated that multi-cloud architectures offer
significant advantages over single-cloud deployments,
including a 15.5% reduction in average response times,
39.5% lower packet loss rates, and 33.3% fewer failover
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incidents. The network partition simulation across different
node densities (30, 50, and 100 nodes) revealed important
scalability characteristics, with sub-linear response time
growth but exponential recovery time increases in larger
deployments. The visualization-based analysis of
datacenter failures provided valuable insights into system
behavior during critical scenarios, helping identify optimal
recovery patterns and resource allocation strategies. The
proposed Dynamic Multi-Cloud Security and
Availability Optimization (DMCSAQ) algorithm
demonstrated robust performance in optimizing service
allocation and enhancing system resilience, maintaining
99.99% availability during failure scenarios compared to
99.95% in single-cloud deployments. The research also
highlighted crucial considerations for implementing multi-
cloud strategies, including the importance of balanced
resource distribution, redundant network paths, and
security policies across providers. While
limitations exist, particularly in terms of simulation
constraints and scalability boundaries, this study
contributes significantly to the understanding of multi-
cloud security and availability optimization. Future
research directions, including enhanced scalability studies,
Al-driven security responses, and advanced cost
optimization strategies, promise to further advance this
field. These findings provide valuable guidance for
organizations implementing multi-cloud architectures and
contribute to the broader knowledge base of cloud
computing resilience and security

uniform
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