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Abstract:

With the rising integration of IoT devices in critical applications, ensuring real-time and robust security has become a
major challenge due to limited computational resources and increasingly sophisticated cyber threats. This study
introduces a hybrid optimization framework that leverages Al-based anomaly detection enhanced by metaheuristic
optimization techniques. The system combines deep learning models—such as autoencoders and LSTM networks—for
effective anomaly identification, with a hybrid tuning strategy using Genetic Algorithms (GA) and Ant Colony
Optimization (ACO) to optimize model parameters, feature selection, and detection thresholds. The multi-objective
optimization approach balances detection accuracy, computational efficiency, and false alarm reduction, making it
suitable for diverse IoT environments including smart homes, healthcare, and industrial networks. Experimental
evaluations on real-world IoT datasets reveal that the hybrid framework significantly outperforms standalone Al or
optimization methods in threat detection reliability and energy efficiency. This research contributes a flexible, high-
performance security architecture tailored for the next generation of secure, intelligent IoT systems.

Keywords: [oT Security, Anomaly Detection, Artificial Intelligence (AI), Machine Learning, Hybrid Optimization,
Cybersecurity, Network Intrusion Detection, Real-time Threat Detection, Optimization Algorithms, Smart Devices
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1. INTRODUCTION efficiency of Al-based anomaly detection systems
depend heavily on the careful tuning of detection
parameters and model optimization, which can be

computationally intensive and complex in diverse IoT

The rapid proliferation of the Internet of Things (IoT)
has transformed numerous sectors by enabling seamless

connectivity between devices, sensors, and applications.
However, this increased connectivity also introduces
significant security  vulnerabilities due to the
heterogeneous,  resource-constrained, and  often
unattended nature of IoT devices. Traditional security
solutions, primarily designed for conventional IT
infrastructures, are inadequate to address the unique
challenges posed by IoT ecosystems, which are
susceptible to sophisticated and evolving cyber threats.

Anomaly detection, powered by artificial intelligence
(Al) and machine learning (ML), has emerged as a
promising approach for identifying abnormal behaviors
indicative of cyberattacks or system faults in IoT
networks. Despite its potential, the accuracy and
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environments.

To overcome these challenges, this paper proposes a
hybrid optimization framework that integrates Al-based
anomaly detection with optimization algorithms to
enhance the security of IoT networks. By leveraging
hybrid optimization techniques, the framework
adaptively fine-tunes detection models to improve their
precision and responsiveness while minimizing false
positives. This approach not only strengthens threat
detection capabilities but also ensures scalability and
adaptability in dynamic IoT settings. The remainder of
this paper details the design and implementation of the
proposed framework, evaluates its performance against
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existing methods, and discusses its implications for
future IoT security solutions.

Anomaly Detection

Anomaly Detection is a critical technique in data
analysis and cybersecurity that involves identifying
patterns in data that do not conform to expected
behavior. In the context of IoT (Internet of Things),
anomaly detection plays a pivotal role in recognizing
unusual or suspicious activities that may indicate
cyberattacks, system malfunctions, or unauthorized
access. IoT environments are characterized by a vast
number of interconnected devices generating
continuous streams of data. Due to the scale, diversity,
and real-time nature of this data, manually identifying
threats or using predefined rules is neither scalable nor
effective. Anomaly detection addresses this by learning
the normal behavior of devices and networks and
flagging deviations that may signify security breaches.

There are several approaches to anomaly detection,
including:

e  Statistical Methods: Use mathematical models
to define normal behavior and detect
statistically significant deviations.

e Machine Learning-Based Methods: Utilize
supervised, unsupervised, or semi-supervised
learning to detect anomalies. Supervised
methods require labeled data (normal vs.
anomalous), while unsupervised methods
detect outliers without prior labeling.

e Deep Learning Approaches: Apply neural
networks such as autoencoders, LSTMs, and
CNNs to detect complex, nonlinear anomalies
in time-series [oT data.

Al-based anomaly detection is particularly well-suited
for IoT due to its ability to adapt to evolving threats,
process vast amounts of data, and reduce false positives
compared to traditional intrusion detection systems
(IDS). However, its effectiveness depends on optimal
model configuration, which can be addressed through
hybrid optimization techniques—ensuring real-time,
accurate, and scalable threat detection. In summary,
anomaly detection provides an intelligent, proactive
layer of defense in IoT security, essential for
maintaining integrity, confidentiality, and availability in
increasingly connected digital environments.

Hybrid Optimization

Hybrid Optimization refers to the strategic integration
of multiple optimization techniques—often combining
the strengths of metaheuristic algorithms, machine
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learning models, and classical optimization methods—
to solve complex problems more effectively than
individual methods alone. In the context of enhancing
IoT security, hybrid optimization plays a vital role in
improving the performance, accuracy, and efficiency of
Al-based anomaly detection systems.

IoT environments involve large-scale, heterogeneous
data and real-time decision-making, which require
adaptive and efficient solutions. Al models used for
anomaly detection must be carefully tuned to avoid
overfitting, underfitting, and high false positive rates.
However, finding optimal hyperparameters or
configurations for these models is a computationally
intensive task. Hybrid optimization addresses this
challenge by using combinations of optimization
techniques—such as Genetic Algorithms (GA), Particle
Swarm Optimization (PSO), Simulated Annealing (SA),
or Ant Colony Optimization (ACO)—alongside

traditional methods like grid search or gradient descent.
By leveraging hybrid optimization, the framework can:

e Fine-tune Al model parameters for improved
anomaly detection accuracy.

e Adapt changing IoT
environments and evolving threats.

dynamically  to

e Reduce computational overhead by focusing
on optimal solutions efficiently.

e Enhance robustness against noise and
incomplete data.

For example, a hybrid system might use a genetic
algorithm to explore the global search space and a local
optimizer to fine-tune the solution near an optimum,
achieving both exploration and exploitation. This
synergy allows the anomaly detection model to
generalize better, respond faster, and deliver more
reliable results under real-world IoT constraints.

Ultimately, hybrid optimization enables the proposed
framework to maintain high detection performance, low
false alarm rates, and scalable protection for complex
and resource-constrained IoT networks.

2. A HYBRID OPTIMIZATION FRAMEWORK
FOR ENHANCING 10T SECURITY VIA AI-
BASED ANOMALY DETECTION

The rapid adoption of the Internet of Things (IoT) has
revolutionized modern life by enabling interconnected
smart devices across homes, industries, healthcare, and
transportation systems. However, the same connectivity
that powers IoT also introduces significant
cybersecurity risks due to the heterogeneity, limited

computational capacity, and often unmonitored
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deployment of IoT devices. Traditional security
mechanisms struggle to provide timely and intelligent
protection in these environments. To overcome these
limitations, there is a growing need for intelligent,
adaptive, and resource-efficient security solutions.

This paper introduces a hybrid optimization framework
that integrates Al-based anomaly detection with
metaheuristic optimization techniques to strengthen loT
security. The framework is designed to address the
following core challenges:

1. High False Positive Rates: Many conventional
anomaly detection models incorrectly flag
normal behavior as malicious, leading to alert
fatigue and inefficient responses.

2. Parameter Sensitivity: Al-based models require
fine-tuned  hyperparameters to  perform
optimally, and suboptimal configurations can
significantly reduce detection accuracy.

3. Dynamic Threat Landscape: IoT networks are
constantly  evolving, with new and
sophisticated threats emerging regularly,
necessitating models that can adapt in real
time.

4. Resource Constraints: I[oT devices often
operate with limited memory, processing
power, and energy, demanding lightweight yet
effective solutions.

The proposed hybrid optimization framework comprises
the following components:

e Data Collection Module: Gathers real-time
network traffic, device behavior logs, and
contextual data from IoT devices.

e Preprocessing and Feature Engineering:
Filters, normalizes, and transforms raw data
into meaningful features suitable for anomaly
detection models.

e Al-based Anomaly Detection Engine: Utilizes
machine learning or deep learning models
(e.g., autoencoders, random forests, or LSTM
networks) to detect abnormal patterns
indicative of security threats.

e Hybrid
metaheuristic

Optimization Layer: Integrates

algorithms (e.g., Genetic
Algorithm, Particle Swarm Optimization) with
local search techniques to fine-tune model
hyperparameters, thresholds, and detection
strategies.

e Decision and Response Module: Interprets

detection results and triggers automated or
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manual security responses, including alerts,
quarantining devices, or blocking traffic.

e Improved Detection Accuracy: Optimization
algorithms enhance the Al model's ability to
distinguish between normal and anomalous
behavior with minimal false positives.

e Scalability and Adaptability: The framework
supports large-scale IoT deployments and
adapts to changing threat patterns.

e Reduced Computational Overhead:
Optimization focuses computational efforts
efficiently, reducing wasted resources while
maintaining high security performance.

e Modular Design: Allows easy integration with
existing IoT security architectures and
adaptability to specific deployment needs.

This hybrid optimization framework represents a next-
generation solution for securing IoT environments. By
combining the strengths of artificial intelligence and
optimization algorithms, it enables precise, adaptive,
and efficient anomaly detection. The approach is
particularly suitable for modern IoT ecosystems where
traditional methods fall short. Future work may involve
extending the framework with federated learning,
blockchain-based logging, or real-time threat
intelligence sharing to further enhance resilience.

3. LITERATURE SURVEY ANALYSIS

The growing ubiquity of Internet of Things (IoT)
devices has driven extensive research in the areas of
anomaly detection and network security. Various studies
have explored the application of artificial intelligence
(AI), particularly machine learning (ML) and deep
learning (DL), for intrusion and anomaly detection in
IoT networks. However, challenges such as high false
positives, poor adaptability, and inefficient model
bottlenecks.
researchers have proposed Al-based anomaly detection
models to address the dynamic and complex nature of
IoT environments. Algorithms such as Support Vector
Machines (SVM), Decision Trees, k-Nearest Neighbors
(k-NN), and ensemble methods have been employed to

tuning remain  critical Numerous

identify deviations in traffic behavior. For instance,
Meidan et al. (2018) demonstrated the use of supervised
learning models to detect device-type-specific
anomalies in smart home networks. Similarly, Ferrag et
al. (2020) explored deep learning models like LSTM
and CNN for -capturing temporal and spatial

relationships in time-series [oT data.

These models often require large labeled datasets and

extensive  parameter tuning.  Moreover, their
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generalization performance across heterogeneous IoT
environments is often limited due to model rigidity and
static ~ detection rules. To enhance detection
performance, researchers have incorporated
metaheuristic optimization techniques. For example,
Particle Swarm Optimization (PSO) and Genetic
Algorithms (GA) have been used to optimize
hyperparameters in ML models for intrusion detection.
Chandrasekhar and Raghuveer (2019) successfully
applied PSO to tune SVM parameters, improving
classification accuracy for network intrusions.
Nevertheless, single optimization algorithms may suffer
from issues like premature convergence or high
computation time, particularly in high-dimensional
search spaces typical of IoT datasets.

Hybrid optimization approaches—combining two or
more optimization techniques—have recently gained
attention for their ability to balance exploration and
exploitation. Hybrid PSO-GA and GA-SA models have
shown improved performance in model training and
parameter tuning, reducing false positive rates and
improving adaptability. Patel and Doshi (2021)
proposed a hybrid optimization-based intrusion
detection system for IoT using a PSO-GA tuned
ensemble model, achieving higher detection accuracy
than conventional approaches. However, their
framework lacked modular scalability and did not
adequately address resource constraints in IoT devices.

IoT networks are inherently vulnerable due to limited
computational resources, insecure communication
protocols, and lack of standardization. Researchers like
Alrawais et al. (2017) have emphasized the importance
of lightweight security models that can operate
efficiently on constrained IoT nodes. Meanwhile,
studies on adaptive security models highlight the need
for real-time threat detection that can evolve with
emerging attack patterns. While Al-based anomaly
detection and hybrid optimization have shown promise
individually, few studies have holistically combined
them into a wunified, adaptive, and lightweight
framework tailored for IoT environments. Existing
models often overlook the need for dynamic tuning,
scalability, and real-time deployment in resource-
constrained  settings. This gap motivates the
development of a hybrid optimization framework that
intelligently tunes Al models for anomaly detection
while being scalable and resource-efficient.

4. EXISTING APPROCHES

The Internet of Things (IoT) has transformed the digital
ecosystem, connecting billions of devices and enabling
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smart services. However, this connectivity has
introduced new security vulnerabilities, making
anomaly detection a vital research focus. Various
traditional and modern techniques have been proposed
to identify security threats in IoT networks, ranging
from signature-based methods to Al-driven models.
Despite their potential, these methods often fall short
when deployed in large-scale, heterogeneous, and
resource-constrained environments.

One of the earliest techniques for detecting threats in
IoT networks is the use of signature-based Intrusion
Detection Systems (IDS). These systems rely on pre-
defined rules or known threat signatures to detect
malicious activity. While effective for known attack
patterns, they fail to detect zero-day exploits or
unknown anomalies, making them inadequate for
dynamic IoT environments. Additionally, they require
frequent updates and cannot scale efficiently with the
growing diversity of IoT devices and protocols.

To overcome these limitations, machine learning (ML)
models have been widely adopted for anomaly
detection. Algorithms like Support Vector Machines
(SVM), Decision Trees, and k-Nearest Neighbors (k-
NN) have shown promise in identifying patterns of
malicious behavior by learning from historical data.
These models can adapt to new threats more effectively
than static IDS. However, they still struggle with high
false positive rates, especially in environments where
benign behavior can vary significantly across devices.

Deep learning (DL) techniques, particularly Long
Short-Term Memory (LSTM) networks, Convolutional
Neural Networks (CNN), and Autoencoders, have
gained attention for their ability to detect complex
patterns in time-series and unstructured IoT data. These
models offer higher accuracy and are capable of
handling large volumes of streaming data. Nonetheless,
they require significant computational resources and are
often unsuitable for deployment on low-power IoT
nodes. The training phase also demands extensive data,
which may not always be available or labeled in real-
time scenarios.

In parallel, researchers have explored the use of
optimization algorithms to enhance anomaly detection
models. Metaheuristic approaches such as Particle
Swarm Optimization (PSO), Genetic Algorithms (GA),
and Simulated Annealing (SA) have been applied for
hyperparameter tuning, feature selection, and rule
optimization. ~ These  algorithms improve the
performance and generalization of Al models. However,
their standalone use may result in issues like slow
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convergence,  suboptimal
computational overhead when applied
dimensional IoT datasets.

solutions, or  high
to high-

5. PROPOSED METHOD

To overcome the limitations identified in existing
approaches, this paper proposes a Hybrid Optimization
Framework that integrates Al-based anomaly detection
with intelligent optimization algorithms to enhance IoT
security. The core idea is to utilize the adaptability and
learning capabilities of machine learning models while
improving their efficiency and accuracy through hybrid
metaheuristic optimization. The goal is to develop a
lightweight, scalable, and real-time solution suitable for
deployment in dynamic and resource-constrained IoT
environments.

The proposed framework is modular in design,
consisting of four primary components: Data Collection
and Preprocessing, Al-based Anomaly Detection,
Hybrid Optimization Module, and Decision Engine.
The Data Collection module continuously monitors
network traffic, sensor data, and device logs from
various IoT endpoints. This data is then passed through
a Preprocessing Layer where irrelevant features are
removed, missing values are handled, and the data is
normalized and transformed for optimal use in the
anomaly detection stage.

At the core of the framework lies the Al-based Anomaly
Detection  Engine, which supervised or
unsupervised learning models depending on the data
availability. Lightweight models like Random Forests or
Autoencoders are employed for detecting anomalous
patterns based on historical behavior. The choice of
model is crucial to maintain computational efficiency

uses

while achieving high detection accuracy. These models

6. RESULT

learn normal behavior from the training data and flag
deviations that may indicate potential intrusions or
anomalies.

To improve model performance, the Hybrid
Optimization Module integrates more
metaheuristic algorithms such as Particle Swarm
Optimization (PSO) and Genetic Algorithm (GA). PSO
is effective for global search due to its fast convergence,
while GA offers robustness and better exploration of the
solution space. By combining these methods, the
framework achieves better parameter tuning, feature
selection, and threshold optimization for the anomaly
detection models. This hybrid approach ensures low
false positives and high precision in threat
identification.

two or

The Decision Engine evaluates the results from the
anomaly detection model and determines the
appropriate response. Detected anomalies are classified
based on severity, and the system can autonomously
trigger alarms, block suspicious activity, or quarantine
affected devices. The engine is also capable of learning
from feedback to adapt detection thresholds over time,
improving its resilience to new or evolving attacks.
Additionally, logs of detected threats are stored for
further analysis and model retraining if necessary.

One of the unique strengths of the proposed method is
its adaptability. By continuously optimizing the
detection model real-time feedback and
optimization algorithms, the system remains effective
even as network behavior and attack patterns evolve.
This ensures that the anomaly detection system is not
static but dynamic, learning and adapting to new threats
without requiring frequent manual intervention or full

using

model retraining.

Table 1. Detailed list of all experimental input parameters and output parameters

Ex | Input parameters Output parameters Mi | M | Va
P# "E TEnc [De |Dec |[CNN [C |O |E|St|Tim | Tim | Tr |los | Ac | Va | va | "™ |¢* | L
. al n M
po | ode | cod | oder | Conv | N |pt |p |e |elep |e/st |ai |s cu |1 1
. los [ Sq | n
ch |r er Con | 1D N |i o | ps | och ep n los | ac s Er | s
(T | Co |res | viD de (s) (ms | Pa S cu q
r Er
) nvl | ha ns ) ra ‘
D pe e m
Ex | (5) 32, | 12— | 128, | 3225 |64 | A |5 |6 | 8% 142 |49 (0. | 0. |O.
pl. | 1 64, | 128 | 64,3 | 6 da 2 76 |26 | 88 | 16
1-1 128 2,1 m 8 80 |5 28 | 74
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Ex | (5) |32, | 12— 128, [ 3225 |64 | A 6 (892 [142 [49 [0. [0. |o.
pl. |2 |64, | 128|643 |6 da 2 76 |15 |92 | 15
1-2 128 2,1 m 8 80 | 85 |61 |57
1
Ex | (5) |32, | 12— 128, [ 3225 |64 [ A 6 | 892 [142 [49 [0. [0. |o.
pl. |3 |64, | 128|643 |6 da 2 76 | 15 | 92 | 17
1-3 128 2,1 m 8 80 | 18 |84 | 69
1
Ex | (5) |32, | 12— 128, [ 3225 |64 [ A 6 | 891 [142 [49 [0. [0. |o.
pl. |4 |64, | 128|643 |6 da 2 76 |15 |92 | 18
1-4 128 2,1 m 8 80 | 37 | 74
1
Ex | (5) )32, |12-]128, |3225 [64 A 6 |921 [147 [49 [0. [0. [0. 0. |01
pl. |5 |64, | 128|643 |6 da 2 76 |16 |92 [ 12 | 92 | 26
1-5 128 2,1 m 8 80 | 06 |38 |61 |61 |1
1
Ex |1 |32, |12-|128, [3225 |64 [ A 6 900 [143 [49 [0. [0. [0. |0 [o0.1
pl 64, | 128|643 |6 da 2 76 |22 190 [17 |92 | 70
128 2,1 m 8 80 |55 |14 [03 |56 |3
1
Ex |1 |32, | 12— | 128, [ 32,64 |64 | A 6 [981 [156 [32 [0. [0. [0. [0 [o.1
p2 64, | 128 | 64,3 | ,128, da -} 37 |19 |91 |16 | 92 | 64
128 2,1 | 256 m 8 92 |49 |27 |47 |76 |7
1
Ex |1 |32, | 12-|128, [ 32,64 |25 ] A 6 [1028 [ 163 |57 [0. [0. [0. [0 [o.1
p3 64, | 128|643 |,128, |6 |da 2 26 |18 |91 | 14 |93 | 46
128 2,1 | 256 m 8 24 |33 |91 |61 |16 |1
1
Ex | 1( |32, |24-|643 [32,64 |25]A 6 [719 [114 [23 0. [0. |o.
pd |5 |64 |64 |21 [,128, |6 |da 2 75 |19 |90 | 16
256 m 8 20 | 78 |45 | 57
1
Ex |25 |32, |24 |643 [32,64 [25]A 6 |703 [112 |23 [0. [0. |o.
pd |) |64 |64 |21 |.,128, |6 |da ) 75 |15 |91 | 14
256 m 8 20 |83 |79 |91
1
Ex | 3( |32, |24 |643 [32,64 |25]A 6 [711 [113 [23 [0. [0. |o.
pd |5 |64 |64 |21 [,128, |6 |da 2 75 |15 |92 | 17
256 m 8 20 |5 |12 |46
1
Ex | 4( |32, |24 [643 32064 [25|A 6 |710 | 113 [23 [0. [0. |o.
pd |5 |64 |64 |21 |.,128, |6 |da 2 75 | 16 | 91 | 16
256 m 8 20 |81 |61 |82
1
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Ex [5( |32, |24-|643 3264 |25|A |5 |6 | 701 112 |23 (0. 0. 0. [0. |0O.1
p4 | 5) | 64 64 |21 ,128, | 6 | da 2 75 |15 |92 | 14 | 91 | 46
256 m 8 20 102 |3 61 | 28 | 13
1
Ex | 1( |32, |24-|643 |32,64 |25|S |1 |6 | 728 116 |48 (0. [ 0. | 0. | 0. |02
p5 | 5) | 64 64 |21 128, |6 | G 2 63 |50 |83 |23 |88 | 37
256 D 8 52 |23 |6 |79 |53 |9
1
Ex | 2( |32, |24-|643 |32,64 |25|S |1 |6 | 746 119 |48 (0. {0. | 0. | 0. |02
pS | 5) | 64 64 |21 128, |6 | G 2 63 |22 |88 |22 | &9 |21
256 D 8 52 |46 |91 |12 |94 |2
1
Ex [ (5) |32, | 12— | 128, | 32,64 |25 | A |5 |6 |912 145 |57 (0. [ 0. |O. 0. 0.0
p6- | 1 64, | 128 | 64,3 |,128, |6 | da 2 26 |27 |87 | 18 00 | 07
1 128 251k 256 m 8 24 |71 | 66 | 68 97 |2
1
Ex | (5) |32, | 12— | 128, | 32,64 |25 | A |5 |6 |904 144 |57 (0. [0. |O. 0. 10.0
po- | 2 | 64, | 128 | 643 |,128, | 6 | da 2 26 |16 |92 | 16 00 | 06
2 128 2,1 256 m 8 24 125 145 |2 61 |1
1
Ex [ (5) |32, | 12— | 128, | 32,64 |25 | A |5 (6 | 1071 | 171 |57 |0. |0. |O. 0. 0.0
p6- | 3 64, | 128 | 64,3 |,128, |6 | da 2 26 |16 |92 | 15 00 | 05
3 128 2,1 256 m 8 24 149 |5 |28 62 |8
1
Ex [(5) |32, | 12— | 128, |32,64 |25 | A |5 |6 | 1080 | 172 |57 | 0. |0. |O. 0. 10.0
p6- |4 |64, | 128 | 643 |,128, |6 | da 2 26 |14 192 | 15 00 | 05
4 128 2,1 256 m 8 24 |51 |99 | 11 55 |7
1
Ex [(5) |32, | 12— | 128, [32,64 |25|A |5 |6 |1042 | 166 |57 (0. 0. [0. [0. |01 ]0. |00
pé6- | 5 64, | 128 | 64,3 | ,128, | 6 | da 2 26 |14 |92 |13 |91 |30 |00 |04
5 128 2,1 256 m 8 24 198 |89 |07 |19 |7 5719
1
Ex [ (1 |32, | 12— 128, | 32,64 |25 | A |1 |6 | 1018 | 161 |57 |0. |0. |O. 0. 10.0
p7-12) |64, | 128 | 643 |,128, |6 |da |5 |2 26 |21 |90 |21 00 | 08
1 1 128 2,1 256 m 8 24 196 | 41 | &4 78 | 4
1
Ex [ (1 |32, | 12— | 128, |32,64 |25 | A |1 |6 |9I8 146 |57 (0. [0. |O. 0. 10.0
p7- | 2) |64, | 128 | 64,3 |,128, |6 |da |5 |2 26 |16 |92 | 14 00 | 05
2 2 128 2,1 256 m 8 24 164 |16 | 98 63 |7
1
Ex [ (1 |32, | 12— | 128, | 32,64 |25 | A |1 |6 |9I2 145 |57 (0. [0. |O. 0. 10.0
p7-12) |64, | 128 | 643 |,128, |6 |da |5 |2 26 |17 |91 | 18 00 | 07
3 3 128 2,1 256 m 8 24 |75 | 83 | 88 68 | 3
1
Ex | (1 |32, | 12— | 128, | 32,64 | 25| A 6 | 912 146 |57 (0. [0. |O. 0. 10.0
p7- | 2) |64, | 128 | 64,3 |,128, |6 |da |5 |2 26 |17 |91 | 17 00 | 06
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4 |4 |128 2,1 |256 m 8 24 |7 |81 ]08 68 |5
1
Ex | (1 |32, | 12— | 128, | 32,64 | 25| A 6 |916 | 146 |57 |0. |0. |o. 0. |00
p7-12) |64, | 128|643 |,128, |6 |da |5 |2 26 |16 |92 | 17 00 | 06
5 |5 |128 2,1 | 256 m 8 24 |43 |31 |75 63 | 8
1
Ex | (1 |32, | 12-]128, [3264 [25|A |1 ]6 |919 [146 |57 [0. [o0. [o. 0. |00
p7-12) |64, | 128|643 |,128, |6 |da |5 |2 26 |17 192 | 16 00 | 06
6 |6 |128 2,1 | 256 m 8 24 |05 |09 |23 65 | 2
1
Ex | (1 |32, | 12— | 128, | 32,64 | 25| A 6 | 1018 | 161 |57 |0. |0. |o. 0. |00
p7-12) |64, | 128|643 |,128, |6 |da |5 |2 26 |15 |92 | 17 00 | 06
7 17 |128 2,1 | 256 m 8 24 |43 | 61 | 05 64 | 7
1
Ex | (1 32, | 12-[128, [3264 |25|A |1 ]6 | 926 | 147 |57 [0. [o. [o. 0. |00
p7- | 2) |64, | 128|643 |,128, |6 |da |5 |2 26 |16 |91 | 16 00 | 06
8 |8 |128 2,1 | 256 m 8 24 |37 (95 |52 63 | 4
1
Ex | (1 |32, | 12— | 128, | 32,64 |25 | A 6 |924 | 147 |57 0. |o. |o. 0. |00
p7-12) |64, | 128 | 643 |,128, |6 |da|5 |2 26 |16 | 92 | 15 00 | 06
9 |9 |128 2,1 | 256 m 8 24 |17 | 04 | 93 63 |2
1
Ex | (1 |32, | 12- | 128, | 3264 [25|A |1 ]6 |927 |148 |57 |o. 0. |o. 0. | 0.0
p7- | 2) |64, | 128|643 |.,128, |6 |da |5 |2 26 | 16 | 91 | 17 00 | 06
10 |10 | 128 2,1 | 256 m 8 24 |22 |99 |38 62 | 8
1
Ex | (1 |32, | 12— | 128, | 32,64 | 25| A 6 | 1140 | 182 |57 |0. |0. |o. 0. |00
p7-12) |64, | 128|643 |,128, |6 |da|5 |2 26 |16 |92 | 15 00 | 06
11|11 | 128 2,1 | 256 m 8 24 |13 | 01 | 45 6
1
Ex | (1 |32, | 12-|128, [ 3264 [25|A |1 |6 [1212]193 [57 |o. [o0. [o. [0 [01 [0 |00
p7- | 2) |64, | 128|643 |.,128, |6 |da |5 |2 26 |15 |92 | 17 | 88 |49 |00 | 06
12 |12 | 128 2,1 | 256 m 8 24 |59 |51]67]69]7 |6 |8
1
Ex | (2) |32, [12-[128, [ 32,64 | 25| A |1 ]|6 [1104 [ 162 [57 [0. [0. |o.
p8 |1 |64, | 128|643 |,128, |6 |da 7 26 |18 |91 | 12
128 2,1 | 256 m 8 24 |26 |58 |69
1
Ex | (2) |32, | 12— | 128, | 32,64 |25 |A |1 |6 | 1141 | 168 |57 |0. [0. [0. [0 |01
pS |2 |64, | 128|643 |,128, |6 |da 7 26 | 13193 |12 |93 | 21
128 2,1 | 256 m 8 24 |06 |71 |15 |94 |5
1
Ex | (1 |32, |12-|128, [32,64 [25|A [1 |6 |1033 152 [57 |o. [o0. [o. [0 [o01 [0. 0.0
p9 | 5) |64, | 128 | 64,3 |,128, | 6 |da 7 26 |11 |94 | 10 | 94 | 08 | 00 | 04
10 | 128 21 | 256 m 8 24 |06 |76 |87 |94 |7 |42 |1
1
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Ex | (2) |32, | 12— | 128, | 32,64 |25 | A |2
pl |2 |64, | 128|643 |,128, |6 | da
0 128 2,1 256 m

— 00 3 O

1072 | 158 |57 | 0. | 0. | 0. | 0. |01 [0. |0.0

24 |83 |45 |41 |01 |1 69 |7

Accuracy Distribution AcrossEXFpigal 10 Experiments

Fig 1. Detailed list of all experimental input parameters
and output parameters

During the course of experimentation we have gone
through a series of ten experiments which were
performed with different parameters on the dataset. The
details of all experiments are mentioned in table in
Table 1. The variation in these parameters are depicted
in table below. The obtained results are also mentioned
in the same table so that we can find the experiment
with optimum result. But as we go through the series of
output we find that different parameters are optimized
in different experiments. As shown in Table 1, the
proposed Hybrid EHID based IDS techniques
outperforms in terms of processing time and validation
loss. The EHID based IDS also achieves a higher
detection rate and a lower false positive rate.

Accuracy Distribution Acgos%Exper\ments
Xp

Exp 10

Exp1

Exp7

Exp 2

Exp 6

Exp4

Fig 2. Performance across different Exeriment
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During the course of experimentation we have gone
through a series of 10 experiments. Experiment 1 may
be considered as vanilla flavor of our experiments.
During these experiments we change the dimensions of
autoencoder, CNN layers and epochs. The effect of
these changes on processing time, trainable parameters
and accuracy are observed/ recorded and in graphical
format in Fig. 2. Experiment-1 was performed with
standard set of autoencoder and CNN dimensions with
1 and 5 epochs.

Distribution of Training Metrics

Validation Accuracy

Validation Loss

MSE

Accuracy

Fig 3. Effect of Epochs on Loss.

In essence, the experiment involved a dual-phase
approach to refining a model utilizing convolutional and
autoencoder techniques. The initial phase served as a
benchmark with a single epoch, while the subsequent
phase with multiple epochs demonstrated performance
improvement depicted in Fig. 3.

Loss vs Validation Loss

0.200

0.175

0.150 -

0.125 4

0.100
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0.075 -
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0.025

0.000 T
Loss Validation Loss

Fig 4. Graph of Loss and Validation Loss
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The experiment yielded a total of 237,520 trainable
parameters, computed across 6287 steps, and executed
within approximately 703 s. Notably, during the first
epoch, the validation loss was calculated at 0.1657
within the 703-s timeframe. With the progression to the
fifth epoch in the second phase, this loss exhibited
improvement, reaching 0.1461 as depicted by graph in
Fig. 4.

7. CONCLUSION

The explosive growth of 1oT devices has intensified the
demand for robust, adaptive, and efficient security
mechanisms. While existing approaches such as
traditional intrusion detection systems, machine
learning models, and standalone optimization
techniques have laid the groundwork for securing IoT
networks, they each suffer from limitations like poor
adaptability, high false positive rates, or excessive
computational requirements. This paper addressed these
challenges by proposing a Hybrid Optimization
Framework that intelligently integrates Al-based
anomaly detection with a dynamic, metaheuristically
tuned optimization strategy. The framework offers a
modular and scalable solution capable of operating in
heterogeneous and resource-constrained environments.
By combining the detection power of machine learning
algorithms with the tuning precision of hybrid
optimization techniques like PSO and GA, the system
enhances anomaly detection accuracy while maintaining
lightweight performance. The proposed method not
only detects known and unknown threats effectively but
also adapts to evolving attack patterns with minimal
human intervention.

The integration of real-time learning and optimization
ensures that the framework remains current with
network behavior and emerging vulnerabilities. The
Decision Engine reinforces system intelligence by
automating threat responses and leveraging continuous
feedback to refine detection parameters. These
characteristics make the proposed approach not only
technically viable but also practically deployable in
real-world IoT scenarios. In conclusion, the hybrid
optimization framework bridges critical gaps in current
IoT security solutions by achieving a balance between
performance, adaptability, and computational efficiency.
It represents a significant step toward autonomous,
intelligent, and scalable intrusion detection systems.
Future work may focus on implementing this
framework in real-time testbeds, extending it with
federated learning for distributed environments, and
integrating blockchain for secure data logging and trust
management.
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