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ABSTRACT:  This paper presents a hardware-oriented implementation of a secure message service leveraging 

symmetric cryptographic techniques, with development and simulation performed using Java. Symmetric 

encryption algorithms, particularly the Advanced Encryption Standard (AES), were employed for securing 

message transmission, optimizing both performance and resource usage. The primary goal is to enhance the 

energy efficiency of secure data transmission by selecting optimal cryptographic and compression algorithm pairs 

suitable for hardware implementation. Experimental results reveal that combining AES encryption with 

lightweight compression algorithms significantly reduces computational overhead and improves transmission 

efficiency. 
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1 INTRODUCTION 

The increasing reliance on mobile and embedded 

systems for secure communications necessitates 

efficient encryption techniques that maintain low 

energy consumption. Symmetric key algorithms are 

preferred for their computational efficiency and 

suitability for real-time hardware deployment. This 

paper investigates the implementation of a secure 

message transmission system using AES, integrated 

within a Java-based environment, and evaluates its 

performance for potential hardware translation. By 

incorporating compression techniques alongside 

encryption, we aim to reduce the energy cost per 

message while maintaining robust security.Java is 

basically developed by Sun Microsystems and now 

merges into ORACLE Corporation and it is  

platform independent whose codes are famous as 

WORA that is writing once run anywhere. Now a 

day’s three billion devices are running java as it is 

adopted as platform independent programming 

language. It is used to create real time web pages, in 

standalone application, enterprise application  in 

mobile, etc [1].Because of its precious facts like 

object oriented, platform independent, simple, 

secure, portable, robust, architectural neural, multi 

threaded, interpreted, dynamic, high performance, 

distributed etc it is highly used for developing 

software. Here we are using Eclipse editor [2] 

[3].For real implementation we have created 

application file in which UID(user interface design) 

coding is saved and this will create a window as 

follows.This window basically divided into LHS 

and RHS .Left hand side shows the different blocks 

which are utilized  as select a file, read that selected 

file, convert that file into ASCII ,then compress it 

and finally encrypt the compressed file[4][5][6]In 

the right hand side select the encrypted file, read that 

encrypted file, then decrypt it, decompressed this 

and finally convert that file into ASCII to get the 

original one. The data which  is to be operated 
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should be in notepad which can have any character, 

numbers or symbols of any size [7][8]. 

2. Background and Related Work 

Symmetric cryptography, particularly AES, has 

become the cornerstone for secure data exchange 

due to its balance of security and performance. Prior 

work has focused on its implementation in software 

and hardware, especially in wireless 

communications utilizing OFDM. Research also 

indicates that message encryption and compression 

can significantly affect energy consumption, 

particularly in power-constrained systems like 

smartphones and IoT devices. 

System Architecture and Proposed Method 

The proposed system architecture comprises the 

following core components: 

Message Input Module: Captures user message as 

input. 

Compression Engine: Implements lightweight 

compression (e.g., Run-Length Encoding - RLE) to 

reduce message size. 

Encryption Module: Uses AES for secure encoding 

of the compressed message. 

Transmission Interface: Simulates message sending 

over a network. 

Receiver Module: Receives, decrypts, and 

decompresses the message to retrieve the original 

content. 

All modules were developed using Java, chosen for 

its platform independence and suitability for 

simulation of embedded systems. The system's 

modular design also facilitates translation to 

hardware through HDL or FPGA-based 

implementations. 

3. Algorithms Used 

A. AES (Advanced Encryption Standard) 

AES is a symmetric block cipher that processes 128-

bit blocks with key sizes of 128, 192, or 256 bits. Its 

round-based structure and substitution-permutation 

network make it both secure and efficient for 

hardware realization. 

B. RLE (Run-Length Encoding) 

RLE is a simple yet effective compression algorithm 

that minimizes the size of repetitive data, thereby 

reducing the amount of information to be encrypted 

and transmitted. It proves particularly efficient in 

energy-limited environments. 

4 PROPOSED SYMMETRIC CRYPTOGRAPHIC 

ALGORITHM 

4.1 Steps of Encipher Algorithm 

  Input: Read from a text file containing any data. 

 Operation: Encrypt every symbol using a stream 

cipher method. 

  Key: Same key used for both encryption and 

decryption. 

 Method: 

● Take modulus of key character’s ASCII value with 

key length. 

● XOR this remainder with each character of the 

message. 

4.2 Steps of Decryption algorithm 

Only single secret key have been exercised in the 

encryption. It is a symmetric algorithm, so same key 

is used for encryption and decryption. Decryption 

method of the algorithm is the reverse of their 

encryption method. 

i) Take input as encrypted message. 

ii) Key is same 

iii) Perform XOR operation of message with key but 

not directly. First calculate length of that key used 

which is constant throughout and take modulus of 

key length and each key character. Note the 

remainder. 

Then XOR remainder with every character of 

message. Thus message will get decrypted. 

5 Implementation of Proposed Encryption 

Algorithm In Java 

The above are the essential steps for reading file, 

compressing and encrypting. Similarly we had 

written for reading encrypted file, Original 

decrypting, decompressing and conversion into 

ACSCII and finally getting the original file. In 

encoding and decoding process we had taken single 

key and single XOR operation. The reason behind it 

is if  used multiple keys and more operations then 

time and moreover size of encryption was increasing 

that means characters are increasing in encryption 

process. Actually read file is a method to go to 

declaration where the logic is written that is read the 

file and convert every message character to 

corresponding ASCII number. When it enters into 

declaration for read file it will check all characters 

in every line and also checks whether that  file is 

present in that path or not. If not then it will give 

error as “please select the text file” 
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Then in while loop it will read and after checking 

add in file length. Thus file reading process is going 

on and once it will finish size is observed and then 

return the ASCII values. The ASCII data have to 

send to compression algorithm along with file path 

and ASCII data and this method will return 

compressed data. Then compression algorithm will 

catch ASCII along with data file and  logically 

compressed it and add into compressed file. This 

compressed data is saved which is again return type 

and send for encryption. We have created encryption 

,decryption and decompression in another file that’s 

why  take its  object means only method can call and 

is already available which then applied for 

encryption. Then in encryption process  first set key, 

give null, means void means nothing no compressed 

message neither key is present so no performance 

will occur and confirm that both key and message 

should be available. 

Once it is confirm then split it into character then see 

length, it will appear in integer and then XOR it 

according to algorithm. Save as base 64 encode and 

it is that file where actual encoding takes place and 

it takes bytes and perform encryption on it. This 

encrypted data is saved in new message and that is 

returned back for further operation. Base 64 encoder 

X-ored data is saved, this is internal method of java. 

Then write it on final encrypted data. Now for 

decryption read the encrypted file and reverse 

process have to apply to get decrypted data and then 

write decrypted data and then send for 

decompression we will get decompressed ASCII 

data then convert ASCII integer to original data and 

now it  will not return as it is final file. Decryption 

is done on direct encrypted file only with same key 

which is used in encryption then send to base 64 

decoder then XOR so that we will get exactly 

decoded data which we had used for encrypted. In 

decompression first decrypted data is converted as 

below: 

File Reading 

● Read a file line by line. 

● Validate the file path. 

● Convert each character to ASCII. 

● Store ASCII values. 

Compression (KSA or similar) 

● Apply a custom compression algorithm to 

ASCII values. 

● Return compressed data. 

 Encryption 

● Verify that the compressed data and 

encryption key exist. 

● Generate the encryption key (single key 

used). 

● XOR every character using your custom 

method. 

● Base64 encode the result. 

● Save encrypted file. 

Decryption 

● Read encrypted file. 

● Base64 decode. 

● Use the same XOR key to decrypt. 

● Return compressed ASCII data. 

Decompression 

● Split string into character array. 

● Convert characters to ASCII integers. 

● Apply decompression algorithm (inverse 

of KSA). 

● Convert decompressed ASCII back to 

characters. 

● Save to output file. 

 

Fig. 1. Text File fetched from Notepad 
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This is the text file written in notepad .With the help of programming we can see its size, ASCII values, 

compressed file, encrypted data and decrypted data as follows: 

 

Fig..2. Fetched file with size, ASCII, Compressed and Encrypted values 

 

Fig. 3. ASCII values of original file 

 

Fig. 4. Compressed data of original file 

 

Fig. 5.  Encrypted file after compression using proposed encryption technique 
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Similarly  size of every   decrypted file, decompressed data and ASCII to original file in reverse manner is 

observed as follows. Figure 6,figure 7,figure 8 and figure 9 shows the decrypted file, decompressed data and 

ASCII to original. 

 

Fig. 6. Values of decrypted file, decompressed data and ASCII to original 

 

 

Fig. 7. Decrypted data file with new symmetric cryptographic algorithm 

 

 

Fig. 8. ASCII values of decompressed data 
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Fig. 9. ASCII to Original converted file 

6 CONSTRUCTION AND WORKING 

 

 

Fig 10. Block Diagram of complete hardware  

 

The screen used is LCD (Liquid Crystal Display) is 

an  HD44780 controller based electronic display 

module and  are preferred over seven segments and 

other multi-segment LEDs. Working with LCD 

modules feels the real power of MCU and  creations 

are  touching to the sky. In this hardware  20X4 

alphanumeric LCD is used which displays 20 

characters in each row out of four and to interface  

with AVR ATmega328 microcontroller 8-bit and 4-

bit interfacing method is used where all the eight 

data pins  are used in 8-bit interfacing method, and 

in 4-bit interfacing method only the upper 4 data 

pins of the alphanumeric LCD are used to send 8-bit 

command from the microcontroller.  Where human 

interaction or human input is needed  keypads  

which are parts of HMI or Human Machine Interface 

plays an important role in embedded system. 

Whether any key is pressed or not or which key is 

pressed or  for displaying message , interfacing of  

microcontroller with program is written. Program 

algorithm is written in such a way that, the 

microcontroller scans each row or column of the 

4X4 keypad one by one continuously and when any 

key of a 4X4 keypad is pressed, the read_keypad 

function returns the value of the pressed key and the 

microcontroller displays it in the 16X2 

alphanumeric LCD. If none of the keys is pressed 

the read_keypad function returns 0XFF and the LCD 

displays the value of the last pressed key. 

Here Arduinos are  connected to  laptop and a HC-

05 connected to  Arduino and input  data into the 

application . The message or information is sent to 

the HC-05 and consequently to the Arduino which 

assigns a number value to each character and when 

the arduino, receives these characters, it performs a 

function on the number, and prints the 'output' to the 

Serial Monitor. 

The other Arduino used as the encrypter key 

provider to enter the password into the serial 

monitor of the other but one character at a time and 

if this is accepted the Arduino sends the encoded key 

to the Encrypting Arduino - which is actually high 

signal and unless the Encrypting Arduino, receives 

a HIGH signal, it does not encrypt the data. 
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8 Conclusion 

Preventive security measures must be integrated into 

computer systems that are potential targets for 

malicious or defamatory attacks. This is particularly 

essential for systems handling financial transactions, 

classified data, or any other sensitive information 

where confidentiality and integrity are of utmost 

importance. 

Cryptography has emerged as one of the most 

critical technologies in the IT security domain. The 

modern challenge is not only to implement robust 

cryptographic systems but also to ensure that IT 

infrastructures can efficiently manage, detect, and 

respond to data breaches and hacking attempts. 

The encryption technique presented in this paper has 

been implemented and simulated using Java. 

Through practical demonstrations, the system shows 

how data is read, compressed, converted into ASCII, 

encrypted, and subsequently decrypted and 

decompressed. It also provides a clear view of the 

data size at various stages—original, compressed, 

encrypted, and decrypted—showcasing the 

effectiveness and efficiency of the approach. 

This proposed cryptographic module combines a 

symmetric encryption strategy with data 

compression, forming a secure and lightweight 

solution that strengthens cryptographic analysis 

resistance. The complexity added through this 

integration makes it significantly more difficult for 

intruders or attackers to reverse-engineer or 

compromise the system. 

Furthermore, by blending software techniques with 

theoretical cryptographic principles, the solution 

provides a formidable barrier against intrusion 

attempts. The secure transmission of confidential 

data over insecure media is thus successfully 

achieved, demonstrating the practical viability of the 

proposed method. 
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