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Abstract: Confidential computing has emerged as a critical technology to secure sensitive data in cloud environments. This cutting-

edge approach protects data during processing, ensuring confidentiality and integrity even in shared or untrusted environments. This 

paper provides an in-depth exploration of confidential computing, including its evolution, key components, and offerings from 

major public cloud providers. We also examined the importance of confidential computing for securing AI workloads and a cost 

analysis of implementing such solutions. Through case studies and real-world examples, we demonstrate the benefits of confidential 

computing in ensuring regulatory compliance, mitigating risks, and driving business growth. As the cloud landscape continues to 

evolve, confidential computing plays a vital role in safeguarding sensitive data and workloads, making it an essential component of 

modern cloud security strategies. 
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1. Introduction 

As organizations increasingly rely on cloud computing to 

store and process sensitive information, ensuring the security 

and privacy of this data has become a top priority. An 

emerging solution to this challenge is confidential computing. 

This technology is designed to protect data not only when it 

is stored or transferred but also when it is actively processed. 

 

Traditionally, businesses have used encryption to secure data 

at rest (when stored) and in transit (when sent). However, 

confidential computing requires further security by focusing 

on data protection during the computation. This is achieved 

through trusted execution environments (TEEs), which are 

specialized hardware systems that keep data encrypted and 

inaccessible while it is being processed. This means that 

unauthorized users, including cloud service providers, cannot 

access sensitive information, thereby enhancing the overall 

data privacy and security. 

 

As more organizations move critical workloads to the cloud, 

the risks associated with data breaches and unauthorized 

access during computation increase. Confidential computing 

addresses these risks by ensuring that sensitive information 

remains secure throughout its lifecycle, even in shared cloud 

environments. This capability is especially crucial for 

industries such as healthcare, finance, and the government, 

where safeguarding data confidentiality is vital. 

 

By adopting confidential computing, organizations can take 

advantage of the scalability and efficiency offered by cloud 

solutions while maintaining stringent security measures. 

Moreover, public cloud providers can expand their customer 

base in these highly regulated sectors, helping them harness 

the benefits of cloud computing without compromising data 

security. 

 

In summary, confidential computing plays a crucial role in 

protecting critical services and sensitive workloads in the 

current cloud-dependent landscape. It provides a solid 

framework for organizations to ensure data privacy and 

integrity and to reinforce trust in cloud platforms. 

 

 
Figure 1: Key Stages of data security, Source: (Merritt, 2023) 
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The diagram highlights three key stages of data security: 

Data at Rest, Data in Transit, and Data in Use, with 

emphasis on Confidential Computing. Data at rest refers to 

stored data, such as in databases or hard drives, which is 

protected by encryption or other security measures. Data in 

transit involves data being transmitted over networks and 

secured through protocols such as encryption to ensure safety 

while moving between locations. Finally, the data in use 

focus on securing data during active processing, where 

confidential computing ensures protection within secure 

environments and safeguards data even when it is being 

utilized by applications. 

 

2. Evolution of Confidential Computing 

Confidential computing has evolved significantly over the 

past few decades, driven by advancements in hardware and 

cloud security technologies. The journey began with early 

encryption methods that were primarily designed to secure 

data at rest and in transit. However, the need to protect data 

during processing has led to the development of Trusted 

Execution Environments (TEEs), marking a crucial 

breakthrough in data security. The timeline of key 

advancements in confidential computing is as follows: 

 

2.1. Early Encryption (1990s-2000s) 

Initial advancements in encryption technologies have focused 

on protecting data at rest and in transit, laying the groundwork 

for future innovations. This period saw the standardization of 

encryption protocols, such as AES and TLS, which have 

become widely adopted in securing data transfers and storage 

(Sabt et al., 2015). 

 

2.2. Introduction of TEEs (2010s) 

The development of hardware-based Trusted Execution 

Environments (TEEs) represented a major leap in secure 

computing. TEEs, such as Intel's Software Guard Extensions 

(SGX) and AMD’s Secure Encrypted Virtualization (SEV), 

allowed data to remain encrypted even while being processed, 

ensuring a high level of protection in untrusted environments. 

Intel SGX, introduced in 2015, enabled secure enclaves 

where sensitive data could be processed in isolation from 

other system processes, thereby significantly improving 

cloud adoption (Costan & Devadas, 2016). 

 

2.3. Cloud Confidential Computing Solutions (2020s) 

As cloud adoption accelerated, tech giants, such as Google, 

Microsoft, and IBM, integrated confidential computing 

technologies into their platforms. Microsoft Azure was the 

first to introduce its confidential computing framework, 

Azure Confidential Computing, which provides advanced 

protection for enterprise workloads by securing data while it 

is being processed (Russinovich, 2017). This innovation 

paved the way for other cloud providers to follow suit. In 

2020, Google Cloud launched Confidential VMs offering 

encryption-in-use for workloads processed in the cloud, 

further demonstrating the growing importance of confidential 

computing in securing critical cloud services (Porter & 

Lugani, 2020). Amazon Web Services (AWS) has also 

entered the space with its Nitro Enclaves, allowing customers 

to create isolated environments for processing highly 

sensitive data, adding another layer of security to cloud-based 

workloads. 

 

2.4. AI-driven Confidential Computing (2020s-2024) 

Recent developments have focused on integrating 

confidential computing with artificial intelligence (AI) and 

machine learning (ML) technologies to enhance security 

across the edge-to-cloud continuum. These advancements 

include secure enclaves for AI model training, where 

sensitive data used in AI algorithms is processed within 

trusted execution environments (TEEs), ensuring that it 

remains protected throughout the entire workflow (Zobaed, 

2022). Another key development is the use of federated 

learning in confidential computing, which allows AI models 

to be trained on distributed data sources without exposing the 

underlying data itself. 

 

These breakthroughs have significantly improved the data 

security of organizations seeking to leverage cloud 

technologies. Confidential computing now enables industries 

with high data sensitivity, such as finance, healthcare, and 

government, to adopt cloud solutions while ensuring privacy 

and compliance (Hunt et al., 2021). This evolution continues 

as companies develop more secure hardware, such as Intel 

SGX and AMD SEV, and software solutions, further 

strengthening data protection in increasingly complex cloud 

environments. 

 

 
Figure 2: Key developments in Encryption and Confidential 

Computing 
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This timeline highlights the progression from early 

encryption innovations to modern solutions, such as cloud-

based confidential computing, illustrating how each 

development has contributed to enhancing data security in 

increasingly complex digital environments. 

 

This timeline presents key milestones in encryption and 

confidential computing from the 1970s to 2024: 

• 1970s: Early encryption innovations have laid the 

foundation for modern cryptography. 

• 1980s: Public Key Infrastructure (PKI) enabled 

secure communication with key pairs, transforming 

digital security. 

• 1990s: The Advanced Encryption Standard (AES) 

became a widely adopted encryption method for 

stronger data protection. 

• 2000s: Research on homomorphic encryption 

allowed computation on encrypted data, enhancing 

privacy in cloud computing. 

• 2010s: Intel launched Software Guard Extensions 

(SGX) for secure computing. The Confidential 

Computing Consortium was formed in 2016 and 

Microsoft Azure introduced confidential computing 

in 2018. 

• 2020s: Google Cloud launched Confidential VMs, 

and the focus shifted to post-quantum cryptography 

and the expansion of confidential computing across 

industries. 

 

3. Key Terminologies in Confidential Computing 

Adopting confidential computing requires an understanding 

of the critical terminologies that underpin technology. These 

key terms describe the mechanisms and technologies that 

work together to protect data during processing and to ensure 

secure cloud environments. The following are essential terms 

that users should be familiar with. 

 
Figure 3: Key Confidential Computing Terminologies, 

Source: (Lorica, 2021) 

 

The image illustrates various Confidential Computing 

Technologies that ensure data privacy and security during the 

processing. Homomorphic Encryption (HE) allows 

computations on encrypted data without decryption, whereas 

Trusted Execution Environments (TEEs) create secure areas 

within a CPU to protect sensitive data. Secure Multi-party 

Computation (MPC) enables parties to jointly compute 

functions without revealing private inputs. Federated 

Learning (FL) trains machine learning models across multiple 

devices without exchanging local data. Synthetic Data 

mimics the statistical properties of real datasets without 

exposing sensitive information, and Differential Privacy adds 

noise to data to protect individual privacy while enabling 

pattern analysis. These methods collectively safeguard the 

data during use. 

 

3.1. Trusted Execution Environment (TEE):  

A TEE is a secure area of a processor that ensures sensitive 

data is protected during processing. TEEs create isolated 

environments in which code can be executed securely without 

interference from other processes or users, including the 

operating system itself. Examples of TEEs include Intel SGX 

and ARM TrustZone, which provide enhanced security for 

critical applications (Sabt et al., 2015). TEEs are fundamental 

in cloud-based confidential computing because they allow 

sensitive workloads to operate safely, even in shared or 

untrusted environments (Costan & Devadas, 2016). 

 

3.2. Homomorphic Encryption (HE) 

Homomorphic Encryption allows users to perform 

computations on encrypted data without decrypting it. This 

method preserves the confidentiality of data throughout its 

processing lifecycle, offering a high level of security for 

sensitive information. Although still computationally 

intensive, it holds promise for secure data processing in 

industries such as healthcare and finance, where privacy is 

critical (Pasquier et al., 2018). 

 

3.3 Secure Multi-party Computation (MPC) 

MPC enables multiple parties to jointly compute a function 

while keeping their inputs private. This cryptographic 

protocol ensures that sensitive data is protected even during 

collaborative computation, making it ideal for scenarios in 

which organizations or individuals need to work together 

without exposing their private data (Evans et al., 2018). 

 

3.4 Federated Learning (FL) 

Federated Learning is a machine learning technique in which 

models are trained across multiple devices or servers using 

local data samples without exchanging the data itself. This 
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ensures data privacy because sensitive information never 

leaves its original location, making it suitable for industries 

that require high levels of data security (McMahan & 

Ramage, 2017). 

 

3.5 Synthetic Data 

Synthetic data refers to computer-generated data that mimics 

the statistical properties of real datasets without exposing 

sensitive information. This is useful for machine learning, 

allowing models to be trained while maintaining privacy. 

Synthetic data provides an additional layer of protection when 

sharing or analyzing sensitive datasets (Patki et al., 2016). 

 

3.6 Differential Privacy 

Differential Privacy involves adding random noise to data to 

obscure individual records, while allowing the analysis of 

overall trends or patterns. This technique helps balance 

privacy with the need to derive insights from data, ensuring 

that no sensitive information about individuals can be 

extracted from the dataset (Dwork & Roth, 2014). 

 

These terminologies are critical for understanding and 

implementing confidential computing because they form the 

backbone of the security model. Without a clear 

understanding of these terms and their practical applications, 

organizations may struggle to fully adopt confidential 

computing and capitalize on its benefits, especially in cloud 

environments, where sensitive data must be always protected. 

 

4. Confidential Computing Offerings from Major 

Public Cloud Providers 

The three leading cloud providers—Microsoft, AWS, and 

Google Cloud—offer various confidential computing 

services aimed at securing sensitive data in use. 

 

Confidential computing supports several deployment models 

including 

• Infrastructure as a Service (IaaS): This model 

utilizes Confidential Virtual Machines (CVMs) 

based on hardware technologies, such as AMD 

SEV-SNP or Intel TDX, for VM isolation, allowing 

businesses to leverage cloud resources while 

securing their data in use. 

• Platform as a Service (PaaS): In this model, 

confidential containers are used in environments 

such as the Azure Kubernetes Service (AKS), 

offering enclave-aware containers for secure app 

deployment, and ensuring data privacy during 

operations. 

Both models provide high security, but they differ based on 

flexibility, application legacy, and system requirements 

 

4.1. Microsoft Azure Confidential Computing 

Microsoft Azure provides a robust offering in the realm of 

Confidential Computing through its Azure Confidential VMs, 

which leverage the Intel SGX technology to protect sensitive 

data during processing. This allows organizations to securely 

handle confidential information in isolated environments. 

Azure's Kubernetes Service (AKS) supports confidential 

workloads by providing secure enclaves for containerized 

applications. The Azure Attestation Service further enhances 

security by verifying the integrity of the hardware and 

running applications. A key differentiator of Azure is its 

strong integration with the Azure Active Directory (AAD), 

enabling effective identity and access management. Azure 

offers customer-managed keys (CMK) for encryption, 

allowing customers to retain control over their encryption 

keys. This is coupled with the ability to enforce compliance 

policies using the Azure Policy, ensuring that the data 

residency requirements are met. Developers benefit from 

support for various programming languages and frameworks, 

enhancing flexibility for application development. Use cases 

for Azure’s Confidential Computing include securing 

financial transactions, processing sensitive personal data, and 

running confidential workloads in compliance with 

regulatory requirements. 

 

Microsoft Azure Confidential Computing offers multiple 

deployment models tailored to protect sensitive data during 

processing. Key models include: 

• Infrastructure as a Service (IaaS): Utilizes 

confidential VMs, based on AMD SEV-SNP or Intel 

TDX, or application enclaves using Intel SGX for 

isolating VMs and applications. 

Platform as a Service (PaaS): Confidential 

containers on Azure Kubernetes Service (AKS) 

provide secure enclaves for containerized workloads 

• Confidential Virtual Machines (CVMs): CVMs 

use hardware-based technologies such as Intel SGX 

and AMD SEV-SNP to create isolated environments 

in which data is protected from access by other VMs, 

the hypervisor, or even Azure administrators. This is 

ideal for sensitive workloads that need strong 

isolation from cloud infrastructure. 

• Confidential Containers: This model allows 

containerized applications to be run in the Azure 

Kubernetes Service (AKS) using secure enclaves. 

This ensures the confidentiality of both the code and 
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data in use, enabling the secure execution of 

containerized workloads without modification. 

• Enclave-aware Containers: These containers are 

built specifically for trusted execution environments 

(TEEs) and require developers to adapt applications 

using specialized software development kits 

(SDKs). They allow tighter control over the parts of 

the application that run within an enclave. 

Each model ensures that data remains confidential during its 

entire lifecycle, supporting secure workloads such as 

financial services, healthcare, and personal data processing. 

 

 
Figure 4: Reference Architecture for Azure Confidential 

Computing, Source: (ju-shim, 2023) 

 

This is a reference architecture diagram of a confidential 

computing deployment that enables employees and 

application users of the organization to interact with Azure 

confidential VMs via secure HTTPS protocols, maintaining a 

high level of security for all critical transaction data processed 

within the VMs. By leveraging Azure Confidential 

Computing, the organization enhanced data security, 

minimized risks, and ensured compliance with regulatory 

requirements, allowing them to confidently move critical 

workloads to the cloud while maintaining control over their 

data and encryption keys. This type of solution not only can 

improve security but also can facilitate innovation and 

efficiency for certain regulated industry scenarios too. 

 

4.1.1. Case Study: Securing Financial Transactions 

with Azure Confidential Computing 

A leading global financial institution faces significant 

security challenges in processing sensitive financial 

transactions in the cloud. To address these concerns, they 

implemented Azure Confidential Computing, which secures 

data at rest, in transit, and during processing. The primary 

risks included internal threats and unauthorized access by 

cloud administrators, as well as compliance with stringent 

financial regulations. 

 

The institution deployed Azure Confidential Virtual 

Machines (VMs) utilizing Intel’s Software Guard Extensions 

(SGX) to create secure enclaves. The solution employed the 

Azure Active Directory (AAD) for centralized identity 

management, ensuring that only authorized users could 

access sensitive applications. Azure Policy was enforced to 

limit resource creation to specific geographic locations, 

ensuring compliance with data residency requirements. 

Conditional Access Policies further tightened administrative 

access, allowing connections only from trusted regions. Disk 

encryption was managed through Secure Key Release (SKR) 

and customer-managed keys (CMK), ensuring that the data 

remained encrypted during processing. The Azure Attestation 

Service verified the integrity of the computing environment, 

confirming that sensitive data was processed only in secure 

environments. Additional security was provided through 

Azure Bastion and Privileged Identity Management (PIM), 

which restricted access to VMs and enforced secure channels 

for administrative tasks. 

 

4.2. Amazon Web Services (AWS) Nitro Enclaves 

AWS offers Nitro Enclaves, which provides isolated 

computing environments for processing sensitive data on 

EC2 instances through the Nitro hypervisor (Nitro Enclaves, 

2020). This service can be seamlessly integrated with various 

AWS offerings, such as AWS Key Management Service 

(KMS), to securely manage encryption keys. Nitro Enclaves 

are also compatible with AWS Lambda, allowing developers 

to create isolated serverless functions. A notable aspect of 

AWS's is their scalability and resource efficiency, which 

enhance performance while maintaining strong security 

(Nitro Enclaves, 2020). Additionally, AWS enable temporary 

credentials to access AWS services within enclaves, thereby 

minimizing exposure. With extensive documentation and 

SDKs, AWS facilitates easy integration for developers. Nitro 

Enclaves are particularly well-suited for industries such as 

healthcare, finance, and government, where data privacy is 

critical. 
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Figure 5: AWS Confidential Computing reference 

architecture, Source: (Dornseifer & Halim, 2023) 

 

The image presents an AWS Confidential Computing 

architecture integrated with the blockchain technology. It 

shows a Virtual Private Cloud (VPC) with a private subnet 

hosting EC2 instances that run Nitro Enclaves for secure 

execution of sensitive tasks, such as Web3Signer for the 

Ethereum blockchain. Components include AWS services, 

such as DynamoDB, KMS for encryption, Elastic 

Container Registry for images, and an auto-scaling group. 

A public subnet connects to the Ethereum Blockchain via 

a Consensus Layer Client, demonstrating how AWS Nitro 

Enclaves safeguard sensitive operations in decentralized 

environments. 

 

4.2.1. Case Study: MedHealth Solutions 

MedHealth Solutions, a healthcare company, faced the 

challenge of processing large volumes of sensitive health 

data, including patient records and medical histories, while 

ensuring compliance with HIPAA regulations (MedHealth | 

AWS Partner Network (APN) Blog, 2021). Their key concern 

was to protect this data during processing, ensuring that 

unauthorized users, including cloud service providers, could 

not access it. To address this, MedHealth implemented AWS 

Nitro Enclaves to handle the most sensitive aspects of their 

data processing workloads. By isolating the data during the 

processing of medical records and health analytics, they 

ensured that only approved systems could access information. 

The integration of Nitro Enclaves with the AWS Key 

Management Service (KMS) allowed MedHealth Solutions 

to manage encryption keys securely, ensuring that sensitive 

data could only be decrypted within the secure enclave 

environment. Additionally, the use of cryptographic 

attestation provided assurance that their workloads were 

running within a trusted and secure environment, thereby 

enhancing the overall security of their data pipeline. As a 

result, MedHealth Solutions achieved full HIPAA 

compliance, benefiting from enhanced data protection and 

stringent access controls. This solution allowed them to 

process sensitive patient information securely, meet 

regulatory requirements, and significantly reduce the risk of 

data breaches. 

 

4.3. Google Cloud Confidential Computing 

Google Cloud's Confidential Computing platform is built on 

several key technologies to ensure the security of sensitive 

data during processing. At its core are Confidential VMs that 

use AMD Secure Encrypted Virtualization (SEV) to encrypt 

data while it is being processed. The Titan Security Chip adds 

another layer of protection by securing the hardware 

infrastructure. The platform extends to the Confidential GKE 

(Google Kubernetes Engine), allowing Kubernetes 

workloads to maintain the same level of confidentiality as 

virtual machines. Google also integrates a Cloud Key 

Management Service for secure key handling (Confidential 

Computing | Google Cloud, 2024). 

 

Google Cloud stands out for its commitment to open-source 

contributions, making its offerings more flexible for 

developers. The platform's encryption policies cover data at 

rest, in transit, and in use, positioning it as a leading choice 

for high-security needs, such as machine learning and secure 

multi-party computation. This combination of features 

supports strict data privacy regulations and confidentiality 

requirements across cloud-native environments. 
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Figure 6: High level architecture, Google Cloud Confidential 

VMs, Source: (Confidential Space Security Overview, 2022) 

 

The diagram illustrates a high-level architecture of Google 

Cloud’s Confidential VMs with an attestation service to 

secure machine learning workloads.  

 

The architecture involves an operator project in which the 

Trusted Execution Environment (TEE) isolates the 

workload. An attestation service verifies that the workload 

runs in a secure, trusted environment. This ensures the 

integrity and confidentiality of the machine learning models 

processed by PayPal. Once attested, the workload accesses a 

workload identity pool, which authenticates it using 

Identity and Access Management (IAM) to securely access 

protected cloud resources. Resource owners control access 

to these cloud resources, ensuring only authorized workloads, 

and users can interact with sensitive data. Throughout this 

workflow, data protection measures are enforced from 

processing to resource access, aligning with PayPal's need for 

the secure handling of sensitive customer data and 

compliance with regulatory standards. 

 

4.3.1. Case Study: Zonar's Compliance with GDPR 

and Schrems II 

Zonar, a provider of fleet management solutions, 

implemented Google Cloud’s Confidential VMs to enhance 

privacy and data protection, while ensuring compliance with 

the GDPR and Schrems II regulations. This was achieved by 

leveraging AMD Secure Encrypted Virtualization (SEV) 

technology, enabling the encryption of data in use, and 

providing additional layers of security. This solution allowed 

Zonar to enhance its data privacy safeguards, comply with 

stringent European data protection laws, and maintain the 

trust of its customers in a highly regulated environment 

(Confidential Computing | Google Cloud, 2024). 

 

5. Confidential Computing for Critical AI Workloads 

Confidential computing is essential for securing AI 

workloads, particularly in sectors such as healthcare and 

finance, where sensitive data is frequently processed. The 

ability to keep data confidential during processing mitigates 

the risks associated with unauthorized access and data 

breaches. However, implementing confidential computing 

solutions can introduce performance implications, 

particularly in public cloud environments, where encryption 

overheads and secure enclave processing can affect the speed 

and efficiency of AI applications (Costan & Srinivas 

Devadas, 2016). 

 

5.1. AI Workloads 

AI workloads, such as healthcare diagnostics and financial 

analysis, often involve processing sensitive information 

including patient health records and personal financial data. 

In these scenarios, confidentiality is paramount. For instance, 

in healthcare, machine learning models may analyze patient 

data to predict diseases, requiring strict data protection to 

comply with regulations, such as HIPAA. Similarly, financial 

institutions leverage AI for risk assessment and fraud 

detection, necessitating secure environments to protect 

sensitive financial information (Hunt et al., 2021). The ability 

to secure these workloads ensures compliance with privacy 

laws and protects against potential data leaks, which could 

have severe legal and reputational consequences. 

 

5.2. Performance Impacts 

Despite the necessity of confidential computing to protect 

sensitive AI workloads, performance trade-offs must be 

considered. The encryption overhead associated with 

protecting data in transit and at rest can introduce latency, 

thereby affecting the responsiveness of applications. 

Furthermore, secure enclave processing, while providing an 

additional layer of security, may also limit the computational 

resources available for AI tasks, potentially slowing down 

data processing times (Pasquier et al., 2018). Organizations 

must weigh the importance of confidentiality against the need 

for high-performance computing, particularly when real-time 

analytics are crucial. 

 

5.3. Public Cloud Offerings for AI 

6.3. Public Cloud Offerings for AI: Confidential Computing 

Leading cloud providers—Microsoft Azure, Amazon Web 

Services (AWS), and Google Cloud—have developed 

confidential computing platforms tailored to AI workloads, 

enabling secure processing of sensitive data while 

maintaining compliance with privacy regulations. Each 

provider's solution focuses on ensuring data confidentiality, 

integrity, and availability during the AI model training, 

inference, and general processing. These offerings are crucial 

for industries such as healthcare and finance, where the 

handling of sensitive data is subject to strict compliance. 
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Azure Confidential Computing for AI Workloads 

Microsoft Azure offers a Confidential Computing platform 

that leverages Intel's Software Guard Extensions (SGX) to 

create secure enclaves. These enclaves ensure that data 

remains protected during processing, making Azure an ideal 

platform for handling sensitive AI workloads, such as 

medical data processing and financial transaction analysis. 

The use of SGX allows organizations to securely execute AI 

models, including deep learning and natural language 

processing, without exposing data to unauthorized access, 

even during computation. This feature is particularly 

important in AI applications that involve personally 

identifiable information (PII), which must be kept 

confidential to meet privacy regulations (Russinovich, 2017). 

 

AWS Nitro Enclaves for AI Workloads 

AWS provides Nitro Enclaves, a solution designed to isolate 

highly sensitive data at the instance level without 

compromising performance. Nitro Enclaves are especially 

useful in AI workloads that require secure data preprocessing, 

model training, and deployment, as they create a trusted 

execution environment (TEE). The AWS Nitro System 

enhances security by ensuring that AI models running in 

Nitro Enclaves have no external network access, thereby 

reducing the number of attack vectors. Remote attestation 

capabilities confirm that AI workloads are executed in a 

secure tamper-resistant environment. This is particularly 

beneficial for AI applications involving encryption-based 

algorithms, private data handling, and AI model protection in 

shared cloud environments (Costan & Srinivas Devadas, 

2016). 

 

Google Cloud Confidential VMs for AI Workloads 

Google Cloud employs Confidential Virtual Machines (VMs) 

with AMD Secure Encrypted Virtualization (SEV) 

technology, which encrypts data in use, ensuring the security 

of AI workloads throughout the lifecycle. The use of SEV 

makes Google Cloud Confidential VMs ideal for AI-driven 

tasks such as real-time analytics and deep learning model 

training, as they offer end-to-end encryption without 

compromising the speed or efficiency of processing. Integrity 

verification through attestation ensures that workloads run in 

trusted environments, which is crucial for applications such 

as autonomous vehicle training and genomic analysis, where 

data privacy is paramount (Porter & Lugani, 2020). 

 

Confidential computing platforms provided by Azure, AWS, 

and Google Cloud offer robust solutions for securely hosting 

AI workloads, ensuring that sensitive data is protected from 

unauthorized access and manipulation during processing. By 

leveraging these platforms, organizations in sectors such as 

healthcare, finance, and legal services can confidently adopt 

AI technologies, while adhering to stringent data privacy 

regulations and avoiding potential security risks. Despite the 

challenges related to encryption performance overhead, 

innovations from leading cloud providers ensure high 

efficiency in AI workload management (Zobaed, 2022). 

 

6. Cost Analysis of Confidential Computing 

6.1. Objective 

This analysis aims to provide a comprehensive cost 

comparison between traditional cloud computing resources 

and confidential computing solutions. As organizations 

increasingly prioritize data privacy and compliance with 

regulatory standards, understanding the financial 

implications of adopting confidential computing becomes 

essential. 

 

6.2. Cost Factors 

Running workloads in a confidential computing environment 

typically incurs higher costs than traditional cloud computing 

because of several key factors: 

6.2.1. Infrastructure Costs 

Confidential computing relies on specialized hardware to 

support secure enclaves and encryption. These technologies 

often require additional investments in infrastructure such as 

Intel's Software Guard Extensions (SGX) or AMD's Secure 

Encrypted Virtualization (SEV) (Costan & Srinivas Devadas, 

2016). The need for dedicated servers and enhanced security 

features increases hosting cost. 

 

6.2.2. Operational Costs 

The overhead associated with maintaining secure 

environments includes increased resource consumption and 

potential changes in workload management practices. This 

often translates to higher operational costs, as organizations 

need to optimize their workloads for confidential processing 

(Hunt et al., 2021). 

 

6.2.3. Encryption and Attestation 

Implementing encryption for data at rest and in transit along 

with attestation mechanisms to ensure the integrity of 

workloads adds complexity and expense. The resources 

required to handle these processes can lead to increased 

computing costs (ju-shim, 2023). 

 

6.2.4. Application Integration and Associated Costs 

When integrating applications with workloads running in 

confidential computing environments, organizations must 
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adapt their existing systems to handle enhanced security 

protocols. This often requires redesigning workloads to 

utilize trusted execution environments (TEEs), incorporating 

secure APIs, and updating software to support encrypted 

communication. The complexity of these changes can result 

in additional development and testing costs. Moreover, 

workloads may require fine-tuning to minimize the 

performance overheads introduced by encryption and 

attestation, further increasing the operational costs. 

 

6.3. ROI Justification 

Despite the higher costs associated with confidential 

computing, organizations can justify these expenses by 

highlighting several significant benefits: 

 

6.3.1. Enhanced Security 

Confidential computing offers unparalleled security by 

safeguarding sensitive data during the active processing. In 

traditional computing environments, data is vulnerable while 

in use, thereby creating potential attack vectors for 

cybercriminals. Confidential computing mitigates this risk by 

processing data in secure, hardware-protected environments 

and preventing unauthorized access, even if the infrastructure 

is compromised. The reduction in the likelihood of costly data 

breaches justifies investment, as breaches can lead to 

significant financial penalties, legal liabilities, and damage to 

an organization's reputation. According to research, 

organizations that experience data breaches can incur 

millions of direct and indirect costs, including legal fees, 

regulatory fines, and lost customers (Kocaoğullar et al., 

2024). By proactively preventing such breaches, confidential 

computing has become a cost-effective investment in 

cybersecurity. 

 

6.3.2. Regulatory Compliance 

For industries such as healthcare, finance, and government, 

maintaining compliance with stringent data protection 

regulations such as HIPAA, GDPR, and CCPA is crucial. 

Failure to comply with these standards can result in severe 

penalties, including hefty fines and operational restrictions. 

By leveraging confidential computing, organizations can 

more easily demonstrate compliance by ensuring that 

sensitive data remains protected at all stages during storage, 

transit, and processing. This capability is increasingly 

relevant in sectors in which compliance requirements 

continue to evolve, with regulators expecting higher 

standards of data privacy and security. Implementing 

confidential computing can thus reduce the likelihood of non-

compliance fines and associated financial risks (Pasquier et 

al., 2018). Moreover, having robust security and compliance 

measures in place can improve trust with regulators, 

customers, and partners, thereby providing competitive 

advantages. 

 

6.3.3. Risk Mitigation 

Confidential computing significantly mitigates the risk of 

data leaks and breaches by preventing unauthorized access to 

sensitive information. This not only protects intellectual 

property and customer data but also preserves the company’s 

reputation, which can otherwise be irreparably harmed by a 

security incident. Risk mitigation in this context also helps to 

reduce potential legal actions that might arise from breaches, 

which can carry substantial long-term financial costs. 

Furthermore, implementing state-of-the-art data security 

fosters customer trust, which is essential for customer 

retention and business growth. Research has shown that 

consumers are more likely to continue engaging with 

companies that can secure personal data, thereby increasing 

customer loyalty and lifetime value (Zobaed, 2022). By 

positioning themselves as leaders in data security, companies 

can also attract more privacy-conscious customers and 

expand into markets with higher data sensitivity requirements 

 

6.4. Case Study: Optum's Implementation of 

Confidential Computing 

Optum, a leading healthcare technology and services 

company and subsidiary of the UnitedHealth Group, 

implemented confidential computing to enhance the security 

of sensitive patient data while leveraging artificial 

intelligence (AI) for healthcare diagnostics and treatment 

recommendations. Before this implementation, Optum faced 

significant challenges in ensuring the confidentiality and 

integrity of sensitive health information during the processing 

of large datasets for AI model training. Their traditional cloud 

infrastructure lacked adequate security guarantees, which 

posed compliance risks and increased the potential for data 

breaches (Optum Health Education Privacy and Security 

Policy | Optum Health Education, 2024). To address these 

issues, Optum invested approximately $5 million to upgrade 

its infrastructure, integrating Intel’s Software Guard 

Extensions (SGX) technology to create secure enclaves that 

protect sensitive data from exposure to the underlying 

operating system or hypervisor. 

 

Following the implementation, the operational costs 

increased by 25% owing to the need for additional computing 

power for encryption and secure enclave processing. 

However, the investment helped mitigate the risks associated 

with potential HIPAA violations, which could incur fines of 

up to $1 million per breach. This compliance enabled Optum 
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to maintain critical contracts with healthcare providers and 

insurers. The increased trust from partners resulted in a 15% 

revenue growth over the next year, demonstrating that 

investment in confidential computing not only ensured 

compliance but also contributed to strategic business growth 

(Pasquier et al., 2018). Within 12 months, Optum realized a 

positive ROI, highlighting the importance of enhanced 

security measures in the healthcare sector. 

 
Figure 7: Intel SGX architecture, Source: (Wang et al., 2021) 

 

The diagram depicts an architecture utilizing Intel's Software 

Guard Extensions (SGX) technology, which is central to 

Optum's implementation of confidential computing. The 

setup begins with two Enclaves in the application 

environment. These enclaves are secure memory regions that 

are isolated from other applications and operating systems. 

The SGX User Runtime facilitates communication between 

the application and these enclaves, ensuring that sensitive 

data is only processed within this secure environment. 

 

Beneath the application layer lies the Privileged 

Environment, where the SGX Module manages key 

functions such as page tables for memory management. This 

module ensures that only the trusted code within the enclave 

has access to sensitive data, thus preventing exposure to 

untrusted parts of the system, including the OS and 

hypervisor. 

 

At the hardware level, Exposed Hardware consists of the 

Platform, that includes components such as the Enclave Page 

Cache (EPC) and Enclave Page Cache Map (EPCM). These 

components manage the physical memory pages used by 

enclaves, thereby ensuring that data remains encrypted and 

secure. 

 

Optum leveraged this architecture to secure patient data 

during AI model training and healthcare analytics. This 

implementation ensured that sensitive information remained 

protected, even from privileged users or systems, allowing 

Optum to achieve HIPAA compliance and secure healthcare 

contracts. Although the operational costs increased owing to 

the required computational resources, the investment in SGX 

technology helped avoid potential regulatory fines and drove 

15% revenue growth through enhanced partner trust. 

 

7. Ongoing Research and Future of Confidential 

Computing 

The field of confidential computing continues to evolve, with 

contributions from cloud providers, hardware manufacturers, 

and academia. Major providers such as Microsoft, AWS, and 

Google Cloud already offer established services like Azure 

Confidential Computing, AWS Nitro Enclaves, and Google 

Cloud's Confidential VMs, which protect data during 

processing. However, ongoing research is focused on 

futureproofing these technologies against emerging threats 

such as quantum computing. 

 

Chip manufacturers, including Intel, AMD, and NVIDIA, are 

advancing their hardware security. For example, Intel's SGX 

has been a cornerstone in building secure enclaves, although 

it is already in commercial use. The current research extends 

beyond this to improve performance, reduce overhead, and 

integrate next-generation cryptographic protocols. 

Collaborative industry-academia efforts are investigating 

more secure processing methods and post-quantum 

cryptographic techniques (Kocaoğullar et al., 2024). 

 

Post-Quantum Cryptography and Cryptographic 

Protocols 

The future of confidential computing must consider the 

potential threats posed by quantum computing that can 

disrupt conventional cryptographic protocols. Ongoing 

research focuses on integrating post-quantum cryptographic 

techniques to ensure secure data processing in an era where 

quantum computers can break traditional encryption. This 

research is particularly evident in collaborative efforts 

between academia and industry to develop robust 

cryptographic frameworks that can withstand quantum 

attacks (Feng et al., 2024). 

 

Confidential Computing and Machine Learning 

Confidential computing is also applied to machine learning 

workflows to secure sensitive data during the training and 

inference phases. Research has explored how machine 

learning pipelines can benefit from secure enclave 

technologies, ensuring privacy even when training on 

distributed or federated data. This is especially important in 
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distributed machine learning models, where privacy and 

performance trade-offs require careful management (Mo et 

al., 2024). Emerging paradigms explore how federated 

learning can utilize confidential computing to secure model 

updates and data exchanges, thus maintaining integrity and 

privacy across distributed nodes. 

 

Confidential Computing Consortium (CCC) 

Confidential Computing Consortium (CCC), an initiative 

under the Linux Foundation, plays a significant role in driving 

collaborative research in this space. By bringing together 

industry leaders and academic institutions, CCC fosters the 

development of open-source projects that aim to standardize 

and enhance confidential computing. Current key projects 

include the development of Enarx (an open-source 

framework for running applications in TEEs), Gramine, and 

Open Enclave SDK, which are poised to revolutionize secure 

computing by enabling seamless integration across multiple 

platforms. 

 

The future of confidential computing also includes 

innovations, such as multi-cloud confidential solutions, 

advanced hardware-based TEEs, and quantum-resistant 

algorithms. These innovations aim to ensure seamless secure 

data transfers across diverse environments, while 

safeguarding against potential breaches in a regulatory-

compliant manner. The evolving data security landscape, 

influenced by these advancements, suggests a significant 

growth in the adoption of confidential computing. 

 

8. Conclusion: 

In today's increasingly cloud-dependent world, protecting 

sensitive data during processing is of paramount importance. 

Confidential computing has emerged as a cutting-edge 

technology for addressing this challenge, ensuring that data 

remains encrypted and inaccessible even during processing. 

By leveraging hardware-based trusted execution 

environments (TEEs), organizations can securely run 

workloads in the cloud, benefiting from scalability and 

efficiency, without compromising data security. 

 

The importance of confidential computing cannot be 

overstated as the cloud landscape continues to evolve. Its 

adoption is crucial for industries handling sensitive data, such 

as healthcare, finance, and the government, where data 

confidentiality is paramount. Confidential computing 

provides a robust framework for protecting critical services 

and sensitive workloads, thereby reinforcing trust in cloud-

based systems. 

 

The evolution of confidential computing has been marked by 

significant advancements from early encryption innovations 

to modern cloud-based solutions. Key components, such as 

TEEs, encryption, access control, and remote attestation, 

form the backbone of the security model of confidential 

computing. Understanding these concepts is essential for 

organizations seeking to adopt confidential computing and 

capitalize on its benefits. 

 

Major public cloud providers, including Microsoft, AWS, and 

Google Cloud, offer various confidential computing services, 

each with their strengths and use cases. These services 

provide a secure foundation for processing sensitive data, 

ensuring compliance with regulatory requirements, and 

mitigating the risk of data breaches. 

 

Although confidential computing introduces performance 

implications, the benefits outweigh the costs. Enhanced 

security, regulatory compliance, and risk mitigation justify 

investment in confidential computing solutions. As the cloud 

landscape continues to evolve, the importance of confidential 

computing will only grow, driven by ongoing research 

initiatives, technological advancements, and evolving data 

security needs. 

 

In conclusion, adopting confidential computing is essential 

for securing critical services in the cloud. Its ability to protect 

sensitive data during processing ensures compliance, 

mitigates risks, and provides a secure foundation for 

innovation in the cloud era. As organizations increasingly 

migrate sensitive workloads to the cloud, confidential 

computing will play a vital role in safeguarding data privacy 

and integrity. 
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