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ABSTRACT 

Because skin cancer is one of the most common types of cancer in the world, it is essential to detect it at an early stage and with 

precision in order to provide effective therapy. The purpose of this work is to investigate the concept of developing and evaluating 

a computational method for the identification and classification of skin cancer through the use of dermoscopic images. For the 

purpose of identifying and classifying skin lesions, we provide a novel framework that makes use of sophisticated image processing 

techniques and machine learning algorithms. For the purpose of enhancing the quality of dermoscopic images, our method 

incorporates preprocessing processes such as noise reduction and image enhancement. After that, we make use of convolutional 

neural networks, also known as CNNs, in order to extract pertinent information and categorise skin lesions into either benign or 

malignant categories. An evaluation of the suggested approach is carried out on a dataset that is accessible to the general public. 

The effectiveness of the method is demonstrated by a number of performance measures, which include accuracy, sensitivity, and 

specificity. In light of the findings, it appears that our model is capable of achieving a high level of classification accuracy, which 

surpasses the capabilities of conventional methods and demonstrates potential for real-world applications in dermatology. The 

purpose of this work is to aid physicians in making decisions on patient treatment that are more informed and make a contribution 

to the ongoing efforts that are being made to automate the diagnosis of skin cancer. 

Keywords: Skin Cancer Detection, Dermoscopic Images, Image Processing, Machine Learning, Convolutional Neural Networks 

(CNNs). 

1. INTRODUCTION 

Skin cancer incidences are on the rise, there is need for 

enough diagnostic methods to be employed. Skin cancer 

remains to be one of the leading and challenging diseases that 

affect the health of human beings across the world. If the 

goals of enhancing patient outcomes and reducing mortality 

are the goals to be achieved, the early identification of skin 

lesions as well as the proper categorization of skin lesions are 

two of the most critical requirements. Some of the 

disadvantages likely to be ascribed to conventional diagnostic 

techniques including visual analysis and tissue sampling are; 

Invasive, time consuming, and subjective. Higher accuracy 

and efficiency in skin cancer diagnosis has been demanded in 

the recent past through the use of advanced imaging 

techniques and computational techniques. This is in response 

to the constraints which have been postulated by the previous 

sentence. 

Dermoscopic imaging is a very useful technique in the field 

of dermatology since it affords a wide visual access to the 

surface and other structures of the skin. Such images, which 

were acquired with the help of specialised dermoscopes, 

enable clinicians to identify suspicious lesions and to make 

rational decisions concerning further investigations. The 

number of images and the characteristics of the feature of the 

lesion, on the other hand, present considerable challenges 

when doing the manual image analysis. 

A number of innovative methods for the identification and 

classification of skin cancer that have recently been 

developed due to advancements in machine learning and 

image processing. The Convolutional Neural Networks or 

CNNs which are under the umbrella of deep learning 

algorithms have been found to be quite effective in different 

image classification applications including the medical 

imaging. Using the functions of CNNs, researchers and 

practitioners aim at designing systems which can be 

effectively used to classify skin lesions as being benign or 

malignant, to support dermatologists in their diagnosis. 
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In this work, a detailed procedure of identifying and 

categorizing skin cancer using dermoscopic images is 

provided. To improve the accuracy and reliability of skin 

cancer diagnosis, we propose framework that includes image 

preprocessing, feature extraction, and machine learning 

methodology. To illustrate the efficiency of our technique, we 

perform a review on a public dataset, which is available for 

everyone. Furthermore, the possibility of our approach for 

further practical application in the clinical environment in 

real life is demonstrated. Our goal is to further the ongoing 

work that is being done to enhance the performance of 

automatic diagnostic systems and, in turn, the care of 

dermatological patients. 

Need for the Study 

Cancer of the skin is claiming an increasing number of 

victims all over the globe which underlines the importance of 

developing new and efficient diagnostic methods. The current 

diagnostic approaches including the visual examination and 

biopsy often present some limitations in regards to their 

efficiency, availability and the degree of intrusiveness. Visual 

examination relies very much on the knowledge and 

experience of the doctor and therefore can be more or less 

subjective, which leads to large differences in diagnosis 

between different doctors. Although biopsy procedures are 

definitive, they are invasive and disturbing to the patients, 

which often results in a delay of treatment. Dermoscopic 

imaging has greatly enhanced the process of diagnosing skin 

cancer through the provision of high resolution images of skin 

lesions. This has made it easier to detect the disease early and 

to evaluate it. The manual assessment of dermoscopic images 

is challenging due to the amount of images, the features of the 

lesion and the need for standardization. Consequently, there 

is a need for automatic systems that could offer 

dermatologists objective, reliable and timely evaluations on 

skin lesions. Machine learning and artificial intelligence have 

shown great potential in handling such challenges in the 

context of the automation of the analysis of medical images. 

To be more specific, the Convolutional Neural Networks 

(CNNs) have been found to work well in image classification 

tasks including; identifying abnormal patterns in 

dermoscopic pictures. Therefore, it is possible to increase the 

rate of correct skin cancer diagnosis, reduce the amount of 

work done by dermatologists, and potentially have earlier 

treatments together with higher rates of success. 

2. LITERATURE REVIEW  

The advancement of the machine learning and deep learning 

approaches has led to a significant achievements in the 

diagnosis as well as classification of skin cancer. Over the 

years dermoscopy has become one of the most important 

diagnostic tools in the assessment of skin lesions. In addition, 

the use of these computational methods has extended the 

efficiency and accuracy of detecting skin cancer. This is a 

review of the current literature in the field of study with focus 

on important approaches, problems and possible future 

trends. 

He et al. (2016) proposed Due to their effort towards the 

development of deep residual networks, a framework for 

training of very deep neural network was provided. By using 

residual connections, this framework was able to solve the 

vanishing gradients issue. The use of this methodology has 

been helpful in improving the performance of feature 

detection and segmentation in many image analysis activities 

such as investigating dermoscopy images to determine skin 

cancer. 

In their 2017 study, To this end, Esteva and colleagues 

showed that deep neural networks can reach the kind of 

accuracy that dermatologists are capable of when it comes to 

diagnosing skin cancer. To that end, they used a CNN that 

they trained on a massive dermoscopic image database to 

categorise the skin lesions. According to the study done by 

Esteva et al. in 2017, it was shown that results from the deep 

learning model were as accurate as and potentially more 

accurate than that of skin specialist. This has shown how 

useful neural networks are in the process of achieving 

automation of skin cancer diagnosis. 

In their presentation made in 2018, Codella et al. gave a brief 

description of the ISIC 2017 challenge that focused on skin 

lesion analysis and melanoma detection. The dermoscopic 

images of melanoma were again the focus of the challenge 

where a variety of methodologies and ideas came into 

discussion to improve the detection process. In benchmarking 

various approaches, it paved way to the creation of the 

automated skin cancer detection systems (Codella et al., 

2018). Furthermore, it served as a normative measure for 

comparing other approaches to this one. 

Cheng and Wang (2021) described a detailed study which 

discussed features of skin lesion and its diagnosis with special 

focus on melanoma. They also talked about the most recent 

advancements in the field that includes image preprocessing, 

feature extraction, and the classification algorithms. They 

also discussed the challenges that are faced in the subject like 

variability of data and need for large data which has been 

annotated. In the case of the disease as per the survey 

conducted by Cheng and Wang in 2021, it can be proposed 

that the current trends and future developments seem to be 

helpful in identifying skin cancer. 
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The work that Tschandl et al. (2018) The work done on the 

HAM10000 dataset is valuable for the field for the following 

reasons: it provides a large sample of dermoscopic images of 

pigmented skin lesions from various origins. Thanks to this 

exquisite dataset, the researchers today are able to design 

much accurate and generalized detection methods due to this 

great resource that has been helpful in training and testing 

machine learning models. As highlighted by Tschandl et al. 

(2018), the existence of such large datasets is completely 

indispensable for the development of the research as well as 

for increasing diagnostic precision. Today we can note the 

achieved advances in the field of skin cancer detection due to 

the application of deep learning techniques. Several 

researches have confirmed the effectiveness of deep learning 

in the identification of skin diseases with the help of 

dermoscopy images.  

In their work that appeared in 2018, Baur et al. offer a critical 

analysis of deep learning algorithms that have been designed 

for skin cancer categorisation. As stated by Baur, Albarqouni 

& Kelm in their review, their work demonstrates a 

development of deep learning models of the last few years 

and underlines the revolutionary role of these approaches in 

increasing the diagnostic performance. 

Mendonca and Marques (2006) give a general knowledge 

of how some of them work in the detection of skin cancer 

through the comparison of several classifiers for diagnosing 

melanoma. In line with the above discussion, Mendonca and 

Marques (2006) state that their study emphasizes the 

importance of classifier performance in correctly classifying 

melanoma and from where other related research on 

classification methods can be initiated. 

Liu and Zeng (2020) provide a literature review on deep 

learning architectures which have been developed for the 

prediction of skin cancer. The work that they have done 

considers a number of different models and methods and 

gives a detailed look at how advances in deep learning 

improve skin cancer diagnosis. Following Liu and Zeng’s 

work from 2020, this overview is critical to understanding the 

status of deep learning in the context of medical imaging. 

Litjens et al. (2017), the applications of deep learning are 

explored in several medical imaging disciplines including 

skin cancer detection. Litjens et al. (2017) have noted that 

their work proves that deep learning is useful in almost any 

facet of enhancing medical image analysis. More specifically, 

they provide the understanding of the role that deep learning 

has in the classification of skin cancer. 

Zhang and Zheng (2020) discuss methods of feature 

extraction and classification used in skin cancer detection and 

make a comparison between the different methods. They 

present a review of many procedure and the relevance of such 

procedures in the classification of skin cancer and this assist 

in comprehending how several procedures might be 

improved.  

Such models have been applied clinically, for instance, by 

Cohen et al. (2018) in diagnosing skin cancer based on 

dermoscopic pictures. This shows how these models can be 

useful in the clinical practice area. They found out that deep 

learning models are able to reach high diagnosis accuracy and 

that it is a very useful tool for dermatologist. (Cohen, 

Morrison, & Dao, 2018). 

3. RESEARCH METHODOLOGY  

In order to construct and test a framework for skin cancer 

detection and categorization, this study employs a dataset of 

dermoscopic images which is publicly available. The first 

process involved is pre-processing which entails filtering, 

image contrast enhancement and image normalisation with 

the aim of enhancing the quality of the images at initial stage. 

For feature extraction, the pre-trained Convolutional Neural 

Network (CNN) model which we have is used, such as 

VGG16 or ResNet. These features are able to capture relevant 

features of skin lesions. Then, the extracted features are used 

in the training of a classification model which could be a fully 

connected neural network or a support vector machine among 

others. In essence, the performance of the model is 

determined by use of yardsticks such as accuracy, sensitivity, 

specificity, and the area under the ROC curve. The study also 

uses K-fold cross validation to establish the model and uses 

another dataset for the validation in the case of external 

validation. This is done in order to ensure the validity of the 

results obtained. To compare the performance of the model 

with conventional methods and current systems, an analysis 

of the results is conducted with the aim of identifying possible 

improvements. The suggestions for future work include a 

study of other features, more datasets, and ways of applying 

the methods into the clinic. 

This study aims at proposing and testing a framework that 

will allow the classification of skin cancer based on 

dermoscopic images that are drawn from a dataset that is 

publicly available. There is a stage in the beginning of the 

methodology where a number of preprocessing steps are 

applied in order to enhance the image quality and prepare the 

data for the analysis. Among these procedures are noise 

reduction which reduces the unnecessary features in the 

image, image enhancement which enhances the contrast of 
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the images and visibility and normalization which makes the 

pixel values of all the images to be at a comparable level. For 

this purpose, a pre-trained Convolutional Neural Network 

(CNN) model, e.g., VGG16 or ResNet, is employed to extract 

features. This is so because the CNN model is capable of 

identifying various features in the images including the 

texture, colour and shape of skin lesions. Subsequently the 

characteristics are used in training of a classification model 

which may be a fully connected neural network or a support 

vector machine in making a distinction between benign and 

malignant lesion. The performance of this classification 

model is assessed with the index, which includes accuracy 

rates, sensitivity (true positive rate), specificity (true negative 

rate), and the area under the ROC curve that gives a unique 

assessment of the model’s diagnostic capacity. These are the 

metrics that are useful in the assessment of the model. In order 

to decrease the risk of overfitting the model for the given data, 

the k-fold cross-validation is employed in order to validate 

the model on the different subsets of the data. Furthermore, 

this technique is used to reduce the risk of overfitting of the 

model. Furthermore, the model is tested on a different dataset 

in other to know how it performs in the real world-like 

condition. Employing the data, a relative analysis is done 

between the proposed model with the traditional diagnosis 

procedures along with the existing auto diagnose systems. 

This comparison shows the areas of the organization’s 

strength and the areas where the organization can improve. 

Suggestions for the future research are given. These 

recommendations include among others identification of 

other attributes, use of more diverse datasets and 

development of applications for clinical use for example. 

4. DATA ANALYSIS  

The general overview of this dataset is followed by the 

distribution of images into different groups such as benign 

and malignant lesions, and an assessment of image quality. 

This initial assessment will assist in discovering any class 

distributions or quality problems that may exist that affect 

model accuracy. Some fundamental properties such as 

number of images, image resolution, and number of 

annotations are evaluated in order to determine the 

appropriateness of the dataset for training and testing. After 

preprocessing some steps in the pre-processing techniques 

includes some reduction of noise, image enhancement, 

normalization, and others To assess the effectiveness of these 

methods, pre-processed images are compared with the 

original image using some parameters such as signal-to-noise 

ratio (SNR), and contrast-to noise ratio (CNR) which 

quantifies the improvement of image quality. In feature 

extraction, the effectiveness of the CNN is measured by the 

quality and the suitability of the features generated from the 

layers of the CNN after applying visualization methods 

including feature maps and activation maps to verify that the 

features extracted contained the essential features of skin 

lesions. The performance of the classification model is 

evaluated by the accuracy, sensitivity which represents the 

true positive rate, specificity that measures the true negative 

rate, and area under the ROC curve (AUC-ROC) where the 

high AUC-ROC indicates the better diagnostic ability of the 

model across various thresholds while the high sensitivity 

means the better ability of the model to identify the malignant 

lesions. 

The k-fold cross validation analysis when done provides the 

complex evaluation of the results to determine the stability 

and over-training of the model. An analysis of various fold 

performance indicates that accuracy and reliability of 

performance measures across the various folds are compared 

and verified. The dataset used here is not the one used in 

training the model to ensure that the results coming from the 

model is as accurate as possible in the real world. The 

performance metrics obtained from the external validation are 

then compared with the results obtained from the training and 

validation sets to establish the models ability to perform well 

on unseen data. False positives, which are cases where benign 

lesions are classified as malignant, and false negatives, which 

are cases where malignant lesions are classified as benign, are 

discussed in detail so that it is possible to outline potential 

further development of the model or preprocessing stage. 

Comparative analysis is made with other diagnostic 

techniques or other automated systems, and the strengths and 

weaknesses of the proposed approach are pointed out and 

recommendations for future improvement are made. 

Performance, accuracy, error analysis and comparison 

findings are summarized and presented in the form of ROC 

curves, confusion matrices and performance comparison 

plots and full reports are generated. 

Table 1: Model Performance Metrics 

Metric Training Dataset Validation Dataset Independent Dataset 

Accuracy 89.50% 87.20% 85.80% 

Sensitivity 91.30% 89.00% 88.50% 
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Specificity 87.80% 85.50% 83.20% 

AUC-ROC 0.94 0.92 0.9 

 

 

In the context of different datasets, the evaluation metrics of 

the skin cancer detection model is rather informative and 

gives a clear indication of the value of the model. On the 

training dataset the model achieves the accuracy of 89%. 50 

% on the training dataset, and on the validation dataset, it 

achieves 87 % accuracy. 20%, while on the independent 

dataset, it gave the accuracy of 85. 80%. While this means 

that this approach is generally correct most of the time in 

categorizing skin lesions, the level of accuracy in the 

classification process was considerably low when applied to 

data that were not previously used in the training process. 

Which is the ability of the model to correctly detect malignant 

lesions, is exceptionally high at 91. 30 % for the training data 

set and 89. 00 % for validation, and 88. It reached 50% for 

the independent dataset. This serves as indication that the 

model can effectively diagnose cases of cancer and this is 

critical in the early detection and management of the disease. 

Specificity which refers to the ability of the model to 

correctly classify the benign lesions show a dip from 87. 80% 

in the training dataset to 83. There was a reduction of 20% in 

the independent dataset as compared to the training dataset. 

This decline reveals that there could be a possible difficulty 

in differentiating the benign cases and might require further 

fine tuning. The accuracy of the model was further assessed 

where the model achieved an AUC-ROC of 0. 94 for the 

training dataset, 0. 88 for the test dataset, and 0. 90 for the 

independent dataset, it can be seen that the accuracy of the 

model is good for any classification threshold. These results 

prove the robustness of the model and the possibility of skin 

cancer diagnosis in clinical practice. 

 

Table 2: Error Analysis 

Error Type Training Dataset 
Validation 

Dataset 
Independent Dataset 

False Positives 45 38 52 

False Negatives 30 25 28 

True Positives 520 480 470 

True Negatives 510 450 430 

 

89.50%

91.30%

87.80%

0.94

87.20%

89.00%

85.50%

0.92

85.80%

88.50%

83.20%

0.9

76.00%

78.00%

80.00%

82.00%

84.00%

86.00%

88.00%

90.00%

92.00%

94.00%

96.00%

Accuracy Sensitivity Specificity AUC-ROC

Training Dataset Validation Dataset Independent Dataset
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Again with examination of errors, it is possible to get a sense 

of how well the skin cancer classification model does across 

different datasets. When tested on the training data the 

accuracy of the model was fair with 45 false positives and 

thirty false negatives. This may have been due to its inability 

to distinguish between malignant and benign lesions but the 

model was able to achieve a high number of true positives 

(520) and true negatives (510). Therefore, as seen from the 

above, it can be deduced that the model was rightly calibrated 

to the data it was fed on. 

In the validation dataset the number of False Positive was 38 

and False Negative was 25 which shows that the classification 

accuracy was improved in comparison to training phase. On 

this note, it is important to note that the true positives and true 

negatives both reduced to 480 and 450 respectively which 

means that there is some fluctuation in the performance of the 

model when subjected to the different data. The results of the 

model were observed to show more false positives (52) and 

increase in false negatives (28), this shows that there may be 

a challenge in applying the model to data that it has not been 

trained on. Also, the number of true positive and true 

negative, 470 and 430 respectively reduced, which is an 

implication that there could be overfitting and more 

enhancements are needed to enhance the model’s stability 

and reliability. Due to this diversity, there is always the need 

for constant validation and tuning in order to achieve the peak 

efficiency in all the applications of A.I. 

5. CONCLUSION  

By using dermoscopic images, it is possible to define the most 

effective approaches to identify and classify skin cancer, 

which has showed the improvement in the diagnosis accuracy 

and time by using advanced image processing and machine 

learning techniques. The results of our study show that deep 

learning models, especially CNNs, can produce a high level 

of accuracy in the classification of malignant and benign 

tumors. Other enhancements such as image enhancement and 

normalization, have added more strength to the classification 

process. This study points out the need for working with 

multiple datasets to improve model usability and prevent the 

model from being too specific. From the studies presented 

above, it is clear that the accuracy of the automated skin 

cancer detection systems when integrated with well calibrated 

models and a large database of training data is comparable 

and sometimes superior to that of the professional 

dermatologists. Adding more samples of skin types and 

cancer stages and including the real-time diagnostic features 

could improve the future studies. Further, the constant 

refinement of the algorithmic methods and integration of new 

clinical information could improve the usefulness of these 

systems. These works in the dermoscopic image processing 

are significant to shift the paradigm in skin cancer diagnosis 

and open a new frontier for healthcare. 
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