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Hybrid Geometrical and Statistical Models for

1

Wireless Sensor Networks (WSNs) are integral to numerous modern appli-
cations, including environmental monitoring, healthcare, industrial automa-
tion, and military operations. Their distributed and often unattended nature
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Abstract

Worm propagation poses significant security threats to Wireless
Sensor Networks (WSNs), leading to potential disruptions and system
failures. Traditional modeling approaches, including geometrical and
statistical models, offer insights into worm behavior but often lack the
comprehensive capabilities required to fully understand and mitigate
these threats. This article presents a novel hybrid geometrical and
statistical model that integrates spatial dynamics with probabilistic
infection analysis to provide a more accurate and robust framework
for predicting and controlling worm propagation in WSNs. The hy-
brid model enhances predictive accuracy, informs effective mitigation
strategies, and offers robust analytical tools for complex network in-
teractions. Detailed model formulation, analysis, and performance
evaluation are provided, demonstrating the model’s applicability to
various WSN scenarios.

Introduction to Hybrid Models
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makes them susceptible to various security threats, particularly worm propa-
gation [1,2]. Worms can spread rapidly through WSNs, leading to significant
disruptions and compromising the integrity and functionality of the network.

Traditional models for analyzing worm propagation in WSNs are typically
divided into geometrical and statistical approaches:

e Geometrical Models: Focus on the spatial and structural aspects
of worm spread, considering node positions, connectivity, and trans-
mission paths [3,4]. While they provide valuable insights into spatial
dynamics, they may not accurately capture the probabilistic nature of
infection events.

e Statistical Models: Emphasize the probabilistic and empirical as-
pects of worm spread, analyzing infection patterns based on observed
data and statistical distributions [5,6]. However, they often lack the
spatial context needed to understand how network topology and node
placement influence worm propagation.

To address these limitations, we propose a hybrid model that combines
the strengths of geometrical and statistical approaches. This integration
aims to provide a more comprehensive understanding of worm propagation
dynamics in WSNs.

2 Model Formulation

The hybrid model integrates geometrical and statistical components to cap-
ture the complex dynamics of worm propagation in WSNs. The model for-
mulation includes definitions and equations for both components.

2.1 Geometrical Components

The geometrical components describe the spatial dynamics of worm propa-
gation, including worm paths, node connectivity, and the influence of node
placement on infection spread.

Geometric Path Equations:

The path of the worm is modeled using parametric equations that consider
the spatial distribution of nodes and the probability of transmission between
them:
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r(t) =ro+ /0 v(7)dr + n(t) (1)

where:

e r(t) is the position of the worm at time ¢.
® 1( is the initial position of the worm.
e v(t) is the velocity vector describing the worm’s movement.

e n(t) represents noise or deviations due to environmental factors or node
mobility.

Transmission Dynamics:
The probability of transmission between nodes is influenced by their dis-
tance and connectivity, described by a transmission function T'(r;, r;):

A
T(rir;) = —— 2
(I‘l,I'J) Hri_era ( )
where:

e )\ is a transmission coefficient.
o ||r; — ;|| is the Euclidean distance between nodes ¢ and j.

e (v is a path-loss exponent characterizing the impact of distance on trans-
mission.

2.2 Statistical Components

The statistical components analyze infection patterns based on empirical
data and probabilistic models. This includes assessing the likelihood of worm
transmission and recovery, and estimating key parameters.

Infection Probability:

The probability of infection for a susceptible node is modeled using a
logistic regression function based on various factors such as proximity to
infected nodes and network density:

! 3
1 + e—(Bot+Bizi+Pfazat-+fBnan) ( )

-Pinfection -

where:
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Geometrical Path of Worm Propagation in WSN
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Figure 1: Geometrical Path of Worm Propagation in WSN

® Pifection is the probability of infection.
e (3 is the intercept.
® (31,0,,...,0, are coeflicients for predictor variables z1, xo, ..., x,.

Recovery Probability:
The probability of recovery for an infected node is modeled using a time-
dependent exponential decay function:

Precovery(t) = 1 — ™™ (4)
where:
® Precovery(t) is the probability of recovery at time t.
e 7 is the recovery rate constant.

Transmission Rate Estimation:
The transmission rate is estimated using maximum likelihood estimation
based on observed infection data:
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N
B = arg mﬁax Z IOg Pinfection,i (ﬁ) (5)

i=1

where:
e [ is the estimated transmission rate.

® Pinfectioni(3) is the infection probability for node i given the transmis-
sion rate f3.

Statistical Analysis of Infection Probability in Hybrid
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Figure 2: Statistical Analysis of Infection Probability in Hybrid Model

3 Analysis and Comparison

This section provides an analysis and comparison of the hybrid geometrical
and statistical models, focusing on stability and performance metrics.
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3.1 Stability Analysis

Stability analysis examines the conditions under which the worm propagation
dynamics reach equilibrium or exhibit unstable behavior. The hybrid model
integrates geometrical and statistical insights to assess stability.

Stability Criteria:

The system’s stability can be analyzed by examining the eigenvalues of
the Jacobian matrix of the hybrid model’s equations at equilibrium points:

of
Jhybrid = = (6)

where:
® Jiybria is the Jacobian matrix of the hybrid model.
e f represents the hybrid model’s equations.

e x represents the state variables (e.g., positions and infection statuses
of nodes).

Equilibrium Points and Eigenvalues:
Numerically calculating the Jacobian matrix at equilibrium points helps
determine the system’s stability:

of
= x| (7)

where x* represents the equilibrium point. The system is stable if all
eigenvalues of Jyynria(x*) have negative real parts.

Jhybrid (x*)

x*

3.2 Performance Metrics

Performance metrics evaluate the effectiveness of the hybrid model in de-
scribing and predicting worm propagation dynamics. Key metrics include
infection rate, recovery rate, and network coverage.

Infection Rate:

The infection rate measures the speed at which nodes become infected
over time:

dl
Rinfection = % <8>
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Stability Analysis of Hybrid Model
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Figure 3: Stability Analysis of Hybrid Model

Recovery Rate:
The recovery rate measures the speed at which infected nodes recover and
become susceptible or resistant:

dR
Rrecover = 7 9
Network Coverage:

Network coverage assesses the proportion of the network affected by the
worm:

I+R
C'network = T (1())

where [ is the number of infected nodes, R is the number of resistant
nodes, and N is the total number of nodes.
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Performance Metrics of Hybrid Model
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Figure 4: Performance Metrics of Hybrid Model

4 Conclusion

The hybrid geometrical and statistical model provides a robust framework
for understanding and predicting worm propagation in Wireless Sensor Net-
works. By integrating geometrical insights with statistical analysis, the
model captures both spatial dynamics and probabilistic infection patterns.
This comprehensive approach allows for detailed stability analysis and per-
formance evaluation, aiding in the development of effective mitigation strate-
gies.

The hybrid model offers s everal a dvantages, i ncluding e nhanced predic-
tive accuracy, improved mitigation strategies, and robust analysis of com-
plex network interactions. Future research should focus on further refining
the model, incorporating real-time data, and exploring new applications to
address emerging challenges in WSN security.
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