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Abstracts :  One efficient method that is built using MATLAB is HEACO, which stands for Heterogeneous Energy Efficient method 

for Computation offloading. Factors including RAM use, number of tolerable tasks, CPU utilisation, and battery consumption are 

considered. One way this method measures performance is by looking at the standard deviation. Three viewpoints are used to present 

the chosen issues: the security viewpoint, the resource-intensive architecture of the current frameworks, and the ideal offloading 

platform. This method efficiently moves programmes with intensive computations that mobile devices cannot handle to the cloud, 

all while keeping these criteria in mind. 
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INTRODUCTION 

You may be wondering how your phone manages to save so 

much information given its limited storage capacity. Apps 

like Spotify and Wnyk Music use user-generated content to 

construct personalized playlists based on song likes. They 

must be using their lightning-fast processing power on their 

cloud servers to filter the music and create a playlist that suits 

your interests. Your smart mobile devices just do not have the 

processing capability to handle the massive amounts of data 

that you send them (K. Kumar, 2010). Unbeknownst to the 

user, cloud computing, intelligent car monitoring access, and 

global positioning systems are all at work whenever Google 

Maps is used. It is possible to get real-time information about 

traffic conditions and the quickest route to a user's specified 

destination by collecting data about their vehicle's position 

and speed using GPS and processing it at Google's cloud 

servers.  

By the way, are you OK with sharing media files, whether 

they're photos or movies, on the cloud? Regarding the 

security and privacy of your sensitive information, shouldn't 

you take it seriously? With the use of cloud computing and 

offloading services, you may access a more powerful and 

quicker computing resource. This service is pay-as-you-go 

and available on demand. These three key elements make up 

cloud computing: platform as a service, software as a service, 

and infrastructure as a service. The worldwide compounded 

annual growth rate (CAGR) data demonstrate the dominance 

of cloud computing.  As of 2016, the growth rates of IaaS, 

PaaS, and SaaS were 41%, 26.6%, and 17.4%, respectively, 

according to CAGR. As previously said, there has been a 

significant increase in mobile users. However, this growth is 

still insufficient to handle or assist with computationally 

heavy activities like image recognition, deep learning-based 

decision-making, and natural language processing. Keep in 

mind that mobile devices can't match to desktops or server 

PCs when it comes to processing power. Still, portability is 

the key to mobile cloud computing's success and the amount 

of effort invested into it. 

Various studies are being conducted to improve the 

computational capacities of SMDs, which are currently 

facing a problem with limited resources. One example is how 

the compute offloading framework demonstrated how this 

practice helped down mobile devices' energy consumption 

costs. This research primarily covers two points: first, how to 

increase the computational power and storage capacity of 

SMDs; and second, such computational offloading 

frameworks are now available and described. Also, problems 

with computational offloading and mobile cloud computing. 

Problems that need exploring further.  

LITERATURE REVIEW 

Abusaimeh, Hesham. (2022). The growing volume of data 

places a burden on mobile devices' limited resources, 

including batteries, processors, storage, and bandwidth. As a 

result, it becomes important to offload compute-intensive 

operations to a nearby edge cloud server. A new area of study 

called Mobile Cloud Computing (MCC) has evolved to solve 

the problems with mobile devices by moving them to the 

cloud. Some of the biggest obstacles to effective offloading 

are the high expense of running and maintaining cloud servers 
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and the fact that devices are mobile, which might lead to 

connection problems. 

Myagila, Kasian. (2020). There has been a severe lack of 

memory, computing power, storage space, and battery life in 

mobile devices. Complex applications have been devised and 

deployed as a result of technological advancements, and these 

applications need computer devices with enormous 

capacities. The concept of cloud computing arose as a remedy 

for computers with limited storage space. The ever-changing 

nature of mobile devices and their environments, together 

with the inherent unpredictability of wireless transmission, 

has made it difficult to integrate mobile operating systems 

with cloud computing. In order to evaluate mobile cloud 

computing as a solution for work offloading, this study 

surveys current research in the field. Finally, the research 

brought attention to unresolved concerns that must be 

resolved in order to execute optimum Mobile Cloud 

Computing, after reviewing typical frameworks that are 

utilised to implement Mobile Cloud Computing. 

Biswas, Milon & Whaiduzzaman, Md. (2019). Given the 

meteoric rise of mobile apps and the ever-changing nature of 

cloud computing, Mobile Cloud Computing (MCC) has 

emerged as a promising new technology. Mobile cloud 

computing (MCC) refers to the incorporation of cloud 

computing into a mobile technology setting. Cloud 

computing is an architecture that moves data processing and 

storage from mobile devices to a central location in the cloud. 

Finding solutions to problems with storage, battery life, 

bandwidth, heterogeneity, and security are the main goals of 

mobile computing. The execution offloading method, which 

transfers processes between computers, is proposed as a 

means to relieve mobile devices of their computing load. 

Execution offloading involves statically or dynamically 

deciding, depending on execution time and process state, 

which portions of code should be performed. If the offloading 

mechanism is efficient and fits the energy consumption 

criteria, then MCC will be a success. To begin, we provide a 

working definition of the MCC and explain how offloading 

might reduce runtime and energy consumption. Then, in order 

to make the most of the cloud, we demonstrated several 

offloading mechanisms in a wireless heterogeneous network. 

When the models are to be employed and how they will 

strengthen and enable the applications were displayed. We 

concluded by proposing robust MCC application models that 

would improve the mobile industry of the future. 

Akherfi, Khadija & Gerndt, Micheal & Harroud, Hamid. 

(2016). Even while mobile devices have come a long way, 

they are still seen as having limited processing capabilities. 

Users nowadays are pickier and expect to run 

computationally heavy apps on their mobile phones. So, to 

increase the functionality of mobile devices via offloading, 

Mobile Cloud Computing (MCC) combines mobile 

computing with Cloud Computing (CC). Computation 

offloading addresses the shortcomings of Smart Mobile 

Devices (SMDs) such short battery life, low processing 

power, and inadequate storage capacity by shifting the 

processing and burden to more powerful and resource-rich 

platforms. The contemporary offloading frameworks and 

compute offloading strategies are detailed and evaluated in 

this study, along with an examination of their key 

shortcomings. Also covered are certain critical 

implementation aspects, such as offloading mechanism and 

amount of partitioning, that determine the frameworks. At 

last, it provides a synopsis of the problems with MCC 

offloading schemes that need more study. 

RESEARCH METHODOLOGY 

We have developed a simulation for this approach in 

MATLAB. A random quantity of jobs, users, and cloudlets are 

generated by the method. To efficiently and effectively mimic 

offloading while minimizing energy consumption, 

parameters such as standard deviation, execution time, and 

number of tasks that may be tolerated have been considered. 

Cloudlets are used in this context. Cloudlets are little virtual 

computers that enable you move around and scale up or down 

as needed in the cloud. Cloudlets, which are small-scale cloud 

datacenters with mobility enhancements, are located, in 

theory, in the cloud's periphery. Cloudlets were first proposed 

by Ramon Caceres, Mahadev Satyanarayana, Nigel Davies, 

and Victor Bahl. The two concepts, clouds and cloudlets, are 

distinct in important ways. Because it provides the 

aforementioned services to users over the network, a cloudlet 

might be considered a kind of cloud computing.  

In contrast to clouds, which are overseen by a third party, 

cloudlets are self-managed. In contrast to clouds, which rely 

on the public internet for connection building, cloudlets 

employ local area networks. Applications like as deep 

learning, virtual reality, and natural language processing—

which are resource-intensive and interactive—were the 

inspiration for the cloudlet. A cloudlet and a cloud are just 

slightly different. The ownership of the Cloud is centralized, 

but that of the Cloudlet is decentralized. Cloudlets are 

considered instead of clouds for the sake of brevity and 

clarity. Transferring resource-intensive apps from the mobile 

device to the cloudlet is shown by the offloading procedure. 

In the MATLAB model, the offloading procedure is shown. 
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Figure 1: Offloading Process 

Figure 1 shows the result of a basic distance calculation used 

to determine the distance between the user and the cloudlet. 

With these lines, we can see that users are moving their apps 

to cloudlets. The addition of the VM (Virtual Machines) is 

another component.If the current virtual machine is full or 

unavailable, the data is sent to other virtual machines. There 

is also the unloading between several cloudlets. 

Consequently, this method avoids deadlocks. 

What follows is the HEACO algorithm. 

 

 

It is one of the most basic algorithms that verifies the 

process's execution unit's location and bandwidth. The 

execution unit receives it if both criteria are fulfilled. The job 

is still offloaded even after allocation if the execution unit is 

overcrowded or lacks the necessary bandwidth.  

A suggested approach for compute offloading that is 

heterogeneous and energy efficient finds the shortest route 

from the mobile device to the cloudlet and then offloads the 

data. This algorithm is composed of two parts:  

i. we use a basic distance calculation to determine how far 

away the cloudlet must be from the mobile device.  

ii. Then, the offloading process begins, taking into 

consideration factors such as RAM used, number of 

manageable tasks, CPU utilisation, battery spent, and time 

left.  

This HEACO Algorithm makes use of a number of factors, 

including the various nodes, tasks, and deployed bandwidth. 

The transfer procedure begins if the provided bandwidth falls 

short of the necessary bandwidth. To determine the shortest 

path between the cloudlets and the mobile users, the distance 

formula is considered. The HEACO Algorithm was built 

using this fundamental method. To offload resource-intensive 

mobile apps, this is the most basic energy-efficient strategy 

that makes use of a variety of characteristics.  
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RESULTS 

Here we can see the different results that came out of using 

the HEACO. 

 

Figure 2: Standard deviation along with Allocations 

As a measure of performance, standard deviation is used. 

Figure 2 shows the distribution vs. the standard deviation 

during allocations and completion. The red line represents a 

normal distribution of allocations; after a high allocation, 

there is a sharp spike. The route is almost straight (when 

completed), thus there isn't much of a variation. As a result, 

there will be very few exceptions. The total number of 

allocations in relation to the quantity of battery used and left 

may be shown in Figure 3. An application's total number of 

allocations is equal to the sum of all of its allocations. 

There is a noticeable drain on battery life while the app is run. 

There is also an indication for the amount of battery life 

remaining. It is possible to see the curve below during 

unloading. 

 

Figure 3: Battery consumed and remaining and Cloudlets 

The graphic provides a visual representation of the battery 

usage and remaining power during unloading. During 

unloading, the battery once again displays a typical gradient. 

The shown graph indicates the presence of six cloudlets. 

Battery life is at its lowest at cloudlet 4, and it's almost dead 

at cloudlet 6, when the curve drops sharply. Evidently, there 

is a significant quantity of battery left compared to what has 

been spent. Therefore, the remaining battery was effectively 

used for offloading. When the HEACO algorithm is used, 

there is also no issue with battery scarcity. Figure 4 shows the 

relationship between the number of executions and their 

duration. In this case, four cloudlets are considered. The 

cloudlets are being shown the execution time. After a typical 

rise, the curve flattens out, and the execution time gradually 

increases once again. The execution count grows in direct 

proportion to the execution time. The figure depicts four 

cloudlets. The application is occupying cloudlet 1 at about 

119 ms. 

 

Figure 4: Execution Count along with the Execution Time 

Figure 5 displays the results of six simulations that were run 

in the network. Due to the heterogeneous nature of the 

network and the fact that the processing units and virtual 

machines are initialised with different sets of attribute values 

each time, the simulation time is not consistent. The 

execution time ranges from 18 ms to 99 ms. 

 

Figure 5: Slope of Total Number of Allocations and 

Simulation Time 

Number of allocations as a function of standard deviation is 

shown in the graph below. The standard deviation is the 

variation in expectations that occurs when a processing unit 

is assigned a job or procedure. It is the value at which a certain 

percentage of a set's members deviate from the set's mean. If 

the programme is complete but the execution unit is 

overloaded, then the Standard Deviation measures the 

number of erroneous allocations. If the application is 

complete, then the Standard Deviation measures the number 

of completed tasks. 
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Figure 6: Total Number of Allocations along with Standard 

Deviation 

With respect to the standard deviation, Figure 6 displays the 

overall number of allocations. The standard deviation 

parameter shows the extent to which the results differ from 

the initial values. Essentially, the HEACO Algorithm boils 

down to offloading the request if the cloudlet can't finish it. 

The search for the next closest cloudlet is initiated in such a 

circumstance. Users or mobile phones are represented by U 

in the picture below, while the available cloudlets are 

represented by C. 

 

Figure 7: Offloading Process 

Users, cloudlets, and the HEACO Algorithm's offloading 

process are shown in Figure 7. 

GENERAL ISSUES AND CHALLENGES IN 

COMPUTATION OFFLOADING FOR MCC 

All three viewpoints—the security viewpoint, the resource-

intensive architecture of the current frameworks, and the ideal 

offloading platform—are used to highlight the chosen 

challenges. 

Platform diversity  

The wide variety of smartphone designs and operating 

systems is a problem for existing compute offloading 

frameworks. Here is an example that demonstrates this 

variety: You may use MAUI, an offloading framework, for 

the. As opposed to the.net framework, Mirror Server is an 

Android-compatible framework. Cloud computing services 

should be accessible to SMDs consistently, irrespective of the 

operating system or hardware in use. A difficult problem in 

the MCC area is the lack of a standardized offloading 

infrastructure for various smartphone platforms. 

Security and privacy in mobile cloud applications  

When processing applications in the cloud, data transfer 

security is of the utmost importance. Keeping sensitive 

information secure and private is of the utmost importance 

while unloading. Various perspectives may be used to 

approach these ideas: three places:(1) the mobile device itself, 

(2) the cloud, and(3) the network itself. Along with all the 

new technology, the number of complex assaults on mobile 

phones—the primary targets of cybercriminals—has been 

steadily rising. When it comes to the safety of cloud data 

centres, the main concerns revolve on the data transfer 

between the various network nodes. Cloud providers and 

mobile customers alike anticipate very high levels of security. 

There are persistent security risks in the existing frameworks 

that affect the binary transmission of application code during 

runtime. Strong safeguards and a safe environment are 

necessary for the three components of the MCC model, 

regardless of the solutions that are available.  

The authors investigate safe offloading of relevant linear 

programming (LP) calculations with an eye towards 

optimising tasks and computations. Public LP solvers on the 

cloud and private LP parameters held by the user form the 

basis of this paper's work on offloading LP computing. In 

order to verify and produce efficient results, the authors zero 

in on the basic duality theorem of LP computing and 

formulate the necessary criteria for accurate results to satisfy. 

Secure data and compute outsourcing to an untrusted 

commodity cloud is presented by Bugiel et al. in their design. 

They suggest a design that uses a trusted cloud and a 

commodity cloud, which are really twins.  

By dividing the calculations in this manner, important 

operations are primarily handled by the trusted cloud, while 

requests for offloaded data are done in parallel on encrypted 

data by the quick commodity cloud. Nevertheless, new 

challenges arose from the concept of segmenting processes 

and entrusting them to separate clouds. For example, it will 

be necessary to make obvious changes to the core 

infrastructure in order to install and maintain this cloud 

architecture. There is a growing security risk that is outpacing 

our ability to respond. To adapt to new developments and 

make the most of new services, security procedures must 
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continuously improve and advance. Therefore, a security 

system that addresses every security risk simultaneously 

cannot be defined.  

Fault-tolerance and continuous connectivity  

The mobility of SMDs is a crucial feature in MCC. Reason 

being, two of the most important factors in determining 

whether consumers will be satisfied with mobile cloud 

services are the ability to move about freely and communicate 

independently while using them. On the other hand, getting 

constant connection and access to cloud services when 

travelling isn't possible due to a few limitations. Data transfer 

rates and available network capacity could fluctuate as 

mobile users move around. In addition, users could 

experience disconnections when transmitting or receiving 

data; hence, offloading methods should include appropriate 

fault-tolerant algorithms to resend the missing components, 

minimize reaction time, and lower mobile device energy 

usage. The assurance that offloaded programmes will run 

properly is of the utmost importance to mobile users.  

Automatic mechanism  

It is still necessary to automate the current computation 

offloading frameworks. By doing so, the unloading process 

may be carried out more smoothly as the surrounding area is 

explored. Automating this process is no simple feat; it 

requires the establishment of a protocol that is specifically 

designed to locate and identify services in light of the present 

environment and its limitations.  

Offloading economy/cost  

Users are responsible for paying the fees associated with 

using the resources of the cloud infrastructure in accordance 

with the Service Level Agreement (SLA) they have signed 

with the cloud provider. Users often wind up paying more for 

processes like data transmission between cloud providers and 

content dumping. Consequently, offloading choices should be 

based on economic considerations.  

Partition offloading and external data input  

Determining which application components should be 

offloaded and locating the appropriate server may be 

somewhat tricky during runtime. The time it takes for the 

offloaded parts of the programme to run could be impacted 

by the resource-intensive algorithms that attempt to solve this 

issue. Current application partitioning techniques do enable 

adaptive programme execution on both mobile devices and 

cloud servers, but they do not address the question of how to 

make the most of the elastic resources available in the cloud. 

This is really essential for creating the 

Table 1 Some challenges and open issues in offloading 

frameworks for MCC. 

 

Applications become scalable when they need to handle a 

high volume of mobile users and when they include data 

stored on other distant servers. Table 1 provides a concise 

summary of the key problems with existing offloading 

systems and unanswered research questions in MCC. The 

open issues describe difficulties that have not been handled in 

present offloading frameworks, while the challenges suggest 

problems that still need additional research and development 

in MCC's compute offloading frameworks. 

CONCLUSIONS 

The HEACO method takes into account heterogeneous 

characteristics such as execution time, battery usage, and 

standard deviation. This algorithm offers a practical way for 

mobile devices to save energy. Mobile devices are capable of 

doing basic arithmetic operations, but more intensive apps are 

moved to the cloud. The HEACO algorithm is a great way to 

transfer large, resource-intensive jobs from mobile devices to 

cloudlets, or even to other cloudlets if one is already full. To 

ensure user happiness, it offers application processing that is 

both efficient and light on energy consumption. Three 

viewpoints are used to present the chosen issues: the security 

viewpoint, the resource-intensive architecture of the current 

frameworks, and the ideal offloading platform. 
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