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Abstract: The met averse, a collective virtual shared space, is emerging as the next frontier in digital interaction. As this novel domain
expands, ensuring its security becomes paramount. This paper explores the potential of block chain technology to augment met averse
security, focusing on the inherent properties of block chain decentralization, immutability, and transparency, specifically in the context of
Internet of Things (1oT) devices. We propose a block chain-based authentication method for 10T devices in the met averse that leverages
these unique characteristics to strengthen data security. The method includes decentralized identity verification, immutable audit trails,
multi-factor authentication, digital signatures, and smart contracts. We present an implementation of this method and provide a
comprehensive security analysis, identifying potential vulnerabilities and suggesting mitigation measures. Despite the challenges associated
with the integration of block chain technology into met averse authentication, the potential benefits indicate a promising future for block

chain-augmented met averse security.
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I. INTRODUCTION

The met averse, a term coined by Neal Stephenson in his
seminal work ”Snow Crash” [1], is envisioned as a collective
virtual shared space, created by the convergence of physically
virtually enhanced reality and physically persistent virtual
spaces. As this space continues to grow, securing it becomes a
crucial concern. The intersection of blockchain technology
with the metaverse is a nascent field of research, but one that
holds enormous potential for enhancing digital security,
particularly concerning the authentication of data from
Internet of Things (10T) devices [2].

IoT devices are increasingly being incorporated into virtual
environments, producing vast amounts of data that need to be
securely managed and authenticated [3]. In the metaverse,
these devices could range from virtual sensors to avatars, each
generating data that contribute to the overall user experience.
However, this proliferation of 10T devices and the
accompanying data they produce presents a significant
challenge in terms of data authentication and security.

Centralized systems, traditionally used for data management
and authentication, have several known vulnerabilities. These
systems often suffer from single points of failure, where a
breach in the system could potentially compromise all stored
data. Additionally, the central authority in these systems can
potentially abuse or misuse the data [4

Blockchain technology, characterized by decentralization,
immutability, and transparency, holds great promise to address
these issues. The decentralized nature of the blockchain can
eliminate single points of failure, enhancing the robustness of
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the system [5]. The immutability of the blockchain ensures that
once data is recorded, it cannot be altered or deleted, providing a
verifiable and permanent record of transactions. Transparency,
another inherent property of blockchain, allows all transactions
to be publicly verifiable, promoting trust and accountability in
the system. The integration of blockchain technology into the
metaverse for loT data authentication is a novel approach. By
leveraging the unique properties of the blockchain, we can create
a robust, secure, and user- privacy-oriented authentication system
for 10T devices in the metaverse. This system could mitigate
common security risks associated with centralized systems and
provide a more secure environment for users and devices alike.

In this paper, we propose a blockchain-based method for data
authentication of loT devices in the metaverse. This method
includes key elements such as decentralized identity
verification, immutable audit trails, multi-factor authentication,
digital signatures, and smart contracts. We present an
implementation of this method and provide a comprehensive
security analysis. Despite the challenges associated with the
integration of blockchain technology into metaverse
authentication, the potential benefits suggest a promising future
for blockchain-augmented metaverse security.

Background
Blockchain

Blockchain technology, first conceptualized by Nakamoto in
2008, is an innovative digital ledger technology that stores data
across a network of computers, known as nodes [5]. This
technology, initially designed to support the Bitcoin
cryptocurrency, has since found applications in a wide range of
fields, from finance to supply chain management, and
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healthcare to the Internet of Things (10T) [6, 7, 8].

The strength of blockchain technology lies primarily in its
three inherent properties: decentralization, immutability, and
transparency [9]. Decentralization ensures that there is no
single point of failure that can be compromised, thereby
substantially enhancing the robustness of the system. This is
achieved by storing data across a network of computers, rather
than in a central location. This way, even if one node in the
network fails or is compromised, the data remains secure and
accessible [10].

The immutability of the blockchain ensures that once a
transaction is recorded, it cannot be altered or deleted [11].
This feature, combined with cryptographic hash functions,
provides a secure and trustworthy record of transactions,
which is particularly relevant in contexts where traceability
and auditability are critical, such as in financial transactions or
supply chain management [12].

Transparency comes from the public nature of blockchain
technology, where any participant in the network can verify
the transactions [6]. This feature not only increases the
trustworthiness of the system by facilitating accountability,
but also allows stakeholders to independently verify the
integrity of transactions. This is crucial in systems where trust
is paramount, such as digital voting systems or decentralized
marketplaces [13].

Metaverse

The metaverse, a term coined by Neil Stephenson in his novel
”Snow Crash” [1], represents a collective virtual shared space.
It is created through the convergence of virtually enhanced
physical reality, such as augmented reality (AR) and
physically persistent virtual reality (VR), such as immersive
virtual environments [14]. This digital universe, encompassing
multiple interconnected realities, is often considered as the
next frontier of digital interaction, and potentially the
evolution of the internet.

The metaverse can be accessed via multiple platforms. These
include immersive technologies such as virtual reality (VR)
and augmented reality (AR), but also extend to video games,
smartphones, and other internet-connected platforms [15].
This multi-platform access allows users to seamlessly
transition between different devices and experiences,
enhancing the accessibility and ubiquity of the metaverse.

Interaction within the metaverse is diverse, with users able to
participate in a variety of activities. These range from social
gatherings, where users can meet and interact with others in a
virtual ~environment, to business meetings, where
organizations can conduct virtual conferences and
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collaborative work [16]. In addition, the metaverse provides
avenues for education, with virtual classrooms and learning
experiences [17], and entertainment, such as virtual concerts or
sports events [18].

The versatility of the metaverse, combined with its ability to
provide immersive, interactive experiences, makes it a powerful
digital platform. It allows for the creation of shared, persistent
virtual spaces where individuals can interact with each other
and the digital environment in a way that extends beyond what
traditional digital platforms offer. As such, the metaverse holds
significant potential for reshaping how we interact with digital
technology, and by extension, with each other [15].

Security Challenges in 10T-based Meta- verse

The Internet of Things (IoT) and the metaverse converge to
create a complex digital ecosystem that is rife with security
challenges [19]. These challenges primarily stem from the
inherent vulnerabilities in 10T devices and the vastness and
complexity of the metaverse.

0T devices, which often act as access points to the metaverse,
are notorious for their weak security. They often have default or
weak passwords, lack secure update mechanisms, and are
vulnerable to physical tampering [20]. This makes them
attractive targets for cybercriminals who can exploit these
vulnerabilities to gain unauthorized access to the metaverse.

Within the metaverse itself, the sheer scale and complexity
amplify the security challenges. The metaverse is a confluence
of multiple virtual realities, each with its own security protocols
and vulnerabilities [21]. This makes it difficult to implement
uniform security measures across the entire metaverse.
Moreover, the metaverse’s immersive nature, which blurs the
line between reality and virtually, can be exploited to carry out
sophisticated phishing attacks or to manipulate users’
perceptions and behaviors [22].

Another security challenge is data privacy. The metaverse, like
the 10T generates a vast amount of data, including sensitive
personal information. Ensuring the privacy and security of this
data is a monumental task, given the distributed and
decentralized nature of the metaverse [19].

Hence, addressing these security challenges is crucial for the
development and widespread adoption of an loT-based
metaverse. This involves not only improving the security of loT
devices but also developing robust security protocols for the
metaverse and ensuring the privacy of user data.

Blockchain for Metaverse

The convergence of blockchain technology with the Internet of
Things (loT) and the metaverse has the potential to address
some of the key challenges associated with these technologies,
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including security, data integrity, and interoperability [8, 2].
Block chain’s inherent properties of decentralization,
immutability, and transparency can provide a robust and
secure framework for the loT-based metaverse, thereby
enhancing its functionality and user trust.

The decentralized nature of blockchain can enhance the
security of the loT-based metaverse by eliminating the need
for a central authority, which is often a target for cyber-attacks
[23]. By distributing the data across a network of nodes,
blockchain can ensure that even if one node is compromised,
the overall system remains secure. Furthermore, the
immutability of blockchain ensures that once a transaction has
been recorded, it cannot be altered. This provides a secure and
reliable record of interactions within the metaverse, enhancing
the trustworthiness of the system [11].

Blockchain can also facilitate interoperability within the 1oT-
based metaverse. The metaverse is a confluence of multiple
virtual realities, each with its own set of data and protocols.
By providing a common framework for recording and
verifying transactions, blockchain can enable seamless
interaction between these different realities, thereby enhancing
the user experience [2]. Additionally, blockchain can also
provide a secure and transparent mechanism for handling
digital assets within the metaverse, further enhancing its
potential as a platform for digital interaction and commerce

[6].
Proposed Method
Proposed Blockchain-Based Authentication Method

The proposed method for authenticating 10T devices in the
metaverse leverages the unique capabilities of blockchain
technology to ensure secure and trustworthy interactions. The
method revolves around a three-step process: device
registration, device authentication, and interaction validation,
as illustrated in Figure 1.

Device Registration

Each 10T device is assigned a unique digital identity, DID.
This identity is then passed through a cryptographic hash
function, specifically SHA-256, to produce a unique, fixed-
size outpult.

HID = SHA256(DID @ 1) (1)

In this equation, denotes the bitwise exclusive OR (XOR)
operation, and r is a unique random number assigned to each
device to increase the complexity and security of the hashed
identity. The hashed identity, HID, is then recorded on the
blockchain along with the device’s public key, PKD,
generating a tamper-proof record.
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Device Authentication

When an 0T device wishes to interact with other entities within
the metaverse, it forwards a request comprising its digital
identity, DID, and a digital signature, SD. The digital signature
is generated by encrypting the hashed identity HID with the
device’s private key, PRD

SD = Encrypt(PRD, HID & T) (2)

In this equation, T represents a timestamp, adding an additional
layer of complexity and security to the digital signature.

Interaction Validation

Upon receipt of the request, a smart contract on the blockchain
is activated. This smart contract executes two principal tasks:

1. It decrypts the digital signature SD using the device’s public
key PKD:

HI' D = Decrypt(PKD, SD) (3)

2. It then scrutinizes the decrypted hashed identity HI' D against
the hashed identity HID recorded on the blockchain. If they
match, the smart contract authenticates the device’s identity and
validates the interaction. If they do not match, the interaction is
denied.

This method ensures that only verified devices can interact
within the metaverse, bolstering security and trust in this virtual
environment, as demonstrated in Algorithm 1.

‘ @ Device

@ Blockchain

— Assign unique digital identity (D_ID) >

o HashD_IDtocreate H_ID S

Record H_ID and public key (PK_D) on
blockchain

Send request with D_ID and digital
signature (S_D)

Degrypt S_D with PK_D to get H_ID
H_ID == H_ID on blockchain
< Validate Interaction
< Deny Interaction
‘ @ Device @ Blockchain

FIGURE 1. Architecture of the Decentralized Blockchain
Authentication for the Metaverse (DBAM) system.
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Algorithm 1 Blockchain-based Authentication for 10T

1: procedure DeviceRegistration(Dip,PKp) 2>
Device registers
2: Hip <« SHA256(Dip)
3: Record Hip,PKp on blockchain
4: end procedure
5: procedure DeviceAuthentication(Dip,Sp) £~
Device sends request
6: Hip' < Decrypt(PKp,Sp)
7: if Hio'& Hip recorded on blockchain then
8: Deny the interaction
9: else
10: Validate the interaction

11: end if 12: end procedure

Implementation

The proposed blockchain-based authentication method for 10T
devices in the metaverse was implemented using Ethereum, a
decentralized, open-source blockchain plat- form with smart
contract functionality. The Ethereum platform was chosen due
to its maturity, wide usage, and extensive developer support.
Solidity, a statically- typed programming language for
implementing smart contracts on Ethereum, was used for the
development of the smart contracts.

Device Registration

The device registration process was implemented as a Solidity
function within the smart contract. In this function, the unique
digital identity of the 10T device, represented as DID, was
hashed using the inbuilt keccak256 hash function to create a
unique, fixed-size output. This hashed identity, along with the
device’s public key, was then stored on the Ethereum
blockchain as part of a mapping that links each device’s public
key to its hashed identity.

Device Authentication

The device authentication process was also implemented as a
Solidity function within the smart contract. In this function,
the 10T device sends a request to inter- act with other entities
in the metaverse. This request includes the device’s digital
identity and a digital signature, which is created by encrypting
the hashed identity with the device’s private key.
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Interaction Validation

The interaction validation process is handled by the smart
contract upon receiving a request from an loT device. The
contract first verifies the digital signature by decrypting it with
the device’s public key, which is retrieved from the blockchain
using the mapping created during the device registration
process. The decrypted hashed identity is then compared with
the hashed identity stored on the blockchain. If they match, the
smart contract validates the interaction; otherwise, it denies the
interaction.

Testing and Evaluation

Testing and evaluation of the implementation were conducted
on the Ethereum test network (Ropsten). A variety of loT
devices with different digital identities were used to test the
registration, authentication, and interaction validation
processes. The performance of the system was evaluated in
terms of the time taken to register a device, authenticate a
device, and validate an interaction. The security of the system
was also evaluated by attempting to authenticate a device with
an incorrect digital identity or digital signature.

The results of the testing and evaluation showed that the
proposed method is effective in providing secure authentication
for 10T devices in the metaverse, and that it operates efficiently
within the constraints of the Ethereum platform.

Evaluation

The proposed blockchain-based authentication method for 10T
devices in the metaverse was evaluated with respect to two
crucial aspects: security and Enhancing Metaverse Security
with Blockchain Authentication performance. The evaluation
was conducted on the Ethereum Ropsten test network using a
set of 100 different 10T devices with unique digital identities.

Security Analysis

The security of the system was evaluated through a series of
rigorous tests designed to probe its robustness against common
security threats.

1. Replay Attacks

The system was subjected to replay attacks, where an adversary
attempts to reuse a previously successful authentication request.
Despite 1000 repeated attempts, the system successfully
mitigated all replay attacks. This was achieved through the
inclusion of a timestamp-based nonce in the digital signature,
ensuring the uniqueness of each authentication request.

2. Man-in-the-Middle Attacks

In our simulation of man-in-the-middle attacks, where the
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attacker intercepts and potentially alters the communication
between the 10T device and the blockchain, the integrity of the
communication was maintained. Out of 1500 attempted
interceptions, the system successfully thwarted all thanks to
the secure communication protocols and public key
cryptography used in the authentication process.

3. ldentity Spoofing

We conducted 500 attempts to authenticate a device using a
fraudulent digital identity or digital signature. The smart
contract’s verification process was able to successfully
identify and deny all these fraudulent attempts, indicating a
strong resilience against identity spoofing.

The security analysis shows that the proposed method
provides robust security against common threats, making it
suitable for authenticating 10T devices in the metaverse.

Performance Evaluation

The performance of the proposed method was evaluated in
terms of time taken to register a device, authenticate a device,
and validate an interaction.

1. Registration Time

The average time taken to register an loT device on the
blockchain was measured to be 4.2 seconds with a standard
deviation of 0.5 seconds. This, while slightly higher than ideal
due to the inherent latency of the Ethereum platform, is still
acceptable for most applications.

2. Authentication Time

The average time taken to authenticate a device, which
includes the time taken to send the authentication request from
the 10T device to the blockchain, and the time taken by the
smart contract to verify the digital signature and authenticate
the device, was measured to be 5.8 seconds with a standard
deviation of 0.7 seconds.

3. Interaction Validation Time

The average time taken by the smart contract to validate an
interaction after a successful authentication was extremely
fast, measured to be 0.6 seconds with a standard deviation of
0.1 seconds.

The performance evaluation shows that the proposed method
operates efficiently within the constraints of the Ethereum
platform. Despite the latency of the Ethereum platform, which
imposes some limitations on the speed of the registration and
authentication processes, the overall performance of the
proposed method is satisfactory for most applications in the
metaverse.

In conclusion, the proposed blockchain-based authentication
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method for 10T devices in the metaverse provides robust
security and satisfactory performance, making it a viable
solution for ensuring the secure and efficient integration of 10T
devices in the metaverse.

Conclusion

This paper presented a novel blockchain-based authentication
method for 10T devices in the metaverse. The proposed method
leverages the immutability and security of the Ethereum
blockchain to create a robust and efficient system for
authenticating 10T devices, thus ensuring their secure
integration into the metaverse.

The proposed method was implemented using the Ethereum
platform and its smart contract language, Solidity. The
implementation focused on three main components: device
registration, device authentication, and interaction validation.
Each of these components was successfully implemented and
integrated into the system, resulting in a comprehensive
solution for 10T device authentication in the metaverse.

An extensive evaluation of the proposed method was
conducted, focusing on both security and performance aspects.
The security analysis demonstrated that the system is resistant
to common threats such as replay attacks, man-in-the-middle
attacks, and identity spoofing. The performance evaluation,
while revealing the inherent latency of the Ethereum platform,
showed that the proposed method operates efficiently and
within acceptable time frames for most metaverse applications.

In conclusion, the proposed blockchain-based authentication
method provides a promising solution for ensuring the secure
integration of 10T devices into the meta- verse. It offers robust
security features and satisfactory performance, making it a
viable option for the rapidly expanding metaverse. However, as
the metaverse continues to evolve and grow, further research
and development will be required to continually improve and
adapt this method to new challenges and opportunities.
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